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06 aBTope

Ixummu CoHr AB/seTCA pa3paboTYMKOM c 6onee yeM 20-T€THUM CTaXeM, Ha-
4aBLIMIA CBOIO Kapbepy C YTEHUsA BTOPOTO M3JaHMUA KHuUrH Programming Perl, BbI-
1IefIIel B TOM )K€ CaMOM U3JaTe/bCTBE, B KOTOPOM BBIlI/Ia M AaHHaA KHura. OH
NPYHMMAaJ YYacTHe BO MHOTMX HOBBIX NPEANPUATHUAX M MOTHOCTBIO 3aHA/CA OUT-
KoitHoM B 2014 ropny. C Tex mop oH BHeC CBOJ IMOCU/IbHBIN BK/Iafi B CAMble pa3Hble
NPOEeKThl GUTKOHA C OTKPHITHIM KOLIOM, BKM0oYas Armory, Bitcoin Core, btcd
u pycoin.

Ecnu BbI Korga-HuOyAb nmoBcTpevaeTe [KMMMM M 3aXOTHTE BBI3BaTb B HEM
XKelTaHMe MOPacCy>KAaTh, CIPOCUTE €ro O GUTKONHe, YCTONYMBOI Ba/TIOTE, XYABIX
TIOCTIEAICTBUAX OT ACKPETHOM Ba/TIOTHI, ITOCTE, ITIOTOARMM, CUTIOBOJ aT/IeTHKeE, BOC-
IIUTAaHUM [eTell M KOBOOMCKMX IIATIAX.

06 uzob6paxeHnn Ha o6noxke

Ha o6no>xke HacToslero u3faHuA aToit KHUru usobpaxeH menoen (Mellivora
capensis), MHaue Ha3bIBaeMbIil NbICHIM 6apcykoM. HecMoTps Ha cBOe Ha3BaHume,
3TO XXMBOTHOE BHEIIIHE ITOXOXE CKOpee Ha JIaCKy MM XOpbKa, 4eM Ha bapcyka.
OHo obutaer nosciony B Appuke, Viuguu u IOro-3anapnoit Asun. Megoen —
XMIIHOE XMBOTHOE, IPOAB/IAIOLEE CBOJ HEBEPOATHO CBUPEIBIN HPAB, KOTAa EMY
MIPUXORUTCS 3aIMIIATBCA.

CBoe npuBBIYHOE Ha3BaHMe MeToer OMTYYN/I M3-3a IOBaJKHU COBepLIaTh Habern
Ha y/IbM M NOefaTh MOOMMBIA MM Mef M TMYMHKM I4el. Y Hero TONCTas IIKYpa,
CBOZIAILIIAS HAa HET MOC/IeACTBMA IMYEMMHBIX YKycoB. Ho paumon mepnoenoB BecbMa
pasHOOOpa3eH M BKIIOYaeT B ce6s 3Meif (B TOM 4MC/e AROBUTHIX), TPbI3YHOB, Ha-
CEKOMBIX, JIATYLIEK, IITHUL], AM1ia, IJIONbl, KOPHU M JIyKOBUIIbI pacTeHuit. boino 3a-
MeYEeHO, YTO MeO€e/ MPOTOHAET MOJIOABIX IbBOB OT CBOEH JOOBIYM M OTHOCUTCA
K HEMHOTMM BUM/]aM )XMBOTHBIX, HaO/MIOflEHNA 32 KOTOPbIM BENUCh C MCIIONb30BA-
HIEM COBPEMEHHBIX MHCTPYMEHTOB.

Menoen — Kpenko C/o)KeHHOe KMBOTHOE C [IMHHBIM TE/IOM, IUMPOKOM CITU-
HOI1 ¥ He6OoMbIION I/IOCKOI TONIOBOI. Y HEro KOpPOTKMe HOTH, OKaHYMBAIOLIMECS
OCTPBIMM KOTTAMM, 6/1arofiapsi KOTOPHIM OH MCK/TIOYMTENBHO XOPOIUO POET 3eM-
0. Menoen crioco6ed He TONMBKO MOKOMATHCA O CBOEM AOOBIUM IOJ 3eMIel, HO
M BBIPHITb HOPY A/A cebs (AnMHOI B cpefHeM 1-3 M). Y 0cCHOBaHMA €ro XBOCTa
HAXOMIUTCs Xe/le3a, Hallo/THEHHAasA 37T0BOHHOM CeKpelyeif, KOTOpOJ OH MONb3yeTcA
IVIA IOMETKM CBOEJ TepPUTOPUM M NPEeAYNpeXAeHNA ApyTuX xuBoTHBIX. [lIkypa



Ha Illee MelOe/la He HATAHYTA, YTO MO3BO/AET EMY BEPTETh [O/IOBOM U KycaTbCs,
KOIZIa €ro XBaTaloT.

B 2011 rogy 6eccTpallHOe NOBeAeHNE MeOEa CTANO CIOXKETOM KOMMYECKOTo
BUPYCHOTrO BUJie0, cHAToro National Geographic.

MHorue BUAbI XMBOTHBIX, N306paXKeHHBIX Ha 06/I0KKaX KHUT M3JaTe/IbCTBa
O'Reilly, HaxomATcs oA yrpo30it MCYe3HOBEHNA, XOTA BCE OHM BaXXHBI [/ HAIlEro
mupa. ITogpobHee 0 TOM, KaK MOMOYD CITACEHMIO ITUX >KMBOTHBIX, MOXKHO y3HaTb
no afpecy animals.oreilly.com. Ha nepBoit cTpanuue o6/10KkM 3TOM KHUTH
NpUBe/ieHa WIMIOCTPaLua ¢ M306pakeHueM Mefoefa, BoimonHeHHas Kapen MoHT-
rOMepy Ha OCHOBaHMM 4YepHO-6€/0if rpaBIOphl, B3ATOM U3 SHUMK/IONEAUIECKOTO
nspauus Natural History of Animals (EcTecTBeHHass MCTOPUS )XUBOTHBIX).
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lpepucnosue

Kak 3ameyaTenbHO 6bITH MmucaTeneM Hay4HO-(GaHTaCTUMYECKUX IOBECTEN M Po-
MaHOB! B HMX MOXXKHO NOCTPOMTb 061LEeCTBO, B KOTOPOM 6/1arococtosiuue 60/b-
1lIe He SABJIAETCA MMPAXOM, BOSHMKAIOLIMM U3 IMYCTbIX O0OeIaHNit IPaBUTENbCTB
¥ MaHMNYIALWA LeHTPalbHBIX 6aHKOB, 0OMEHMBAThCS LIEHHOCTAMM MOXKHO 6€30
BCAKMX TOJO3PEHMII M OI/IAThl YCIYT IMOCPEAHNMKA, KOA MOXKET ObITh 3aKOHOM, a
KO/UIEKTMBHBIE PEeLIEHNsA MOTYT NPUHUMATBCA 6e3 MCKaXKeHMI, BHOCUMBIX LI€H-
Tpanusauue... [l 3Toro nucarenio JOCTATOYHO OTKPBITh TEKCTOBBIN PeAakTOp U
NPUCTYTIUTD K BOIIOLIEHMIO 3aMbIC/Ia CBOETO HayYHO-()aHTACTUYECKOTO JeTHINA.

Ho ansa HanMcaHuA 3aXBaThIBAIOIMX POMaHOB HY)KHO He TO/IBKO BOOOpaXkeHMe,
HO M 3HaHMe OKpYy>kalomero mupa. “IloctpoeHne Mupa” — 3TO He CTONMBKO JINTe-
paTypHoOe IpaBRONOA0OMe MMM HaNMYKAaHHBIN TEXHUYECKUMU TEPMUHAMMU TEKCT,
CKO/IBKO IIPOHMKHOBEHME ITyOOKO BHYTPb, YTOOBI OOPATbCs BO CYTH M NOHATH,
KakuM 06pasoM JeiiCTBYeT 3TOT MUp, 3afiaBasich Bompocamu Bpoge “Uro ecmu...”
W 4eM nyyine mucaTenb NOHMMAeT MEXaHU3MBI M KOAbI, 06pa3yiolue OMmuChIBae-
Mblif UM MUp, TeM 60/lee MHTEPECHBIMU CTAHOBATCA BOIPOCHI, KOTOPbIE B CBA3M C
HUMM BO3HMKAIOT.

V3MeHUTD pea/nbHbIf MUP HAMHOTO TPYAHee, YeM HamucaThb Hay4HO-¢aHTa-
CTUYeCKMIi pPOMaH, HO ¥ JUIA 3TOro TpebyloTcs 3HaHMA. [ToMuMo MyApocTH, uAea-
MU3Ma, HaCTOMYMBOCTH, FUCLUIUIMHBI U YOXKAEHHOCTH Nepen TULIOM COMHEHMIA,
TOMY, KTO IIpETEHAyeT Ha Ipeo6pa3soBaHMe OKPY)KAIOIIEr0 MUpa, Heo6XOAMMO
AICHO TOHMMATb, KaKMe CPEACTBA ¥ BO3MOXHOCTM €My JOCTYIHBI M KaKOBBI MX
OTpaHMYeHN.

B HacTos1ee BpeMa Mup 6UTKOIHA U 6/I0KYelTHa BCe ellfe 0CTaeTCsA 1Mo 60/b-
west yacti paHTacTMYecKUM. [JOMOpOLIEHHbIE 3HATOKM, BCENAIOLIMe HafeXabl,
He CKyNAl[Mecs Ha IOXBajibl M COBCEM He NMOHMMAIOLIME PeaTbHOTO IO/IOXe-
HMA Belllei, C/IBIIIHBI HAMHOTO TPOMYe M OKa3bIBAlOT 6o/bliiee BAMAHME, YeM
T€, KTO BBINONHAET BCI0 TSKENYI0 paboTy, 4TOOB M3MEHMTb OKpY>KaloLIui
mup. Ilpusnekas Ha NOMOILIb TEXHUYECKYIO TEPMMHONIOTHIO M aKTya/bHbIE Te-
MaTH4eCKMe METKM B COLMANbHBIX CETAX, MOMIUTUYECKM MOTMBUPOBAHHbIE



pasrnarobCTBOBaHMA, OCHOBaHHbIE HAa CTpaxe M cxeMax 6bicTporo oboraiye-
HUsA, IPU3BIBAIOT XKAXKAATh 3HAHMIA.

Ho, unTas TexHMYecKylo JOKYMEHTALMIO M 00630pHBIE CTaThy, MOHATDH ONOK-
YellH MOXXHO He 607Iblile, YeM HAYYMTHCA OTKPBIBATb CBOE /€0, MOCeLas KOy
NpeANpUHYMATeNTbCTBA WM Hab/Mofas Ipe3eHTaLMy, cocTaBleHHble B PowerPoint.

[lnsa aToro npumeTcsa NporpaMMMUpOBaTh.

YT0651 pa3obpaTbcs B KaKoif-HUOYAb TEXHONOTUM, /Iy4llle BCETO CO3MATh C ee
TIOMOLLBIO HEYTO mosne3Hoe. Jlo Tex mop, noka Bbl CAMOCTOATEIHO He 3aNporpaM-
MMpyeTe OCHOBOIIONIAralomue KOHCTPYKTUBHBIE OIOKM IPUIOXKEHUSI Ha OCHOBE
6nokyeliHa, BbI He YIOBUTE PasHUIBI MEXAY ITYCTOM PeKIaMHO LIYMUXOM M OCY-
I[ECTBUMBIMM BO3MOXXHOCTAMM. _

Sra KHUTa CIy>XuT Haubonee 3GPEKTUBHBIM U MCYEPIBIBAIOLINM UCTOYHUKOM
mHpOpMaLMHK 1A M3ydeHUs 6MTKOIHA U 6/10KYelHa Yepe3 IPOrpaMMUpOBaHHeE.
Omnupasch Ha CBOJ ONBIT ¥ 3HaHMA, ee aBTOP, [IkuMMu COHI, IIPOTIOKUT TaKOM
IyTb K U3Y4YEHNIO, KOTOPBI MPOBEMET YMTATENA OT MaTEMATUYECKMX OCHOB OMT-
KOJ1Ha /10 HOBEMIIMX PaCUIMPEHNI M pa3BeTBIeHNI. VI Ha 3TOM NyTM YnTaTemo
IPENOCTABNAETCA BOSMOXHOCTD IOYIPaXXHATHCA Ha IpUMepax, KOTopble 6blin
[IpOBEpPEHBl Ha peasibHbIX YYalMXCA M He TO/IbKO HayyaT NPUHLMIIAM JAeiCTBUSA
6UTKOIHA, HO U NMO3BONMAT MHTYUTHBHO IOHATD M3SALIECTBO U IPENECTb JAHHOM
TEXHOJ/IOTUMNL.

Ho nyTsb 3TOT Henerkmii. Jlaxke MMest TAKOro HaCTaBHUKA U MIPUBEPXKEHLA OUT-
KOJHa, Kak [[kumMMy COHI, YMTATEMIO He CTOMT YIIOBaTh Ha TO, YTO, IIPO/IUCTAB 3Ty
KHUTY CKYKM pajiu B TIPOMEXYTKAX MEX/y IPOCMOTPOM pa3B/IeKaTe/IbHBIX CepH-
anoB ot kommaHuy Netflix, oH cMoXeT 71erko paso6parbcs B JaHHOM TEXHOMOTHM.
Mns sToro npupercs Hemano NOTpyAuThcA. Kparvaitiero myTi K ee 0OCBOeHMIO He
CYILECTBYET, KaK, BIIPOYEM, ¥ BOSMOXXHOCTH KPaTKO U3/IOXMTS ee CyTb. Ho MMeHHO
3TO 06CTOATENBCTBO KaK HETb3sA Ty4Ille OTBEYAET OCHOBOIIONATAIOILEMY TIPUHLMITY
6MTKOIHA: MMETh TMYHYIO 3aMHTEPECOBAHHOCTD ¥ €MOHCTPUPOBATD {OKA3aTeNb-
CTBO BBINONIHEHNMA PaboTHL. V1 MUILb TOTAa MOXKHO JOBEPATb CBOUM 3HAHUAM.

YpayHoro nporpaMmmupoBaHus!

— Ken JTro"

! Ken JTro (Ken Liu) — aBTop anmyeckoit dantacTudeckoit cepun kuur The Dandelion
Dynasty (Junacmus 00ysan4ukos) B cTuie “CMNIKIAaHK” (LIENIKOBas 4enyxa), B KOTOPO
TeXHMKaA ABJIAETCA BOMIEOCTBOM, a Takoke cbopHuKa nosecteit The Paper Menagerie and
Other Stories (Bymasnuviii 36epuney, u dpyzue ucmopuu). Ero Hayuno-danTacTmueckmii pac-
cka3 Byzantine Empathy (Busanmutickas smnamus) o 6noxdesiHe 6bU1 iepBOHaYyanbHO
ony6nmukoBaH B u3arensctBe MIT Press.
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BBepenue

STa KHUra mpusBaHa oOyYMTb TEXHONOIMM OUTKOJHa Ha 6a30BOM YpOBHe.
B Heit He paccMaTpuBaeTCss MOHeTapHas, 3KOHOMMYECKAs WIM COLMANbHAA AMHA-
MUKa pasBUTHA OMTKONHA, HO MOACHAETCA BHYTPEHHUIT MEXaHU3M €T0 AeiCTBUS,
TO3BO/IAIOILMIA /Ty4Ille IOHATh BO3MOXKHOCTH AaHHOM TEXHONMOTMM. B Hacrosuee
BpeMs Hab/MoaeTCs TeHAEHUMA LIMPOKO pacXBanMBaTh GUTKONH M 6/10KYElH, He
MIOHMMas CyTH fena. VI 1enb 3T0i KHUIM — MIPOTUBOCTOATD MTOA0GHO TEHAEHIIMN.

Cy1llecTByeT HEMAJO IUTEPATYphl, B KOTOPOIA M3/IaraeTcsi MCTOPUs PasBUTHA,
TEXHUYECKOE ONMCaHNe OUTKOHA Y SKOHOMUYECKIE OCOOEHHOCTH ero IpUMeHe-
HMA. A 3Ta KHMTa IpM3BaHa IIOMOYb BaM pa3obparbcs B GMTKOITHE, IPOrpaMMHu-
py#s Bce KOMIIOHEHTHI 1A ero 6ubnmorexku. HasHauenne takoit 6ubmmorexn — mo-
MoYb BaM B M3y4eHMY OMTKOIIHA, a He ObITb McYepnbiBaroweif Uy 3)GeKTUBHOIM.

LinA Koro HanucaHa 3Ta KHUra

STa KHMIa afjpecoBaHa TeM NPOTPaMMMCTaM, KOTOpPble CTPEMATCHA U3YYUTh
NPUHIMI AefCTBUA OGUTKOIHA, IPOrPaMMMPYA €0 CaMOCTOATENbHO. YnTarenam
TNPENCTABUTCA BO3MOXKHOCTb M3YYMTh OMTKOIH, IPOrpaMMMpys “Toroe xene3o” ¢
noMolnbio 6u6moTekn 6UTKOIHA, KOTOPYIO HY>KHO OyzeT co3paTh 3aHOBO. [ToaTo-
MY JAaHHYIO KHUTY He CTOMT PacCMaTpUBaTh KaK CIIpaBO4YHOE MOcobue, K KOTOpO-
My MOXXHO 06paTUThCA 3a ONMUCAHMEM KOHKPETHOrO QYHKIMOHAIBHOTO CPEICTBA.

Marepuan 3Toit KHUTM OCHOBBIBAaeTCA I/TaBHBIM 06pa3oM Ha MaTepuase JBYX-
AHeBHOro cemuHapa (https://programmingbitcoin.com/schedule/), Ha Ko-
TOPOM pa3pabOTUMKM MOTYT HAYYUTbCA BCEMY, UTO CIERyeT 3HATb O GUTKOJHe.
STOT MaTepyas CYIeCTBEHHO YCOBEPLIEHCTBOBAJICA IO Mepe TOTo, KaK JaHHbIIA
Kypc obydenus 61 mpoBefieH 20 pa3 6onee 4eM ans 400 obyvarommxcs Ha Mo-
MEHT HaIlyCaHUsA JaHHOM KHUTH.

3aBeplIMB YTeHMe ITOM KHUIH, BbI GyfieTe yMeTh He TONBKO CO3AaBaTh TPaH-
3aKLMM, HO M TONY4YaTh BCe HeoOXOAMMBbIE NaHHbIE OT NMAapTHEPOB M OTIPaB-
NATb TPAH3aKLMM MO ceT. 37ech eCTh BCe, YTO [/IsA ITOrO TpebyeTcs, BKIIOYAs



MaTeMaTMYeCKMIA anapaT, CMHTAKCUYECKII aHa/IU3, CBA3HOCTD Y3/I0B CETHU U IIPO-
BepKY AOCTOBEPHOCTH OJIOKOB.

YT0 HYXXHO 3HaTb

TIpennochiKoi A/ YTEHMA ITOM KHUTH CIYXUT YMEHME IPOrpaMMUPOBATh, B
4aCTHOCTHM, Ha A3bike Python. Cama paccmaTpuBaemasn 3gech 6m6nmoTeka Hanmca-
Ha Ha s3bike Python Bepcuu 3, a MHor¥Me npefaraeMble yIpaXHeHUs MOTYT GbITh
BBITIOJTHEHBI B TaKOM MHTEPAKTUBHOI Cpefie, KaK, HalpuMep, KOMaHAHasa 060/10uKa
Jupyter Notebook. 3nats s3bik Python xenarenbHo Ha cpefHeM ypoBHe, XOTS M Ha-
Ya/IbHBIX 3HAHMI MOXKET ObITb JOCTATOYHO A/Isl YCBOEHMSI MHOTUX TIOHSTHIA.

Mlnsa ycBoeHMsa Marepuana KHUIM, B 0COOEHHOCTM I/1aB 1 u 2, HeO6XOaMMO He-
MHOTO 3HaTb MAaTeMAaTHKY. B 3Tux I/llaBax NpefcTaBleHbl MaTeMaTH4eCKMue IIO-
HATUA, KOTOpbIE, BEPOSATHO, Ma/IO3HAKOMBI T€M, KTO HE SIB/ISETCA 3HaTOKOM Ma-
TeMAaTHKN. BrpodeM, 3HaHMIT MaTeMaTHMKM Ha YPOBHe anre6pnl HO/DKHO OBITH
IOCTaTOYHO, YTOOBI YCBOMTD HOBBIE IOHATHSA U BHIIIONHUTD YIPaKHEHNU O IPO-
rPaMMMPOBAHMUIO, IIPEfi/IaTaeMble B 3TUX I/IaBax.

IIpy YTeHMM 3TOI KHUTY NPUTORUTCA 3HaHME OOIIMX OCHOB BHIYMC/IUTENbHOM
TeXHMKM (HanpuMep, yHKILNIT XeIUMPOBAHNA), XOTA /1A BHIIIONIHEHUA [IpefyIarae-
MBIX 3/leCh YIIpa)XHEHMII Ha/IM4Me TaKMX 3HaHUI He CTPOro 0653aTeNbHO.

Kak OpraHu3o0BaHa 3Ta KHUra

STa KHMra pasfiefieHa Ha 14 rmaB. Marepuan Kax/oii OC/IeAyoLIel [/1aBbl 110-
CTPOEH Ha MaTepuase NpebIAyLeif M TO3BOMAET CO3AATh GMOMMOTEKY It GUT-
KOJHA OT HavyaJ/ila M 0 KOHIa.

Ipy6o0 rosops, B rmaBax 1-4 onmuchIBaeTCsA BeCh TPEOYIOLIMIACA MaTeMATUYECKMIA
anmapar. B maBax 5-8 paccMaTpyuBaloOTCs TPaH3aKIMK, ABNAKOLIMECS OCHOBHBIMMU
efMHULaMK1 6UTKOIMHA, a B raBax 9-12 — 6/10ku u opraumsauus cetu. Ml Hako-
Hell, B I7maBax 13 u 14 o6cy>x/aeTcs pAA RONOMHUTENBHBIX BONPOCOB, PaKTU4ECKH
He TpeOyIoIMX HalMCaHNA KOfa.

A ToYHee TOBOPs, HEOOXOAMMBII T MaTeMaTH4ECKUIA allNapaT M3/IaraeTcs B I71a-
Bax 1, “KoneuHsle nona”, u 2, “dmmuntudeckue kpussle”. B yacTHOCTH, ANA mO-
HMMAHMA OCHOB KPUITOrpaduy Ha S/IMITUYECKIX KPUBBIX TPEOYETCsl 3HATD, YTO
TaKoe KOHEYHbIe TO/IA U /IMITHYECKNE KPUBbIe, IOsACHAeMBbIe B IaBe 3, “Kpun-
Torpadus no MIUMNTNYecKuM KpuBbIM'. M Kak TONbKO B KOHIIE [/1aBbI 3 Gyzer BBe-
JIEHO TIOHATME KPUNTOrpaduy C OTKPBHITBIM KITIOYOM, B I71aBe 4, “Cepuanusauns’,
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OyRyT NMpencTaB/IeHbl MEXaHM3MBI CHMHTAKCUYECKOrO aHa/IM3a M Cepuann3aLiyu, ¢
TIOMOIIIBIO KOTOPBIX COXPaHAIOTCA ¥ IepPeAaTCA KpUnTorpadudeckie IpUMUTHUBBL.
B rnaBe 5, “TpaH3akiun’, ONMMCBHIBAaeTCA CTPYKTYpa TpaH3aKLyM, a B I7IaBe 6,
“S3bik Script” — A3BIK UCIONb3yeMBlit /1A HAMCAHUA YMHBIX KOHTPAKTOB, II0-
JIO)KEHHBIN B OCHOBY 61TKOIHa. B rnaBe 7, “Cospanue u mpoBepKa OCTOBEPHOCTH
TPaH3aKUMif , OCHOBBIBAIOLIE/CA Ha MaTepMae NMpeAbIAYIIUX I/1aB, MOACHAETCH,
KaK IpOBEPATh Ha JJOCTOBEPHOCTb M CO3/jaBaTh TPaH3aKUMY, IIPUMEHSAA KpPUII-
Torpaduio Ha 3/IMITUYECKUX KPUBDIX, OMCAHHYIO B I/aBax 1-4. A B rnaBe 8,
“Omiara 1o Xelly ClieHapus', pa3bACHAETCA MIPMHIMI AeCTBUA OIJIATHI 1O XeUTy
cueHapus (p2sh) kak crioco6a nossieHns 3 HeKTMBHOCTM YMHBIX KOHTPAKTOB.

B rnaBe 9, “broku”, onmceIBaOTCA 6/10KM, TIpeACTaBsAOLME COOOI TPYIIIBI
YIOpAAOYEHHBIX TpaH3aKumif, a B rmaBe 10, “Opraumsaums cetu” — Iepenaya
AaHHBIX IO ceTy B 6uTKoHe. B rmaBax 11, “YipoluenHas nposepka omiartsr, u 12,
“@unprpel bryma’, noscHsercs, Kak “TOHKMI” K/INeHT (T.e. IPUK/IaAHAs TIPOTPaM-
Ma 6e3 mocTyma Ko BceMy 6710KYeifHy) MOXKET 3alIpOCUTD M OPraHM30BaTbh B3a¥MO-
o6MeH JaHHbIMU C T€MM Y3/1aMM, B KOTOPBIX XPaHUTCA BeCh O/IOKYEIH.

B rnaBe 13, “IIpoTokon Segwit’, omuchiBaeTcss 06paTHO COBMECTHMOE OOHOBIIE-
HMe IIPOTOKO/IA, Ha3biBaeMoe Segwit 1 BHesperHoe B 2017 ropy, a B rinase 14, “Ilo-
TIO/THUTENbHBIE BONPOCH! M CEAYIOLIMe LIaTK’, AAIOTCA PeKOMEHAALMH MO Aa/lb-
HeillIeMy M3y4eHMI0 OMTKONHA. V XOTA YMTATh 3TH I/IaBBI COBCEM He00sA3aTeNbHO,
OHM BK/IIOYEHBbI B KHUTY JIA TOTO, YTOOBI JaTh HEKOTOPOE NpeACTAB/IeHME O AaNb-
HEeJIIMX MyTAX U3y4eHNA AaHHO TEXHONOTHN.

MoarotoBka

YT06b1 M3BNMEYb HaMOOMBINYIO MOML3Y U3 3TO KHUIM, BaM NPUAETCA CO3AATh
cpeny, B KOTOpOJt Bbl CMOXKETe BBINIOTHATH IMpUMephl KOAa M ynpaxHenus. Huxe
TIepeYNC/IeHBl AeiCTBUA, KOTOPbIE CTeAyeT NPeRIPUHATD, YTOObI XOPOIIO MOATO-
TOBMUTbCA K IPOpaboTKe MaTepyuana 3Toit KHUTH.

1. YcraHoBUTe Ha CBOEM KOMIIbIOTEpEe MHTEPIpeTaTop A3bika Python He Hike
BepcuM 3.5, 3arpy3yB ero AUCTPUOYTUB O YKA3aHHBIM HIDKE afjpecaM.
Ons cuctemsr Windows — mo agpecy https://www.python.org/ftp/
python/3.6.2/python-3.6.2-amdé64.exe.
Jna macOS — mo agpecy https://www.python.org/ftp/python/3.6.2/
python-3.6.2-macosx10.6.pkg.
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Ina cucreMm Linux — o6paTuTech K JOKYMEHTALMM Ha OTAE/NbHbIE AUCTPU-
6yTusbl (MHorue auctpubyTuBrl Linux Bpoge Ubuntu mocraBnsiTcs BMecTe
C IpenBapUTEeNbHO YCTaHOB/IEHHOM Bepcueit Python 3.5+).

2. YcraHoBuTe cLeHapuit pip, 3arpysus ero mno agpecy https://bootstrap.
pypa.io/get-pip.py.

3. 3amycTute aTOT CclieHapmit B Bepcuu Python 3 cnenyromeit komanpoit:
$ python3 get-pip.py

4. YcTaHOBMTE paclpefelieHHYI0 CMCTeMy KOHTpoa Bepcui Git.

VIHCTpYKLMM 11O ee 3arpy3Ke M YCTaHOBKe HaXOfATCA Mo aapecy https://
git-scm.com/downloads.

5. 3arpysure MCXORHBIN KOMI, IPU/IaraeMblii K 3TOM KHUIE, BbITIOTHUB C/IEAYIO-
1iyie KOMaHAbL:
$ git clone https://github.com/jimmysong/programmingbitcoin
$ cd programmingbitcoin
6. YcraHOBMTE BUPTYalbHYIO Cpefly virtualenv cnemymoleit KOMaHAOM:
$ pip install virtualenv --user

7. YcraHoBuTe Tpe6OBaHMA.
B Linux/macOS — cnepyoimyumMmu KOMaHfaMu:

$ virtualenv -p python3 .venv
$ . .venv/bin/activate
(.venv) $§ pip install -r requirements.txt

B Windows — crepyommmu koMaHAaMm:

C:\programmingbitcoin> virtualenv -p
C:\PathToYourPythonInstallation\Python.exe .venv
C:\programmingbitcoin> .venv\Scripts\activate.bat
C:\programmingbitcoin> pip install -r requirements.txt

8. 3amycture KOMaHAHYI0 060mouKy Jupyter Notebook:

(.venv) $ jupyter notebook
[I 11:13:23.061 NotebookApp] Serving notebooks
from local directory:2
/home/jimmy/programmingbitcoin
[T 11:13:23.061 NotebookApp]
The Jupyter Notebook is running at:?

2 06cnysmMBaHMe GIIOKHOTOB M3 CENyKWero JIOKaNbHOTO KAaTasora:
3 Jupyter Notebook BuIOsHAeTCA MO ampecy:
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[T 11:13:23.061 NotebookApp] http://localhost:8888/?token=
£849627e4d9d07d2158e3fcded35%0eff4a9a7a0lf65a8e7
[T 11:13:23.061 NotebookApp]
Use Control-C to stop this server and
shut down all kernels (twice to skip confirmation).?
[C 11:13:23.065 NotebookApp]

Copy/paste this URL into your browser when you connect

for the first time, to login with a token:®
http://localhost:8888/?token=
£849627e4d9d07d2158e3fcde93590eff4a9a7a01£65a8e7

B urore 6pay3ep MO/DKEH OTKPBITbCA aBTOMAaTUYECKH, KaK II0Ka3aHO Ha puc. 1.

.V » ' JU pyter Quit Logout

Files
Select items to perform actions on them Upload | New v &
0 « By Name ¥ Last Modified File size

(3 caliauts a year ago

6 days ago

6 days ago

6 days ago

6 days ago

a minute ago

a minute ago
Puc. 1. Komanonas obonouxa Jupyter Notebook
Orciofa MOXHO NepeiT! K KaTa/loraM, paclipefie/IeHHBIM 110 OTAE/NbHbIM I/1a-

BaM KHUTHU. TaK, [I/14 BHIONIHEHNA YIIPaXXHEHMI 13 I71aBHI 1 mepeitauTe K KaTanory
code-ch01 (puc. 2).

* YPoBH OCTaHOBUTEH cepBep M BCe sAOpa, HaXMmMTe KOMOMHaLMDO
knaBum <Ctrl+C> (mBaxmpl, 4YTOOH MPONYCTUTL NOLTBEPXIEHME) .
5CKonMpyﬁTe n BcTaBbTe 3TOT URL B OkHe CcBoero Opay3epa Ipu
[EPBOM MNOAKJINYEHMM, UYTOOH 3apPEerMcTPUPOBATBECSA C YKa3aHHEM

B HEM TOKEHOM:
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— Jupyter

Files Running Clusters
Select items to perform actions on them

0 « W/ codech01

Quit Logout
Upload ' New~ &
Name ¥ Last Modified File size
seconds ago
5 days ago 7.19kB
6 days ago 5.08 kB
6 days ago 3.79kB
6 days ago 955 B
a month ago 144 8B
6 days ago 7528

Puc. 2. Buo xamanozoe 6 Jupyter Notebook

A nanee MoXxHO OTKpBITh ¢aitn Chapterl.ipynb (puc. 3).

~" jupyter Chapter! (unsaved changes)

@ B 2 % HRin B C »

from importlib import reload
from helper import run
import ecc

import helper

from ecc import FieldElement

In[] M from ecc impert FieldElement

a = FleldElement(7, 13)
b = FieldElement(s, 13)
int(a == b)
int(a == a)
Exercise 1

Write the corresponding method _ne__

Logout

e Not Trusted Kemel O

which checks if two FieldElement objects are not equal to each other

Make this test pass: ecc.py:FieldElementTest:test_ne

Puc. 3. Buo 6noxroma e Jupyter Notebook

BaM, BO3MOXHO, IPUMIETCA OCBOMTBCA C TAKMM MHTEPGENCOM, CTM BbI TTO/IB3Y-
eTech UM BriepBble. Ho MCTMHHBIN cMBICT KOMaHAHOI 060m04ky Jupyter Notebook
COCTOMT B TOM, YTO B Heif MOXHO BBINIONMHATb Kofi Python us 6paysepa, urto ympo-
IaeT 3KCIIepUMEHTHpPOBaHMe ¢ HMM. Kaxayio “a4eifky” Kofa MOXHO BBIIIOTHATD
10 OTAETBHOCTH, YTOObI HabMIONATh Pe3yNbTaThl, KAK OYATO 3TO MHTEPAKTUBHAs

o6omnoyka Python.

Bsepenve

2 |



Bonbmas 4acTh ynpakHeHMI NOCBAILEHA IOHATUAM U3 06/1aCTH NPOrpaMMu-
POBaHMA, PENCTaBIEHHBIM B 3TOJt KHUTE. VI XOTs1 MOAY/IbHBIE TECTHI Y)Ke HAIM-
CaHBI JULA Bac, BaM BCe XKe TIpUAETCA HamucaTh Kog Python mis npoxoxaennus te-
croB. [TpoBepuTh MPaBMIPHOCTD HAMMCAHHOTO KOIa MOXXHO ¥ HENIOCPENCTBEHHO B
Jupyter Notebook. [Ins aToro Heo6XoaMMO OTPERAKTHPOBATD COOTBETCTBYIOLIMIA
daiitn, wWeNTKHYB Ha ccbllke this test (maHHBIA TecT; cM. puc. 3). ITo aToit cebin-
Ke TIPOM3OJifieT Iepexofi Ha BKIafky Opaysepa, aHa/IOTMYHYIO NPMBENEHHON Ha
puc. 4. OTpenakTupyiTe 3ech Qa1 U COXpaHUTE €ro, YTOOBI TECT ObII BBIIIO/THEH.

r O O localhost

" JUPYter ecc.pyv LastMonday at 12:09 PM

from unittest import TestCase

format(

def __ne__(self, other)

NotTmplementedError

Puc. 4. Pedaxmuposanue ucxo0Hozo datina ecc.py

OrBeTbl K ynpaXxHeHuam

Bce oTBeTHl K ynpaKHEHMAM, IpefiIaraéMbIM B 3TOJ KHUTe, IPUBEMEHBI B
npunoxennn. OHyM JOCTYNHBI Takxke B Qaiax code-ch<xx>/answers.py, Ige
<XX> — HOMep COOTBETCTBYIOLIlell I/IaBHI.

Cornawenus, NpUHATbIE B 3TOI KHUre

B 3T0it KHMTe IPUHATSHI C/IERyIOIME YCTIOBHbIE 0603HaYeHNM .
Kypcusom BbIRENAIOTCA HOBbIE TEPMUHBI.

MOHOUMPMHHEM WPMOTOM BBIAENAIOTCA afipeca MeKTPOHHOM MMOYTHI, MMEHa U pac-
mmperus ainos, MeMeHTH Kofia (nepeMeHHble, MMeHa QYHKIMIA, oneparo-
Pbl, IEpeMEHHbIE OKPYXXEHM, K/I0YeBbIe C/I0BA U TUIIBI AaHHBIX), @ TAKXKE UC-
XOJ{HBIi KO B IMCTHHTAX.
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[lony»pHLN MOHOUMPUKHAN WPKYTOM BbIENAIOTCA KOMAaH/AbI MU JPYTOi TEKCT,
KOTOPbIit JO/KEH OBITh BBEJIEH MO/MTb30BATENIEM.

HaKJIOHHEIM MOHOIMPHUHHEM IleMQTOM BBINIENIAETCA TEKCT, KOTOprf"I DO/DKEH 6bITH
3aMEHEH IIpeN0CTaB/IAEMbIMU ITO/Tb30BATE/IEM 3HAYEHUAMU MU K€ TEMU 3HaA-
YEeHUAMM, KOTOPBIE ONIPENETAIOTCA IO KOHTEKCTY.

9TOl MMKTOrpaMMOlt 0603HaYaeTCsA COBET M/IM PEKOMEH/IALMAL.

SToit MUKTOrpaMMoit 0603HayaeTcs obliiee pUMeYaHMe.

SToit NMKTOrpaMMOit 0603Ha4YaeTcA MpeAyNpexXAeHNne UIN Ipeno-
CTepeXxeHMue.

"p“Mprl UCxXoAHoOro Kona

JlononHuTeNbHBI MaTepuan KHUIM (IpuMepbl KOAA, YIpaKHEHMS M IIp.)
JOCTYIeH [/s 3arpyskmu mo ajgpecy https://github.com/jimmysong/
programmingbitcoin. OTa KHMra CrIyXuT y4eOHBIM MOCOOMEM, IOMOTAIOLIUM
YMTATENI0 peliaTh CTOALIME Iepefi HUM 3ajlauy pa3spaboTKM NMPUKIaAHBIX MpPO-
rpamMM. B o6mieM, mpuBeneHHbIE 3[ieCh MpUMepbl KOJa MOXHO MCIONb30BATh B
CBOMX NpOTpaMMax ¥ JOKyMeHTaluu. [I/i1 3TOro He HYXXHO CIpalIMBaTh paspe-
IIeHKe y aBTOpa MM M3fiaTens. Tak, U1 NIpUMeHERUA B IPUKIIATHOI IIpOrpaMme
HECKO/BKUX (pparMeHTOB KOfIa M3 IPMMEPOB B 3TOI KHMIe CIelMaabHOe paspe-
mweHue He TpebyeTcsa. Ho s mpomaxku MM paclpoCcTpaHeH!Us B MHBIX Le/IAX Ha
BHELIHNX HOCUTE/SIX parMeHTOB KOAA U3 MPUMEPOB 00:A3aTeNTbHO HY>KHO TONY-
uyuTh paspeuteHne ot usgarenscrsa O'Reilly. Ina uutupoBanus Tekcra u npu-
MEpOB KOfla M3 3TOJ KHUIM B OTBETaX Ha BONPOCH! CIeL[a/IbHOE paspellieHue He
Tpebyercs. Ho Ans BHefpeHNA 3HaYMTENbHOM YaCTH NMPUMEPOB KOAA B JOKYMEH-
TAaLMI0 Ha COOCTBEHHYIO NMPOAYKLMIO 06543aTe/IbHO HEO6XOAMMO paspeleHue OT
naparensctBa O'Reilly.

CcBUIKM Ha 3Ty KHUTY KaK Ha NePBOMCTOYHUK >KE/IaTeNbHBI, HO He 06s13aTeNb-
HbIL. B ccplike 06BIYHO YKa3bIBAalOTCA Ha3BaHMe KHUIM, aBTOp, u3faTens u ISBN:
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Programming Bitcoin by Jimmy Song (O’Reilly). Copyright 2019 Jimmy Song, 978-
1-492-03149-9.

Ecnyu ymrarens cumtaet, 4TO MpUMEHEHME MM NIPUMEPOB KOJa M3 3TOM KHUIY
BBIXO/IUT 332 PAMK} [TPAaBOMEPHOT'0 MCIO/Ib30BAHMSA WM YTIOMSAHYTHIX Bbllle paspe-
IIEHNIt, OH MOXeET cBA3aTbcA ¢ usgarenbctBoM O'Reilly mo agpecy permissions@
oreilly.com.

bnaropgapHocTy

Tex, xoro MHe XoTenoch 6bl I06/IarofAPUTb, — LiE/bIiA 1ETMOH. MHe Kak aBTOpY
3TOV KHUTY IMPULIIOCh YePIIaTh 3HAHMUA M OMBIT M3 MHOIUX MCTOYHMKOB, U TO3TO-
MY TPYRHO BO3JaTh AO/DKHOE BCEM, KTO ITOCTYXXM/ TaKMMU MCTOYHUKAMU. DTUM
A XOYY CKa3aTb, YTO €C/N A 3abyAy Koro-H16yab YIOMAHYTb, TO IPUHOLIY MM MC-
KpeHHee M3BMHEHMeE.

ITpexpe Bcero, MHe xoTenoch 651 mobnarogapurs focnopa Mucyca Xpucra, Ha-
NpaBMBLIETO MeHA Ha 3TOT MyTh. Ec/iut 61 He Mos Bepa, 51 6bl He B3s/ICA U3 ATHYe-
CKMX y6exieHMit BeCTH 6710T 0 BAXKHOCTH YCTOIMYMBO BaTIOThI BOOO1Ie 1 GUTKOIA-
Ha B YaCTHOCTH, YTO B KOHEYHOM MTOTe NPUBE/IO K HAIMCAHMUIO 3TOM KHUIH.

Moun pogurenn Katu u Kbionr-Cynm Habpanuch My>kecTBa IMUTPHPOBaTh B
AMepuKy, Korfa MHe 6b110 8 7IET OT POAy, YTO B KOHEYHOM CYeTe NPUBENO K TeM
BO3MO>KHOCTM, KOTOpbIe Y MEH:A MOABM/NCD. Mot OTel| IOAapu/I MHe TIepBble MOM
xommnbiorepbl (Commodore 16, ITK Hyundai Ha o6bs1kHOBeHHOM mpowieccope 8086
n eme onuH I1K Ha npoueccope 486 ¢ TakroBoit yactoToit 33 MIiy oT npousso-
INTeNLA, Ha3BaHMe KOTOPOTo A 1103a6bI). A KOTAA A YYM/ICA B IIECTOM M CEAbMOM
K/1accax, MOsI MaTb HaHA/A [/ MEHA YaCTHYIO IIpenofaBaTe/IbHMUILY [0 IPOrpaM-
MMPOBaHUIO, UM KOTOPOI! 5 y>Ke He IIOMHIO. [lake He 3Halo, KaK 1 IZie OHa ee Ha-
IlI/Ia, KOTAA A CTa/I IPOABIIATh CKIOHHOCTDb K IPOrPaMMMPOBAHMIO. JTa 1103a6biTas
MHOJ1 TIpenofiaBaTeNbHNUIIA MOfIiep>XKaa Moe CTpeM/IeHMe K IPOrpaMMIPOBaHMIO,
U, A HaJIEICh, MOA IIPU3HATENIBHOCTD HAMMIET CBOM IYTh K HEM.

Ha cBOeM »M3HEHHOM IyTM S BCTPETU/I HEMAJIO Y4MTeNIeit, M HEKOTOPBIX U3
HMX A B CBOE BpeMs IPOCTO HeHaBupien. B dacTHocTyu, Muctep MapaH, Muccuc
OnensMaH u Muccuc HenbcoH yumnu MeHs MaTeMaTHKe ¥ BBIYMC/IUTENBHOM TeX-
HMKe ellle B Kone. VI XOTA A cOBCeM He ABNAICh CTOPOHHUKOM COBPEMEHHOI!
06pa3oBaTe/IbHONM CUCTEMBI, TO, Y€MY MEHs Hay4M/IH B ILIKOJIE, IIOCIIOCOOCTBOBAIO
3apOX/IEHMIO BO MHe 00BM K MaTeMaTUKe Y IPOrpaMMUPOBAHMIO.

Moit opHoknaccHuk Ipuk CunbbepluTeitH fan MHe MOC/e KOIEIKa MepBYIO
paboty mporpammucrom B komnanuyu Idiom Technologies. SI cobupancsa 6bi10
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TMOJTH IO IIyTU KOHCY/IBTAHTA, KOTAA CyAbOOHOCHDII TeNlepOHHDI 3BOHOK B 1998
rofly MOBe/l MEHA IO MyTH IPOrpaMMMCTa, KOTOPOTO £, IO CYLIECTBY, C TEX MOp U
He TIOKMJA/L.

Ha cBoeit nepBoit pabore s nosHakomuncsa ¢ Kenom /1o, 1 mpocTo yauBuTenn-
HO, KaK MbI 3aHANMCh HANIMCAHMEM KHMI, KOK/BIA Ha cBoeM ypoBHe. OH He TONb-
KO [la/l MHe JIe/IbHbII COBET IO NMOBOAY M3aHMA KHUTH, HO M Hamycal YyAecHoe
npenucnosyue K Heit. Kpome Toro, oH OT3bIBUMBBIN M M3YMUTENbHBIN TOBApUIL, U
3HaKOMCTBO C HUM /11 MeHA — OOJIbIIas YeCTb.

YTo e KacaeTcsa 6MTKOJHA, TO aHOHMMHBII pas3paboTunk Caroum HakaMoTto
n306pern To, YTO NMpexAe Ka3anoch HEBO3MOXKHBIM: [ielleHTPaTN30BaHHbIM 1ud-
poBoit feduunr. M3obpeTeHnne OGUTKOHA MMeeT NMPUHLMIIMANBHOE 3HAYEHMeE,
KOTOpOe MMp ellle He 10 KOHIIa 0cO3Ha/. I mo3sHakoMu/Ics ¢ GUTKOITHOM Ha Be6-
caitre Slashdot (https://slashdot.org/) B 2011 rogy, a nmepByio cBoio paboTy
B KayecTBe pa3paboTumka 6UTKOMHA A momyunn ot Anekca Muspaxu B 2013 rogy.
VI Torna s pake He MPENCTABILAN, YTO A AO/DKEH OBUI ie/IaTh, XOTA ¥ HEMAJIO Y3Han
0 OMTKOITHE IIO§ er0 PyKOBOJICTBOM.

B 2013 ropmy s BcTpeTnn HeMano 6uTKoiHepoB B rpynme Austin Bitcoin Meetup,
a Ha cnepymwoueit koHpepenuuy Texas Bitcoin Conference B 2014 rogy — orpom-
HOe KO/IMYECTBO JIIOfielf, KOTOPBIX 5 3Hal0 ¥ NOHbIHE. M X0TA s 60/blire He IPUHU-
Malo yJacTyus He TO/MBKO B 3TOI Ipynie U KoHepeHUMH, s BeCbMa IpU3HaTe/eH
TeM, KOTO 5 TaM BCTpeTus, B YacTHoctn — Maiikry lonbpmreitay, [Jennany Kpa-
Buiry u Hanoneony Koyny.

AnaH PeitHep HaHAN MeHA Ha paboTy Haj mpoekToM Armory eue B 2014 rony, u
A 6/1arofgapeH eMy 3a BO3MOXXHOCTb Y4aCTBOBATh B TAKOM 3HAYMTENTHHOM IIPOEKTE.

3areM s paboran B komnaHum Paxos/itBit, rae MCIONMHUTENTBHBIM AMPEKTOPOM
6p11 Yap Kackapua, a Bulje-Ipe3ufieHTOM IO NpoeKkTupoBanuio — Pamk Hanp,
KOTOpble pacIIMpHUIN MOV KpYro3op, moka s TaM pabotan. B wacTHocti, Pamk
06s3a/1 MeHA fienath 3amucu B 611ore ot komnanuu Paxos/itBit, yTo, kak Hu yguBHU-
TE/IbHO, MHE TIOHPaBW/IOCh. ¥ BITOCTIEACTBMM A CTa/l IUCATh O/IOT-TIOCTHI HA CBOEM
Be6-caifTe, YTO B KOHEYHOM CYeTe IPUBE/IO K OPTaHM3aLMM CEMMHAPOB M Hamuca-
HUIO 3TOM KHUTMU.

Oco60ro ymoMuHaHMA 3aCTy)XKUBAIOT TPOE MOMX KOJIIET, C KOTOPbIMMU 51 MIO3HA-
Komucs B koMnanuu Paxos/itBit. B wactHocTi, Pruapn Kucc, cospatens npuio-
XeHusA pycoin, mo6bymun MeHs K HaIMCaHMIO 3TOM KHUTH, IIPEAJIOKMB IIUCATD ee
BMecTe. /M XOTs Ha KaKOM-TO 3Talle MHe NPUIIIOCh IIMCATh €€ CaMOMY, I BCe JKe
6rmaropapen eMmy 3a aty ugeio. AapoH Kesyamn, 6ynyun 3aMedaTeNbHbIM paspabor-
4YMKOM, IIOMOT MHe B OpPraHM3alMii CEMUHAPOB M PELieH3UPOBAHUM 3TON KHUTH.
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OH He TO/BKO NpeKpacHbIi MPOrPaMMMUCT M MATEMATUK, HO, KaK A C/IbIIAJ, IIPK-
MUYHO B/IafieeT IMpueMaMy KapaTa. Maitkn OnakcMeH pelieH3MpoOBan BCe, YTO A
Hammcan o 6uTKoifHe, BK/MoYas Moyt 6/10r, MHOTMe 13 MOMX 6MbMMOTEK B MHOOP-
maumoHHoM xparmmnige GitHub u aty kHury. On Takxe momor MHe B opraHmsa-
LIMM CEMMHAPOB; ¥ OH — NPOCTO XOpOoLIMt cobeceqHUK. Maifk/ 13 TeX, KTO fe/aeT
ApYTHX Ny4ile, 1 s 61arofapeH eMy 3a ApyxO6y, KoTopas A/ MeHsA MHOTO 3HAYWT.

B 2017 ropy npunoxennue Vortex, Tomac XanT u ToyH Baits npusenn MeHs Ha
kaHan World Crypto Network, rae Hadanace Mos AesTenbHOCTD Ha KaHane YouTube.
B yacTHOCTH, TOyH BIOXHOB/IAM MEHS Ha TSKKME TPYABI U NPeJaHHOCTDb JeMy.

Ixon Hpro6epyu okasan MHe IIOMOLIIb, KOTAa A BIIepBble IIPHHSI y4acTHe B IIPO-
exre Bitcoin Core; u o — mpocTo xopoiumnit yenoBeK. [IKOH CTalm 3aMeTHBIM Y4acT-
HMKOM [JAHHOTO IIPOEKTa 33 OTHOCUTENBHO KOPOTKOE BpeMs, YTO CBUETENbCTBYET
0 €ro ApOBaHMM U MPEAAHHOCTH fiemy. brarofapio Taioke ApYTMX yYaCTHUKOB IIpO-
exTa Bitcoin Core, B ToM uncne Mapko ®anbke, Bragumupa Ban aep J/laana, Anexca
Mopkoca, IIbetepa Bynnne, Matra Kopanno, Cyxasa [ladTyapa u Ipera Makcyan-
J1a, KOTOpble MPOCMATPUBA/IX HAIMCAaHHBI MHOIO KOA M 3amucy B 6rore.

Oco6oit 6narogapHocTy 3acmyxuBaeT [aBuj XapauHT 3a HAyYHOE peLieH3Upo-
BaHMe 3Toi KHUrKn. OH TPYOKABI MPOCMOTPEN BCIO €e PYKONMCH, CAeNaB HeMajo
TNo/Ie3HbIX KOMMeHTapueB. EMy 6bI Tydille HamcaTb KOrga-HUOYAb KHUTY O 6UT-
KOJiHe, TIOCKO/IbKY OH 0671afiaeT SHIMK/IONEANIECKUMM 3HAHNAMM NPAKTUIECKU
060 BceM, 4TO MPOM3OLITIO B UCTOpUM OUTKOIHA.

M>xuM KenbBun nmomor MHe cBA3atbca ¢ u3farensctBoM O’'Reilly, a Maiik JTyku-
AeC KaK MPMEMHbI PEAAKTOP fia/ 3e/IeHblii CBET JaHHOMY NpoeKTy. AHApeac AH-
TOHOIOMYC fa/l MHE PAN LIEHHBIX YKa3aHUI ¥ PEKOMEHAOBA/I MeHs M3[aTeNbCTBY
O’Reilly. Muumenb Kpouus nomorana MHe IpUAEP)KUBATbCS HaMeYEHHOTO rpadu-
Ka, KOT/ja 51 L{e/IbIi TOff 6bIT IOTHOCTBIO TOITIOIEH HammucaHueM 3Toi KHuru. Kpu-
creH BpayH xak mpou3BOACTBEHHBI PEAAKTOP CAeNaNa HeMalo A/ TOro, YTOOBI
3Ta KHMIa BOBpeMs yBUAeNa cBeT, a [xeitMc Ppenait BBIOTHUT €€ TUTEpaTypHOe
penakTupoBaHue. S 60/bIION MOKIOHHMK M3RaTens Tuma O’Paitnm, KOTOpBI CO-
CITYXXHMI HEMANTYIO CITY>KOy MHXKeHepHOMY cOO00LIecTBY, BBITyCKas Takue 3aMeya-
Te/IbHble KHUTH.

B mpouecce HanmucaHus 9TOM KHUTM MHe TIOMOraja Liefas KOMIIaHUA 6UTKOiA-
HepoB 13 rpynmnsl Austin Bitcoin Meetup, B ToM uncne bpaitan bumon, Yunn Koy,
Hanoneon Koyn, Tunron Koyn, Typ Hemeectep, [Ixxonun Junmmu, Maiikn ®nak-
cmeH, Ilapkep JIbtouc, hxactun Myn, Anan IIuckurenno u Supapio IoenbcTpa.
Cnenyet Takxke orMeTuth KaHan Slack (or koMnanuu TAAS), Ha koTopom Cait-
benuu AMMYyc 3aABMII, YTO OH IMILET KHUTY, YCIIEX KOTOPOIt BAOXHOBU/I 1 MEHS.
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ITomnmo 6utkoitHepoB u3 GitHub, 6biBuIMe crTymnaTenyu mMoero Kypca mo mpo-
rpaMMMpPOBaHMIO OUTKONMHA Tak>Ke NMPUHAMU Y4acTHe B PeLleH3MPOBaHUM ITOI
kHuru. B yactocty, Ixedp¢ ®nayapc, Bpaitan /Inory, Kaitsu Boymen, [xoncon
JNay, Anb6ept Yen, Ixeitcon Jles, Tomac Bpayn6eprep, Inayapno Kobeitn u Crien-
cep XeHCOH BBIABU/IM PAJ, HESOCTATKOB B PyKONMMCH. A MOif NIpelaHHbIii TOMOLI-
HuK KatpuHa XaBpep moMorana MHe B COCTaB/IEHMM MHOTMX AyarpaMM K 3TOi
KHHUTe.

Mon nopnucyuxyu Ha kaHane YouTube, mocnenoBarenn B Twitter u unMraTenu
B Medium momornu MHe HaitTi cebs M CTaTb Ha ITyTb MPeANPUHUMATENLCTBA.

W HakoHel, Mosi )eHa [IKy/u M MOM [JeTM OKa3blBalM MHe BCAYECKYIO ITOA-
[epXXKy B TedeHMe ABYX NMOCTeRHuX neT. Ecnu 6b He OHUM, TO COMHEBAIOCD, YTO
y MeHs 6bUIM 6bI CTYMY/IBI TAK MHOTO paboTaTh.

’Kaem Bawux oT3biBoB!

Bbl, uMTaTENb 3TOM KHUTH, U €CThb ITIaBHBI ee KpUTUK. MBI LIeHUM Balle MHe-
HME ¥ XOTUM 3HaTb, YTO OBUIO CAETAHO HaMyM MPaBU/IbHO, YTO MOXHO ObINIO CAe-
/aTh JIyYLIe Y YTO elle BBl XOTe/Mu 6bl yBUAEeTb M3gaHHbIM Hamyu. Ham uHTEpecHbI
Mo6ble Ballly 3aMeYaHNs B HAll afipec.

MBI >xieM BamMx KOMMEHTapueB M HafieeMcs Ha HMX. Bbl MoxeTe npucnarb
HaM 3/IeKTPOHHOE MMUChMO OO0 NPOCTO MOCETUTD HAIll Be6-CaifT ¥ OCTaBUTb CBOM
3amevyaHus TaM. OfHMM CTIOBOM, MIOOBIM YHOOGHBIM [/Is Bac Coco60oM AaiiTe HaM
3HATb, HPABMUTCA /1M BaM 3Ta KHUTA, a TaKXKe BBICKAKUTE CBOE MHEHME O TOM, KaK
CAenaTh HallyM KHUIU 60/lee MHTEpEeCHBIMMU [/IA Bac.

OrnpaB/mss nIUcbMO MK coobleHne, He 3aby/bTe yKa3aTb HasBaHMe KHUTH U
ee aBTOPOB, a TaKXe CBOi 0OpaTHBI afipec. Mbl BHMMAaTEIbHO 03HAKOMMUMCA C Ba-
IIMM MHeHeM ¥ 0653aTe/IbHO YYTEM ero npu oTbope U MOATOTOBKE K M3JaHMIO
HOBBIX KHHI.

Hawum anekTpoHHbIe afipeca:

E-mail: info.dialektika@gmail.com
WWW: http://www.dialektika.com
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TMABA1
KoHeyuHble nons

Camoe c1oXKHOe B MPOrpaMMUPOBAHMM OUTKONHA — BBISCHUTB, C Y€TO CIERYeT
HayaTh. Beqp cyuecTByeT cTONMBbKO B3aMMO3aBMCHUMBIX KOMIIOHEHTOB, YTO M3yde-
HJe OHOTO M3 HMX MOXXET IIPUBECTU K HEOOXOMMMOCTH M3YYUTh APYTOM, a TOT, B
CBOIO OYepenb, — U3YYUTD ellle YTO-HMOYAb, pexae yeM pa3o6paThCs B IEPBOHA-
4a/IbHOM KOMIIOHEHTe.

Hasnauenue 3T0it r/1aBbl — 0671er4nTh BaM Havano. Kak Hu cTpaHHO, MBI Hay-
HEM C OCHOB MaTeMaTMKM, KOTOpble MOTPe6yIoTCs, YTOObI YACHUTh 0COOEHHOCTH
KpunTorpaguy Ha /IMITUYECKNX KPUBBIX. A Kpuntorpadusa Ha 3/ITUITUIECKUX
KPMBBIX, B CBOIO O4Yepefib, JacT MpeCTaB/eHne 06 anropMT™Max MOAMUCAHUA U
Bepudukanyuy. Beab MMEHHO Ha 3TMX a/ITOPUTMAX OCHOBHIBAETCS TMPUHIUIL A€il-
CTBMA TPAaH3aKLM, KOTOpbIE SAB/IAIOTCA aTOMapHbIMM €MHULIAMM NIePEBOfAA CTO-
MMOCTH B 6MTKOIIHe. V3yumB CHa4a/la KOHEYHBIE MO/ U SUIMIITUYECKME KPUBDIE,
BBl CMOXXETe TBEP/O YCBOMTDb MOHATHA, HeOOXOMMBIe A/Is TOTMYHOTO MPOJBIKeE-
HUA BIIepen,.

Ho uMeitte B BUAY, 4TO MaTepuan 3TOM ¥ ABYX IOCHEAYIOIMX I7IaB CPORHM
BereTapMaHCKOl fieTe, 0COOEHHO €C/M BBl AaBHO He 3aHMMAIMUCh PopMabHOM
MaTeMaTuKoit. TeM He MeHee IPOYTUTE UX, TTOCKONMBKY NpeACTaB/IEeHHbIE B HMUX 110-
HATUA Y IPUMePBI Kofia 6YAYT MCIIOMb30BAThCA B OCTA/IBHOM YaCTH KHUTH.

Bbiclasn matemarunka

Usyyenue MaTeMaTMYECKMUX CTPYKTYP MOXKET OKa3aThCA HECKO/IBKO MYTaIOLMM
3aHATHEM, HO MOXKHO HAaJIeATbCA, YTO B ITOI I/1aBe MU O TPYAHOCTAX OCBOEHUA
BhICIIIE/t MaTeMaTuKy OyfeT pa3BessH. B 4acTHOCTH, 1A M3y4eHUA KOHEYHBIX T10-
7eit JOCTaTOYHO MaTeMaTU4eCKUX 3HaHMIA Ha YPOBHe a/nre6psl.

KoHeuHble NONsA MOXXHO paccMaTpUBaTh KaK MaTeMaTU4eCKylo AUCLHUIUIAHY,
BIIOJIHE TNIPMEM/IEMYIO A/IA M3YYeHMA BMECTO TPUrOHOMETpuH, ecnu 6b1 B 06pa-
30BaTe/bHOI CUCTeMe He OBIIO NPUHATO pelleHMe, YTO M3Y4aTb TPUTOHOMETPUIO



BaXKHee. ITUM 5 XOYy CKa3aTh, YTO M3YYMTh KOHEYHBIE IO/ HETPYAHO U IJIA 3TO-
ro notpebyeTcs He 60/bllle TIPEBaPUTENBHOI TOATOTOBKY, YeM 3HaHMe anre6psl.

B 3T0i1 I71aBe BaM HY>XHO 6yfieT pa3o6parbcsi B KpMITOrpaduu Ha S/UIMITHYE-
CKMX KPMBBIX. A Kpunrorpadus Ha S/UIMITHYECKUX KPUBBIX TPeOyeTcs A/ TOro,
YTOG6BI YACHUTD a/ITOPUTMBI MOANIMCAHUA ¥ BepUDUKALIMM, COCTABNAIOLME CaMy
CyTb 6uTKoitHa. Kak yroMuHanoce Bhlllle, MaTepuas 3TOM U ABYX MOCIERYIOLMX
I7IaB MOXXET T0Ka3aThCs, Ha MEPBBIN B3ITIAN, HUKAK He CBA3AHHBIM C pacCMaTpy-
BaeMBIM 3[€Cb IIPEMETOM; TEM He MEHee HaCTOATENIbHO PEKOMEHAYETCA MX Mpo-
yuTaTh. OCHOBBI, M3/IOXKEHHbIE B 3TUX I/IaBaX, YIIPOCTAT MOHMMAHME HE TONMBKO
6urkoitHa, HO M moamuceit IllHOppa, KOHPUAEHLMAILHBIX TPAH3AKLMIA U IPOYMX
NepefoBbIX TEXHOMOTHI1 GUTKOMHA.

OI'IPEAEIIEHME KOHeYHOoro nons

B marematuke koHeunoe none (finite field) onpenensieTcs kak KoHeYHOEe MHOXe-
CTBO YMCesl, HaJ{ KOTOPIMM MOXKHO BBINIO/THUTD JiBE€ MaTeMaTH4eCcKMUe Olepalumu,
+ (cnoxxenus) u x (yMHOXEHMs), YOBNETBOPAIOLVE TIePeYNCIEHHBIM HIDKE YC/I0-
BUSM.

1. Ecnu a v b mpuHaamexxaT MHOXECTBY, TO pe3y/IbTaThl onepauuit a + bua x b
TaK)XXe NPMHATIEXUT S3TOMY MHOXeCTBY. Takoe CBOMCTBO MOXHO Ha3BaTb
samxHymoim (closed).

2. Hynb cymecTByet 1 o6magaer cBoitctBoM a + 0 = 4. Takoe CBOVICTBO MOXHO
Ha3BaTb adoumusHuim moxodecmsom (additive identity).

3. Epununa cymectByer u o6/mafiaeT CBOCTBOM 4 X 1 = a. Takoe CBOMCTBO MOX-
HO HasBaTb MynbmunauxkamusHvim moxdecmeom (multiplicative identity).

4. Ecnu a nmpuHaIeXNT MHOXECTBY, TO €My >Ke IIPUHAA/IEXUT U —d, OIIpefersie-
Moe KaK 3HayeHye, yOB/IeTBOpAILee BhpaxeHuio a + (-a) = 0. Takoe cBoit-
CTBO MO>KHO Ha3BaTb adoumuseHotl uneepcueil (additive inverse).

5. Ecnu a He paBHO 0 M MPUHAMIIEXUT MHOXECTBY, TO €My XK€ NMPUHAMIEXUT U
a’!, onpepenseMoe Kak 3Ha4eHMe, YOBNETBOPAIOLIEe BHIPAKEHUIO 4 X a4~ =
= 1. Takoe CBOMCTBO MOXHO Ha3BaTb MYNbMUNAUKAMUBHOL UHEepcuetl
(multiplicative inverse).

PaccmoTpum kaXjioe 13 nepedMCIeHHBIX BBIIIE YCTIOBMIt 60/Iee IOAPOGHO.
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Mb1 paboTaem ¢ KOHEYHBIM MHOXXeCTBOM 4ucenl. [I0CKO/IbKY OHO KOHEYHOE, TO
MOXXHO 3a7iaTb HEKOTOPOE YMC/IO p, OTpEAENAIOLIee pa3Mep MHOXECTBA, Ha3bIBae-
Moe TaKxe nopaoxom (order) MHOXeCTBa.

Taxk, ycmoBue Nel roBopuT O TOM, YTO MHOXXECTBO 3aMKHYTO OTHOCHTENbHO
CTIOXXEHUA U YMHOXEHUSA. ITO 03HAYAET, YTO ONEPALUY CTIOXKEHUA U YMHOXKEHUA
ONpEAENAIOTCA TAKMM 06pa3oM, YTOOBI MX Pe3y/IbTaThl IPUHAANEKATN SAHHOMY
mHoxecTBy. Hanpumep, MHOXecTBO {0,1,2} He ABNIsETCS 3aMKHYTBIM OTHOCUTE/Tb-
HO C/IOXXE€HMsA, MOCKONMbKY 1 + 2 =3 u 2 + 2 = 4, HO HM 4uCNO 3, HU YUCTIO 4 He
NpUHAJIEXUT NAHHOMY MHOXECTBY. be3ycmoBHO, onepaumio cmoxeHUs MOXKHO
ONpeaenuTb HECKONbKO MHaYe, YTOOBI C/IeNaTh JAHHOE MHOXKECTBO 3aMKHYThIM, HO
C MOMOIIbI0 “06BIYHOI” OMepaLMy CTIOKEHUS TAKOE MHOXECTBO HENMb3s CHENaTh
3aMKHYTBIM. A C IpyTO/ CTOPOHBI, MHOXECTBO {-1,0,1} AB/IAETCA 3aMKHYTBIM OT-
HOCUTE/IbHO YMHOXeHMA. Ecmu nepeMHOXUTD [Ba /MI06BIX YMC/Ia U3 3TOrO MHO-
XECTBa, a BCETO TaKMX KOMOMHALMII I€BATb, TO UX MpOU3BefeHNe Bcerna OymeT
IpUHAJJIEXXATh MHOXKECTBY.

B MatemaTuke umeercs u pyras BO3MOXKHOCTb OIpPENENUTb ONEPALMI0 YMHO-
XeHMA 0co6bIM 06pa3oM, YTOObI CenaTh NMOKOGHDIE MHOXECTBA 3aMKHYTHIMM.
O TOM, KaK MMEHHO ONpefeTTh ONEPALMI CTIOKEHUA M YMHOXKEHNS, pedb MOMAeT
AaJiee B 3TO IMIABE, a 10 TEX MOP CAERYET CKa3aTh, YTO ONEpalMM CTIOKEHUS U BbI-
YUTAHUA MOXXHO ONPENENUTDb UHaye, 4EM BaM, BEPOATHO, U3BECTHO.

B yacTHOCTH, ycmoBuA Ne2 u 3 onpenendioT affUuTUBHOE ¥ MYIbTUIIMKATUBHOE
TOXJECTBA. ITO O3HAYAET, YTO uncia 0 ¥ 1 npuHamIeXKaT MHOXKECTBY.

Ycnosue Ne4 ompepenseT affUTUBHYIO MHBEPCUIO. DTO O3HAYAET, YTO €C/IU d
NpUHATJIEXUT MHOXECTBY, TO €My Xe NPUHAIOXUT U -d. Vcnonb3ys agguTus-
HYI0 MHBEPCHIO, MOXXHO ONPEAETNTb ONEPALMIO BBIYUTAHMS.

Hanee, ycmoue Ne5 onpepenseT, 4TO aHA/IOTMYHBIM CBOMICTBOM 00/I1afiaeT M ome-
pauus yMHOXeHusA. Ecniu a IpuHaIeXXuT MHOXXECTBY, TO €MY >Ke IIPUHAAIEXXUT U
a’'. 910 o3Havaer, 4to 4 X a”' = 1. Mcnoneays MY/IbTUIUIMKATUBHYIO MHBEPCHUIO,
MOXXHO OINpeNeNnuTh onepauuio fenennsa. CrexyeT 3aMeTUTDb, YTO AIA KOHEYHOTO
TIOJIAA 3TO CAeNnaTh 6yaeT HempocTo.

OIIPEAEIIEHME KOHEYHbIX MHOXeCTB

Ecnu mopagox (unu pasmep) MHOXXECTBa PaBeH p, TO 3/TEMEHTHl MHOXECTBa
MOXHO 0603HaunTH KaxK 0, 1, 2, ... p-1. VIMeHHO 3Tu ymcna, a coBceM He 06s3a-
TENIbHO TpaAMUMOoHHbIe yucna 0, 1, 2, 3 1 Tak Aanee, Ha3bIBAOTCA dNEMeHMAMU
MHOXeCTBa. Ml XOTA OHM BO MHOTOM BeRYT cebsl, KaK TPagMLMOHHbIE YMC/Ia, OHU
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Pa3NMYaloTCA HOPAAKOM BBITIOTHEHNA OIIEPaLil CIOXKEHNMA, BBIYMTAHUA, YMHOXe-
HUA ¥ TIp.

B MaTemaTMueckoM 0603HaYEeHMM MHOXKECTBO KOHEYHBIX I10/Ieil BHITIAAUT Clie-
Rytomum obpasom:

F,=1{0,1,2,..p-1}.

KakoBbl Jxe 371eMeHTbI MHOX€eCTBA KOHeYHbIX 1071eit? F, — 3T0 KOHKpEeTHOE KO-
He4yHoe II0/le, Ha3blBaeMoe “TIojieM p’, “monem 29” unm moneM moboro pasmepa,
KOTOpO€e B MaTeMaTHKe Ha3bIBaeTcs nopAoxkom. A uucina B Gurypusix ckobxax {}
0603HAYaIOT 3/IEMEHTHI, HAXOAAIMECA B MOMAX. ITU /IEMEHTHI MMEHYIOTCA Kak 0,
1, 2 u Tak #anee MOCKONbKY TaK yAOOHE /I HALIMX LieMeit.

Tax, KOHe4HOe To/Te MopAAKa 11 BBHIIIARUT CleRyolMM 06pa3oM:

F,;=1{0,1,2,3,4,5,6,7,8,9, 10}.

A KoHeuHOe none nopsaaka 17 — TakuM o6pasom:
F,={0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16}.

W HakoHel, KOHEYHOe Io/Ie NOpAAKa 983 BHIINIAAMT TaK, KaK IIOKa3aHO HMXKe.
Fye,= {0, 1, 2, ... 982}

CrenyeT, OBHAaKO, MMETb B BUAY, YTO MOPAAOK KOHEYHOrO IIONA BCerma Ha 1
6orbille 3HAYEHUS €TO TIOCEHETO /IEMEHTA. Bbl, BepoATHO, 06paTu/In BHUMaHMe
Ha TO, YTO MOPSLOK KOHEYHOTO II0/IA BCAKMIA pa3 OKa3bIBa€TCA PaBHBIM IIPOCTO-
My 4ucry. Io pa3HbIM IpUYMHAM, KOTOpbIe CTAHYT MOHATHHI B AaNbHEIIEM, OKa-
3bIBaeTCsl, YTO MOPALOK KOHEUHBIX TIO/IEit 00/eH OBITh paBeH CTeNeHy IPOCTOro
YMCIa ¥ YTO HaMOONMBLUIMIA /I HAC MHTEPeC NPENCTABNAIOT MMEHHO Te KOHEYHbIe
IO/, TIOPAAOK KOTOPBIX PaBeH IPOCTOMY 4MCITY.

MocTpoeHune KOHeuHOro nona Ha asbike Python

Ham Tpebyerca xakuM-TO 06pa3soM NpeACTaBUTb KaKAblil 371€MEHT KOHed-
Horo nons. [Toatomy cosmagum B Python xnmacc, mpencraBnsiommuit eqMHCTBEH-
HBIIf 3/IEMEHT KOHEYHOro MOoJA. ITOMY KIacCy €CTeCTBEHHO NPUCBOMTb MMA
FieldElement. 9TOT K/Iacc MpeACTAB/NAET 31EMEHT U3 KOHEYHOIO IO Fpﬁme.
CxeneTHOe NpeACTaB/ieHNe 3TOTO K1acca BBIIIAAMUT CIeAYIOIMUM o6pasom:

class FieldElement:
def __init_ (self, num, prime):

if num >= prime or num < O0: 0
error = 'Num {} not in field range 0 to (}'.format(
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num, prime - 1)
raise ValueError (error)
self.num = num o
self.prime = prime

def _ repr (self):
return 'FieldElement {} ({})'.format (
self.prime, self.num)

def _ eq_ (self, other):
if other is None:
return False
return self.num == other.num
and self.prime == other.prime o

CHayana B K/macce IpoBepAe€TCHA, HAXOAUTCA /M 3HAaYeHME CBOJMCTBA NUm B
npenenax ot 0 o prime-1 BkmounTenbHO. Ecnu 3To He Tak, TO 3/1EMEHT KO-
HeYHoro mons tuna FieldElement HeKOppeKTeH M NepefaeTcss UCKIIOYEHNe
hna ValueError, KOTopoe JO/KHO GBITh HEMPEMEHHO MepefaHo, eC/y MOMy-
4eHO HeNOAXOAAIIee 3HAUYEHMeE.

B ocranpHoit yactu metoma __init__ () cospaBaeMoMy 06BEKTY JaHHOIO
K/1acca NPUCBaNBAIOTCA MHUIIMATM3UPYIOLIME 3HAYEHUS.

B MeTope npoBepsaeTcs paBeHCTBO ABYX 06bekToB Knacca FieldElement.
W arta mpoBepka maeT MCTUHHBIA Pe3y/NbTAaT MMLIb B TOM CIy4Yae, €C/IM CBOI-
CTBa NUM ¥ prime paBHBI.

To, uTo MbI YK€ OIIpENEnin, IO3BO/IAET CRENATDH C/IEAYIOLLee:

>>> from ecc import FieldElement
>>> a = FieldElement (7, 13)

>>> b = FieldElement (6, 13)

>>> print(a == b)

False

>>> print(a == a)

True

B asbike Python MOXHO 3aMeHMTD Omepalyio == MeTOAOM __eq (), 4To M

65110 cenaHo B Knacce FieldElement ¥ YeM MOXKHO BBITOHO BOCIIONb30BaTh-
CA B Ja/IbHENMILIEM, KaK IEMOHCTPUPYETCA B NIpYMepax KOfia, pU/IaraeMbIxX K 3TOi
KHure. YCTaHOBUB KOMaHAHYI0 060104Ky Jupyter Notebook (cm. paspen “Ilog-
TOTOBKa” BO BBEJIEHMM 3TOif KHUIM), MOXKHO NepeitT K daitny code-ch01/
Chapterl.ipynb u BBINOTHUTb HAXOAAIIMICA B HeM KOJ, YTOOBI YBUAETH MO-
TTy4eHHble Pe3yNbTaThl. A /I BBIIIOMHEHNUSA CIEfYIOLIEro YIpaKHEHUA OTKpOWTe
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¢aitn ecc.py, lIeNKHYB Ha cchUIKe B 611oke Exercise 1 (Ynpaxuennue 1). Ecn y
BaC BO3HMKHYT 3aTPYAHEHMS NPy BBHINIOMTHEHMM AAHHOTO YIIPaXXHEHUsA, IOMHUTE,
YTO OTBET K KOXAOMY YIPaXXHEHUIO 3TOM KHUIM, MOXXHO HaiTu B [Ipunoxenun.

YnpaxHenwe 1

Hamunre cooTBeTCTBYIOIMIA METOR __ne__ (), B KOTOPOM 06a 06bexTa Tuma
FieldElement npoBepAIOTCA Ha HepaseHCmMeo.

Apudmertuka no moaynio

OnHuM M3 CpeAcTB, NO3BONALIMX CAENTaTh KOHEYHOE I07Ie 3aMKHYThIM OTHO-
CHTENIBHO CTIO)KEHWA, BBIYMTAHNSA, YMHOXXEHUS U IeNleHNs, ABNIAETCA apugmemuxa
no modyno (modulo arithmetic).

WUcnonb3ys apudMeTKy 110 MORYIIIO, MOXKHO OIPEAENMUTD ONEPALIMAIO CTOKEHUA
B KOHEYHOM MHOXXECTBE, YTO BaM JO/DKHO OBbITh M3BECTHO C TeX IOP, KaK Bbl Ha-
YYMIUCh KeNMUTb B CTONOMK. BCmOMHMTE, Kak 3TO AenmaeTcs, I/IANA Ha IPUMeED 3a-
Aauy, IpUBeEfieHHON Ha puc. 1.1.

2R1
37

Puc. 1.1. Ilepsuviti npumep
deneHus 8 cmonbux

Bceskumit pas, Korja He IPOMCXOAMT AieNIeHUs HAlleNIo, BO3HMKAET “OCTAaTOK , T.€.
BE/IMYMHA, OCTAOMAACA OT (aKTUIECKOTO JeNeHNs OJHOTO YMC/a Ha ApyToe'.
AHanornyHsIM 06pa3oM ompefenseTcs U MOAY/b, a ONepaLysA 10 MOAYMO 060-
3Ha4YaeTCs CUMBOJIOM %:

7%3=1

Eie oguH npuMep feneHuns B CTONOUK NpuBefeH Ha puc. 1.2.

3R6

727

Puc. 1.2. Bmopoii npumep
OeneHus 8 cmonbux

! Ha puc. 1.1 R1 o603Ha4aer ocTaTok OT fenennus 7 u 3, paBuslit 1. — ITpumey. ped.
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Paccyxpan ¢popManbHO, omepanusa Mo MOAY/IIO O3HaYaeT MOMyYeHNE OCTATKA
OT ie/ieHUA OffHOTO 4MC/Ia Ha Apyroe. Hike npuBeneH eie ogyuH mpuMep TaKoi
omepauyy Haj 60/IbIINMY YUCTIAMM.

1747 % 241 = 60

Ecnu yropHo, apudMeTHKy 1o MOAY/IIO MOXHO pacCMaTpUBaTh Kak apupMeTn-
Ky “o6opoTa cTpenok 4aco”. PaccMOTpUM B KadecTBe MpMUMepa CIEAYIOLIYI0
3ajjauy.

Ceitdac 3 yaca. Yto 6yzmeT nokaspiBaTh YacoBas CTpe/Ka 4epe3 47 yacoB?

Pemenne: 2 yaca, nockonbky (3 + 47) % 12 = 2 (puc. 1.3).

Puc. 1.3. Ilepemewyerue uacosoti cmpenxu Ha 47 4acoe énepeo

Taxkoit “060pOT CTPeNOK” MOXKHO PacCMaTPUBATDb M B CMBIC/IE Tlepexofa yepes 0
BCAKMIA pas3, KOTAia YacoBas CTPe/IKa NepeMelaeTcsi Ha 12 4yacoB BIepen,.
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Onepauyio 10 MOAY/MI0 MOXHO BBINOMTHATD M HaJl OTPUIATE/ILHBIMMA YMUCTTAMM.
B xauecTse einfe ofHOro mpuMepa pacCMOTPUM TaKYIO 3aiayy.

Ceitvac 3 yaca. Yto mokaspiBa/ia 4yacoBas CTpenka 16 yacoB Ha3aj?

Pemennue: 11 yacos.

3-16)%12=11
I[lepemenieHre MMHYTHOJM CTPE/IKM YaCOB TaKXKe ABJLAETCA OIepalueif o MOAy-
mo. B xayecTBe npuMepa MOXXHO IIPUBECTH CIAERYIOLIYIO 3aiady.
Ceityac 12 MunyT BToporo. Uro 6yaeT nokassiBaTh MUHYTHas CTPeENIKa 4Yepes
843 MunHyTBI?
Pemrenne: ona 6yaeT mMoKa3sIBaTh 15 MMHYT BTOPOTO.

(12 + 843) % 60 = 15

AHaNOrM4HO MOXXHO CPOPMY/TMPOBATh TAKYIO 3afavy.

Certyac 23 MuHYTHI BTOpOro. UTo Oy/eT noKasbIiBaTh MMHYTHAst CTPE/IKA Yepe3
97 MuHyT?

B naHHOM cry4ae MMHYTHas cTpenka 6yfieT MoKa3siBaTh 0 MMHYT.

(23+97) % 60=0

0 — 3To ele OFHO CPEACTBO 1A 0603HAYEHUA OTCYTCTBUS OCTATKa.

PesynbraT onepanumu no mopymo (%) mIs MUHYT BCeTAa HaXOAUTCS B Ipefe-
max oT 0 mo 59 BKMOYMTENbHO. M 3TO CBOMCTBO OKa3bIBaeTCsA OYEHb YHROOHBIM,
IIOCKOJIbKY fiaXKe OYeHb 6Oo/bluye YyMcIa MOXHO CBECTM K OTHOCHTENILHO MaJlbIM
IIpefie/iaM C IIOMOIIbIO ONepaliuy IO MOAYIIO, KaK IIOKa3aHO HMKe.

14738495684013 % 60 = 33

M1 6yzieM nonb30BaThCs flajiee ONeparmet 10 MOAYIIO, ONpeaensis apudpmeTn-
Ky KOHEYHBIX Nojieit. B 60/mpImHCTBe onepaunit Haj KOHEYHbIMM TIO/ISIMY OIlepa-
L1 IO MORY/IIO IPMMEHAETCA B HeKOTopolt ¢opMe.

Apudmetuka no moaynio Ha asbike Python

B asbike Python ansa apudmernxym mo mopymio cnyxur onepauus %. Huxe mo-
Ka3aHo, KaKMM 06pa3oM OHa NpUMEHAETCS HENIOCPEACTBEHHO B KOJieE.
>>> print(7 % 3)
1

Omnepaumio 1o MOAYNI0 MOXHO BHINOZTHATD M HaJ, OTPULIATEIbHBIMU YMC/TAMM,
KaK IOKa3aHO HMXE.

>>> print (-27 % 13)
12
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CnoXXeHue ¥ BbluMTaHUE KOHEYHDIX noneun

Hanomuum, 4TO omepaumio cioXxeHMA B KOHEYHOM IIo/Ie Heo6XOAMUMO onpefie-
MUTh TaKMM 06pa3oM, 4TOObI ee pe3y/nbTaT rAPaHTUPOBAHHO OCTA/ICA B MHOXe-
ctBe. TakuM o6pa3oMm, TpebyeTcs obecnednTdb 3amMKHYMOCMb OTIepaLiy CTIOXKEHNA
B KOHEYHOM IIO7IE.

Vicnonb3yss paccMOTpEHHYIO Bblllle apu(METHKY 10 MOAYIIO, MOXHO C/e/aTh
Onepanmio CIOXKEHMsA 3aMKHYTO. JIorycTuM, 4TO MMeeTcAa KOHeYHoe mone 19:

Fio=1{0,1,2,..18}

3meck a, b € F,. ObpatuTe BHMMaHMe Ha TO, YTO € O3HAYAET “ABNIAETCA Je-
MeHTOM . B TaHHOM ciyyae a u b ABNAIOTCA NeMeHTaMy KOHeyHoro nons F,.
3aMKHYTOCTb OIepaluy CII0XKeHUs 0603HaYaeTCs C/IeayoLyM 06pasom:

a+:beF,

Onepanmsa cnoxeHus B KOHEYHOM Mo/Te 0603HaYaeTCA Kak +, BO u3bexanue my-
TaHMIIbI C O6BIYHOI LIETOYNC/IEHHOV OIlepaLyet CrioXeHns, 0603HaYaeMoif Kak +.

Ecnn Bocmonb3oBarbest apudMeTHKOI IO MORYIIIO, TO MOXKHO FapaHTUpPOBATh
3aMKHYTOCTb OIepalMy CIOXKEHUA B KOHEYHOM mone. B wacTHocTH, onepauyio
a+b MOXHO onpenenuTb CreRyoLMM 06pasom:

a+fb=(a+b)%l9
Hanpumep:
7+8=(7+8)%19=15

11 +f17=(11 +17) % 19=9
M .o

B 3aMKHYTOI! onepanuy CIOXXeHMA U3 MHOXECTBa GepyTcs Ba YMC/Ia, KOTOPBIE
CK/IafIbIBAlOTCSA, a KOHEYHbI Pe3y/bTaT “‘060paynBaeTcs’, YTOOH! NOMYYUTD CYyM-
My. B naHHOM cydae MBI CO37laeM CBOIO ONEPALIMIO CIOKEHMS, XOTS €e Pe3y/bTaT
He BIIONHe oYeBMAeH. Bripaxenue 11417 = 19 BHIIANUT HEBEPHO, IIOCKOIbKY MBI
NPOCTO He IPUBBIK/IM K ONepaIMy CTIOXKEHNA B KOHEYHOM TIOTIe.

B obuiem crmyyae omepaums CIOXKeHNA B KOHEYHOM II07€ OTIpefeNsAeTcCs Ceny-
oM obpasom:

a+fb=(a+b)%p

rmea, b e Fp‘
ANIMTHBHAA VHBEPCUA ONpefeAeTCA TaK, KaK II0Ka3aHO HIKe, IJe U3 d € F‘tJ
CNEAYeT, 4TO —a € FP.
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—a = (-a)%p
U cHoBa oA ACHOCTHN 0603Ha‘[eHMC _f IIOMOra€eT OTINYaTh onepaunﬁ BbIYUTA-
HUA U MHBCPCMM B KOHE€YHOM IIOJ/I€ OT 06bl“IHl>IX LEeTOYNCIICHHBIX onepaum‘& BbI-
YUTAHUA U MHBepCMM.
Tak, onepanus uHBepcuyu B KOHeYHOM none F,g

—f9 =(-9)%19=10
O3Ha4YaeT, 4TO
9+,10=0

M OKa3bIBaeTCA MICTUHHOM.
AHaJIOTMYHO MOXXHO BBINO/IHUTD ONEPAIMIO BBIYUTAHUA B KOHEYHOM MOJIE:
a—fb=(a—b)%p
rmea, b e FP.
Tak, B xoneunoM none F;; MOXXHO BBINOMHUTD C/IERYIOLIME ONEPALMU BbIYM-
TaHUA:
11 —f9 =(11-99% 19=2
6 ~ 13=(6-13) % 19 =12
M 1.o.

YnpaxHeHue 2

Pemure TIpUBEIEHHBIE HMXKE 3a/jadM B KOHEYHOM IIOJI€ F57 IIpn yC/10BUU, 4YTO
BCe 3HaKM + 3[€eCh 0603HaYaOT OIlIEpALINIO C/IOXKEHUSA +., a BC€ 3HAaKU - — OIepa-
IINI0 BBIYUTAHUA ~f

o 44 +33

e 9-29

e 17+42+ 49
e 52-30-38

MporpammHan peannsauna onepauuii
CNOXEeHWA N BbIYUTaHUA Ha A3bike Python

Tenepp B xnacce FieldElement MOXHO onpemenutb metogbl _add () u
__sub__ () Ana peanusalMyu OINeEpaUyil CTOXKEHMs UM BBIYUTAHMSA B KOHEYHOM
nore. CyTb 3TMX METO/IOB B TOM, YTO B HMX MOXXHO BBIIIO/THATH OIEPALIMH, aHA/NO-
I'MYHbIe IPUBECHHBIM HIDKE.
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>>> from ecc import FieldElement
>>> a = FieldElement (7, 13)

>>> b = FieldElement (12, 13)

>>> ¢ = FieldElement (6, 13)

>>> print (atb==c)

True

B MeTome add () maHHOro K/acca MO>KHO ONpeAeNTUTDb, YTO MMEHHO 0603Ha-
yaeT onepauua cnoxennsa (+). Kak ato caenars Ha sspike Python? Jlna saroro Boc-
NONb3yeMcA MpUOOPeTEHHBIMY 3HAHUAMM apUPMETHKU 1O MOAY/IO M CO3AAMNM
HOBBII1 MeTOf B Kmacce FieldElement, Kak ITOKa3aHO HMXeE.
def _ add_ (self, other):

if self.prime != other.prime: (1]
raise TypeError ('Cannot add two numbers in different Fields')

num = (self.num + other.num) % self.prime ()
return self. class__ (num, self.prime) ®

O Mbi fO/KHBI YOEANTBCA, YTO 37EMEHTHI MIPUHAAIEKAT K OFHOMY M TOMY XKe
KOHEYHOMY II0/110, 2 MHa4e JAHHOE BbIYMC/IEHNE He MMeeT HUKAKOTO CMBICTIA.

® Onepauus cnoxeHns: B KOHEYHOM I107I€ ONPERENAETCA C IIOMOLIBIO ONEPALUAK
II0 MOAY/IO, KaK MOSACHANOCh paHee.

© Mb1 [o/KHBI BO3BPAaTUTh 3K3eMIUIAP Kiacca, K KOTOpOMY yAOOHO IOmy4aTh
mocTyn ¢ moMoubio MeTofa self. class__ (). [lns aToro JaHHOMY METORY
MepefaloTCs ABa MHUUMAIM3UPYIOLIMX apTyMeHTa, num ¥ self.prime, kak u
J/1A YIIOMMHABILIErocsA paHee MeTofa __ init ().

Cnenyer 3aMeTuTb, 4TO BMeCTO MeTofa self. class__ () MOXXHO ObIIO 6bI
MPOCTO BOCHO/Ib30BaTbcA KnaccoM FieldElement, HO TOrAa CheNnaTbh 3TOT METOH,
HacnepgyeMbiM 65110 651 HempocTo. [Togknaccudukaumio knacca FieldElement
MBI ellle OCYLECTBUM B [Ja/IbHelIIeM, a 30eCh HaM BaXHO CAeNaTb METOJ Haclle-
RyeMBbIM.

YnpaxHeHue 3

Hanuumure coorsercTBylomuit Mmetos, __sub_ (), B KOTOPOM OIpeAenaeTcsa
omnepalya BHIYUTAHUA ABYX 06bekToB THNA FieldElement.

Onepauuu YMHOXXEHUA U BO3BeAeHUA
B CTeneHb B KOHEYHOM none

IToo6HO TOMY, Kak 6bl/Ia paHee ONpefe/ieHa HOBas OIEpALMsA CTIOXEHUA (+f)
B KOHEYHOM I107Ie, MO)KHO OIIpEefie/INTh HOBYIO 3aMKHYTYIO OIepalMio YMHO>KeHUA
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U1 KOHEYHBIX IO/Ieil. A MHOTOKPAaTHO YMHOXKasi OfHO M TO >K€ YMC/IO, MOXHO
TakXKe ONpefeNMTh HOBYIO ONlepaliio BO3BEfleHUA B CTeNeHb. VI B aTOM paspiene
HOACHAETCS, KaK OIIpefieUTh NMOJ0OHbIE OIepalyy C IIOMOLLIbI0 apUPMETHKM TI0
MOAYIIO.

Omepanys yYMHOXEHMA, ITO CYILECTBY, O3Ha4aeT MHOTOKPAaTHOE C/IOXKEHNe M-
cel, KaK IeMOHCTPUPYETCA B CIEAYIOLIMX NpUMepax:

5x3=5+5+5=15
8x17=8+8+8+..(Bcero 17 uncen 8) ... + 8 = 136

AHa/IOrMYHBIM 06pa3aoM MOXKHO ONpPEAETUTD ONEPALMI0O YMHOKEHNSA B KOHeY-
HoM mone. Tak, onepupys cHoBa KOHeYHBIM ToneM F,g, Omepanuy yMHOXEHUs B
HeM MOXXHO 0003Ha4MTb C/IeRyIolMM 06pasom:

5 xf3 =5 +f5 +f5
8X;17=8+:8+:8+,... (Bcero 17 uucen 8) ... +8

Kak BaM JO/DKHO OBITH y)XXe M3BECTHO, B NIPaBOif YacCTH NIPUBENEHHBIX BbILIE
BBIP@)XXEHMI! MOMYYaeTCsA YUCTIO, IPUHAIEKANINE KOHEYHOMY MHOXeCTBY F

5xf3=5+f5+f5=15%19=15
8 X 17=8 +f8 +f8 + ... (Bcero 17 uucen 8) ... +f8 =
8x17)% 19=136% 19=3

O6patuTe BHMMaHMe Ha TO, YTO Pe3y/IbTaT BTOPOM ONEepaliuy YMHOXKEHUS He
BIIO/THE O4YeBUEeH. MBI 0OGBIYHO HE CYMUTAEM, YTO 8 Xs 17 = 3, HO 3TO UMEHHO Ta He-
00x0ofiMMas 4acTh ONepaL YMHOXKEH!A B KOHEYHOM T071e, 63 KOTOpOii ee HeNb-
35 ONpefeNMMTb KaK 3aMKHYTYI0. ITO O3HAYaeT, YTO Pe3y/NbTaT ONepaluy YMHOXe-
HMs B KOHEYHOM I10J/Ie BCErfia MpUHAMIEXMUT MHOXKecCTBY {0, 1, ... p—l}.

A omepanuio BO3BEfleHNA B CTENEHb MOXHO IPOCTO ONPEAeNNUTh KaK MHOTO-
KpaTHO€ YMHOXXEHME YMCIIa:

=7 xf7 Xp7 = 343

B xoHe4HOM mo/le onepanyio BO3BEAEHMS B CTENleHb MOXXHO BBIIIOTHUTbD, MC-
NONb3yA apuPMETHKY IO MOAY/IIO, KaK MMOKa3aHO HIDKe Ha IpUMepe KOHEYHOro
nons F,.

7=343%19=1
9 =7
Onepaumx BO3BEEHNSA B CTENEHD TaKXKE NAa€T HE BIIO/THE OUYEBUIHBIE PE3YIb-

TaThl, Befib OOBIYHO MBI He cuMTaeM, 4To 7° = 1 uan 9'2 = 7. Ho, onath e, Ko-
HeYyHble MO/ NO/DKHBI GBITh OMpefeneHbl TaKUM 06pa3oM, YTOOBI BHIIIONTHEHME
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apudMeTHYECKUX ONEpaLMii B HUX 6ce20d TIPUBOAMIO B KOHEYHOM MTOTE K YUCITY,
HaxofiALieMycs B JaHHOM IoJIe.

YnpaxHeHue 4

Pemnte IIpUBEREHHDIE HM)KE YpPAaBHEHNA B KOHEYHOM II0/IE F97 Ipu ycinoBuu,
YTO ONepaumu YMHOXXEHUS U BO3BE[ICHUA B CTENEHb BHINIOTHAKTCSA B JAHHOM KO-
HEYHOM IIOJIE.

e 95x 45 x 31
e 17x13x19x 44
o 127 x 77%

YnpaxHenue 5

Kakoe 13 mpuBefieHHbIX HIM)Ke MHOXKECTB YMCe/l HAXOAUTCA B KOHEYHOM IONTe
F,5 ecmm k = 1, 3, 7, 13, 18?2 EcTb M B 3TMX MHOXECTBaX 4TO-HMOYAb NMpUMeya-
Te/bHOe?

{kx0,kx1,kx2kx3,..kx18}

ﬂoqemy MONA OKa3biBalOTCA NPOCTbIMM

B oTBeTe K ympaxHeHMIO 5 0OBACHAETCA, OYEMY NO/A JO/DKHBI CO-
fiep>kKaTh KONMYECTBO 3/IEMEHTOB, COCTAB/IAIOLIEE CTENEHb MPOCMO-
20 uncna. HeBaxkHo, Kakoe 3HayeHue k BbIOpaHO, ecnu OHO Gorblire
HY/I4, TO YMHOXXEHMe BCEro MHOXeCTBa Ha k /1aCT B KOHEYHOM MTOTe
TO K€ CaMOe MHOXKECTBO, YTO ¥ NIepBOHAYa/IbHOE.

OquunHo, 4TO NMOPAMOK IMPOCTOr0 YNUC/Ia IPUBOAUT K pAaBHO3HAYHO-
CTM KXXJAOTO 3/IeMeHTa KoHeuyHoro mnons. Ecnu 651 NIOPAAKOM MHO-
)ecTBa ObI/I0 COCTaBHOE 4YHUC/10, TO YMHOXEHME JaHHOI0 MHOXXECTBA
Ha OIMIH U3 [ie/IuTesnen IpUBENO 651 K MEHbIIEMY MHOXXECTBY.

MporpammHan peanusauuna onepayumn
YMHOXeHMA Ha A3biKe Python

Teneps, xoraa cTano ACHO, KaKoi JOMKHA ObITH Onepauus YMHOKEHUA B KO-
HEYHOM 10ne, B Knacce FieldElement MoXHO ompemenuts MeTon _ mul (),
3aMeHAIOLINIA OOBIYHYIO ONEpaIivi0 YMHOKeHNA *. Takas omepauus JO/KHA BbI-
TIOJTHATBCA CIERYIOIMM 00pa3oM:
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>>> from ecc import FieldElement
>>> a = FieldElement (3, 13)

>>> b FieldElement (12, 13)

>>> ¢ FieldElement (10, 13)

>>> print (a*b==c)

True

B cnenyromem ynpaxHeHuy nmpejjiaraeTca onpeenuTh B knacce FieldElement
MeTon _ mul (), peanu3yiomuii ornepanmio yMHOXXEHUA B KOHEYHOM I10/Ie aHa-
JIOTUYHO ONepalMAM CITOXEHUS U BbIYMTAHMUA.

YnpaxHeHune 6

Hamynure coorBercTBylomuit Metos,  mul (), B KOTOPOM ONpeAensaeTcsa
olepanys yMHOXEHWA IBYX 37IEMEHTOB KOHEYHOTO ITOJIA.

Nporpammnan peanu3ayua onepauum
BO3BefleHNA B cTeneHb Ha A3bike Python

B xmacce FieldElement Tpe6yercs onpegenutb METO __ pow__ (), 3aMeHsIo-
M OOBIYHYIO OMepaIIo * * sg3bIKa Python. OT1nune 3mech B TOM, YTO IIOKa3a-
Te/b CTETIEHN He OTHOCUTCA K Tuny FieldElement, a noToMy TpebyeT HeCKONMbKO
uHoro o6pauennus. Takas onepauyus AO/DKHA BBINOMHATHCA CEAYIOLMM 06pasoM:

>>> from ecc import FieldElement
>>> a = FieldElement (3, 13)
>>> b = FieldElement (1, 13)
>>> print (a**3==b)
True

ITockonbky nokasaTe/nb CTENMEHU ABIAETCA LIEIOYMCIEHHBIM, BMECTO €llle Ofi-
HOTro 9K3eMIIApa Knacca FieldElement Mero  pow_ () AO/DKEH NPUMHMMATh
IEIOYUCTIEHHYIO IEPEMEHHYIO exponent. Huxe IIOKa3aHO, KaKUM o6pa30M naH-
HBIA METO[, ONpefieNAeTCA HEIIOCPENCTBEHHO B KOJIE.

class FieldElement:

def _ pow_ (self, exponent):
num = (self.num ** exponent) % self.prime (1]
return self._ class__ (num, self.prime) o

© U xota MOXHO MOCTYIIUTh U TaK, BBI30OB MeTOfla pow (self.num, exponent,
self.prime) agdexrusnee.

@® Kak 1 npexpe, He06X0AMMO BOSBPATUTb 3K3EMIUISAP AAHHOTO K/Iacca.
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A moyemy 6bl He C/ie/IaTh ITOKa3aTe/Nb CTeNeHn 06bekToM THIa FieldElement?
OxkasbIBaeTcs, 4TO TMOKasaTe/lb CTENEHM COBCEM He 06s3aTelbHO AO/KEH ObITH
39/1eMEHTOM KOHEYHOTO MOJLA A/IA BBIIIOTHEHNA MaTeMaTH4ecKMX onepauuit. B peit-
CTBUTEILHOCTH, €C/IN ObI 3TO OBIZIO MMEHHO TaK, II0Ka3aTe/ly CTENEeHM He MPOsB-
mAm 6b1 MHTYMTUBHO OXKMAaeMO€e OT HUX IOBEfeHNe, KaK, HanpuMep, ClIoXKeHue
ToKa3aTesiell CTeIeHy MpY YMHOXXEHUH TI0 OJHOMY ¥ TOMY >K€ OCHOBaHMIO.

HexoTopble 13 peanusyeMbIx 3iecb alTOPUTMOB MOTYT OKa3aThCsl Me/IEHHBIMMU
npu o6paboTke KpynHbIX uncen. Ho Mbl BocrionbayeMcs B AanbHelieM Gonee uc-
KYCHBIMM TIIpMeMaMHy, YTOOBI ITOBBICUTD TIPOM3BOAUTENBHOCTD 3TUX a/ITOPUTMOB.

YnpaxHeHue 7

Ecmnm p =7, 11, 17, 31, To KaKoe U3 NIPUBENEHHBIX HMKE MHOXKECTB OKKETCA B
KoHe4yHoM miorne F,?

{16-D 20-1 3¢-1 4@-1 (p- 1)¢-1}

Onepauml AeNeHnA B KOHeYHOM none

WuTynumsa, nomoraromas HaM ONpeNeNMUTb ONepaLuy CIOXeHUs, BBIYNTaHNUA,
YMHOXXEHMA U [jake BO3BENEHNA B CTENeHb, K COKA/IEHNIO, He CTIOCOOHA B TaKoit
Xe CTeNeHU TIOMOYb MpPYU OTpefe/IeHUH OTiepaliuy BEIYMTAHMA B KOHEUHOM IIOTTE.
T0 caMas C/IOKHAs OIepaLys, ¥ IIOITOMY Ha4HEM C TOTO, YTO AO/DKHO GBITH 60-
/ee IIOHATHO.

B o6b1ynoit apudMeTHKe ReneHMe ABIAETCA ONepalyeir 06paTHOI YMHOXEHMIO,
KaK IEMOHCTPUPYETCA B CTIefyIOlLleM IIpUMepe:

u3 7 x 8 = 56 cnepyer, 4ro 56/8 = 7
u3 12 x 2 = 24 cnepyer, 4to 24/12 = 2

U Tak manee. [lTaHHBIM 06CTOATENBCTBOM MOXHO BOCITONIb30BaThCA KaK BCIO-
MOTaTe/IbHbIM CPEICTBOM NP ONpefie/IeHUM OTNIepaLiuy [ielleHUA B KOHEYHOM IIOJIe.
CnenyeT, OfHaKo, MMeTb B BUAY, YTO JEMUTb Ha HYNb, KaK U B 00bI4HOI apudme-
TUKe, HEMb35.

B xoneuHoMm none F,y U3BECTHO, YTO

us3 3 xf7 =21 % 19 = 2 cnenyer, 4TO 2/f7 =3;
u3 9 X;5 =45 % 19 = 7 cnenyer, 4to 7/5 = 9.

WU 310 BONTHE 04EBUAHO, OCKO/IbKY BbIpaXXeHUsA 2/7m715 OOBIYHO CUUTAIOTCA
Apo6AMM, a He eCTeCTBEHHbIMM 3TeMEHTaMM KOHeyHoro nons. Ho Benb KoHeuHbIe
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IIO/IA TEM Y NIPUMEYaTeTbHbI, YTO OHU 3GMKHYMbl OTHOCUTENIBHO Ae/IeHNsA. ITO 03-
HadYaeT, YTO eC/I¥ Pasfe/IUuTh OFHO YMC/IO Ha APYTOE NIPM YC/IOBMM, YTO 3HAMEHATE b
He paBeH HYO, TO B KOHEYHOM MUTOTe MIOTy4MTCS IPYTOi 3/IEMEHT KOHEYHOrO IO/LA.

B cBA3M ¢ 9TMM MOXET BO3HMKHYTb C/IERYIOLIMI BONPOC: KaK BHIYMCIUTD BBI-
paxcenue 2/¢, ecnu 3apaHee HEM3BECTHO, UTO 3 X, 7 = 2? 970, KOHEYHO, BIIOTTHE
PE30HHBII BOIIPOC, ¥ YTOObI OTBETUTb Ha HETO, IPUAETCA BOCIONb3OBATHCA pe-
3y/IbTaTOM, NTOTy4EHHbIM U3 YIIPAXKHEHusA 7.

Ha Tor ciy4ait, ecriit Bbl He BBINONIHMIN 3TO YIPaKHEHME, €T0 PelliecHKe B TOM,
uto n®-Y Bcerpa paBHO 1 s KaXAoro nmpocroro uucna p u n > 0. Y atot mpe-
KPacCHBI/ pe3y/bTaT ClIeAyeT M3 TeOPUM YMUCEN M, B YaCTHOCTHM, U3 TaK Ha3bIBAEMOI
Maroi Teopembl Pepma, KOTOpas, IO CYILIECTBY, [TACUT

n?-Y%p=1,

rpe p — npocToe 4ucio.

Manas Teopema Oepma
UMeeTca HeMaso MOKa3aTEC/IbCTB 3TOM TE€OpEMBI, HO CaMO€ IPOCTOE U3 HUX, BEPO-
ATHO, B TOM, YTO IIPUBEAEHHDbIE HMKE MHOXXECTBA PaBHBI, KaK C/IE€AYET U3 YIIpaX-
HeHu4 5.
{1,2,3,...p-2,p-1}={n%p,2n%p,3n%p(p-2)n%p,(p-n%p}

ITony4aemble B MTOTe YMC/Ia MOTYT M HE C/IEOBATh B MPaBM/IbHOM TIOPAMIKE, HO B
000MX MHOXKECTBaX OKa3bIBaIOTCS OJHU U T€ XK€ YuCIa. B rakom cny4ae MOXHO
TNIEPEMHOXUTD Ka)!(nblﬁ 3/IeMeHT B 060omnx MHOXXECTBaX, 4YTOOBI INOMYy4YUTb B UTOTE
crefiyioliee paBeHCTBO:

I1x2%x3X.x(p-2)x(p-1)%p=nx2nx3nx.x@p-2nx@p-n%p

JleBY10 4acTb 3TOTO PaBEHCTBA MOXKHO CBECTM K BhipaxeHuio (p — 1)! % p, rae ! —
dakropuan (Hampumep, 5! = 5 x 4 x 3 x 2 x1). A B IIpaBOJt €ro 4acTH MOXHO CO-
6paThb Bce WIEHBI 11 ¥ TIONY4YUTb B UTOTE CNIEAYyIOllee BhIpaKeHMe:

P-1D!'xnPV%p
Taxum o6pasom,
P-D%p=@p-1)!xn®D%p

Ucxniouns unen (p-1)! B o6enx yacTAX 3TOro paBeHCTBa MOXKHO IIPUIATH K CIIERY-
IOILieMY PaBEHCTBY:

1=nlV%p

YTO M CTYXHUT JOKa3aTeIbCTBOM Masioii TeopeMbl PepMa.
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U Takoit pesynbTaT G6yaeT Bceraa MCTUHHBIM, OCKOIbKY MBI OTIEpPUPYeEM B Ipe-
AeNax MpOCTHIX MOJeEN.

A TOCKOZIBKY OmepaLys feNeHNUA ABNAETCA 06paTHOM Onepanuy yMHOXEHMS,
M3BECTHO CrIefylomiee:

alb=a xf(l/b) =a xfb‘1

3apjayy feneHUs MO>KHO CBECTH K 3a/jade YMHOXEHMS IIPY YCTIOBUM, YTO MOXHO
BBIYMC/IUTB, YeMy paBHO b™'. U 3fech BcTymaeT B feiicTBue Manas TeopeMa PepMma.
UsBecTHO, 4TO

bl =1,
NOCKONMbKY p — mpocToe uncno. Takum obpasom,
-1 — -1 — K1 ©®-1) — JL(P-2)
bl =bx 1 =b"x b =b
um
bt = bP?

B xoHeuHOM monte F,, 3TO MpaKTHYeCKy O3Hayaer, uto b'® = 1, T.e. b = b" mna
BCex 3HayeHuit b > 0.

VIHBIMM CTIOBaMM, MCIIONb3Ysl ONEPALIMIO BO3BEAEHUA B CTEIIEHb, MOXXHO BBIYMC-
muTb nHBepcuio. Tak, B KoHeyHoM mone F g

2/7 = 2x719-2 = 2x7'7=465261027974414%19 = 3
7/5 = 7x5%° -2 = 7x5'7=5340576171875%19 = 9

Takoe BbI9MC/IeHME ABAAETCA OTHOCUTENBHO 3aTPATHBIM, NMOCKONIBKY BO3BOMM-
Mas CTeNeHb pacTeT O4eHb ObICTPO. VI 1o 3TOi NpuuMHe onmepaumus AeleHUA OKa-
3BIBAETCA CaMoit 3aTpaTHOI. UTO6bI COKPATUTDb 3aTpPaThl, MOXKHO BOCIIONIb30BaTh-
A MOCTYTHOI B sA3bike Python dynkuuest pow (), BoimonHAoNIel BO3BeeHNE B
crenenb. B a3bike Python Bbi3oB QyHkuum pow (7, 17) NMpUBORUT K TaKOMYy Xe
pesynbTary, uto 1 onepauus 7**17. Ho y gynkumu pow () mMeeTcs Heobsa3arenb-
HBIA TPETUI apryMeHT, MO3BO/LAIOLINIA MOBBICUTD 3P (PeKTUBHOCTD BBIYMCIIEHMUA.
Taxk, ecmu ykasaTh TpeTMif apryMeHT, PYHKLMA POw () BBIOJHUT OIEPaLMIO 10
MOJY/TIO, UCTIONb3Ys 3HaUeHMe 3TOro apryMenTa. CnenoBare/nbHO, B pe3y/bTaTe Bbl-
3oBa ¢yHkuyu pow (7,17,19) OymeT MOMyYeH TaKoi XKe pe3y/nbrar, Kak M Ipyu
BBINIOJIHEHUM onepauum 7**17%19, HO clieNaHO 3TO 6yneT 6bicTpee, TIOCKO/IBKY
GYHKUMA B3ATUA MORY/IA BHIIONHAETCA MOC/E KAKAOTO LMK/Ia YMHOXEHNA.
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YnpaxHeHne 8

Pemmre cnenmytomye 3ajaun B kKoHeuHoM morte Fj,.
e 3/24

o 173

o 4*x11

YnpaxHeHue 9

Hanummure cooTBeTcTBYIommit MeTon __truediv_ (), peanmsylommit onepa-
LUIO Ie/IEHUSA IBYX 3/IEMEHTOB KOHEYHOTO IOJIA.

Cnenyert, ogHako, MMeTb B BUAY, 4To B Bepcuu Python 3 omepauus menenus
paspeneHa mo apym ¢yHkumam: _ truediv__ () m _ floordiv__ (). [lepBas
GYHKIMA BHIIONMHAET O6BIYHYIO OIIEpPALINIO Ae/IEHNMA, 2 BTOpask — OIepalMIo 1e/o-
YUC/IEHHOTO [IETIEHUA.

I'IepeonpeAeneHue onepauvn so3sejeHNA B CTeneHb

W B 3aBepuueHye 3TOit INTaBBl HEOOXOAMMO OMPEAETUTb METOJ __pow__ (),
B KOTOPOM JIO/DKHA OBITh IIpeIyCMOTpeHa MpaBUIbHast 06paboTKa OTpULIATENbHBIX
nokasarenei crenenu. Hanpumep, a™ go/mkeH 6bITh 371eMEHTOM KOHEYHOTO MO,
HO B TeKYIIeM KOJie TaKOJ CIy4aii He mpexycmoTpeH. ViTak, TpebyeTcs, YTOObI BbI-
IOTTHAIUCD CIIEAYIOLIVE AeCTBUA:

>>> from ecc import FieldElement
>>> a = FieldElement (7, 13)
>>> b = FieldElement (8, 13)
>>> print (a**-3==b)
True

K coxanennio, MeTon __pow__ () ompepeneH TakuM o6pa3oM, 4TO OTPULIATE/Ib-
HbIC€ ITOKAa3aTEe/IN CTEIIEHU B HEM HE 06pa6aTbea10Tcx JOJDKHBIM o6pa30M, BE€Ib B
KayecTBe BTOPOTro IlapaMeTpa BCTpoeHHOi B Python ¢yukummu pow () momxmo
6I>ITI> HCHPCMCHHO YKa3aHO ITO/IOXKUTE/IbHOE 3HaY€HUE.

I'Ipaap;a, ansa 3TON 3aja4MM MOXXHO BOCIIO/Ib30BaThCs COOTBETCTBYIOUIUM MaTe-
MaTu4eckuM anmaparoM. M3 manoit Teopembl PepMa U3BECTHO, YTO

#i=1

DTo 3HAYMUT, YTO YMHOXATh Ha @' MOXHO CTONBKO pas, CKONbKO YTORHO. Ta-
KiM 06pa3oM, HaJj 3/1EMEHTOM 4> MOKHO BBIIIO/IHUTD C/IEAYIOILYIO ONEPALMIO:

al=a’xall=al"
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VimenHo TakuM 06pa3oM MOXKHO 06pabaTbiBaTh OTpMIIaTeNbHble MOKAa3aTeNnu
CTemeHM. A HaMBHasA peanu3alua MeTOfa __ pow__ () 6GymeT BBIIMAAETDH ClIEAyIo-
M obpasom:

class FieldElement:

def _ pow__ (self, exponent):
n = exponent
while n < 0:
n += self.prime - 1 (1]
num = pow(self.num, n, self.prime) ®
return self._ class__ (num, self.prime)
0 Cno>xeHue BBIIIOTHAETCS A0 TEX 0P, NMOKa I0Ka3aTe/Nb CTCIIEHM HE CTAHET I10-

JNTO)KUTE/IbHBIM.

® [Ina nosbimenns 3¢PpeKTUBHOCTH MOXHO BOCIONb30BATbCSA BCTPOEHHOI B
Python ¢ynxumeit pow ().

I[IpaBaa, MOXHO NMOCTYIIMTD ellle Ny4ille, BeAb MbI yXKe 3HaeM, KaK IIpeBpaTUTh
OTPMLIATENIBHOE YUC/IO B MONIOXXUTENbHOE, MCTIONb3ys 3HAKOMYIO HaM orepanuio %!
A KpoMe TOro, Mbl MOXXEM COKPAaTUTb OYeHb 60/bluMe MTOKa3aTeNM CTENeHH, IPK-
HMMas BO BHMMaHue, 4ro @' = 1. Brarogaps aToMy CHMXaeTcs Harpys3ka Ha
dyHKuMIO pOW (), KaK ITOKa3aHO HIKe.

class FieldElement:

def _ pow__ (self, exponent):
n = exponent % (self.prime - 1) 0
num = pow(self.num, n, self.prime)
return self._ class_ (num, self.prime)
© [Ilokasarens cTenenu TIPUBOMIUTCA K 3HaYE€HMIO B npefienax ot 0 0 p-2 BKIIIO-

YUTE/IBHO.

3aKknioueHue

B 3T0i% r/71aBe 6b1/IM OMMCaHBI KOHEYHBIE MO/ Y NOKa3aHO, KaK peann3oBaTh MX
Ha sasbike Python. B rmaBe 3 HaM elne MpeACTOMT BOCIIONB30BATHCSA KOHEYHBIMU
NONAMY /1 KpUNTOrpadyy Mo S//IMNTHYECKMM KPUBBIM. A B C/IefylolLel I/1aBe
MBI PaCCMOTPMM MaTeMaTHYeCKyI0 COCTaB/IAILIYI0 KpunTorpaduu 1o 3/1IInInTHu-
YeCKMM KPMBBIM — COOCTBEHHO 3//IMNTUYECKIE KPUBDIE.
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[NABA 2
INAUNTHYECKKe KpuBbie

B 3T0i1 r1aBe peub moitfeT 06 IMMMNTUYECKMX KPUBBIX. A B I/IaBe 3 MBI COeaM-
HUM UX C KOHEYHBIMM TIOIAMM JUIS KPUNITOrpaduy 10 S/UTUNTUYECKMM KPUBBIM.

Kak 1 KoHeYHble MO/, MMUNTHYECKUE KPUBbIE MOTYT BHIIVIAAETh IIyTaloOlLE,
ecu Bbl He Bufenyu ux npexxae. Ho Ha caMoM fiene Mx MaTeMaTu4ecKkmit anmapar
TaKkKe He OYeHb C/I0XKeH. Bonpias 4acThb M3 TOTO, YTO C/IeAyeT 3HATh 00 NIUITH-
YeCKMX KpMBBIX, BaM M3BeCTHa 13 anre6psl. B aToit rmaBe paccmaTpuBaetcs, 4To
TpefiCTaB/AIOT cO60J MO06HbIE KPUBbIE Y YTO C HUMYU MOXKHO JIeNIaTh.

Onpepenexne AANNTHYECKUX KPUBBIX

Annunmuueckue xpusvie (elliptic curve) ommceiBaloTCA ypaBHEHMAMM, KaK M
MHOTMe pyTMe KpUBbIe, M3BECTHBIE M3 Kypca OcHOB anre6pnl. Ha nByxmepHoit
IMIOCKOCTH, Iie KOOPAMHATHI X OTK/IA[bIBAIOTCA IO TOPM3OHTATIbHOM OCH, @ KO-
OpAMHATBI y — IIO BEPTUKA/bHOM, OHM MOTYT OBITh IpeACTaB/IEHBI B ClIEAYIOLIEN

dopme:
yY=x+ax+b

C nopo6HbIMY YypaBHEHMAMM BaM, CKOpee BCEro, MPUXOANIOCH MMETh AEIIO.
Hanpumep, #3 HayanbHOro Kypca anre6pst BaM JO/DKHO ObITb U3BECTHO CTIEAYIO-
lliee TMHETHOE ypaBHEHMe, ONYChIBAIOLIEe MPAMYIO IMHUIO Ha KOOPAMHATHOM IIO-
CKOCTH:

y=mx+b

Bo3aMoxcHO, Bl lake IIOMHUTE, YTO KOHCTAaHTa M B 3TOM YPaBHEHUU OIpefe-
NAET HAK/IOH TIPAMOY JIMHUM, a KOHCTAHTa b — ee mouky nepeceveHus ¢ ocoio y.
JIuneitHoe ypaBHeHMe MOXKHO NPECTAaBUTh KaK rpadmK Ha KOOPAMHATHOI IIO-
CKOCTH, puc. 2.1.



Puc. 2.1. IIpamas, nocmpoeHHas no nuUHeuHoMy ypasHeHuro

AHa/orM4YHO BaM JO/DKHBI GBIT 3HAKOMBI KBa[paTHOE ypaBHeHMe U rpaduk
ero KpuBoit (puc. 2.2):

y=ax*+bx+c

Puc. 2.2. Ilapabona, nocmpoeHHas no K6aopamHomy ypasHeHU0O
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A BO3MOXHO, BaM BCTpeYa/nuch anrebpandeckie ypaBHeHUs 6o/ee BHICOKOTO
NopsAfiKa, HanpuMep Kyb6uyeckoe ypaBHeHue 1 rpaduk ero kpusoit (puc. 2.3):

y=a +b+cx+d

e

\.\,’.‘A«%‘wﬂ

Puc. 2.3. Kybuueckas napabona, nocmpoenHas no xky6uueckomy ypasHeHuro

YPaBHeHMe, OIMMCBIBAIOLIEE IITIUNTUYECKYIO KPUBYIO, B 9TOM OTHOLICHUN HU-
4yeM 0COOEHHBIM He OT/IMYAETCA, KaK IIOKAa3aHO HMXe.

yY¥=x*+ax+b

EpuncTBeHHOE OT/IMYME SMIMIITUYECKO! KPUBOI OT Kyb6udeckos mapabossi,
TIpMBEJICHHOM Ha pyuc. 2.3, 3aK/T0YaeTCs B WieHe y%, HaXOAAIIEMCA B JIEBOM YacTH
ee ypaBHeHMA. Brarofaps aToMy rpaduK 3/IMNTHYECKO! KPUBOY PACIIONAaraeTcs
CMMMETPUYHO OTHOCUTENIBHO OCH X, KaK IOKa3aHO Ha puc. 2.4.

Kpome Toro, annmuntudeckas Kpusas o6nafaeT MeHblueit KPyTU3HO, YeM Ky-
6uyeckas mapabona. M 3TuM oHa cHOBa 06s3aHa 4ileHy y* B 7I€BOJl 4acTH ee ypaB-
HeHys. VIHOIa snnunTiyeckue Kpusble MOTyT ObITh pac4/IeHEHHBIMM, KaK MOKa-
3aHO Ha puc. 2.5.

Ecmu yrogHo, snnuntuyeckyio KpuBy1o MOXXHO pacCMaTpMBaTh Kak KyOMIeCKy1o
napa6ony (puc. 2.6), ofHa 4acTh KOTOPOI, HAXOAALIAACA BbIIIE OCH X, CIPAMIIEHA
(puc. 2.7), a mpyras 4acTb — HMKe OCH X, 3epKabHO oTo6paxeHa (puc. 2.8).
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Puc. 2.4. HenpepuvieHas annunmuyeckas KpUsas

Puc. 2.5. PacuneHeHHAR INAUNMuU4ecKas Kpusas
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Puc. 2.6. Kybueckas napabona na nepeoti cmaouu
nocmpoeHus INUNMu1ecKol Kpueot

Puc. 2.7. Cnpamnennas kybuueckas
napabona Ha 6mopoti cmaouu
NoCMpoeHUs INTUNMU1ecKot Kpusou

fnasa 2. InnunTuveckwe kpusbie | 55



Puc. 2.8. 3epxanvHo omobpaxcennas kybuueckas napabona
Ha mpembvetl cMAOUU NOCMPOEHUS INAUNMUYECKOT KPUBOTE

B wacTHOCTH, 3MIMNTHYECKasA KPUBas, IpMMeHAeMas B OGUTKOMHe, Ha3bIBaeTCA
secp256k1 v onMcbIBaeTCA CNERYIOIUM YPaBHEHNEM:

yY=x+7

Kanonuyeckasi ¢popMa S/MITIECKOI KPUBOIT OIUCHIBAETCS YPaBHEHUEM Y =
= x* + ax + b, N03TOMy YIOMAHYTas BbIllle KPUBAsA ONpPENENAETCA KOHCTAHTAMM
a =0, b = 7 ¥ BHIINIAAMT TaK, KaK MOKa3aHO Ha puc. 2.9.

Puc. 2.9. Snnunmuueckas kpueas secp256k1
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lporpammuas peanusauua SNAUATHYECKUX
KpuBbIX Ha fi3bike Python

ITo caMbIM pa3sHbIM NpMYMHAM, KOTOpbIE CTAHYT SICHBI B [Ja/IbHEMIIEM, HAC
6onblile MHTEPECYIOT HE CaMM 3/UIMNITMYECKME KPUBbIe, a KOHKPETHbIE TOYKYM Ha
Hux. Tak, Ha KpMBOJ, OIMCHIBaEMON ypaBHEHNEM y* = x° + 5x + 7, Hac MHTepecyeT
TOYKa ¢ KoopAuHaTamu (-1,1), mosToMy onpeenuM kmacc Point, npeacrasnsio-
wmit moyky (point) Ha KOHKPETHO KPUBOi. A IOCKONbKY 3Ta KpMBas ONMChIBA-
eTCsl ypaBHeHUeM y* = x° + ax + b, ee MOXXHO OIIpefieMTb C TIOMOILBIO BCETO BYX
YMC/IOBBIX KOHCTAHT, 4 ¥ b, B OJfHOMMEHHBIX IO/IAX AAHHOTO K/Iacca, KaK II0Ka3aHo
HMKeE.

class Point:

def _ init (self, x, y, a, b):
self.a =
self.b =
self.x
self.y =y
if self.y**2 != self.x**3 +a * x +b: @

raise ValueError('({}, (}) is not on the curve'.format(x, y))

X O o

def __eq_ (self, other): o
return self.x == other.x and self.y == other.y \
and self.a == other.a and self.b == other.b

O 3pech npoBepsieTcs, HAXOAUTCS /U JAHHAA TOYKA HA KPUBOIL.

@® Toukyu paBHBI MLIB B TOM M TONBKO B TOM C/Iy4Yae, €C/IM OHM HAXOAATCA Ha
OHOM M TOM e KPMBOM U UMEIOT OMHAKOBbIE KOOPAVHATHI.

A Tenepb MOXKHO CO3[jaTh 06bEKTHI THIIA Point, npeAcTaBnsomue OTAeNbHbIE
TOYKH, KaK ITOKa3aHO HyKe. V1 eIy 3TH TOUKM He HaXOHSTCS Ha OJHOM M TOM e
KPMBOM, TO IIPOMUCXOAUT oumbKa. VIHbIMK cloBamy, B MeTofie __init () 6ymer
NepefaHo MUCKIIIOYeHNe, eClM MIpOoBepsAeMas TOUKa He OKXKETCA Ha KpUBO.

>>> from ecc import Point

>>> pl = Point (-1, -1, 5, 7)

>>> p2 = Point (-1, -2, 5, 7)
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "ecc.py", line 143, in _ init__
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raise ValueError('({}, {}) is not on the curve'.format(self.x, self.y))
ValueError: (-1, -2) is not on the curvel!

YnpaxHenue 1

BbIAcHMTe, KaKMe U3 IPMBENEHHBIX HIKE TOYEK HAXONATCA Ha KPUBOIA, OIIUCHI-
BAaeMOi1 ypaBHeHMeM y* = x° + 5x + 7.
(2,4), (-1,-1), (18,77), (5,7)

YnpaxHeHue 2

Hanmmmre ana knacca Point Meron ne (), 4TOOBI CpaBHUTb B HEM ABa
06’beKTa JaHHOTO K/Iacca Ha HEPaBEHCTBO.

CnoxeHune Touek

SnnuMnTHYecKre KpUBble YROOHBI T€M, YTO MO3BOMAIOT BBINOMHATD CIONEHUE
mouex (point addition). Takas onepaumus noapasyMeBaeT MOnyYeHUe TPeTheil TOY-
KM U3 IBYX MCXOJHBIX TOYEK, HAXOMAIMXCA Ha KpuBoit. OHa Ha3bIBAeTCA CIOMEHU-
em (addition) moToMy, 4TO BO MHOTOM HamlOMMHAeT apu(PMETHYECKYIO ONEPALUIO
ClIOXKeHMA. B 4acTHOCTH, omepanus C/IOXeHMA TOYeK KOMMYTAaTUBHA, T.e. C/IOXKe-
Hue ToueK A u B jaeT Takoi e pe3ynbTat, KaK U cloXkeHue Toyek B u A.

CnoxxeHue TO4eK ONpENENAETCS UCXOAA U3 TOTO, YTO KaXAaA d/IMITUYECKAs
KpMBas mepeceKaeTcs NpAMON MHKel B ofHOI (puc. 2.10) mam xe B Tpex TOYKax
(puc. 2.11), 3a MCK/TIOUEHMEM ABYX OCOOBIX CITydaes.

B mByxX 0co6BIX CTyyadx NpAMas MMHUA IepeceKaeT IUITUYECKYI0O KPUBYIO
BepTHMKa/IbHO (puc. 2.12) My No KacaTenbHo K kpuBoit (puc. 2.13). MBI elre Bep-
HeMCA B Ja/IbHENIIEM K STUM JBYM CITy4asaM.

l06pafr1-1a;1 TPacCUPOBKa CTeKa (NOCJemHMI BHBOB YKa3aH IOCJIEIHMM) :
damn "<stdin>", cTtpoka 1, B <mmsa_Monmyms>

dann "ecc.py", crpoxa 143, B Merome _ init ()

B036yXxOmeHO uckipoueHue Tuna ValueError('({}, {}) He Haxomurcs
Ha kpuBon'.format (self.x, self.y)) ValueError: (-1, -2)

HEe HaxOIUTCA Ha KPUBOMI
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Puc. 2.10. IIpamas nunus nepecexaem
SNAUNMUMECKYI0 KPUBYI0 8 00HOTE movKe

Puc. 2.11. IIpamas nunus nepecexaem
SNNUNMUYECKYI0 KPUBYIO 8 MPeX MOUKax

Taxum 06pa3om, cloKkeHME TOUEK MOXKHO ONIPENEMUTD Ha OCHOBAaHMM TOTO ak-
Ta, YTO MPAMBIE TMHUM TEPeCEeKaIOT IIMIOTUYECKYI0 KPUBYIO B OJHON WM Tpex
Toukax. [IpamMas muHUA onpepenseTca ABYMA TOYKaMM, ¥ OHa JJO/DKHA IepeceKarb
SMUNTHYECKYI0 KPUBYIO OfMH uau 6onbiue pas. CrefoBaTelbHO, TPETbA TOYKA
TiepeceyeHms, 3epKabHO OTO6PaXKAIOIAACA OTHOCUTENBHO OCH X, SB/IAETCA pe-
3YNIbTAaTOM C/IOXEHMA ABYX MCXOTHbIX TOYEK.

Takum 06pa3om, YTo6bI MOTYIUTH CyMMY P, + P, mo6bix fByX TOoueK P, = (x,,y,)
u P, = (x,,y,), He06XOAMMO BBINIOTTHUTD CTIEAYIOLIME AEHCTBUA.
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Puc. 2.12. IIpamas nuHus nepecexaem AauUnmuvecKyo Kpusyo
8 08yX MOYKAX N0 BePMUKANY

Puc. 2.13. IIpamas nunus nepecexaem
SNUNMUYECKYIO0 KPUBYIO 6 08YX
Mo4KAx no KacamenvHou K Heu
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e Haittu TOuKy, epecexkanLlyio S//IMITUYECKYI0 KPUBYIO B TPETHUIA pas, Npo-
BeflA MPAMYIO IMHUIO Y€pe3 UCXOAHbIE TOYKK P, u P,.

e 3epKanbHO OTOGPA3UTb PE3YNBTUPYIOLIYI0 TOYKY OTHOCUTENBHO OCH X.

OmnucaHHbIe BblLIE AEMICTBUA HAITIALHO NMPEACTaBeHbl Ha puUC. 2.14.

Puc. 2.14. Cnosxexue movex

CHayazna Mbl IPOBOAMM INIPAMYIO IMHUIO Yepe3 CyMMMUpyeMble TOYku A u B.
[Ipu aToM npsAMas IMHUA NepecedeT SMIUNTINYECKYI0 KPUBYIO B TpeTbell Touke C.
3aTeM MbI 3epKa/lbHO OTOOpaXkaeM 3Ty TOYKY OTHOCUTENIBHO OCH X, IIONTydYas B KO-
HEYHOM MTOTe CyMMapHYIo TOUYKy A + B, kak nokasaHo Ha puc. 2.14.

OnHO U3 CBOJICTB, KOTOpOe MBI COOMpaeMcs BOCIIO/Ib30BATbCA, 3aK/TI0OYAETCS B
TOM, YTO C/IOKEHME TOYEK HEETKO NMpefcKasaTh. CroxeHne TOYEK HETPYAHO pac-
CYMTaTh 10 GOpMYIIe, HO BIIOIHE OYEBUHO, YTO PE3Y/IbTAT CIOXKEHMUS ABYX TOYeK
MO>XEeT OKa3aThCA I/ie YTOGHO Ha KpuBOIL. Tak, ecriu BepHyTbcA K puc. 2.14, To cym-
Ma To4eK A + B oka3sbIBaeTcs cipaBa OT HUuX, CyMMa Todek A + C — Ifie-To MeXAy

Toukamyu A u C Ha oci x, a cymMa Todek B + C — creBa ot o6eux Touek. [TosTomy
B MaTeMAaTMKe C/I0OXKEeHME TOYEK Ha3bIBAETCA HENUHEelHbIM.
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MartemaTtunyeckmne 0CHOBbI C/I0XKEHNA TouekK

Cno)xeHme TO4YeK YROBNIETBOPAET ONPENECICHHDIM CBOJMCTBaM, KOTOpbIE€E MbI
06BIYHO CBSI3bIBaEM CO CIIOXKEHMEM, B TOM YMUCIIE CIE€AYIOIINM.

L4 TO)KIICCTBCHHOCTI) L4 ACCOI.IM&TMBHOCTB

e KomMyTatMBHOCTD e O6paTuMoOCTh

3mecy moxodecmeenrnocme (identity) o3Hauaer HanMuMe HysA, T.e. CYLIECTBYeT
HeKOTOpas To4ka I, CTIoXKeHe KOTOPOii C TOYKOi A JaeT B UTOTe Ty XKe CaMyio
TOYKY A, KaK II0Ka3aHO HIKe.

I+A=A
Takas Touka Ha3bIBaeTcA OeckoHeuHo yoanenHoti (point at infinity) (mpuunub
3TOrO MOACHAIOTCA fianee).
C naHHBIM CBOJMCTBOM TECHO CBA3aHO CBOMCTBO obpamumocmu (invertibility).

B yacTHOCTH, /11 HEKOTOPOI TOYKM A MMeeTCA Apyras TOYKa, —A, ClIOXKEeHMe
C KOTOpOIt JaeT B UTOTe TOYKY TOXKAECTBEHHOCTH, KaK ITOKa3aHO HIDKE.

A+ (-A) =1

HarnsagHo Ha KpMBOJ Takue TOYKM MOXKHO MPEACTaBUTb KaK NMPOTHBOIOMOX-
Hble OTHOCUTENIbHO ocu x (puc. 2.15).

\

Puc. 2.15. IIpomusononosxiHoie mouxu,
o6pasyrouiuecs 8 pesynvmame nepecevenus
NPAMOTL TUHUEH INUNMUYECKOU KPUBOLE
no eepmuxany
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Touka I Ha3pIBaeTCA 6€CKOHEYHO yAialleHHOM MMEHHO IIOTOMY, YTO Ha S/IUNTH-
YecKoif KpMBOJ MMeeTCA ellle OFHA TOYKA, I/le IpAMas TMHUA NlepeceKaeTcs € 3Toi
KPMBOJI ITO BepTUKA/IM B TPETHI1 pas.

Kommymamuerocme (commutativity) o3Havaer, 4to A + B = B + A. 310 oye-
BUJHO IIOTOMY, YTO NpAMAasA TMHNUA, TIPOBEAEHHAA Yepe3 TOUKM A U B, mepecekaer
SM/IMIITUYECKYIO KPUBYIO B TPETHIA pa3 B OGHOM M TOM XK€ MeCTe He3aBUCHMO OT
TOTO, B KAKOM MIMEHHO TOPsAMKE 3TO IPOUCXOAMNT.

Accoyuamuerocmy (associativity) osHagaer, 4to (A + B) + C=A + (B + C). 310
CBOJCTBO He COBCEM OYEBUAHO M CITYXXMT IPUUMHOI /IS [IEPEBOPOTA OTHOCUTENb-
HO OCHM X, KaK II0Ka3aHO Ha puc. 2.16 u 2.17.

B

(A+B)+C

Puc. 2.16. Cnoxernue movex (A + B) + C

Kak noka3sano Ha puc. 2.16 u 2.17, KoHeYHas TOYKa OKa3bIBAETCA TOM >Ke CaMOit.
WHBIMM cnoBaMH, eCTb BeCKMe OCHOBaHMA CYMTATh, yTo (A + B) + C=A + (B +
+ C). 1 X0T4 3TO He HOKa3bIBaeT aCCOLMATUBHOCTD CTIOXKEHMUA TOYEK, UCTUHHOCTD
[AaHHOTO YTBEPXX/IEHMA NTOKa3aHa HaI/LAGHO.

Jlna mporpaMMHOI peanu3aluy OnepaLy CIOXKEHUA TOYeK, ee MPUAETCA pas-
A€NUTDb Ha TPU CTAaiMK, T/ie IPOBEPAIOTCA C/IEMYIOLIMeE YCTIOBUA.
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1. VicxopmHble TOYKM HAXONATCA Ha NPOBENEHHOM BEPTUKANBHO NPAMON TUHUM,
T.€. MCIIO/Ib3YETCS TO4YKA TOXKHAECTBEHHOCTH.

2. VicxopHble TOYKM HAXOAATCA HE Ha IMPOBENEHHON BEPTUKATBHO NMPAMON /H-
HJM, a B pa3HBIX MECTaX.

3. VcxopHble TOYKM OGMHAKOBBHI.

A+(B+C)

Puc. 2.17. Cnoxenue mouex A + (B + C)

ﬂporpaMMHaa peanu3salua onepauuun ioXXeHus Touek

Chavana Heo6xomuMo o6paboraTh yC/IOBME, CBA3aHHOE C HA/MMYMEM TOYKM
TOX/IECTBEHHOCTH, T.e. 6eCKOHEYHO ynaneHHoit Touku. Ho mockonbky peanuso-
BaTh 6eCKOHEYHOCTb Ha A3bike Python He Tak-To mpocto, Bocnoneayemcs Bme-
CTO 3TOro 3HadeHMeM None, 0603HaYAIOLIMM OTCYTCTBME KOHKPETHOTO 3HAYEHUS.
Urak, TpebyeTcs, 4YTOGBI BBIMOHANNCD CIERYIOLIMAE [ECTBUA:
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>>> from ecc import Point

>>> pl Point (-1, -1, 5, 7)

>>> p2 = Point (-1, 1, 5, 7)

>>> inf = Point (None, None, 5, 7)
>>> print (pl + inf)

Point (-1,-1) 5 7

>>> print (inf + p2)

Point (-1,1)_5_7

>>> print(pl + p2)

Point (infinity)

Yro6s! 06MTbCA 3TOTO, HEOOXOAMMO CHENaTh ABe Belu. Bo-mepBhIX, crepyeT
BHECTM He3HaYMTeNbHbIE KOPPEKTUBLI B METOR __ init (), MOCKO/MbKY B HEM He
NpOBepAETCs, YAOBIETBOPAETCA MM YPABHEHUE, ONMCHIBAIOIEE IIUIITUIECKYIO
KPMBYIO, IIpY HalM4uy 6€CKOHEYHO yAaleHHOI TOYKM. V1 BO-BTOPBIX, HE06X0MMO
TieperpysuTh ONEpaLMIO CTOXKEHUA M MeTof __add (), Kak 9TO yXe [Ae/1a/ioch
B k/acce FieldElement. Huxe nokasaHo, Kak ciefiaTb U TO, M JpYTO€.

class Point:

def __init__ (self, x, y, a, b):

w 0
® ®
= =
H
X O
[

*<:><U‘m|

self.y =
if self.x is None and self.y is None: 1]
return
if self.y**2 != self.x**3 + a * x + b:
raise ValueError('({}, {}) is not on the curve'.format(x, y))

def __add_ (self, other): ®
if self.a != other.a or self.b != other.b:
raise TypeError('Points {}, {} are not on the same curve'
.format (self, other))

if self.x is None: ®
return other
if other.x is None: o

return self

O [IlposepseMsie 3mech 3HaueHMst None KOOPAMHAT X M ¥ 0603Ha4al0T HeCKoHe-
HO yfa/eHHyI0 TOuKy. O6paTuTe BHMMaHMe Ha TO, YTO CIEAYIOLIMIA YCTIOBHbIM
onepatop if 3aBepIIMTCA HeyHAadHO, €C/IY He BBINOMTHUTb BO3BPAT U3 JAHHOTO
YCTIOBHOTO OIepaTopa.

® 3peco neperpyxxaercs onepauus cnoxenns (+).
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® 3nauenne None B none self.x o3HayaeT, 4YTO TeKyumit 00bekT self mpen-
cTaB/sieT 6eCKOHEYHO YRa/IEHHYIO TOYKY MM afAuTUBHOE ToX/ecTBO. [Toaro-
My B JaHHOM YC/IOBHOM OIlepaTope BO3BpalllaeTcs Apyroi o6bekT other.

@ 3navenue None B none other.x o3HadaeT, 4To Apyroit 06beKT other mpep-
CTaB/LeT 6€CKOHEYHO Ya/IeHHYIO TOYKY MM afifuTUBHOE TOXAECTBO. [ToaTo-
My B JaHHOM YCTIOBHOM OIEPaTOpe BO3BpallaeTcs TeKymuit 06bext self.

YnpaxHeHue 3

3anporpamMmupyitTe IpOBEPKY B TOM CiIy4ae, eCii 06e TOYKM ABJIAIOTCA afiiu-
TUBHO} MHBEPCHE, T.e. UMEIOT OTHAKOBble KOOPAMHATHI X, HO Pa3sHble KOOPAMHA-
ThI ¥, @ C/IEfOBATe/IbHO, Yepe3 HUX NMPOXOAUT BEPTUKA/IbHAA MMHMA. B pesynbrare
TaKOM NPOBEPKM AO/DKHA GBITh BO3BpallieHa 6€CKOHEYHO yfja/leHHas TOYKa.

CnoxeHme ToueK, KOTAa X, # X,

WTak, paccMOTpeB Cly4aif, KOT/Aa NpsAMas MMHUA IepecekaeT SMUITUIECKYIO
KPMBYIO 110 BEPTUKA/IH, NepeiifieM K 06CYXAeHMIO CIy4das, KOTia MCXO{HbIE TOY-
KM OKa3blBalOTCA pasHbIMU. Ecnu McXOfHBIE TOYKM MMEIOT pa3Hble KOOpAMHa-
THl X, TO ¥ B 3TOM C/Ty4ae UX MOXKHO C/IOKMUTb 110 JOBOJIBHO MPOCTOi dopMmyne.
HlefcTBYA MHTYMTMBHO, HaliileM CHadala HAaK/IOH, 06pasyeMblif 06eMMM TOUKa-
MU, DTO MOXHO chenath mo ¢opmyne, U3BECTHOM U3 3/IeMEHTAPHOM anre6psl,
KaK IIOKa3aHO HIXKe.

P, = (x)), P, = (x,9)s Py = (%3,3)
P,+P,=P,
s=0,-0)(x, - %))
3mech s 0603HAaYaET HAK/IOH, C TIOMOILBI0 KOTOPOTO MOXXHO PacCuMTaTh KOOp-
[VMHATY X;. A 3HasA KOOPAMHATY X;, MOXXHO PaCCYMUTAThb ¥ KOOPAMHATY y,. Takum
06pa3oM, IoNoXKeHe TOUKM P; momydaetcs o cnepytomum Gpopmynam.
X, =8 -% - X,
Y3 =5(x - %) -y
HanomHuM, 4TO KOOpAMHATA ¥, 0603HaYaeT 3epKalbHOE OTOOpAKEHHUE OTHO-
CHTE/IbHO OCH X.
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BbiBoa GopMynbl ANA CNOXEHUA TOUEK
JomycTum, 4ro
Py = (x10)): Py = (%,9), Py = (x3,05)
P, +P,=P,
TpebyeTcs BHIACHUTD KOOPAMHATHI TOUKHM P,
Wrak, HayHeM € TOro, YTO NPsAMas IMHUSA IPOXOAUT Yepes Touku P, u P, u onucel-
BaeTCA CAERYIOMMI YpaBHEHUAMM:
s= (- y)I(x, - x))
y=s(x-x)+y
Bropoe ypaBHeHMe onmMCBIBaeT NPAMYIO TMHUIO, IepeceKaouiyio obe Touku, P, u

P,. TlopcraBus 310 ypaBHEHME B ypaBHEHUE, ONMUCHIBAIOIEE /ITMIITUYECKYIO KPU-
BYIO, [IOTYYMM CNIEYIOLIMIA pe3y/IbTaT:

yY=x+ax+b
Y=(sx-x)+y)V=x+ax+b

Caepns Bce MOAOGHbBIE YIEHBI JAHHOTO YPaBHEHMSA, IONYYMM C/IEAYyIoLiee OTMHO-
MMA/IbHOE YpaBHEHMeE.

-8+ (a+25%% - 2sy)x + b - x 7 + 2%y, - 9,2 =0

M3BecTHO Takke, 4TO PEIEHNUE NaHHOTO YpAaBHEHNA Ta€T KOOPAUHATHI X, X, U X5,
a C/IeN0BATE/IBHO

(x-x)(x - x)(x-x,) =0
X = (X + Xy + X)X + (XX, + X, X3 + X,%3)% = X%, %, =0
V13 npeapIAyILero n3BeCTHO, 4TO

2 2 _
© - %+ (a+ 25, - 2sy~1~)x + b - x> + 2sx~1~y, - y> =0
Ha ocnosanuu popmyn Buerst (https://en.wikipedia.org/wiki/Vieta's_
formulas) MOXKHO YCTaHOBHUTD, YTO KO3 UIMEHTH MHOTOYIEHA OKa3bIBAIOTCA
OXMHAKOBBIMU, €C/TM OFMHAKOBHI €ro KOpHM. [lepBbIM MHTepecyIOLMM Hac Ko3g-
ULMEHTOM AB/IAETCA TOT, KOTOPBII CTOUT HIEPEN YIEHOM X’:
- = —(x, + x, + X;)
Vicnionb3ays 3TO ypaBHeHMe, MOXHO BBIBECTH GOPMYITy [/IA ONpeneNleHMs KOOPAn-
HaThlI X, CTIE[YIOMMM 06pa3om:

X, =8 -x% - X,
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31y dpopMy/ny MOKHO MOACTABUTDL B IPUBEAEHHYIO Bblie GOPMYITY A/Is ONMCAaHMSA
IIpAMOi TUHUN:

y=slx-x)+y

Ho mockonmbky TpeTbio TOYKY C/IEAyeT 3epKalTbHO OTO6Pa3suTh OTHOCHTENBHO OCK
X, PaBYIO YacTh JaHHOTO YPaBHEHUA C/lefyeT MHBEPTUPOBATh:

Y3 = —(s(xs - x)) + y)) = s(x; - x3) -y,

Y10 M Tpe6oBamOCh JOKA3aTh.

YnpaxHeHne 4

Tme Ha KpMBOIt, ONIMCBIBaEMOJ ypaBHeHMeM y* = x° + 5x + 7, HAXOJUTCA TOY-
Ka, To/Ty4aeMas B pe3y/IbTaTe CI0XKEHUA MCXONHBIX TOYeK C KOOpAMHaTaMu (2,5)
+ (-1,-1)?

lporpammuan peanusauus onepauuu
CNOMeHUA To4eK, Korfla X, % X,

A Tenepb peanusyeM NpMBefieHHBIE BhIILIE MaTeMaTUYeCKIE BHIK/IAKU B CBOEH
6u6mmoteke. [To cyuecTBy, 3T0 03Ha4aeT HEOOXOAUMOCTb BHECTH COOTBETCTBYIO-
1Me KOPPeKTUBLI B MeTOA __add () Ams POBEPKM YCIOBUS B TOM ClTydae, KOT-
fia X; # X,. [l 3TOif LieNi y HaC MMeIOTCA ClIeAyolye GOpMyIIbL:

s= (- y)(x, - x))
X, =8 -% - %,
Y3 =5s(x, - x3) - 3,
B KoHIe JaHHOTO MeTOAa AO/KEH ObITH BO3BpalleH 9K3eMIUIAp Knacca Point.

Ina ynpouenns noakaaccuukanum 3T0 felaeTcs ¢ MOMOIbio MeToxa self.
__class__ ().

YnpaxHeHune 5
Hanumnte Metog _ add__ () A1 npoBepkM YCIOBMA B TOM Cly4ae, KOrga

X, # X,

Cnoxenne Tovek, Korga P, = P,

Ecun KOOpAMHATDI X UCXOAHBIX TOY€K OMMHAKOBBI, 2 UX KOOPDAAMHATHI ) pa3nun-
YalTCA, 3T TOYKM pacnojiaraloTcs ogHa HampoTUB ;[pyrof/'[ OTHOCHUTENIBHO OCH X.
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Kak ycraHOB/IeHO paHee M IPaKTUYECK!M YCBOEHO B YIPaXHEHUM 3, 3TO O3HAYaeT
Cleymolee:
P =-P,ymu P +P,=1
A 4to npousoipet, ecm P, = P,? B aToM cryqae npusieTca cHayana paccYmMTaTh
NpAMYIO IMHUIO, KAcamesnbHy10 K IN/IMIITUYECKON KPUBO B TOYKe P, a 3aTeM Haii-

TH TOYKY, B KOTODOJf 3Ta IMHMA MepeceKaeT AaHHyIo KpuBYyIo. [Togo6HBI1 crydak
paccMaTpuBaICA paHee M HAIJLALHO NpeAcTaB/leH Ha puc. 2.18.

Puc. 2.18. IIpamas nunus, nposedeHHAs KACAMENbHO K SAUNMUYecKoti Kpusot

U B aTOM crrydae HEOOXOAMMO ONpeNeNUTbh HAK/IOH MPSAMOIL TMHUHU B TOYKE ee
KacaHMs, KaK II0Ka3aHO HMKe.
Py = (x,y)), Py = (x3,3)
P, +P =P,
s = (3x;* + a)/(2y,)
OcranbHble GOpMY/IBI Takye XKe, KaK M MPeXHe, 3a UCKITIOYEHNEM TOTO, YTO
X, = X, IO3TOMY MX MOXKHO OOBEAMHNUTD CIIEAYIOLMM O6pasoM:
Xy = 8% - 2x

Y3 =s(x; - x3) -y,
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BbiBop popmynbl AnA pacyeta HaKNOHa NPAMON INHUMN
B TOYKE KaCaHMA 3NUNTUYECKOW KPpUBOW

Dopmyny a1 pacdeTa HaK/IOHA IPAMON TIMHUYN B TOYKe KacaHuUA 3/1-
JIMITUYECKO! KPUBOI MOXKHO BBIBECTM, MCIIONB3Ys Go/ee CIOXKHBIN
MaTeMaTuyecKuit anmapaTr auddepeHumanbHOro mcumcnenusa. Kax
U3BECTHO, HAK/IOH TPAMON /MHMM B 3alaHHON TOYKE OMMUCHIBAETCA
crenyomuM obpasom:

dyldx

YTO6B! MOMYYNTb UCKOMBIN Pe3y/IbTaT, MPUAETCA B3ATb IPOM3BO-
AHYI0 OT 06€enx YacTeit ypaBHEHMA, ONMUCHIBAIOILETO /UIMIITUYECKYIO

KpMBYIO:
y=x+ax+b

WTak, B3sB MPOM3BOAHYIO OT 00€MX YacTeil ]AHHOTO YpaBHEHMA, I1O-
JIy4MM criefgylolliee ypaBHEHHeE:

2y dy = (3x* + a) dx

PemB 3T0 ypaBHeHMe A1 MPOU3BORHOM dy/dx, B MTOTe MOTYy4UM
crepytolyio popmyiny:

dyldx = (3x* + a)/( 2y)

Bor xakuM 06pa3oM Mbl npuinu K GopMyre A pacyeTa Hak/IOHa
NpAMOIA TMHUYM B TOUKE KaCaHMA 3/UIMNTUYECKON KPUBOMA. A OCTanb-

Hble GOPMYIIBI /1A CTIOXKEHUSA TOYEK B PacCCMaTPUMBAaeMOM 3[1eCh CITy-
Yae BbIBE/IEHBI BBIILIE.

YnpaxHeHue 6

e Ha KPUBOIA, ONIUCHIBAEMOI1 YpaBHeHNeM y* = xX° + 5x + 7, HAXOUTCA TOUKa,
nony4aemas C/IoXeHMeM MCXOIHbBIX Todek ¢ koopauHaramu (-1,-1) + (-1,-1)?

MporpammHan peanusauns onepauuu
CNOXeHUA ToueK, Korpa P, = P,
BHeceM [JIs1 JAHHOTO KOHKPETHOIO Ciy4yasd COOTBETCTBYIOIIME KOPPEKTUBDI B

Metop, __add__ (). [l aTOro y Hac MMEIOTCA NpUBEAEHHbIE HMXKE POPMYTIbI, KO-
TOPbIE OCTAETCA /IUILb Peann30BaTh HEMOCPENCTBEHHO B KOJIE.
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s=(3x% + a)/( 2y)
Xy =88 - 2x,

Y3 =5s(x, - x;) -

YnpaxHeHue 7

Hanumure meton __add__ () mna mpoBepkm ycnoBusA B TOM Ciydae, Korga
P, =P,
1= %2

lporpammuan peanusauus onepauumu cnoXeHus
TOYeK B elle OfHOM UCKNIOYUTENbHOM CnyYae

ViMeeTcs elle OAVH MCKTIOYMTENbHBIIA CMyYali, KOT/Ia KacaTe/lbHas K S/UIAITH-
4ecKoJ1 KpMBOIA TMHMUA IIPOBefieHa 1o BepTukamu (puc. 2.19).

Puc. 2.19. TIpamas nunus, nposedeHHas KacamenvHo
K 3MIUNMU4ecKoti Kpueoti no eepmuxanu

ITO MOXET IIPOMU30MTH, ecn P, = P, M KOOPAMHATHI y UCXOTHBIX TOYEK paB-
Hbl Hymio. VI B 3TOM cy4yae pacyeT HaK/IOHa NPAMOIL TMHNM AaeT 6eCKOHEYHBIN
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pe3ynbTaT U3-3a Ha/IM4MA HYNA B 3HAMEHATe/Ie COOTBETCTBYIOIEl GOPMY/IbL. DTOT
0CcO6BII CrTydait IporpaMMMpYeTCs CeRylomuM obpasom:

class Point:
def _ add_ (self, other):

if self == other and self.y == 0 * self.x: (1]
return self._ class__ (None, None, self.a, self.b)

0 Ecnu ABE VMCXOAHBIE TOYKU ONMHAKOBBI, & X KOODAMHATBI y paBHbI HYMIO, TO
BO3BpalaeTcsa 6eckoHeYHO yAajleHHasA TO4Ka.

3aKnioyenue

B 3T0i1 I/1aBE 6B OMMCAHBI IVIMNTUYECKIME KPUBbIE, PACCMOTPEHO MX Ha3Ha-
YeHMe Y TMOPAROK MOCTPOEHMA, @ TAKOKe II0Ka3aHO, KaKuM 06pa3oM peanusyeTcs
omnepaLysa CIOKEHUA ToYeK. A B ITlaBe 3 Bce OHATHA, IPeACTAB/IEHHbIE B I/IaBax 1
n 2, 6yAyT UCIIONb30BaHbl COBMECTHO A/IA PasbACHEHMS 0COOEHHOCTEN KPUITO-
rpaduy 1o IMOTNYECKMM KPUBBIM.
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TNABA 3

Kpuntorpaua no
IMMNUNTHYECKUM KPUBBIM

B aByX mpenbiAymMx raBax 6bi1 OMMCaH OCHOBHOM MaTeMaTUYeCKMii anmapar
paccMaTpMBaeMOro 37iecb npefiMeTa. B HUX paccMaTpuBanuCh MOHATHA KOHEYHBIX
T0/IeN Y AUIANITUYECKUX KPUBBIX. A B 3TOM I/1aBe 06a 3TH MOHATUA OYAYT UCIIOND-
30BaHbl COBMECTHO /I OMMCAHMs KPUNTOrpadmy 1Mo 3/UIMNTUYECKMM KPUBBIM.
B yacTHOCTH, HaM NIPEACTOUT MOCTPOUTD NPUMMUTHUBBI, HEOOXOAMMBIE [/1A TIOAIIN-
CaHMA U BepuMKaLMM COOOILEHNM, T.€. JBYX OCHOBHBIX ONepaluil, BHITIOMTHAEMBIX
B OUTKOJHE.

InAMnTUYeckue KpuBble Haj BelleCTBeHHbIMU YNCNaMU

B raBe 2 6b110 MOKa3aHO, KaK 3//IMIITUYECKas KpUBasA BBIIIAGUT HA KOOPAM-
HAaTHOM I/IOCKOCTH, IOCKO/IbKY OHa 6bL/Ia IIOCTPOEHA HaJl Beu4ecrneeHHbiMY TNC/a-
Mu. U 3TO He MPOCTO Lienble MM AaXKe pallMOHA/IbHbIE, 2 MMEHHO BEIleCTBEHHbIE
yucna. B yacTHOCTH, UMCIIO T, KBaZIpaTHBIN KOPEHDb U3 2, € + KOPEHb 7-# CTENEeHN
u3 19 — Bce 3TO IpyUMepHl BEeLIECTBEHHBIX YUCEL.

ITO 0Ka3a/I0Ch BO3MOXXHBIM IIOTOMY, UTO BellleCTBEHHbIE YMC/A TAKXKE AB/AIOT-
ca nonamu. Ho, B 0Tn4me oT KoHeuMbLX TIONIEN, KOMNYECTBO BEIECTBEHHBIX YMCEN
beckoHeuHo. A B OCTa/ILHOM OHM OO/IafIAl0T TEMY XKe CBOMCTBAMHY, ITepedNCIIEHHBI-
MM HIDKe.

1. Ecnu a n b npuHajyiexxaT MHOXECTBY, TO eMy IPMHAUIeXAT 1 onepauuu a + b
naxb.

2. Hynb cymecrtsyeT u obnagaer coitctBoM a + 0 = a.

3. EnpuHuna cyuiecTByeT 1 o6/majaeT cBOACTBOM a X 1 = a.



4, Ecmn a TNIPUHAMIEOKUT MHOXXECTBY, TO €EMY NIPUHAMI/IEXXAT M —4, OIIPDENENAECMOE
KakK 3Ha4yeHMe, YIOB/IETBOPAIOLIEE BBIPAKEHUIO 4 + (—a) =0.

5. Ecnu a He paBHO 0 ¥ NpMHA[IEXUT MHOXECTBY, TO eMy NPMHAJ/IexXaT u a’,
ompepensieMoe KaK 3HaueHue, yAOBIETBOPAIOILiee BHIPOXEHMIo a X a”' = 1.

OueBMIHO, YTO BCE STU CBOMCTBAa MCTUHHBIL. B 4acTHOCTH, 0OBIYHBIE ONepaLun
C/IO)KEHUsI ¥ YMHOXXEHMA BIIOJIHE IIPUMEHNMBI, HyneBoit (0) v emmunynbi (1) ane-
MEHTBI aiIUTUBHOTO ¥ MYIbTUT/IMKATUBHOTO TOX/IECTB CYILIECTBYIOT, —X AB/IAETCA
aiAMTUBHONM MHBEPCHeEN, a 1/X — MyNbTUIIIMKATMBHON MHBEPCHUEN.

[TocTponuts rpadmk KpuBOJ Haj, BellleCTBEHHBIMM UMCaMK HeTpyaHo. Hanpu-
Mep, 110 YpPaBHEHMIO ¥* = X* + 7 MOXXHO NMOCTPOMUTDb IpaduK KpUBOJA, IIPUBEIEHHBI
Ha puc. 3.1.

Puc. 3.1. Ipagux snnunmuveckoti kpusoii secp256k1, nocmpoenHoiil
HA0 BEULECTMBEHHBIMU HUCTLAMU

OkasbIBaeTcs, 4TO YPaBHEHUA /1A CNIOXKEHUA TOYEK MOXXHO MCIIO/Ib30BATh HAN
mo6sIM MoJIeM, BK/II0Yasi KOHEYHbIe I10/Is1, ONMCAHHBIE B I71aBe 1. EHMHCTBCHHOC
OT/INYME COCTOUT B TOM, 4YTO /1A 3TOrO NMpUAETCA IPUMEHUTD ONE€panuu ClI0XKe-
HUA, BbIYUTAHUA, YMHOXEHUA U [NEJIEHNSA B KOHEYHOM II0JIE, OIIPE€NE/ICHHDIE B I7Ia-
Be 1, a He ux 00ObIYHbBIE apmbme'rw{ecxue AHAJIOTU, BBINMO/THAEMBIC Hall BEIIECTBECH-
HBIMU YUCTIAMMU.
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InnunTuyeckune KpuBblieé Hai KOHeYHbIMU NONAMU

Tak Kak ke BBIIVIAAMT S/UIMITUYECKAsA KPUBasA HaJ KOHEYHbIM monem? PaccMmo-
TPUM B KadecTBe [IpMMepa ypaBHeHMe y* = x° + 7 Hap F, ;. Boruucnus obe ero
4aCTH, MOXKHO OIpeieNINTh, HAXOAMUTCA /T TOYKa ¢ koopauHatamu (17,64) Ha kpu-
BOJ, ONIMCBHIBAEMOJ JaHHBIM YPaBHEHMEM, KaK IIOKa3aHO HIDKe.

¥ =64 %103 =79

©+7=(17+7) % 103 =79

Takum 06p330M, HCIIONb3yA MaTeMaTU4eCKui anmnapaT KOHEYHBIX nosyem, Mol
Y6CJ.II'UIMCI>, 4YTO AaHHAaA TOYKa [IEMCTBUTENBHO HaXOAUTCA Ha KpMBOﬁ, OImuChbIBae-
MOV NIPpUBENEHHBIM BbIllIE€ YDPABHEHUEM. A TIIOCKOJIbKY 3TO YPaBHEHWNE BbIYMC/IAETCA
HaJg KOHEYHBIM IIOJIEM, IIOCTpOCHHbIﬁ 110 HEMY rpadmx BBIITIAAUT COBCEM MHaAYe

(puc. 3.2).
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Kaxk Bupure, 3T0oT rpaduk 6onbiie NoXox Ha 6ecropsgo4HOe CKOIIEHUE TOYEK,
KakK OT BBICTpe/nIa U3 fpo6OBMKa, 4eM Ha I/IaBHYI0 KpuBYyI0. EfuncTBeHHas 3aKo0-
HOMEPHOCTb B HEM — CUMMETPUYHOCTb OTHOCUTENIBHO CEpPEAMHEL, 06pa3ytomasncs
6maropaps uneHy y* B ypaBHEHMM, OMNMCHIBAIOLIEM AAHHYIO KPUBYIO. ITOT rpadmk
CMMMETpPUYEH He OTHOCUTENIBHO OCH X, KaK rpadyK KPMBOJ HaJ| BelleCTBEHHbIMU
4MCIaMH, 3 OTHOCUTENIbHO HEKOTO IOIOXKUTENTLHOTO 3HaYeHUA Ha OCH ¥, TIOCKO/b-
Ky B KOHEYHOM M0J/Ie OTCYTCTBYIOT OTpMIjaTe/bHbIE YMCIIA.

IIpumeyarenbHO, OGHAKO, YTO B TEX XK€ CaMbIX YPaBHEHMAX IS CIIOXEHHUSA TO-
Y€K MOXXHO NPMMEHATb ONepPaLMy CTIOXKEHMs, BHIYMTAHMUA, YMHOXKEHNS, ReNEHUS
" BO3BE[ICHUSA B CTENEHb, ONpeie/IeHHbIE A/ KOHEYHBIX IIONIel, ¥ OHM OYAYT meit-
CTBOBAaTb HOPManbHO. V1 XOTA Ha mepBbIif B3[/IALK 3TO MOXET IOKA3aThCs HEOXKU-
JaHHBIM, TIOA06HbIE 3aKOHOMEPHOCTH TIPOSAB/IAIOTCA B a6CTPaKTHOM MaTeMaTHKe,
HECMOTPA Ha OT/IMYMA OT 3HAKOMBIX BaM TPaAMIIMOHHbIX METOROB pacyeTa.

YnpaxHeHue 1

BhIsACHMTE, HAXORATCA /1M IPUBEREHHBIE HIDKE TOYKU Ha KPUBOIA, OIIMCHIBAEMOI!
ypaBHeHUeM y* = x* + 7 Haji KOHeUHbIM noneM F,,,.
(192,105), (17,56), (200,119), (1,193), (42,99)

"pOI’paMMHaﬂ peanusanua SNNUNTUYeCKnuX
KpuBbIX HaA KOHeYHbIMU NONAMM

WUTtak, MbI onpefenunm TOYKy Ha 3//IMNTUYECKON KPUBOIL M omepauuy +, — ,*
u / pnA KoHeyHbIX noneit. CrefoBaTeNbHO, MBI MOXKeM 00beIMHUTD 06a ompepe-
JIEHHBIX paHee K/acca, FieldElement u Point, 4TO6bI CO3faBaTh TOYKM Ha 3/-
JIMIITMYECKOM KPMUBOI HaJi KOHEYHBIM II0/IEM, BBINIO/IHASA JeCTBUA, aHAIOTUYHBIE
NIpMBEEHHBIM HIKeE.

>>> from ecc import FieldElement, Point
>>> a = FieldElement (num=0, prime=223)
>>> b = FieldElement (num=7, prime=223)
>>> x = FieldElement (num=192, prime=223)
>>> y = FieldElement (num=105, prime=223)
>>> pl = Point(x, y, a, b)

>>> print(pl)

Point (192,105)_0_7 FieldElement (223)

Jna nuunuanusanuu o6bexTa Knacca Point BHIMOMHsAETCA clexyrowmit ¢ppar-
MEHT KOfia 3 JaHHOTO K/acca:
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class Point:

def _ init_ (self, x, y, a, b):
self.a =
self.b =
self.x
self.y
if self.x is None and self.y is None:

return
if self.y**2 != self.x**3 + a * x + b:
raise ValueError('({}, {}) is not on the curve'.format(x, y))

[}

< x ool

Ho BMecToO LenoumcneHHbIX onepanuit cnoxenus (+), yMHoxeHus (*), Bos-
BefleH!UsA B CTelleHb (**) U cpaBHEHMS Ha HEPaBeHCTBO (!=) 3[iecb IPUMEHAIOTCA
paBHO3Ha4Hble UM MeTofbl __add (), _mul (), pow () um__ne () u3
Knmacca FiniteField coorBercTBenHo. IlocTpous 6mbmMOTEKY ANA KpUNTOrpa-
¢uy 1Mo MMUNTUYECKUM KPUBBIM, Mbl MOXKEM BBIYMUC/IATD ORHO M TO XKe ypaBHe-
HJe C Pa3HBIMM ONpeNeNeHAMN OCHOBHBIX apUPMeTHYECKUX ONepaLyit.

MBI yxxe peanusoBanu ABa Kmacca, TpeOyOMMXCA 1A peanu3anyy To4eK /-
MIUNTUYECKUX KPUBBIX Haj KOHeyHBIM moneM. Ho ans Toro, yTo6bI mpoBepuThb
IpOfeNaHHYI0 HaMyu pa6oTy, 6bII0 6bI MONE3HO CO3/aTh TECTOBHIT Habop. ITo
MOXKHO CJI€/IaTh, MCTIO/Ib3Ys Pe3y/IbTAThI, IIOTy4eHHbIE TP BBIIIOTHEHNH YIIPaXKHe-
HMA 1, KaK TOKa3aHO HMXe.

class ECCTest (TestCase) :

def test_on_curve(self):
prime = 223
a = FieldElement (0, prime)
b = FieldElement (7, prime)
valid points = ((192, 105), (17, 56), (1, 193))
invalid points = ((200, 119), (42, 99))
for x raw, y raw in valid points:
X = FieldElement (x_raw, prime)
y = FieldElement (y_raw, prime)
Point(x, y, a, b) (1]
for x_raw, y raw in invalid points:
x = FieldElement (x_raw, prime)
y = FieldElement (y_raw, prime)
with self.assertRaises(ValueError):
Point(x, y, a, b) (1]

O 3gmecy o6bexThl Knacca FieldElement mepeparoTcsi KOHCTPYKTOPY Kiacca
Point mns MHMLMAMM3ALUMK, TAE, B CBOIO OYepeNb, IPUMEHSAIOTCA Bce apud-
MeTHYeCKMe onepauum, neperpyxkaemnle B Knacce FieldElement.
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STOT TECT MOXKHO BBIIIOMHUTD TeNephb CIEAYIOIMM 06pasom:

>>> import ecc
>>> from helper import run 1]
>>> run(ecc.ECCTest ('test_on_curve'))

Ran 1 test in 0.001s!
OK

© B cocras mopyna helper BXOAMT Psfi 0O4eHb YHOOHBIX CTye6HbIX GyHKuMIL,

BK/TI0Yas PYHKUMIO run (), HO3BO/AIIYIO BHINIOMHAT MOAY/IbHbIE TECTBI IO
OTHAEIbHOCTH.

CnoxeHue ToyeK Hai KOHEYHbIMU NONAMMU

H)Iﬂ BBIYMC/IEHUI HAJ[ MOISIMU MOXKHO IOJIb30BATbCA TEMU XKe YPaBHEHUAMMY,
B TOM 4YMCJI€ CNIEAYIOIIUM JINHEMHBIM YpaBHEHUEM:

y=mx+b

OkasbIBaeTcs, 4TO “TMHMUA~ HaJ KOHEYHBIM IIOJIEM BBIIVISAOUT COBCEM He TaK,
KaK MOXXHO 6b1710 661 0xupath (puc. 3.3). TeM He MeHee NpUBEIEHHOE BbILIE /M-
Hei{HOe YpaBHEHMe [IeICTBYET MCTIPABHO, U TIO3TOMY Mbl MOXXEM BBIYMCTIUTE KOOD-
AMHATY y, €CIM 3a/jJaHa KOOpJMHATA X.

&
0 ®

0 5 10 15 20

Puc. 3.3. Ipaux npsamoil TuHuYU, NOCMPOEHHDLT HAD KOHEUHDIM NONEM

! Burtonner 1 Tect 3a 0,001 c
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ITpumeyaTenbHO, YTO ONEPALMA CIOXKEHUA TOYEK [IEHCTBYET ¥ Hafl KOHEYHBIMM
TO/AMM, TTOCKO/BKY HaJ{ BCEMU KOHEYHBIMM TONIAMU JIE/CTBYET CIOXKEHME TOYEK
annmunTideckoit kpupoit! TeM e caMble pOpMY/IbI, KOTOPHIMYU MBI NIO/IB30BA/INCH
paHblle I pacyeTa C/IOKEHMA TOYEK HaJl BEIleCTBEHHbIMM YMCIaMM, OKa3bIBa-
I0TCsl IPUTOFHBIMYU U HaJ| KOHEYHbIMM TONAMM. Tak, HyKe TIpUBeAeHb! GOpMYbI
VI CTIOXKEHMUS TOYEK, KOTAA X; # X,.

P, = (x1,)), P, = (x,9,), Py = (x3,95)
P, +P,=P,

s= (- y)l(x - %)

X, =8 -% - %,

Y3 =8(x; - x3) -y,

A ans cnoxeHus Touek, koraa P, = P,, NOAXoOAAT cnemyowye GopMyrbL:

Py = (x,y)), Py = (x3,93)
P, +P =P,
s=(3x2+ a)l(2y,)
X, =8 - 2x
Y3 =s(x - %) -y
Bce npuBefieHHBle Bbillle YPaBHEHUs NPUTOAHBI 1A /UIMITUIECKUX KPUBBIX

HaJl KOHEYHBIMM NONMAMN. TeM caMbIM 3aK/IafbIBaeTCsl OCHOBaHME /I CO3JAHUSA
HEKOTOPBIX KpUnTorpaduyecKux mpuMUTUBOB.

NporpammHan peanusayus onepayuu
CNOXKEHWA TOYEK Hafl KOHeUHbIMM NONAMM

Mbi co3manu knacc FieldElement Tak, YTOGBI ONpedenuTb B HEM METOHbI
_add__ (), _sub_(),_mul_ (), __truediv_ (),__pow_ (), __eq_ () u
__ne__ (). IloaToMy fOCTaTO4HO MHMLMATM3UPOBATh OOBEKT K1acca Point 06b-
ekTamu Tuna FieldElement, 4YTOOBI YCIEIIHO BHIOMHUTD ONEPALMIO CTIOXKEHNUA
TOYEK, KaK IT0Ka3aHO HIKE.

>>> from ecc import FieldElement, Point
>>> prime = 223

>>> a = FieldElement (num=0, prime=prime)
>>> b = FieldElement (num=7, prime=prime)
>>> x1 FieldElement (num=192, prime=prime)
>>> yl FieldElement (num=105, prime=prime)
>>> x2 FieldElement (num=17, prime=prime)
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>>> y2 = FieldElement (num=56, prime=prime)
>>> pl Point (x1, yl, a, b)

>>> p2 Point (x2, y2, a, b)

>>> print (pl+p2)

Point (170,142) _0_7 FieldElement (223)

YnpaxHeHne 2

BeInonHNuTE CNOXKeHMe NPUBENEHHBIX HIDKE TOYEK /I KPMBOM, ONMCHIBAEMOIA
ypaBHeHMeM y* = X* + 7 HaJi KOHeUHBIM nofteM F,, ..

e (170,142) + (60,139)
o (47,71) + (17,56)
o (143,98) + (76,66)

YnpaxHenne 3

Beinonuute pacumpenue knacca ECCTest s nmpoBepku MpaBUIbHOCTH OIle-
paLmit CTOKeHNsA TOYEK M3 NPEABbIAYIero ynpaxsenus. Ilpucsosire MeTony Takomn
npoBepkyu umA test_add.

CKananoe YMHOXeHne AnA SnAnnTuyecKux KpmBbix

Brarogapst BO3MOXKHOCTM CK/IafibIBaTh TOYKY C caMo¥f c060if MOXHO BBECTH
C/IERYIOLIYI0 HOBYIO GOpMY 3ammci:
(170,142) + (170,142) = 2 x (170,142)

AHanorn4yHoO TOYKY MOXKHO NpUOaBUTb CHOBA 61arojaps CBOMCTBY accoliMa-
TUBHOCTH:

2 x (170,142) + (170,142) = 3 x (170, 142)

DTO MOXKHO fieflaTh CTONMBKO pas, CKONMbKO motpebyerca. Takasa omepaums Ha-
3bIBaeTCA cKanApHbiM ymHoneHuem (scalar multiplication) u oTimyaeTcs HanuumeM
CKanAPHO20 YMCTIA TiepeA; KOOpANMHaTaMM Touky. CKa/LApHOe YMHO)KEHME OKa3bIBa-
€TCs1 BO3MOXKHBIM TI0TOMY, YTO MbI OIIPEe/Ie/IN/IA ONEPALMI0 MHOTOKPATHOTO C/I0XKe-
HMA TOYeK KaK acCOLMAaTUBHYIO.

CxansipHOe YMHO)X€HME OTIMYAETCA, B YaCTHOCTH, TEM, YTO OHO HempeacKasye-
Mo 6e3 Beruncnenus (puc. 3.4).

Kaxpgas Touka Ha puc. 3.4 moMedeHa 4MCIOM, 0603HAYAIOLINM, CKOMBKO
pa3 oHa 6bina cnoxena. Kak BuauTe, B uTOre Monydaercs rpadmk, MOXoXKmit Ha
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COBEpILEHHO 6eCIIOpAROYHOEe CKOIUIEHNE TOYeK, KakK OT BbICTpena U3 APO6OBMKa.
A 00BACHAETCA 3TO TeM, YTO ONepaLysi CTTIOXKEHNMS TOYeK HOCUT HETMHENHBIN Xa-
PaKTep M He TaK-TO IIPOCTO BBHIYMC/IAETCA. BBINMONMHUTD CKalApHOE YMHOXEHME He-
TPYAHO, Y€ro He/b3s CKa3aTb O MPOTUBOIIONIOKHON eMy olepauuu AeneHnsa. ITo
TaK Ha3bIBaeMas 3a0a4a OUCKPEMHO20 7102apUPMUPo8aHUs, TIONIOXKEHHAS B OCHOBY
KpunTorpaduy 1o 3/VIMITUYECKUM KPUBBIM.

&%

]

Puc. 3.4. Pesynomamoi ckansprozo ymHoxcenus mouxu (170,142) onsa xpusoii,
onucvieaemotl ypasmenuem y* = x> + 7 Had xoneunvim nonem F,,,

Eie oaHO OTMYMTENIbHOE CBOVICTBO CKANLAPHOTO YMHOXEHMA COCTOMUT B TOM,
4TO Ha OINpeMeNIeHHOM! CTafiy YMHOXKEHMS MbI OXOAMUM A0 6eCKOHEYHO yAaleH-
HOJM TOYKM (HallOMHMM, 4TO 6ECKOHEYHO yAiaNneHHas TOYKa — 3TO HY/IeBOi 3ne-
MEHT afifUTMBHOrO TOXAecTBa My npocto 0). Tak, ecmu nMeeTcs Touka G, KoTo-
pas CKalAPHO YMHOXAETCA [0 TeX IOp, IIOKa He GyAeT JOCTUTHYTA 6eCKOHEYHO
yZaZieHHas TOYKa, TO B KOHEYHOM UTOTe MOMTY4aeTcA CIefyIolee MHOXKECTBO TOYEK:

{G, 2G, 3G, 4G, .. nG }, e nG =0

Takoe MHOXECTBO Ha3bIBAETCA 2pyNNoi, a MOCKOIbKY # KOHEYHO, TO NO/Ty4aeT-
CA KOHeYHAR zpynna, a TOYHee — KOHeUHAR yuxknuveckas spynna. C MaTeMaTude-
CKOJI TOYKM 3peHMs TPYIIIHI TIOOOMBITHBI T€M, YTO OHY OT/IMYAIOTCA PeryIAPHBIM
TIOBE/IeHMEM 110 OTHOLIEHMIO K OIlepalyy CIOKEHMS, KaK [I0Ka3aHO HIDKe.

G +4G =5G wmn aG + bG = (a + b)G
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Coueras ¢ MaTeMaTUYECKMMM CBOICTBaMM rpynmn To 06CTOHT€}II>CTBO, 4YTO BbI-

TNIOJTHUTD CKA/IIPHOE€ YMHOXKEHME JIETKO B OMHOM HaIlpaB/I€HUM, TOrJla KakK B py-
TOM — TPYAHO, Mbl B UTOTr€ IIO/Ty4a€M MMEHHO TO, UTO U 'rpe6ye'rca A1l KpUNTo-
rpadmn 110 NNMUNTUYECKUM KPUBBIM.

Y Bac MOXXET BOSHUKHYTb P€30HHBbII1 BOIIPOC: IIoYeMy 3afiaya obpalleHus cKansap-
HOTO YMHOJMeHUS Ha3bIBAaeTCA 3a/jauell JUCKPETHOTO 7102apUudmuposanus?

Mb1 HasBanyu paHee ONeEpaLMIO HAfi TOYKAMM “CTIOXKEHMEM , HO C T€M Xe YCIIeXOM
ee MOXXHO 6bUIO GBI Ha3BaTb “ToueyHOM omepauueir’. Kak npaBuno, HoBas omepa-
LM, ONpefieisieMas B MaTeMaTyKe, 0603Ha4YaeTCsA ONEepPaTOPOM-TOUKOI (x). ITOT
Oneparop NpUMeHAETCA M ANA 0603HaYeHUA ONepaLyM YMHOXKEHMUS, YTO MHOTAA
IIOMOTa€eT MBIC/IUTh KaTETOPUAMM YMHOXKEHMUA:

P, xP =P,
MHorokpaTHoe yMHOXXeHJe CPOIHM BO3BefieHMIO B cTeneHb. Koraa >ke BbIOMHA-
eTCs CKa/ApHOe YMHOXEHMeE, Ha3BaHHOE paHee MHOTOKPaTHbIM “C/IO)KEHMEM TO-

4eK’, OHO NPEBPAIAeTCA B CKA/IAPHOE BO3BEIEHME B CTETIEHb, €C/TU PACCMAaTPUBATh
€ro KaK “yMHO)XEHMe TO4eK :

P=Q
B AAaHHOM KOHTEKCTE 3aja4ya AVICKPETHOIO JIOT apM(bMMPOBaHMﬂ O3Ha4aeT BO3MOX-

HOCTb 06paTUTb NIPUBENEHHOE BbIIlle ypPaBHEHMe, IIOTTyYMB B UTOTe C/IEAyIolLee JIo-
rapudmMuyecKoe ypaBHeHMe:

log,Q=7

Y norapu¢Mma B /1€BOI YaCTU 3TOrO ypaBHEHUA OTCYTCTBYeT aHATUTUYECK!U BHI-
YUCIMMBII aNTTOPUTM. DTO O3HAYaeT, YTO HeM3BeCTHa GOpMyIIa, KOTOPYI0 MOXKHO
6b110 6BI IOACTaBUTD, YTOOBI OMYYNTH Oblljee peleHye faHHOI 3afaun. M xots
3TO KaXXeTCA He COBCEM fACHBIM, CIIPABENIMBOCTY Pafyu BCe Xe CIeAyeT CKa3aTb,

4TO AAaHHYIO 3a/ja4y MO>KHO ObI/Io GBI Ha3BaTh 3a/jaueil “AMCKPETHOrO JelIeHNA TO-
YeK’, a He IUCKPETHOTO JIOrapuPMUPOBAHNA.

ﬂpoucxoxmeuue Ha3BaHHA 3afja4uu AUCKPETHOro norapu¢mupoaauml

YnpaxHeHue 4

Boimonuure CKa/IsIpHOE€ YMHOXXE€HUE IIPUBEAECHHBIX HIMO)KE TOYEK /1A KPMBOI)'[,

ONMCHIBAEMOI YpaBHEHMEM y* = x* + 7 HaJl KOHEYHBIM noneM F,,.

o 2x(192,105)
o 2x(143,98)
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2 x (47,71)
4 x (47,71)
8 x (47,71)
21 x (47,71)

Ewe pa3 0 ckanApHOM YMHOXXeHUH

CkansapHoe yMHOXX€HME O3HA4YaeT C/I0)KEHME OFHONM M TOM Xe TOYKM C CaMoi
€060/t HEKOTOpPOEe KOMMYECTBO pa3. [TaBHBIM OCHOBaHMEM [ IIPMMEHEHUA CKa-
JSIPHOTO YMHOX€HWs B KpUNITOTpadyu ¢ OTKPHITHIM K/IIOYOM CIYXHUT TO 06cTOA-
TENIbCTBO, YTO CKA/IAPHOE YMHOXXEHME Ha 3/IMNITUIECKUX KPUBBIX OYEHb TPYAHO
o6parute. Tak, B IpeAbIAyILEM YIIPaOKXHEHNM BaM NPUIIOCh BHIYUCIAATD CKAIAp-
HoOe Mpou3BefieHue Touek s X (47,71) B KOHEYHOM IO7Te F,,; nna s B npepenax ot 1
fo 21. Huxe npuBeaeHs! pe3ynbTaThl TAKOTO BbIYMC/IEHMA.
>>> from ecc import FieldElement, Point
>>> prime = 223
>>> a = FieldElement (0, prime)

>>> b = FieldElement (7, prime)
>>> x = FieldElement (47, prime)
>>> y = FieldElement (71, prime)
>>> p = Point(x, y, a, b)

>>> for s in range(1,21):
. result = s*p
«o. print ("{}*(47,71)=({},(}) '.format (s, result.x.num, result.y.num))
1*(47,71)=(47,71)
2*(47,71)=(36,111)
3*%(47,71)=(15,137)
4*(47,71)=(194,51)
5*%(47,71)=(126,96)
6*(47,71)=(139,137)
7*(47,71)=(92,47)
8*(47,71)=(116,55)
9% (47,71)=(69,86)
10*(47,71)=(154,150)
11*(47,71)=(154,73)
12*(47,71)=(69,137)
13*(47,71)=(116,168)
14*(47,71)=(92,176)
15%(47,71)=(139,86)
16*(47,71)=(126,127)
17%(47,71)=(194,172)

Tnasa 3. KpunTorpa¢ua no AnAUNTUYECKAM KPUBBIM | 83



18*(47,71)=(15,86)
19*(47,71)=(36,112)
20* (47,71)=(47,152)

Ecnyn BHMMaTennbHO paccMOTpeTh IIpUBETiCHHBIE BhIlle YMC/TA, TO B HUX He yAa-
eTcs 0OHapyXXUTb KaKOV-HUOYAb MO-HACTOALIEMY 3aMETHOM 3aKOHOMEPHOCTH,
IpUCYILeH CKa/APHOMY YMHOXEHMIO. B 4acTHOCTM, KOOPAMHATHL X U y YMHOXa-
€MBIX TOYeK He BCErAa yBeNMYMBAIOTCA WIM yMeHbLIAOTCA. EAMHCTBeHHas 3aKko-
HOMEPHOCTb MpOCNeXNBaeTcd B MHOXUTeNAX 10 u 11, rae KOOpAMHATH X paB-
HBI, a TAaK)Ke B MHOXMTeNAX 8, 9, 12, 13 u 1.4. Y1 ato 06BAcCHAETCA TeM, 4yTO 21 X
x (47,71) = 0.

CkansapHoe yMHOXX€HME BBIITIANMT AOBONBHO IIPOM3BO/bHBIM, YTO NpHAAET
AaHHOMY YPaBHEHUIO ACUMMEMPU4HOCMb. ACMMMETPUYHYIO 3aflady /IErKO PelInTb
B OAHOM HampaB/IeHMH, HO TPyAHO — B obparHoM. Hampumep, BBIYMCINTD CKa-
nsapHoe npousBenenue 12 x (47,71) gocrarouHo mpocro. Ho ecnu mpencraButh
€ro Kak

s x (47,71) = (194,172)

TO MOXXHO /I HAaTH pelueHne A s? Mbl MOXKeM HailTM TIpUBefeHHbIe Bbille pe-
3y/IBTaThI, HO IMILIBb 6/1arOffAps TOMY, YTO Y HAC MMeeTcsA HeGonmplras rpynna. Kak
OyneT mmokasaHoO Jainee, B pasfene “OnpeneneHne KpUBOi Ans OGUTKONMHA", 1A Ha-
MHOTO 60NBIIMX YMCEN 3ajjadya AUCKPETHOTO JI0Tapu(PMUPOBAaHMA CTAaHOBUTCA
TPYAHOpa3spelInMOiA.

Maremartuyeckue rpynnbl

K atomy Bonpocy Hac TOABOAAT pacCMOTPEHHBIE paHee MaTeMaTHYecKye IIOHA-
THA (KOHEYHBIX IOJIe, S/IMITUYECKMX KPUBBIX M VX codeTaHus). [la kpunrorpa-
&1y c OTKPBITBIM KIIIOYOM HaM TpebyeTcs cpopMUpOBaTh KOHEYHbIE LIMKINIECKHE
rpynnbl. OKa3bIBaeTcs, YTO €CM B3ATh FeHEPaTOPHYIO TOYKY M3 S/UIMITHYECKOM
KPMBOJ HaJl KOHEYHDbIM IIO/IEM, TO C €€ TIOMOILBI0 MOXXHO CHOPMUPOBATh KOHEY-
HYI0 LMK/INYECKYIO TpyIy.

B o1nmune ot moneit, y rpymnn nMeeTcs MMIIb OfHA onepauys. B maHHOM cydae
3TO Omepauus CI0XeHUA TodeK. Y TPYIN MMeeTCA TAKXKe PAM CBOVCTB: 3aMKHY-
TOCTb, 06pPaTUMOCTb, KOMMYTaTMBHOCTb, ACCOLIMATMBHOCTb M, HaKOHell, Tpeby-
eMas TOXJeCTBEHHOCTb. PacCMOTpUM 3TH CBOICTBA IO OTAENBHOCTH, HaYMHAA C
IIOCTIEHETO.
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ToxxpecTBeHHOCTb

HeTpypgHo goraparbcs, YTO TOXAECTBEHHOCTb ONpefieNsaeTcs Kak 6eCKOHEeYHO
yAaneHHas TO4Ka, KOTOpas FapaHTMPOBAHHO HAXOAUTCA B IPYTIIE, IIOCKOMBKY Mbl
¢opmupyem rpynmy, Aoxoas 0 6eCKOHEUHO yAaneHHoit Touku. Takum obpasom:

0+A=A

3mech 0 HasbIBaeTCA 6€CKOHEYHO ya/IEHHOM TOYKOM IIOTOMY, YTO OHA IIOMOra-
€T HaIIAAHO NMPEeACTaBUTb pelllaeMylo MaTeMaTu4ecKylo 3afauy (puc. 3.5).

Puc. 3.5. BepmuxanvHas npamas “nepecexaem” 6 mpemuil
a3 Kpusy1o 8 becKkoHe4Ho YOaneHHol moyuxe

3aMKHYTOCTb

3TO CBOICTBO, BEPOSATHO, MPOILIe BCETO 060CHOBATH, IIOCKONMbKY MbI CHOpMM-
pOBanM rpynmy, npexje BCero, MHOrokparHo npu6basnasa Touky G. Tak, ecnu B
TpyTINie MMEIOTCA 1BA Pa3HbIX 37IEMEHTA, HallpuMep

aG + bG,
TO pe3yNbTaT X CMOXKEHUs1, KaK M3BECTHO, OKAXKETCA CIEAYIOUM:
(a + b)G
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A 0TKyZa M3BECTHO, YTO 3TOT 3/IeMeHT HaxoauTcs B rpynne? Eciu a+b < n, rae
n — TOPAMOK TPYIIIbl, TO HaM U3BECTHO, YTO TAKOJ} 3/IEMEHT HAXOAUTCA B IPyTIIe
IO OmpefeNneHmIo. A eci a+b >= n, To HaM M3BECTHO, 4TO @ < n U b < n, a cnego-
BaTeNbHO, d+b < 2n; 3HAYNUT, a+b-n < n:

(a+b-nG=aG+bG-nG=aG+bG-0=aG+bG

B 6onee mmpoxom cmuicne (a + b)G = ((a + b) % n)G, rae n — NOpAROK rpyn-
nbl. Takum 06pa3soM, HaM M3BECTHO, YTO NAHHBIN 3/IEMEHT HaXOUTCA B IPYIIIe,
060CHOBDBIBas TeM CaMbIM 3aMKHYTOCTb.

O6paTtumoctb

HarnagHo npepcTaBUTh 06paTMMOCTD HETPYAHO (puc. 3.6).

Puc. 3.6. Kaxoas mouka Ha xpusoii obpawaemcs
Kax 3epKanvHoe 0mobpaerHue OMHOCUMENLHO OCU X

Ecnu xe paccMaTpuBaTh 0OPaTMMOCTb C MaTeMaTHYECKOM TOYKM 3PEHMS, TO
M3BECTHO, YTO €C/M 371eMeHT 4G NpMHAJIeXUT TPYIINe, TO eif NIPUHAIEXUT U d/e-
MeHT (1 - a)G. DI 3/IeMEHTBI MOXHO CIOXKHUTbD, YTOOBI IIOMYYMUTb B UTOTE CTIERY-
IOI[MIA pe3y/IbTaT:

aG+(n-a)G=@+n-a)G=nG=0
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KommyTaTnBHOCTb

W3 onepaunu cnoxeHns To4eK U3BECTHO, 4To A + B = B + A (puc. 3.7).

Puc. 3.7. TIpamas nunus, nposedeHHas Yepe3 Mok,
He MeHsemcsa

3T0 03HavaeT, 4T0 aG + bG = bG + aG, a 310 U AOKa3bIBaeT KOMMYTAaTUBHOCTb.

AccoumaTMBHOCTb

Vi3 omepanum clnoxxeHus TOYeK TaKkKe U3BeCTHO, 4To A + (B + C) = (A + B) +
+ C (puc. 3.8 1 3.9).

Takum obpasoM, aG + (bG + ¢G) = (aG + bG) + cG, 4TO U JOKa3bIBAET ACCOLM-
aTUBHOCTD.

YnpaxHeHue 5

Haitaute mopamox rpynnbl, cpOpMUPOBAHHOM U3 TOYKM C KOOPAMHATAMM
(15,86) 1A KpMBOIA, OIIMCHIBAEMOIT ypaBHEHNEM y* = X° + 7 Hap F,,,.
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B

(A+B)+C

Puc. 3.8. (A + B) + C: cnauana svivucnsiemcs cymma A + B,
a 3amem npubasnsemcs C

HporpaMMHaﬂ peannsauua CKanfpHoro ymHoXXeHusa

B ynpaXHEHUN 5 IIpEANPUHATA IIONBITKA BBIIIOTHUTD ClIEAYIOLIME OeNCTBUA:

>>> from ecc import FieldElement, Point
>>> prime = 223

>>> a = FieldElement (0, prime)
>>> b = FieldElement (7, prime)
>>> x = FieldElement (15, prime)
>>> y = FieldElement (86, prime)
>>> p = Point(x, y, a, b)

>>> print (7*p)
Point (infinity)

B maHHOM cryyae TpebyeTcsl CKa/lAPHO YMHOXKUTb TOYKY Ha HEKOTOpPOE YMCTIO.
IlpaBpa, B A3bike Python umMeetcs meTon __rmul__ (), KOTOPHIM MOXXHO 3aMEHUTD
Onepauyuio YMHOXeHNA Ha KoadduumeHT. HauBHasA peannsanys Takoro MeTopa
BBII/IAAUT CIERYIOLMM 06pasoMm:
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A+(B+C)

Puc. 3.9. A + (B + C): cHauana sviucnsemcs cymma B + C, a samem
npubasnsemcss A. B umoze nonyuaemcs ma xe camas moyuxa, Kax u Ha puc. 3.8

class Point:

def __rmul__ (self, coefficient):
product = self. class__ (None, None, self.a, self.b) (1 ]
for _ in range(coefficient): o
product += self
return product

© HavanpHoe 3HayeHMe MepeMeHHOI product paBHO HYIO, YTO /LA CIOXKEHUA
TOYeK O3HaYaeT 6ECKOHEYHO YAa/leHHYIO TOUKY.

® Llukn noBTOpPsIETCS CTOMBKO pa3, CKOMbKO 3aAaHo B mapaMerpe coefficient,
¥ KaX[bIN pa3 npubaB/seTcsa TOUKa.

Takoit peanusaumy OKa3biBaeTCA AOCTATOYHO A/nA Heb6ompuMx Kodpduum-
enToB. Ho uT0o ecnu ko3 duumeHT HaCTONMBKO 60/bIIOI, YTO BBIATY U3 LMKIA
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YMHOXXEHMS Ha HETO B TedeHMe IPUeMIeMOro BpeMeHM He yaactcsa? Hampumep,
YMHOXeHMe Ha K03 DUIMEHT, paBHBI/ 1 TPU/IMOHY, OTHMMET HEMAJIo BPEMEHM.
Vimeercsa OTIMYHAA METONMKA, KOTOPAsA Ha3bIBAETCA 0BOUUHBIM PA3NONEHUEM
(binary expansion) 1 1103BO/IA€T BHIMOMHATL YMHOX€EHME B LIMK/IAX 10 1orapumy
log,(n), 6narogaps yeMy 3Ha4MTENTbHO COKPAILAETCA BPeMs BBIYMUCIIEHUSA 1A 60/b-
mux uucen. Hanpumep, uncno 1 Tpunmmon cocrout u3 40 6ut B fBOMYHOM ¢op-
Me, a CIe[IOBaTeNIbHO, /I YMHOXKEHMA Ha 3TO YMUCIIO, KOTOPOE OOBIYHO CYMTAETCA
odeHb 6ompumM, moTpebyerca Bcero 40 ntepaumit uukna. Huke npusenena ewe
OffHa peanu3anusa Metofa _rmul () IO MeTOAMKE ABOUYHOTO Pas/IOXKEHMs.

class Point:

def _ rmul_(self, coefficient):
coef = coefficient

current = self (1)
result = self. class__ (None, None, self.a, self.b) o
while coef:
if coef & 1: ®
result += current
current += current o

coef >>=1 (5]
return result

© 3pecy nepemeHHas current NMpefCTaBIsET TOYKY, YMHOXKAEMYI Ha TEKy-
mmit 6ut. Ha nepBoit uTepaumy uuKiIa oHa NPeNCTaB/IsAeT Ipou3BefeHne 1 x
self; Ha BTOpON1 — mpousBefieHue 2 x self; Ha TpeTbelt — Mpou3BeeHMeE
4 x self; Ha yeTBepTOit — mpoussenenue 8 x self u T.x. Takum o6pasom,
Ha KaX[O0M UTepalyy LMKIA KOMMIECTBO TOYeK yABamMBaeTcs. B mBomyHOM
¢dopme 31O cooTBeTCTBYET K0adpuumentam 1, 10, 100, 1000, 10 000 u T.4.

® Cnavana pesynbTaT CKa/lApPHOTO YMHOXEHNUS PaBeH HyJIIO, YTO COOTBETCTBYET
6eCKOHEYHO yJa/eHHOI TOYKe.

© 3peck npoBepsieTcs, He paBeH My MIapwmit 6UT (T.e. KpaitHuit cipaBa) enu-
Huue. Ecnu oH paBeH 1, To K pesynbrary npubaBiseTcs 3HayeHye TEKYIEero
6ura.

O KonmuecTBo TOUeKk HeOGXOAMMO yABaMBaTh JO TeX IOp, MOKa He GyAeT fo-
CTUTHYTa MaKCMMa/bHasA BeMMIMHA KodduimenTa.

® 3nech ocymecTBnseTCA NMOpPA3pPARHBIA cABUT K03 dULMEHTa BIIPaBO.

9To HenpocTasa MeToaMKa. M ecu Bbl He pa3bupaeTech B MPUHIUIIE KEACTBUA
NIOpa3pANHEIX OIepalLyit, TO MpeAcTaBbTe cebe KoapPuLMEHT B ABOMYHOI popme
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¥ YYTUTE, YTO TOYKa NpubaBIAeTCA MUIIbL B TOM CIy4ae, ey B koadduuyenre
NPUCYTCTBYIOT EAMHUIIBL.

WUrak, npumenss meronbl __add_ () u __rmul (), MBI MOXEM NPUCTYTIUTD
K OnpefieNieHnIo 6o/ee CIOXHbIX I/VTUIITUYECKUX KPUBDIX.

Onpepenexue KpuBoii AnA GUTKONWHA

/ X0TA MBI IO/I30BAMINCh OTHOCUTEILHO MA/IBIMM MPOCTBIMY YUC/IaMM Paju
TMPOCTOTBI PaCCMOTPEHHBIX paHee IPMMEPOB, Mbl OTHIOAb MMM He OTPaHUYMBA-
eMcA. Mastble IPOCThbIe YMC/Ia O3HAYAIOT, YTO Mbl MOXKEM OCYIUECTB/IATD IMOUCK B
rpymie, MCNonb3ysa KommbioTep. Tak, ecu pasmep rpynms paseH 301, To Ha KOM-
TbloTepe MOXKHO 6e3 oco6oro Tpysa BbIMOMHUTL 301 BeIYMCIIEHHeE, YTOOBI 06pa-
TUTb CKa/IAPHOE YMHOXKEHVE MY PelUTDb 3afiady AUCKPETHOTO orapupMmpoBa-
HUA.

Ho 4T0 ecnu cpenats npocToe uncio 6onbinM? OKa3biBaeTCs, YTO MOXKHO BbI-
6paTh HaMHOrO GoJ/bllMe MPOCTHIE YMUCTIA, YEM Te, KOTOPHIMU MBI TONTb30BATUCh
panbie. besomacHocTs kpunTorpaduy No UIUITUYECKMM KPUBBIM 3aBUCUT OT
Hecnoco6HOCMY KOMITbIOTEPOB NIPEOAOETD OLYTMMYIO AOMIO TPYIIIbL.

SmmnrTrdecKas KpUBas /ISl KpUNTOrpaduy C OTKPHITBIM K/IIOUOM ONIpefe/sieT-
¢4 1O CTIEAYIOLIMM ITapaMeTpaM.

o B ypaBHeHun y* = x*> + ax + b, OnucHIBaIOLIEM KPUBYIO, OTIPEHE/NAIOTCA KOH-

CTaHTHI a U b.

¢ B xadecTBe mopAaKa KOHEYHOTO MO/IA 3aAA€TCA MPOCTOE YHCIIO p.
¢ 3apaloTcsa KOODAMHATBI X M y TeHEPaTOpHOI Touku G.
e 3apaercsa NOPAROK # rpymmsl, GopMupyemoit u3 Touku G.

STH YMUCTIOBBIE MTapaMETPBbI OOLIIEM3BECTHBI, @ COBMECTHO OHM 00pa3yloT KpuII-
TorpaduyecKyio KpuBylo. ViMeeTcs HeMano Kpunrorpaguueckux KpuBBIX, KOTO-
PBIM IIPUCYIIM pa3Hble KOMIIPOMMCCHI MEXAY 6€30macHOCTBIO M YRO6CTBOM NIpK-
MeHeHMs, HO Hac Gorbllie BCero MHTepecyeT KpuBas secp256kl, npuMeHseMasn B
6uTkoitHe. Hiuke npuBefieHb TapaMeTphI 3TOI KPUBOIL.

e KoHcTauThl a = 0, b = 7, mpuBopAIIMe K YpaBHeHMIO y* = x° + 7.
o p=28_2%_977,

* G, = 0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b1
6£81798.
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. Gy = 0x483ada7726a3c4655da4fbfc0e1108a8fd17b448a68554199c47d08ffb10
d4b8.

o n = OxfAAffrrrerereerrffffebaacdce6af48a03bbfd25e8cd0364141.

3pmeck G, 0603HavaeT KOOPAMHATY X, a G, — KOOpIMHATY y reHepaTOpHOI TOY-
Ku. Uncna, HaunHaoumecs ¢ npepuxca 0X, ABIAIOTCA LIECTHAALIATEPUIHBIMM.

JlaHHOIt KPUBOI NPUCYLL PAR 0cobeHHOCTel. Bo-nepBhIX, ee OMMChIBaeT OTHO-
CUTENIbHO MpoCToe ypaBHeHMe. KOHCTaHTH a U b B ypaBHEHMAX MHOTUX JPYTUX
KPUBBIX MMEKITCS HAMHOTO 60Nbliye 3Ha4EeHNA.

Bo-BTOpBIX, TOPAAOK p KOHEYHOTO MONA O4eHb 6MU30K K Ymucmy 2. 310 o3Ha-
YaeT, YTO GONBIIMHCTBO YMCEN, KOTOpble MeHblIe 22, HAXOMATCA B MPOCTOM KO-
HEYHOM TI07I€, a C/IefIOBATENbHO, Mobast TOUYKa Ha KpUBOII 00/afiaeT KOOpAMHATA-
MM X U ¥, KOTOpble MO>KHO BBIpasuTh 256 6uramu. [TopsAfok #n KOHEYHOI TPYIINbI
TaK)XXe OYeHb 6/1M30K K 4Mcy 2%°. ITo 03HavaeT, 4To U Moboe CKalsIpHOEe KPaTHOE
MO>XXHO BBIPa3uTh 256 6uTamu.

U B-TpeTbux, uncno 2°° goBonsHO 60/blIOE, KaK MOsACHAETCA Hike. [IpuMeya-
TE/IbHO, YTO /MI060€ YMCTI0, KOTOpPOe MeHblile 2%, MOXHO COXpaHUTh B 32 Gaifrax.
ITO 03HAYaeT, YTO XPAHUTb CEKPETHBIN K/II0Y OTHOCUTENILHO IIPOCTO.

Hackonbko Benuko yucno 2%

Ha nepsbiit B3D1sA, 4ucino 22 He KaXxKeTcst 6OMBIIMM, IIOCKOBKY €T0 MOXHO BbI-

pa3uThb Kparko. Ho Ha caMoM fiene 3To HeMMoBepHO 6onbiIoe Yncio. Yrobnr cTana
TIOHATHEE ero BeMMYMHA, HIDKe IIPUBENEHb] /1A IIpMMepa HEKOTOpble CPaBHUMBIE
1o MacimTabaM 4MCIOBbIE IIOKA3aTeNMn.

2256 ~ 1077
o KonmuecTBo aTOMOB Ha mtaHeTe 3ems: ~ 10%°,
e KonnuectBo aroMoB B ConmHeyHoit cucteme: ~ 10°7.
e KonmuectBo aroMoB B Mneutom mytu: ~ 10%.
o KommuectBo aToMoB Bo Bcenennoit: ~ 10%,

Tpunmon (10'2) KOMIIbIOTEPOB, BHIMONHAILMX TPU/UTMOH BHIYUCIEHMI KOKAYIO
TpuamonHyio (107?) Jomio ceKyH/BI B Te4eHNe TPU/TMOHA JIET, BCE PABHO IIPOU3-
BeAyT MeHble, yeM 10°® BbIYMCIEHMIL.

Ecnmn uckarp CCKPCTHHI}'I KoY HO}IO6HbIM CIIOCO60M, TO CNERYET Y4€CTDb, YTO B
6UTKOIMHE CTONMBKO BO3MOXXHBIX CEKPETHBIX K/TI04eH, CKOIbKO aTOMOB B MUunap-
AaxX rajIakTHK.
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Pa6oTa ¢ kpuBo# secp256k1

Wrak, 3Has Bce mapaMeTphl /UIMITUIECKOI KpUBOIt secp256k1, MOXHO co3aaTh
xop Python, mpoBepsiommit, HaxopuTca MU reHepatopHas Toyka G Ha KpMBOIA,
OMCbIBAEMOI1 YpaBHEHMEM > = x° + 7, KaK MIOKa3aHO HIKe.

>>> gx = 0x79beb667ef9dcbbac55a06295ce870b07029%bfcdb2dce28d959£2815b16£81798
>>> gy = 0x483ada7726a3c4655dadfbfc0el108a8£d17b448a68554199c47d08£fb10d4b8
>>> p = 2%*%256 - 2**32 - 977

>>> print (gy**2 % p == (gx**3 + 7) % p)

True

Kpome toro, kom Python Mo>xeT nmpoBeputh, UMeeT 1 reHepaTopHas Touka G
NOPAMOK n:

>>> from ecc import FieldElement, Point

>>> gx = 0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28\
d959£2815b16£81798

>>> gy = 0x483ada7726a3c4655dadfbfc0el108a8fd17b448a685541\
99c47d08££fb10d4b8

>>> p = 2**256 - 2**32 - 977

>>>n = OxfEffffffffffffffffffffffrfffffffebaaedce6af48a03\
bbfd25e8cd0364141

>>> x = FieldElement (gx, p)

>>> y = FieldElement (gy, p)

>>> seven = FieldElement (7, p)

>>> zero = FieldElement (0, p)

>>> G = Point (x, y, zero, seven)

>>> print (n*G)

Point (infinity)

Tenepr HaM M3BeCcTHa KpUBast, C KOTOPOIt HaM NPEACTOUT pabOTaTh, ¥ MOSITOMY
HACTasIo BpeMs CO3/1aTh Ha A3bike Python mogkmacc ansa paboTh ¢ 3/IMITIYECKOM
KpuBOJ secp256kl mo ee mapamerpaMm. [I1s 3TOro onpenenuM o6bEKT, paBHO3HaAY-
Hbll 06bexTaM FieldElement u Point, HO XapaKTepHblit ANA KpuBOi secp256kl.
WUtak, HauHeM C onpefeeHus TOrO KOHEYHOro IOojsA, C KOTOPbIM HaM NpPeACTOUT
paboTaThb, KaK IOKa3aHO HIKe.

P = 2%%256 - 2**32 - 977
class S256Field(FieldElement) :

def _ init (self, num, prime=None):
super().__init__ (num=num, prime=P)

def _ repr_ (self):
return '{:x}'.format (self.num).zfill (64)
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MpsI BbIno/HsieM noaknaccuukaumio Knacca FieldElement, # moToMy HaM He
HY>XHO BCAKMIA pa3 nepenaBaTh napameTp P. Kpome toro, 256-paspsanHoe 4mucIo
TpebyeTcs 0TOOpaXKaTh COITACOBAHHO, U ITO3TOMY, JOMO/IHAA BbIBOAMMBII pe3y/ib-
TaT 0 64 3HAKOB, MBI MOXKEM Ha6/moaaTh Mobble HavanbHbIe HY/IN.

AHa/IOTMYHO MOXXHO OIIPeeNNTh TOYKY Ha KpyBOit secp256k1 u mpucBouTs eit
umaA S256Point:

A=0
B=17

class S256Point (Point):
def __init__ (self, x, y, a=None, b=None):
a, b = S256Field(A), S256Field(B)

if type(x) == int:
super () .__init__ (x=S256Field(x), y=S256Field(y), a=a, b=b)
else:

super () .__init__ (x=x, y=y, a=a, b=b) (1]

© Ecnn nanumanusnpyerca 6ecKOHEYHO yaleHHas TO4YKa, KOOPIAMHATHL X U ¥
MpUAETCA 3a[jaTh HENOCPEACTBEHHO, a He Yepe3 Kacc S256Field.

Terepb HaM nerdye MHUIIMAMTM3UPOBATh TOYKY Ha KpMBOIf secp256kl, He ompe-
RenAA BCAKMI pa3 mapaMeTphl a U b, KakK 3TO IPUXOAUTCSA JleNnaTh B Kmacce Point.
Ms1 MoXXeM TaKkoke onpefienuTbh MeTop,  rmul () 6onee adpdekTMBHO, TOCKOND-
Ky HaM M3BeCTeH NOPANOK 71 KOHEYHOi rpymmsbl. VI mockonbky Mbl IporpaMMu-
pyeM Ha ssbike Python, 0603HauMM 3TOT MOPAROK MpomyucHoit 6ykBoi N, 4TO6bI
CTa/I0 NMOHATHO, YTO 3TO KOHCTAHTa, KaK MOKa3aHO HMXe.

N = OxEffffffffffffffffffffffffffffffebaaedce6afds8\
a03bbfd25e8cd0364141

.

class S256Point (Point) :

def __rmul__ (self, coefficient):
coef = coefficient % N 0
return super().__rmul__ (coef)
© 31ech MOXXHO BBHITIOMHUTD OIlEpALMIo IO MOAYIIO 1, MOCKONMBbKY nG = 0. 310
O3Ha4aeT, YTO Yepe3 KaXAble 1 UTEpPaLMil LIMK/IA Mbl BO3BpaIljaeéMCs K HY/IO
M K 6eCKOHEYHO yAaNeHHOI TOYKe.

Touxy G Temepb MOXXHO ONPEAENUTh HEMOCPENCTBEHHO ¥ COXPAHUTH ee, MOo-
CKOJIBKY MbI GyJieM ellie He pa3 IO/Ib30BAThCA €10 B Ja/IbHeIIeM:
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G = S256Point (
0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959£2815b16£81798,
0x483ada7726a3c4655dadfbfc0el108a8fd17b448a68554199¢c47d08ffb10d4b8)

I[IpoBeputs NOPAAOK 1 TOUKM G Temephb He COCTaBUT GOMBIIOTO TPyAa:

>>> from ecc import G, N
>>> print (N*G)
S256Point (infinity)

Kpuntorpadua c oTKpbiTbiM KNIOYOM

HakoHe11-To, B HallleM pacnops>KeHUM MMEIOTCA BCe MHCTPYMEHTANIbHBIE CPef-
CTBa, Tpebyloluecs: /s BHIIONHEHUA ONEpalMii KpUIOTOrpadum C OTKPBHITBIM
K11040M. [71aBHOI M3 HMX AB/IAETCA ONEpalys, ONMChIBaeMas aCUMMETPUIHBIM
ypaBHeHueM P = eG. Boruncints P HETPYAHO, €C/Iu U3BECTHBI € U G, HO He TaK-TO
IIPOCTO BBIYMCTIUTD €, faXKe eclu u3BecTHI P u G. B 5ToM, CO6CTBEHHO, ¥ COCTOUT
YIIOMMHaBIIAsCA paHee 3afjaya AMCKPETHOTO JIorapu(pMupoBaHus.

[ToHMMaHMe TPYFHOCTEN FUCKPETHOTO TOrapiuMUpPOBaHMA MMEET CYLIECTBEH-
HOe 3HaYeHMe A/Is YACHEHMUs aNTOPUTMOB MOANMCAHNUA U Bepudukaumm.

B o61yeM, e Ha3bIBaeTCsA cekpemuvim kno4om (private key), a P — omxpoimbim
xnovom (public key). Cnenyer, ogHaxo, UMeTb B BULY, YTO CEKPETHBIN K/IOY Mpex-
CTaB/IeH 256-pa3psHBIM YUC/IOM, a OTKPBITHIN K04 — KOOpAMHATaMu (x,y), rae
X M y — TaKKe 256-pa3pAHbIe YNCIIA.

NMoanucanue n Bepudpukaums

Y1065 060CHOBATH NIPUYMHBL, IO KOTOPBIM CYILECTBYIOT IIOANMCAHME U BEPHU-
(ukanus, paccMOTPUM CleAyIOLIyI0 cUTyauuio. JlonycTiM, BaM TpebyeTcs foKa-
3aTh, YTO BbI IE/ICTBUTE/ILHO XOPOIINIA TYYHUK U CIIOCOOHBI MONACTh B M06YIo, a
He KOHKPETHYIO Lie/Ib Ha paccTosAHMM 50 MeTpoB.

Ecnu x10-HM6YAb OymeT HabmiofaTh 3a BaMu ¥ 0oOmIaThCA C BaMM, OKa3aTb
CBOM CNIOCOOHOCTM Ty4HMKA BaM OGyfieT HEeTPyAHO. BOo3MOXKHO, AnA MpoBepkH Ba-
LIMX CIIOCOGHOCTEN KOMY-TO TIPUAET B TOTIOBY IIOCTABUTD CBOETO ChIHA C A6/I0KOM
B PyKe Ha paccTosiHuy 40 M ¥ TIpefIOKUTb BaM Ionactb B A6moko crpenoit. Ecnn
BB [I/ICTBUTE/IBHO XOPOLINIL TyYHUK, TO CMOXKETe TIOATBEPAUTD CBOIO KBamnu-
KalMio. A MULIEHb, YKa3aHHas BallVM ONIIOHEHTOM, NO3BO/UT JIETKO MTPOBEPUTD
BaIUM HaBBIKM CTPENBOBI M3 /TyKa.
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Ho, k coxxanenuio, Takoi cocob foKa3aTelbCTBa He 0COGEHHO MOAAAETC HOP-
MupoBanmio. Tak, ec’t BaM NoTpebyeTcs JOKa3aTh CBOM CIIOCOOHOCTH My4HMKa 10
NIOfiAM, BaM IIpUJETCA BBIYCTUTb U3 myka 10 crpen B 10 pa3Hbix MuuieHei ¢ 10
Pa3HBIX PacCTOSIHMIA. V1 XOTA BBl MOXKeTe MONBITaTbCA cobpath 10 /mofeit BMecTe,
4TOGBI OHYM HaO/MIOfanM 3a TeM, KaK Bbl CTpe/seTe U3 TyKa B OfHY KOHKPETHYIO
MMILEHD, BBl He yOemuTe MX, YTO CMOXKETE C TAKMM >Ke YCIIeXOM IIONacTb B MPOuU3-
BOJ/IBHYIO I1€/Tb, TIOCKO/IBKY OHM BCE Cpa3y He CMOTYT BbIOpaTh Takylo lienb. Crego-
BaTe/IbHO, TpebyeTcsA HATH TaKoi cr1oco6, KOTOPBI/A MO3BO/MI 651 BaM IPOABMUTH
CBOM CIIOCOOHOCTM OfMH pa3, a He MMETb BCAKMIL pa3 AeNo C pasHbIMM NPOBepA-
IOLIMMI, HO B TO )X€ BpeMA JI0Ka3aTh, YTO Bbl IE/ICTBUTENBHO XOPOLIMIA TyYHUK U
MOXXeTe MONacTb B Mo6yIo 1eb.

Tak, ect BbI IPOCTO CTpensieTe U3 TyKa B BBIOpaHHYI0O BAMU MMIIEHB, TO CO-
BCeM He 00s3aTenbHO y6enuTe Tex, KTO 6yzeT HabMOAaTh BIOCIENCTBUM Pe3yib-
TaTHI Ballleit CTpenbObl. Bemp BeI MOIIM HapMCOBATb MUIIEHb BOKPYT TOrO MECTa,
Kyfia Tomana cTpena. YTo ke Tora BaM fieniatb?

Bbl MOXXeTe IIOCTYIUTh BeCbMa 6/1aropa3yMHoO, Ha{lIMCaB HAKOHEYHUK CTPEIBI
TIO/IOXKEHMEM MMILEHM, B KOTOPYIO BHI TIONajiaeTe U3 IyKa (Hanpumep, “a6710ko Ha
rO/IOBe MOETO ChIHA”), a 3aTeM IOMACTb B 3Ty MMILEHb AAHHOI cTpenoit. U Tor-
Aa mo60i1, KTO 0CMaTpyUBaeT MULIEHb, MOXET MPOM3BECTH PEHTTEHOCKOIMIO Ha-
KOHEYHMKA JAaHHOJ CTpenbl ¥ YOemUThCA, YTO Ha Heil AEeMCTBUTENBHO HANMCaHa
MMEHHO Ta MUILEHb, B KOTOPYIO OHa Ionasna. A MOCKO/MbKY HaKOHEYHUK CTPEIbI
6bUT ACHO HaJIIMCaH Nepef BHICTPEIOM B MUIIEHD, JaHHOE 06CTOATENBCTBO MO-
JKeT CTaThb /JOKa3aTeNIbCTBOM TOTO, YTO BbI ACVICTBUTENBHO XOPOIINI TyYHUK, €CITH,
KOHEYHO, 3TO He 6blIa MMILIEHb, NIONalaTh B KOTOPYIO Bbl YIIPaXKHAMNCh HEORHO-
KpaTHo.

AHajorM4Has MeTOAMKa MPUMEHAETCA NPy MOANMCAaHUM U BepupuKauuy, 3a
VICK/TIOYEHMEM TOTO, YTO B JAHHOM CITyYae [JOKa3bIBAIOTCA He CIIOCOOHOCTM XOpo-
IIero TyYHMKaA, a 3HaHMe ceKpeTHoro umcna. Ham, B yacTHoCcTH, Tpebyercs moka-
3aTb, YTO MBI 06/1aJlaeM CEKpeTOM, He pacKpbIBas ero. V1 [if 3TOoro Mbl BBOAUM
Lie/Ib B CBOE BBIYMCTICHME U NONAfjaeM B Hee. B KOHeYHOM cueTe Takasi MeTOAMKA
IPYMEHAETCA B TPAH3aKIMAX /I MOATBEP>KAEHNA TOrO, YTO OMTKOIMHBI PacXopy-
10T 3aKOHHBIE B/IafIe/IbLIbI.

Hagnucauue yenun

Hapnucanue nemu 3aBUCHT OT anzopumma noonucu (signature algorithm), u
B laHHOM c/Ty4ae Takoit anroputM HasbiBaeTca “ECDSA” (Elliptic Curve Digital
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Signature Algorithm — anroput™ LMQpPOBBIX NOANMMUCE HA OCHOBE SUIMNTHYE-
CKMX KPUBBIX).

CexpeToM B JaHHOM C/Ty4Yae ABJIAETCA YUCIIO e, YOBIETBOPAIOLee C/IENYIOLe-
MY YC/IOBMIO:

eG=P

3nech P — OTKpBITBIN K04, 3 € — CEKPETHBIA KITI0Y.
Iens, B KOTOpPYI0 MbI CO6MpaeMcs NONACTb, ABNAETCA CIy4aiHbIM 256-pas3pAaf-
HbIM YMCIOM k. VI Ij1 3TOTO MbI JO/DKHBI CR€NaTh CIeAyIolee:

kG=R

Teneps R sBNseTcA Lenbio, B KOTOPYIO Mbl cobupaemcs momacte. B meitcTBu-
TeNbHOCTY HAC MHTepecyeT /IMIIb KOOPAMHATA X LieNn R, KOTOPYI0 MBI 0603HaYMM
KaK 7, T.e. CIy4atiHoe YNCIIO.

B maHHBII MOMEHT MBI MOXKEM YTBEPX/aTh, YTO C/IefyIOlllee ypaBHEHME PaBHO-
3HaYHO 3ajla4e AMCKPETHOTO NIOrapupMUPOBaHNA:

uG + vP = kG

3pmech k BBIGpaHO POU3BOMIBHO, U, v # 0 M MOTYT ObITH BEIOPaHBI OATMCABIIEN
CTOpOHOI, a P 1 G u3BecTHO 6/1arofaps ToMy, 4To

u3 uG + vP = kG cnepyer, uro vP = (k - u)G

A mockonbKy v # 0, MOKHO pa3fieIuTh Ha CKa/IApHOe KpPaTHoOeE V:
P=((k-u)lv)G

Ecnu e M3BeCTHO, TO MBI MMeeM CNeRYIOLLee:
eG=((k-u)/v)IGumne= (k- u)lv

9T0 03HayaeT, 4To /MI060ro coyeTaHns (u,v), yIOB/IETBOPAIOLIETO MPEAbIAYILe-
MY YPaBHEHMIO, OKKETCA JOCTaTOUHO.

Ecnu xe e HEM3BECTHO, TO NIPUAETCA SKCIIEPUMEHTUPOBATD C COYETaHUEM (u,V)
[i0 TeX NOp, MoKa He OyfeT ymoBneTBOpeHO ypaBHeHnue e = (k — u)/v. Eciu 6bI ero
MOXHO OBUIO pemwnTs npy moboM codyeTaHuu (u,v), 3TO 03Ha4ano Obl, YTO HAM
yAanoch pemnth U ypaBHeHue P = eG, 3Haa Tonbko P u G. VIHbIMU cTlOBaM#, MBI
peunnn 6b1 3afiady AUCKPETHOTO /IOTapuPpMUPOBaHMA.

9To 03HavaeT c/enyollee: YTO6B 06€CIeYNTb NMPAaBUIBHOCTD BEMUYMH U U V,
TNIPUAETCS PElIUTD 3a/jady AUCKPETHOTO NOrapuMupoBaHm, a MHade Heo6XoMMo
3HAaTb CEKPETHYI0 Be4MHy e. HO MMOCKO/MBKY MBI OMyCKaeM, YTO PELINTh 3afaqy
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AVICKPETHOTO /IOTapuPMUPOBAHUA TPYAHO, BIIOJIHE MOXHO JONYCTUTh, YTO CeK-
peTHast BeIM4YMHA € U3BECTHA TOMY, KTO IPEAIONIT BETUIMHBIL U U V.

Eme oguH HeBBIsACHEHHDIN O CUX MOP BONMPOC — KaK BHEAPUTH Lie/lb Hallei
cTpenb6bl. Peub, 1Mo cylecTBy, MAET O JOrOBOPE, KOTOPHIN JO/DKEH OBITh BBINON-
HEH B pe3ynbTaTe cTpenb6sl mo mumenu. Hanpumep, Bunsrensm Tenns crpensn
HaCTO/IBKO MICKYCHO, YTO CyMeJI CIIACTH CBOETO ChIHa (T10Yallle CTpesiiTe [0 MyLIe-
HM, YTOOBI criacTy cBoero cbiHa). HeTpyaHo cebe mpefcTaBuTh, YTO 1A MOMaja-
HMUA B 1Ie/Ib MOTYT OBbITb APYTMe IIPUYMHBI M “Harpajbl’, KOTOPBIE MOXET 3aBOEBATh
crpenok. M Bce 3To NpUAETCA BHEAPUTDb B pacCMaTpUBaeMbIe 3[i€Ch YPaBHEHMA.

B TepMuHONMOrMYM NOANMCAHNSA ¥ BepuMKALMY 3TO HA3BIBAETCH XeuleM noonu-
cu, TAie Xelll — 3TO JeTePMUHMPOBaHHasA (PyHKUMA, IOMyYalolas MPOU3BO/IbHBIE
[aHHbIe U Ipeobpasylolnas UX B faHHble GMKCUPOBAHHON BETMYMHBL DTH [JaH-
Hble, 110 CYLIECTBY, AB/IAIOTCA OTIEYAaTKOM COOOILEHMA, COfEpIKalero HaMepeHus
CTpeINKa, KOTOphIE Y>Ke M3BECTHBI BCEM, KTO IIPOBEPSET MONMy4eHHOE cooblieHue.
O603HaunM 3TM faHHbIE OYKBOJ Z M BHEAPUM MX B pacyeT YIIOMAHYTON Bbilie
cymmbl 4G + vP crnegytomm obpasom:

u=zls,v=rls

ITockonMbKy r MCIIONB3YeTCA B BHIYMCIIEHMM BETMYMHBI ¥, MBI T€EM CaMBIM Haji-
IMCalTyM HAaKOHEYHMK CTpenbl. Mbl Take BHEAPMIN HaMepeHMe CTpe/Ka HeIno-
CPENICTBEHHO B YpaBHEHMe, ONpefie/iAIolee BENNYNHY U, 2 IOTOMY M IIPUYMHA /1A
CTpenbOBI M ee LieNb Tenepb BXOMAT B JAHHOE YPaBHEHMeE.

Yrobn1 npuBecTn ypaBHeHMe UG + vP = kG K IpuUrogHoMy 1A pUMeHEeHUs
BUJY, PaCCYMTaeM BEIMUMHY S IPUBEAEHHBIM HIDke 06pa3oM. ITomydenHslit B uTo-
re pe3y/lbTaT MOCTYXUT OCHOBAaHMEM J/IS aITOPUTMa MOAINCH, TA€ r U S — [Ba
4YMC/Ia B OATINCH.

uG+vP=R=kG
uG + veG = kG
u+ve==k
Zls+ris=k
(z+re)ls=k
s=(z+re)lk

A Bepmlmxauml peann3yeTca ROBOIbPHO MMPOCTO, KaK MTOKa3aHO HIKe.

uG+vP,roneu,v+0
uG + vP = (2/5)G + (re/s)G = ((z + re)/s)G = ((z + re)/((z + re)/k))G =
=kG = (r’}')
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Mouemy He pacKpbiBaeTcsa BeIMMNHa k

B maHHBII MOMEHT y Bac MOXXET BO3HMKHYTb BIIO/THE PE3OHHBII BO-
IpOC: IOYEMY MBI PacKpbIBaeM He BEMNYMHY K, a KOOPAMHATY X Iie/n
R, Te. BemuunHy r? Ecnu 6B MBI pacKpbiiu BenmMuMHy k, TO momy-
9uIM Obl IpUBETEHHOE HIDKE COOTHOLIEHME, KOTOPOe O3HAYaeT, YTo
Halll CEKpeT PacKphIT, a C/IEAOBATENIbHO, Ha3HaYeHNe MOAIINCH JILIe-
HO BCAKOro cMbicia. Ho MBI MO>keM packpbITb Lienb R.

uG+vP=R
uG + veG = kG
kG - uG = veG
(k - u)G = veG
(k—u) =ve
(k-u)lv=e

CrouT elge pa3 HallOMHMTb, YTO B KauyeCTBE BEIUYMHBI K ClIefiyeT
HETIpeMeHHO YTIOTPeONATh MCTMHHO C/ydaiiHble uucrma. Begbp maxke
CTy4alfHOe PacKpbITMe BeNMYMHBI k A1 M3BECTHOM INOANMCH paB-
HO3HaYHO PAaCKpPBITUIO CEKpeTa M IOTepe COOCTBEHHBIX AEHEXHbIX
cpencTs!

MNoapo6Hee o BepuPpukayuu

IMopnucy cmyxaT ANA MOANMCAHUA HEKOTOPOro 3HadeHMsA (PUKCHMPOBaHHOM
B/MHBL (HanpuMep, 32 6aifTa). B paccMaTpuBaeMoM 3/iech Clryyae 3TUM 3HaYeHMEM
AB/IAETCA YIIOMAHYTHIA BbILle “AOroBop’. A TO, 4To 32 6aiiTa cOCTOAT U3 256 61-
TOB, He AB/IAETCA CIy4YaifHbIM COBIafIeHNEM, TOCKOIbKY MOAIMCHIBAEMOE 3HaYeHNe
CITY>)KMT CKa/sApHBIM KpaTHBIM AnA Touku G.

Jlns TOro 4TOO6b! /IMHA MOAMMCHIBAEMOTO JOKYMEHTa HEMPEMEHHO COCTaBM/Ia
32 6aitra, HeO6XOLMMO CHaYa/la XeIMpPOBATh 3TOT AOKYMEHT. DTUM IapaHTHPYeT-
cs, 4To OyAeT MOAMMCaH JOKYMEHT ANMMHOM PoBHO 32 6aitTa. [Ina aroro B 6uT-
KOVf{He MpUMeHseTCcs QyHKuMA xemwnpoBanus hash256 mnm BbIMOMHEHHas 3a fBa
umKkna QYHKUUsA XelnpoBaHus sha256. OTUM Taxoke rapaHTHpYyeTcs, 4TO Gymer
MOANMMCAH BOKYMEHT J/IMHONM poBHO 32 6aifTa. Pe3ynpTaT XemmpoBaHUA Ha3biBa-
eTca xewiem noonucu (signature hash) n o603Havaercs kax z.

IMopnuce, nposepsieMas npu BepudMKauuy, o6pasyeTcs U3 ABYX COCTAB/IAIO-
mux (7,s), rAe ¥ — KOOpAMHATA X HEKOTOPOIL LieNeBOi TOYKM R, K KOTOpPOit Mbl
eme BepHeMcA. A ¢popMy/a IIa pacyeTa BETUYMHBI § TaKasd >Ke, KaK ¥ BbIBefleHHas
BBILLIE:
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s=(z+re)lk

B aT0it popMyne HaMm u3BecTHO e (M3 ypaBHeHus P = eG, MHaye TO, YTO MBI HO-
KasbIBaeM, JO/DKHO ObITb HAM M3BECTHO B MepBYI0 o4epenb). HaM Taioke M3BeCTHbI
k (n3 BriBemeHHOrO paHee ypaBHeHusa kG = R) n z.

CoctaBuM Tenepb ypaBHeHMe R = uG + vP, onpenenus u 1 v Kak

u=2zs
v=rls

Takum o6pazom, monydaem
uG + vP = (z/5)G + (r/s)P = (z/s)G + (re/s)G = ((z + re)/s)G
Hawm yxe u3BecTHo, 4TO s = (z + re)/k, a cnemoBarenIbHO
uG+vP=((z+re)/ ((z+re)k))G=kG=R

WUtaxk, MBI yiayHo BbIOpany BeMMYMHBI U ¥ v TAKUM 06pa3oM, 4ToObl cpopMu-
pOBaTh LieNeByI0 TOYKY R, KaK ¥ HaMepeBalIuCh cfenarb. bonee Toro, Mbl Mcronnb-
30Ba/ ¥ NIpY BBIYMCIIEHUM BETUYMHBI V, IOATBEPAUB T€M CaMBIM, YTO HaM 6bIIO
3apaHee M3BECTHO, KaKoy OyfeT ueneBas Touka R. Ho 3HaTh 3apaHee o ueneBoi
TOYKe R MOXHO NIUIIb B TOM CTy4ae, eCliu U3BECTHO e.

TakuM o6pa3oM, 4T06bI cHOpMIUPOBATH LieNIEBYIO TOYKY R, HEOOXOAMMO BBINON-
HUTD CNIEAyIOIye AeICTBIUA.

1. VicxopHo 3apaTh nopmnuch B Bupe (7,5), Z — B BUfie Xellla IIOANMCHIBAEMOTO 10-
KyMeHTa, a P — B BUJie OTKPBITOro K/mo4a (MM OTKPBITOI TOYKM) MOAMUCAB-
1I€e CTOPOHBIL.

2. Borumcnautb u = z/s, v = r/s.
3. Bwruncauts uG + vP=R.

4. Ecnu xoopauHara x 11e71€Boit TOUYKM R paBHa 7, TO IOANMCH [IeCTBUTENbHA.

3ayem BbINONHATL PyHKLMIO XewmpoBaHua sha256

3a ABa LUMKna

YTO6B! BHIYMCIUTD BEMYMHY Z, HEOOXOAMMO BBINIONHUTD QYHKLMIO
xeupoBanus hash256 unu >xe pyHkumio xemmposauus sha256 3a
ABa LMK/Ia. B CBA3M C 3TMM MOXKET BO3HMKHYTb BOIIPOC: 3a4eM HYX-
Hbl IBa LMK/IA, eCIU TpebyeTcss Bcero MMIUb MOMYYUTh 256-pas3pan-
Hoe yucno? Bce meno B 6e3onacHocTy.
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Xopoluo u3BecTHa aTaka Ha OCHOBE KOJUTM3MM Xell-(PyHKLMIA B a/Iro-
put™e umdposauns SHA-1, nHave HasbiBaeMast amaxoii muna “oxetl
pOsOenus”, KOTOpas yIpollaeT MOMCK MOKOOHBIX Konmmm3uit. B xom-
nanun Google Takas konnmmsnus 6sr1a o6Hapy>kena B 2017 rogy c mo-
MOIIbI0 HEKOTOPBIX MOAM(MKALMII aTaky THIIA “[HEN POXKAeHUA
u MHorux ppyrmx mpuemoB (https://security.googleblog.
com/2017/02/announcing-first-shal-collision.html). Io-
aToMy OeotiHoe mudpopanue no anroput™my SHA-1 cmyxut mepoii
60pb6bI MM XOTA 6B 3aMe/IEHNs HEKOTOPBIX GOPM TaKOi aTakMu.

U xo1s BbimonHenue pyHKUMu XemmpoBaHusa sha256 3a aBa umkia
COBCEM HeoO0s13aTe/IbHO MPEfOTBPAIaeT BCe BO3MOXKHBIE BUABI aTak,
TaKOM NpMeM 3aLVIIAET OT IIOTEHIMAIbHBIX YA3BMMOCTEN.

Bepndukauma nognncu

A Tenepb MOXXHO ITPOM3BECTY BepUPMKALMIO ITOAIICH, MCTIONB3YA HEKOTOphIe
M3 UMEIIIMXCSA B HallleM PaclopshKeHUM Kpunrorpaduyeckux IpMMUTUBOB, KaK
MOKa3aHO HIKe.

>>> from ecc import S256Point, G, N

>> z = 0xbc62d4b80d9%e36da29c16c5d4d9£11731£36052¢72401\
a76c23c0£fb5a%074423

>> r = 0%x37206a0610995c58074999¢cb9767b87a£f4c4978db68\
c06e8e6e81d282047a7ch

>>> s = 0x8ca63759cll57ebeaec0d03ceccalldfc9a75bf8e6\
d0fa65c841c8e2738cdaec

>> px = 0x04519fac3d910ca7e7138£7013706£619fa8£033\
ebec6e09370eal3Bceeba7574

>>> py = 0x82b5leab8c27c66e26c858a079bcdf4flada3sce)
c420cafcTeaclad2216fbbcd

>>> point = S256Point (px, py)

>>> s _inv = pow(s, N-2, N) (1)
>»>u=2%*s inv $ N o

>>> v =r*s inv $ N ®

>>> print((u*G + v*point).x.num == r) (1]
True

O s Beruncnenns 1/s sgech npuMeHsercs Manas reopeMa depMma, OCKONBKY
1 — IPOCTOE YMUCTIO.

@® Boeruucauts u = z/s.
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©® Broruncaurs v = r1/s.

© Boruncnute uG + vP = (r,y). 3ecb He06X0AMMO NIPOBEPUTD, YTO KOOPAMHATA
X paBHa 1.

YnpaxHeHue 6

IIpoBepbTe, AEVICTBUTENbHBI TN CIEAYIOLIME TIOAMCH:

= (0x887387e452b8eaccd4acfdelld%aaf7£6d%9a0f975aabb10d006e4da568744d06c,
0x61de6d95231cd89026e286df3bbaedaB894a3378e393e93a0£45b66632%a0ae34)

o

noonuce 1
Oxec208baalfclcl9f708a9cad%96fdeff3ac3f230bb4aTbadaeded942ad003c0£f60
Oxac8dlc87e51d0d441be8b3dd5b05¢c8795048875dffe00b7£ffcfac23010d3a395
0x68342ceff8935ededd102dd876ffd6ba72d6ad27a3edbl3d26eb0781cb423c4

0w R N *
]

nomnuce 2

= 0x7c076££316692a3d7eb3c3bb0f8b1488cf72elafcd929e29307032997a838a3d
= Oxeff69ef2blbd93a66ed5219add4fb51el1a840£404876325ale8ffe052%a2¢c
0xc7207feel97d27c618aeab21406£6bf5ef6fca38681d82b2f06fddbdcebfeabb

”w R N 3

MNporpammHan peannsauna BepudmnkKaunmu nognucen

Y Hac yxe uMeeTcs Knacc S256Point, MpefCTaBNAIOIIMA OTKPBITYIO TOYKY A1
CEKPETHOTO K/TI0Ya, I03TOMY CO3AaAMM K1acc Signature /i1 XpaHEeHUs BEMUIMH
r U S, KaK [I0Ka3aHO HyDKe. MBI ellje BepHeMCsl K 3TOMY K/IacCy B I7IaBe 4, YTOObI
pacmMpyuTh ero GYHKIMOHA/TbHbIE BO3MOXXHOCTH.

class Signature:
def __init_ (self, r, s):

self.r =_r
self.s = s

def _ repr_ (self):
return 'Signature({:x},{:x})'.format(self.r, self.s)

U Ha 3TOM OCHOBaHMM MOXXHO Tellepb onpeRenuTb MeTox verify () B kmacce
S256Point cnepyroumm o6pazom:

class S256Point (Point):

def verify(self, z, sig):

s_inv = pow(sig.s, N - 2, N) 0
u=2z*sinv %N o
v = sig.r * s_inv ¥ N ®
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total = u * G + v * self o
return total.x.num == sig.r (5 )

Ina Berumcnenus 1/s agech mpumeHseTcsa Manasd Teopema Pepma, mockonbky
HOPAMOK 1 KOHEYHOJ IPYTIIbl — MPOCTOE YMCIIO.

Boruncnts u = z/s. Cnefgyer uMeTh B BUAY, YTO 37€Ch MOXXHO BBIMOTHUTD
Ollepalmio 10 MOAY/IIO 1, OCKOMBKY # — MOPANOK IPYIINbL.

Beramciuts v = r/s. Cnepyer MMeTb B BUAY, YTO 3[€Ch MOXKHO BBIIIONHUTD OIle-
paLMIo 10 MOAYIIO 1, IOCKONIBKY 1 — MOPAKOK IPYTIIIBIL.

Beruucnuts cymmy uG + vP, kotopas fo/mKHa 6biTh paBHa R.

ITpoBepuTH KOOPAMHATY X Ha PABEHCTBO 7.

Wrak, nMesa B cBOeM pacnops>KeHMM OTKPHITHIA K104 B BU/I€ TOYKM Ha 3/I/IMII-
THYeCKOl KpuBOit secp256kl, a Taxoke Xell MOANUCHK (2), Mbl MOXKEM NIPOBEPUTD,
AECTBUTENIbHA JIN TIOAINCD.

Noapo6Hee 0 nognucaHnm

Ecnu 3HaTh, KakiM 06pa3soM AO/DKHA BBIONHATHCA BepUOUKALMA, TO HETPYA-
HO OCYILeCTBUTD U mopmucanue. OCTaeTcsA MIIDb BbIACHUTD, KaKylo BEeMYMHY k, a
cnepoBatenbHo, R = kG, Heobxopumo BbIOpaTh. C 3Toif Lie/blo BbIGEpeM CTydait-
HYI0 BeM4MHY k.

Vrak, npoLenypa MOANMCaHUA OCYLIECTBIAETCA CeRYIOWUM 06pa3oMm.

1. VicxopgHo 3aiaHa BeIM4YMHA 2,  TAKOKe M3BECTHA BeMYMHA e, TaK 4To eG = P.
2. Bbi6paTh crydaifHyio BemuumHY k.

3. Berumciuts R = kG u r = KOOpAMHaTa X 1eNIeBOI TOYKM R.

4. Boryucnuts s = (z + re)/k.

5. TakuM 06pa3oM, MOAINUCH CO3AaHa B BUAE (7,S).

CrnenyeT, OBHAaKO, MMETb B BURY, YTO OTKPBITHII K04 P 10/KeH OBITH TepenaH
TOMY, KOMY TpebyeTcs IIpoM3BeCTH ero BepupMKaLMIO 1 /I 3TOro eMy Heo6Xomu-
MO TaK)Ke 3HaTb Bem4uHy z. Kak 6yzieT nmokasaHo pasee, Be/IMUMHA Z BBIYMCTIAET-
Csl, a OTKPBITHIN KMo4 P oTchI/TaeTcss BMECTeE C MOAIMCBIO.

Co3pnaHune nognucm

Tenepb MBI MOXXE€M CO3aTh IOANUCH.
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BHMMaTenbHO OTHOCUMTECH K CO3QaHUI0 Cﬂy‘laﬁHbIX yucen

ViMeitTe B BUAY, YTO NMONBb30BAThCA YEM-TO BpOfie MMeloleiics B Pyt-
hon 6ubnmnorekn random ans ueneit kpunrTorpaduy He peKOMEHAY-
ercs. Jta 6uMbIMOTEKa, B YaCTHOCTH, NpefHa3Ha4eHa A/IA NpUMEHe-
HMS TONIBKO B Y4eOHBIX LIE/IAX, IIOITOMY HM B KOEM CITyYae He IONb-
3yiTech ONMCBIBAEMBIM 3/1eCh KOZIOM /I TPOM3BOACTBEHHBIX LieNel.

JIns 3TOro BOCMONb3yeMCA HEKOTOPBIMM M3 MMEIOLMXCSA B HAIlleM Pacropsie-
HUY KpUnTorpapuIeckux NpUMUTHBOB.

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

from ecc import S256Point, G, N

from helper import hash256

e = int.from bytes(hash256 (b'my secret'), 'big') o
z = int.from bytes(hash256 (b'my message'), 'big') (]
k = 1234567890 ®

r = (k*G).x.num o

k_inv = pow(k, N-2, N)

s = (z+r*e) * k_inv § N -]

point = e*G o

print (point)

S256Point (028d003eab2e428d11983f3e97c3faladdf3b42740df0d211795ffb3be2£f6c52, \
0ae987b9%ecbeal59c78cb2a937edB89096fb218d%e7594£02b547526d8cd309e2)

>>>

print (hex(z))

0x231c6£3d980a6b0fb7152£85ceeTeb52b£92433d9919b9c5218cb08e79cce78

>>>

print (hex(r))

0x2b698a0£f0a4041b77e63488ad48c23e8e8838dd1fb7520408b121697b782ef22

>>>

print (hex(s))

0xbbl4e602ef9e3£f872e25fad328466b34e6734b7a0fcd58bleb635447ffae8cbd

9To0 npuMep “Kouienbka B yMe”, IpefHa3HaYeHHOTO LA XpPaHEHUs CEKPETHOTO
K/II0Ya B CBOEM yMe U 06/Ier4eHus ero 3anoMuHanus. BripoyeM, nonpsosarbes
NOOGHBIM CPEACTBOM I XpaHEHUs HACTOALIMX CEKPETOB He PEKOMEHAYETCA.

3To Xelll MOAIMCH UIN Xell OAMNCHIBAEMOT0 COOGIIICHMH.

3mech mpepmnonaraeTcsA UCIONb30BaTh GUKCHPOBAHHYIO BEMMUMHY k 1A fe-
MOHCTPALIMOHHBIX Lie/e.

kG = (r,y), mosTomy 3pech B3ATa INLIb KOOPAMHATA X.

s = (z + re)/k. 3mecb MO)XHO BBIITOTIHUTD OINEPALIMIO ITO MOAYIIIO 1, TOCKONMBKY
M3BECTHO, YTO 1 — 3TO MOPAAOK KOHEYHOM LMK/INYECKOI TPYTIIIBL.

OTKpbITast TOYKa AO/DKHA OBITH M3BECTHA TOMY, KTO IIPOU3BOAUT Bepudu-
Kaluio.
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YnpaxHeHue 7

HOIIHMI.[II/ITC cnenymroliee COOGI].ICHMC 3aJaHHDBIM CEKPETHBIM K/TIOYOM:

12345
int.from bytes(hash256 ('Programming Bitcoin!'), 'big')

N ®
]

NporpammHan peanusauna NOANMCAHNA COO6LLEHMIA

JI1s1 mMporpaMMHOI peanu3anuy MOAIMMUCAHUA COOOIIeHMI, He06XOAUMO CO3-
paTh Knacc PrivateKey, B 06bexTe KOTOpOro 6yfeT XpaHUTbCA CEKpPeTHas VMH-
dopMmanys, Kak MOKa3aHO HIDKeE.

class PrivateKey:

def _ init (self, secret):
self.secret = secret
self.point = secret * G

def hex(self):
return '{:x}'.format (self.secret).zfill (64) 0

O 3peck pagy yro6cTBa coxpaHsaeTcs OTKPBITHIA Koy (self.point).
3aTeM HeOOXOAMMO ONpENEeNNTb METOR Sign () cremytommM obpasom:

from random import randint

class PrivateKey:

def sign(self, z):

k = randint (0, N) (1]

r = (k*G).x.num (2]

k_inv = pow(k, N-2, N) ®

s = (z + r*self.secret) * k_inv % N o
if s > N/2: ®

s=N-35s

return Signature(r, s) ()

O B dyskuuu randint () BbrIGMpaeTcA MPOM3BONBHOE LieI0€ UNCTIO, HAXOAALLE-
ecs B npefienax ot 0 go n. Ho B peanbHBIX CTy4asx NMONb30BATHCA ITOM QYHK-
et u3 6ubnmotekn random He peKOMEHAYETCA, TOCKO/IbKY OHA BO3BpalllaeT
4YMCTI0, KOTOPOE B UTOTe OKAa3bIBAETCA HEIOCTATOYHO CTy4alHbIM.

® Boruucmuts r — KOOPAIMHATY X Lie/1eBOit TOYKM R.

® U 3pech npumensercs Manas TeopeMa depMa, MOCKONBbKY TIOPAROK # KOHEY-
HOJ1 IPYTIIIBI — MPOCTOE YMUCTIO.
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@ Beruncnuts ypaBHenue s = (z + re)/k.

© Ilpu Mmanoit BenuymHe s MOMYYAIOTCA Y3/IbI /1A Tepefiady TpaH3aKumit. ITo
RenaeTcs Ans 6ompureit rubxoCcTH.

@® 3pech BosBpamaeTcs 06bEKT ONpefieNIeHHOTO paHee Kimacca Signature.

Baxuoctb YHUKaNbHOCTH 3HaYeHuUA k
IMoanucy MOAYMHAIOTCA OYeHb BXXHOMY IPABUITY, OMPENENAIONIEMY Cy4aiHYIO
COCTaB/AKIIYI0 (B JAHHOM Cly4ae — k), Be/IMYMHa KOTOPOM JIO/DKHA OBITH He-
TIIpeMeHHO YHUKa/bHOM /A KKK/ MOAMMCH. ITO O3HAYaeT, YTO BeMuymHa k He
MOXeT MCIIO/Ib30BaThCs MMOBTOPHO. Beab ecnu BenmuumHa k MCIIONb3yeTCs MOBTOP-
Ho, cexpet packpbiBaetca! [Touemy? IToTomy, 4TO ecriu MMeeTCA CEKPET e, a BeNu-
4yHa k MCTIO/MB3yeTCsl IOBTOPHO /1A MOANMCAHUA COOOLIEHMA Z; U Z,, TO BCAKMIA,
KTO 0OHapy>xuBaeT 06e MOAMMCH, MOXKET PacKpHITh CEKPET N0 BHIBEZICHHOM HIDKE
¢dopmyne! Tak, cucTeMa 3aIMTHI UrPoOBOIf mpucTaBKu PlayStation 3 6bima B3/oMa-
Ha B 2010 rogy u3-3a TOro, YTO BeIMYMHA Kk MCIIONIb30BA/IaCh B HECKONMbKMX ITOATIN-
cax (https://arstechnica.com/gaming/2010/12/ps3-hacked-through-
poor-implementation-of-cryptography/).
kG = (7‘,}’ )
s;=(z,+re) [ k,s,=(z,+re) [ k
s)ls, = (z, + re) | (z, + re)
s,(z, + re) = s,(z, + re)
5,2, + 5,16 = 5,2, + 5,18
s,re - s,re = 5,2, - 5,2,
e=(sz, —s,z,)/ (rs, - 15,
B kauecTBe Mepbl 60pb6BI C pacKpbITHEM CEKPETOB BhIpabOTaH CTaHAAPT Ha CO3fa-
HMe KaX/blil pa3 YHMKA/IbHON JeTEPMUHMPOBAHHOM BEIMYMHBI k VICXOAA U3 UMe-
IOLLIETOCs CeKpeTa U MOANMMUChIBaeMOro coobuenns z. Cnennduxaums sToro CTaH-
mapta npuBeneHa B fokyMeHTe RFC 6979 (https://tools.ietf.org/html/

rfc6979), a COOTBETCTBYIOIME U3MEHEHUA B MCXOHOM KOJie BBIITIAAAT CNEeRyIO-
M obpasom:

class PrivateKey:
def sign(self, z):
k = self.deterministic_k(z) (1]
r = (k * G).x.num
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k_ inv = pow(k, N - 2, N)
s = (z + r * self.secret) * k inv % N
if s >N/ 2:
s =N-35s
return Signature(r, s)

def deterministic k(self, z):

k = b'\x00' * 32
v = b'\x01' * 32
if z > N:

z == N

z_bytes = z.to_bytes(32, 'big')
secret_bytes = self.secret.to_bytes(32, 'big')
s256 = hashlib.sha256

k = hmac.new(k, v + b'\x00' + secret_bytes
+ z_bytes, s256).digest()

v = hmac.new(k, v, s256).digest()

k = hmac.new(k, v + b'\x01' + secret bytes
+ z_bytes, s256).digest()

v = hmac.new(k, v, s256).digest()

while True:
v = hmac.new(k, v, s256).digest()
candidate = int.from bytes(v, 'big')
if candidate >= 1 and candidate < N:
return candidate (]
hmac.new(k, v + b'\x00', s256).digest()
hmac.new(k, v, s256).digest()

k
v

© 3mech ucnonbayercs AeTepMMHMPOBAHHAA, a He CTydaifHad BemnumHa k. Bce

OCTAa/IbHOE TE€/I0O METOA sign () ocraeTcsA TakMM Xe, KaK U Impexne.

e 3rtoT A/ITOPUTM BO3BpAlllaeT MOAXOAALIETO KaHAMAATA HA YHUKA/IDHYIO BE/IN-

YUHY k.

Takum 06pa3oM, BenmMuMHa k OKa3bIBaeTCA YHUKAIBHOM C JOCTATOYHO BBICOKOI
CTENeHbI0 BEPOATHOCTH. VI 3TO CTAHOBUTCSA BO3MOXHBIM IOTOMY, YTO pyHKIMA
xewpoBaHus sha256 ycToitumMBa K KO//IM3NAM, KOTOpbIe A0 CMX TOp He 06Hapy-

JKCHBI.

Eme ogHoO NpEUMYLIECTBO TAKOI'0 IIOAXOAA, ¢ TOYKU 3pE€HMUA TECTUPOBAHMA, 3a-
K/JII4YaeTCca B TOM, YTO IIOAIIMCH 3aJaHHOrO COO6IIICHMH ZHn cereTan‘& K4
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OCTAIOTCA KaXAbIA pa3s HeM3MeHHbIMU. Brrarojapa sToMy 3HauMTeNBHO yrpouia-
eTCsA OT/IafiKa MCXOZHOTO KOfla M HalMCaHyue MORYIbHbIX TecToB. Kpome Toro, Te
TPaH3aKLMH, B KOTOPbIX IIPMMEHAETCS feTEPMUHUPOBAHHASA BeIMYMHA K, KaXK/bIit
pa3 6yAyT cO3faBaTbCA TaKMMM XK€ CaMBIMM, IIOCKO/IbKY He M3MEHAETCS MX TOJ-
nuce. VI 6narogaps sToMy TpaH3aKL{MM CTaHOBATCA MeHee IOJATIMBbIMU (ITOKPO6-
Hee 06 3TOM — B rnase 13).

3aKknioueHue

B 3Toif rmaBe 6bUIM M3/I0XKEHBI OCHOBBI KPUITOrpaduy MO SIIMNTUYECKUM
KPMBBIM, ¥ 3TO JIaeT BaM IIPaBO YTBEPXKAATh, YTO BbI Tellephb 3HaeTe, KAK XPaHMUTb
CEKpeT, IIOIMMChIBasA COObILeHNe, ¥ MPOBEPATH MOAIMHHOCTD TOTO, KTO dakTude-
cku nomucan coobimenue. Y faxe ecnu Bbl He po4TeTe 60MbILE HU OAHOI CTpa-
HMIIbI 3TOJ KHMIM, BBl BCE PABHO YK€ HAyYWINCh TOMY, YTO paHbIlle Ha3bIBa/lOCh
“opyxueM crenuanbHoro HasHadeHusa” (https://en.wikipedia.org/wiki/
Export_of cryptography from the United States). Takum o6pa3om, Bbl
COBEpIUNM/IM IMIABHBIV IIAT Ha ITYTH K M3YYEHUIO PACCMATPUBAEMOTO 3[eCh Mpex-
ME€Ta, YTO OYEeHb BaXKHO [/I1 YCBOEHMA MaTepMasa OCTa/IbHOI YacTy 3TOM KHUIH!

A B crepyroleit I71aBe MBI TepeiifieM K 06CY)KAeHMI0 BOIIPOCOB CepUanu3aLum
MHOTYUX U3 PaCCMOTPEHHBIX 3/IeCh CTPYKTYP AaHHbIX, YTOOBI XpaHUTb MX Ha XKeCT-
KOM JIMCKe M TepefiaBaTh IO CETH.
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FMABA 4
Cepuanuzauus

B MPpERBIAYIINX I7TaBaX MBI CO3/1a/IM HEMAJIO K/IACCOB, B TOM 4uUC/Ie PrivateKey,
S256Point u Signature. A Tenepb Mbl JO/DKHBI IIO[yMaTb O TOM, KaK I€pefaTh
00BEKTHI 3TUX K/IACCOB Ha APYTHe KOMIBIOTEPHI B CETH MY XOTA 6ObI IIepeHeCTH Ha
XeCcTKuit aucK. VIMEeHHO 37iech U BCTYNAET B [IEACTBME CEpUANMU3ALNSA, IIOCKONIBKY
HaM TpebyeTcs NepefaTh 10 CETU MM COXPAHUTD Ha JKECTKOM AucKe 0OBEKT THIIA
S256Point, Signature unu PrivateKey. B ngeanpHoM cnydae xenaTenbHo cyie-
maTh 370 3¢ (PeKTUBHO 1O NPUYNHAM, 06BACHAEMBIM B IaBe 10.

Heoxatbiit popmar SEC

WUrak, HauHeM c Kmacca S256Point, npeacTasnAolero oTKpouIThii Kmod. Ha-
IIOMHMM, YTO OTKPBITBI K04 B KPUNTOrpaduy 1o 3//IMITUYECKMM KPMBBIM Ha
CaMOM fefie SIB/ISIETCS LieIeBOi TOUKOI ¢ KOOpAMHaTamy (x,y). Kak xe cepuanmnau-
pOBaThb 3TH JaHHbIE?

OxasbIBaeTcs, YTO [JIA CEpUaNM3aALUU OTKPHITHIX Kovel, GOpMUpyeMbIX
no anroputmy ECDSA, yxe umeercs crangapthsiit popmar SEC (Standards for
Efficient Cryptography — Cmandapmot ons sagppexmueHnozo wiugposanus), npu-
yeM C/0BO “9()(eKTMBHOr0” B €ro Ha3BaHMM NPpeAINoNaraeT MUHMMA/IbHbIE U3-
nepxku Ha mudposanmne. Popmar SEC cymecTByeT B ABYX opmax: HeC)KaToM
u okaroit. HauHeM ero paccMoTpenue c nepBoit popMsl, a KO BTOPOJ nepeitfieM
B CTIeRyIOIEM pasfierne.

Hannble dopMmupyloTca B HecxaroM (opmare SEC mna 3aganHOM Toukm P =
= (x,y) B cnepyoLeM NOPSLKE.

1. CHavana 3ajaeTcs npeduKcHbIit 6aitT 0x04.

2. 3aTeM K HeMy mpMcOeuHAIOTCA 32 6aifTa, Clefylomye B 06paTHOM NMOpsAaKe
M 0603HaYaOLIMe LeIOYMCTIEHHOE 3Ha4YeHe KOOPMHATHI X.



3. Janee npucoenuHs0TCA elte 32 6aiiTa, ciefyomue B 06paTHOM mopsAaKe U
o6o03HavarolMe LIeTOYUCTIEHHOE 3HaYeHMe KOOPAVHATHI y.

Crpykrypa Hecxatoro ¢popmara SEC HarmamHo npefcrapneHa Ha puc. 4.1.

04

4f033852

dee6c8906498

37d92167c13e236446b417ab79a0f caed12ae3316b77

04 - Mapkep

KoopawHara y — 32 6anta

Puc. 4.1. Hecxamuwiii popmam SEC

Mpamoit n 06paTHbIN NOPAAOK cnefoBaHun 6anTos

CylecTBeHHOI MOOGYAUTENbHOM TPUYNMHON /1A KORUPOBOK C Mps-
MbIM U 0OpaTHBIM MOPSAAKOM CIeHOBaHMsA 6AiTOB CIYXMUT XpaHeHMe
YMCIOBBIX AAHHBIX Ha >KECTKOM JMCKe. B 4acTHOCTH, 3aKOgMpOBaTh
4Y1C/I0, KOTOpOE MeHbllle 256, COBCEM He TPYHO, IIOCKONbKY /I €ro
XpaHeHUs Ha KECTKOM [MCKe JOCTATOYHO efMHCTBEHHOrO 6aifTa (2%).
Ho ecnu uncno 6onbiie 256, To Kak €ro cepuaau3upoBaTh B MOC/e-
JOBaTe/IbHOCTD 6aiTOB?

Apabckne uucna (B [JEeCATUHHOM CHCTeMe CYMCIIEHUA) YUTAIOTCA
cneBa HampaBo. Tak, yncno 123 uuraercs kak 100 + 20 + 3 (Te. cTO
ABajuaTh TPM), a He Kak 1 + 20 + 300. A B gBOMYHOI dopme 3TO
YMC/IO TMPENCTABIEHO B 06pamHOM TOPsAAKeE CIefoBaHMA 6aiiTOB OT
CTapllero K MaajiieMy, OCKONbKY OHO HAYMHAETCA C paspAfa COTEH
M OKaH4YMBaeTCcA pa3pAnoM enuuul,. Ho B BHIYMCINTENDBHOM TEXHMUKE
6omee 3¢ PeKTMBHBIM MHOT/]a OKa3bIBAETCA IPOTUBONONIOXHBIA, NPA-
Moti IOPAAOK CefoBaHMUA 6AITOB OT MIAALIMX K CTapLIMM.

A IOCKO/IBKY KOMIIBIOTEPBI 06pabaThIBaIOT AaHHbIE B 6aifTax, COCTO-
AWMX U3 8 GUTOB, feCATUYHDIE YUC/IA NPUXOAUTCA NPENCTABNATh B
CHCTEMe CUMCIIEHUA IO OCHOBaHMIO 256. 3TO, HalpuMep, O3HavaeT,
4TO gecATMYHOE Yucno 500 MoxeT 6bITh npefcTaBneHo kak 01f4 B
obpaTHOM mopsfike clefoBaHuA 6aiToB, T.e. 500 = 1 x 256 + 244
(f4 — B wecTHagUaTepUYHOI POpMe), a B IPAMOM ClIefoBaHMA bait-
TOB — Kak f£401.

K coxaneHnio, HEKOTOpbIe BUABI CEpyanm3aLyuu B OuTKoIHe (Hanpu-
Mep, KOOpAMHAT x 1 y B ¢popmare SEC) BhInonHATCA B 06paTHOM
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NOpsAfIKe CNefOBaHNMA 6aifToB, TOIa KaK Apyryue ee BUABI (Hampumep,
HOMep BepCUM TPaH3aKLMH, CM. ITIaBy 5) — B NPSMOM IIOPSAKe Cle-
foBaHMA 6aiToB. B 3TOI KHMre cenManbHO 0bpalaeTcss BHUMAHMe,
KOIfla CepManm3auMsA AaHHBIX BBIIIOMHAETCS B OOpaTHOM mMOpsAAKe
cnefoBaHyA 6aifTOB, a KOTa — B IIPSAMOM MOPSAKe.

ITponssecTnt cepmanmusaumio AaHHbIX B HeckatoMm ¢opmare SEC coBceM He
TpyAHoO. TpynHee npeobpasoBarb 256-paspsagHoe uncino B 32 6aiiTa, KOTOpbIE Clle-
Ay1oT B 06paTHOM nopsapake. Hike moka3aHo, Kak 3TO [ie/laeTcs HEMOCPeNCTBEHHO
B KOJe.

class S256Point (Point):

def sec(self):

' ' 'BosBpamaeT OBOMYHENT BAPMAHT HAHHEX @$opMara SEC'''

return b'\x04' + self.x.num.to_bytes(32, 'big') \

+ self.y.num.to bytes(32, 'big') 0

© Hauunas c Bepcun Python 3 saganHOe 41cno MOXHO peo6pa3oBaTb B 6aiThI
¢ moMobio MeTola to_bytes (). B xauecTBe nmepBoro aprymMenTa npy Bbi3oBe
3TOro METo/ia yKa3bIBa€TCA KOINYECTBO 6aitToB A/A NIpeACTaB/IEHNA 3alaHHO-
ro 4YMcCia, a Ka4e€CTBE€ BTOPOTr0O apryMeHTa — IOPpANOK C/IeNOBaHUA 6aitToB (CM.
IIpME€YaHNe IpUBEAEHHOE BbII.IIe).

YnpaxHeHue 1

IIpencraBbTe OTKPHITHIA K04 B HeckaToM popmare SEC, ecnu uMerotcs cre-
RyIol1e CeKpeTHbIE KMIOYM.

e 5000
o 2018°
e Oxdeadbeef12345

Oxatbiii ¢popmar SEC

HamoMuuM, yTo mo60it KOOpAMHATE X COOTBETCTBYIOT 1O KpaifHel Mepe /iBe
KOOPAMHATbI ¥, 4TO O6YC/IOBNIEHO HaNMYMeEM 4/eHa y* B YpaBHEHUM, ONMUCHIBAIO-
1eM 3/UTMNITHYECKYIo KpuByIo (puc. 4.2). Oka3sbIBaeTcs, YTO TaKas >ke caMast CUM-
MeTpUA HaOMoaeTCs ¥ Haj KOHEYHBIM TO/IEM.
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Puc. 4.2. [léa 603m0xcHbIX 3HAHEHUS KOOPOUHAMDbL
y 06pasyomcs 8 mex mo4xax, 20e 6epMUKAnbHASL TUHUS
nepecexaem nAUNMUYECKY10 KPU8Y10

Takast cMMMeTpHs 06BACHAETCA TeM, 4TO yPaBHEHMIO y* = X° + ax + b ynosnet-
BOpsieT He TO/MBKO /M06ast Touka ¢ KoopAMHaTamMy (x,y), HO ¥ TOYKa C KOOP/AMHa-
TaMu (x,-y). Boree Toro, B KOHEYHOM II07Ie CIIPABEAINBO COOTHOIIEHHUE —y % p =
= (p - y) % p. A TouHee, eC/Iu TOYKA C KOOPAMHATaMM (X,y) YAOBNETBOPSAET ypaB-
HEHMIO, OIMCBHIBAIOIEMY S/UIMIITUYECKME KOOPAMHATHI, TO €MY YHOBNETBOPAET U
TOYKa C KoopAMHaTaMy (x,p — y). ¥l 3To MMIb ABa pelleHNs JaHHOTO YpaBHEHMA
1A 3aJJaHHOI KOOPAMHATHI X, KaK II0Ka3aHO Bblule. Tak, eC/iu M3BeCTHAa KOOPAMHa-
Ta X, TO MU3BECTHO, YTO KOOPAMHATA ¥ MOXeT ObITb ITPENICTaB/IeHa KaK y WK P — ¥.

A TIOCKONIbKY p — TIPOCTOE YMCIIO0, KOTOpOe 60blle 2, U3BECTHO, YTO OHO He-
yeTHOe. Tak, ecrt KOOpAMHATA y MpeCTaB/IeHa YETHBIM YHCIIOM, TO Pa3HOCTDb P — ¥
(T.e. HeYeTHOE YMCIIO MUHYC YETHOE) laeT B MTOTe HEYeTHOE YMC/IO0. A eC/u KOop-
[MHATA y TpeACTaB/IeHa HeYETHBIM YMCIIOM, TO PasHOCTD P — y IA€T B UTOTe YETHOE
4yucno. VIHbIMU CrIOBaMM, YMC/IO, HAXOfsAIleecs B NPefeNax OT y o P — y, MOXET
65ITh 60 YeTHBIM, M60 HedeTHBIM. M 9TUM 06CTOATENHCTBOM MOXXHO BOCIONb-
30BaTbCs, YTOOBI COKpaTUTh HeCXKaThii popmar SEC, npenocTaBuB KoopauHa-
TY X ¥ YeTHOCTb KoopAuHaTsl y. [lonydenHniit B utore popmar SEC HasbiBaeTca
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CHAMbiM TIOTOMY, YTO KOOPAMHATA Y CKMMAETCH B IMHCTBEHHBI 62T, KaKuUM 651
YMCIIOM OHa HY Obl/Ia IpeCTaB/IeHa: YeTHBIM MM HEYETHBIM.

Hixe npuBeaeH MopAmoK cepyanusalMyu AaHHbIX B ©kaToM ¢opmarte SEC ans
3afflaHHOI ToukM P = (x,y).

1. Chavana 3agaercsa npedukcHbiit 6aitT. Ecniu koopamHara y npencrasneHa yer-
HBIM YVC/IOM, TO YCTaHaBNMMBaeTcs NpeduKcHbIi 6aitt 0x02, a B IPOTUBHOM
cmyyae — 0x03.

2. 3areM K HeMy npycoeauHsIOTCA 32 6aitTa, crepylolye B 06paTHOM MOpsAAKe U
0603HavaoLIMe LeTOYMCIEHHOE 3HaUYeHe KOOPAMHATBI X.

CrpyxTtypa cxaroro ¢popmara SEC HarmagHO npefcTaBieHa Ha puc. 4.3.

- Mapkep: 02, ecnv koopauHata y yetHas, 03 — eciv OHa HeyeTHan

Puc. 4.3. Cwamoui popmam SEC

U arta npouenypa foBonbHO npocTa. [ns 06paboTku Kmodeit B oxaroM ¢op-
Mare SEC MOXXHO OOHOBUTb METOR sec () crnemyomuM obpasom:

class S256Point (Point) :

def sec(self, compressed=True):
'''Bo3BpamaeT OBOMYHRED! BapMaHT OaHHEX ¢opmara SEC'''
if compressed:
if self.y.num & 2 == 0:
return b'\x02' + self.x.num.to_bytes(32, 'big')
else:
return b'\x03' + self.x.num.to_bytes(32, 'big')
else:
return b'\x04' + self.x.num.to bytes(32, 'big') \
+ self.y.num.to_bytes(32, 'big')

ImaBHOe mpenMyecTBo cxxaroro ¢popmara SEC 3akmodaeTcs B TOM, 4TO A/IA
XpaHeHMs JaHHBIX B 3ToM QopMare Tpebyetcs 33 Gaitra, a He 65 6aitToB. U 3TO
HeMajlas 3KOHOMMA, KOT/Aia AeI0 JOXOAUT 10 06paboTKM MUITMOHOB TPaH3aKLIMIA.

B nmaHHBIT MOMEHT MOXXET BOSHMKHYTb BOIIPOC: KaK aHA/IUTH4ECKY PACCIUTATh
KOOPAMHATY y, €C/IM U3BEeCTHa KoopauHaTa x? [ 3TOro mpupeTcss BbIYMUCIUTD
KBaJJpaTHbII KOPeHb B KOHEYHOM Iosie. MaTeMaTiyecky 3Ty ONEpalyio MOXHO
chopmynmupoBats crenyromwmuM obpazom:

Haitt w u3 coOTHOIIeHMS W = V, €CTIU ¥ U3BECTHO.
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Oxa3spIBaeTCs, YTO MIPOM3BECTH TAKOM pacyeT COBCEM HE TPYAHO, €C/IM U3BECT-
HO, YTO MOPANOK KOHEYHOTO TOJA ONpeAeNAeTca MPOCThIM YncioM: p % 4 = 3.
Huxe nokasaHo, Kak 3TO [leNIaeTCA.

V3HayanbHO M3BECTHO, YTO

p%4=3
U3 3TOro CIEAyeT, YTO
(Pp+1)%4=0

To ectb menenue (p + 1)/4 faeT 1enoe 3HavYeHMe.
ITo onpenenenuio

wr=v

Ham e Tpe6yercs BbiBecTM $HopMyny Ans pacueTra w. Ms mamoi TeopeMsl
®epma U3BECTHO, YTO

wlup=1
ITO 03HAYaeT, YTO

W= w x 1= w? x W' = D

A NIOCKO/IbKY p — HeYeTHOE YMCTIO (HaIIOMHMM, YTO p — MPOCTOE IHUC/IO, Ompe-
nensiolee NOPAKOK KOHEYHOTO T0/s), M3BECTHO, YTO flaXKe €Cu pasuenutdb (p +
+ 1) Ha 2, TO Bce PaBHO MOMYYUTCA LieI0€ YUCIO. VIcXOfia U3 ITOr0, MOXKHO BhIBe-
CTH Crepytoiyio popmymy:

w = w2

A Terepb MOXXHO BOCIIO/Ib30BaThCA L€/IOYMC/IEHHBIM PE3YNbTATOM fieneHus (p +
+ 1)/4 cnenytomum o6pasom:
w= w(p+1)/2 = W2(p+1)/4 - (WZ)(p+l)/4 — V(P+l)/4

TakuM o6pa3oM, popMyna AA HaXOXKJEHUA KBaJPAaTHOTO KOPHS NPUHMUMAET
CNIeAyIOLIMA BUL:

ecn WP = vy p %4 =3, 10w= P

Oxa3sbIBaeTCsl, YTO B 3/UIMIITMYECKON KpUBOIL secp256k] BenmuumHa p MCNIONb3Y-
€TCs TakuM 06pa3oM, 4TOOBI p % 4 == 3, 4TO IO3BONAET BOCMONb30OBATbCA MpPHU-
BefleHHBIMM HIDKe GopMynaMu.

w=v

w= V(p+1)/4
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B ntore 6ymeT momy4eHo OQHO M3 BO3MOXKHBIX 3Ha4€HMI W, a APYIUM Oymer
p - w. Takoit uTOr OOBACHAETCA TEM, YTO A/IA U3BNEYEHUA KBAAPaTHOrO KOPHSA
TIOAXOAUT KaK ITOJIOXXUTENbHOE, KaK M OTPULATE/IbHOE YUC/IA.

Jlns1 M3BNeYeHNs1 KBaf[paTHOTO KOPHA IO BbIBeIEHHOI Bblllle GOpMY/Ie Hero-
CPeACTBEHHO B KOZie MO>KHO BBECTHM B K/acc S256Field cnepyiouuit MeTOx:

class S256Field(FieldElement):
def sqrt(self):
return self**((P + 1) // 4)

Ins monyyeHus oTKpeITOro Kmo4da B popmare SEC Heobxopum metop parse (),
onpepensAoWMil Tpebylolyocs KOopAuHaTy y. Huxe npuseneHo onpenenenue
3TOro MeToja B Kiacce S256Field.

class S256Point:
@classmethod
def parse(self, sec_bin):
' ' 'BosBpamaeT o6vekT TMna Point u3 OBOMYHEIX,
a He meCTHanuaTEePHMYHHX HaHHEX (opMara SEC'''
if sec bin[0] == 4: (1]
x = int.from bytes(sec_bin[1:33], 'big')
y = int.from bytes(sec_bin[33:65], 'big')
return S256Point (x=x, y=y)
is_even = sec_bin[0] == o
x = S256Field(int.from bytes(sec_bin([l:], 'big'))
# npaBas yacTh ypaBHeHus y*2 = x"3 + 7
alpha = x**3 + S256Field(B)
# peumTbr 3TO ypaBHeHMe IJIS JIeBOM 4acTH
beta = alpha.sqrt() ®
if beta.num % 2 == 0:
even_beta = beta
odd beta = S256Field (P - beta.num)
else:
even _beta = S256Field (P - beta.num)
odd beta = beta
if is_even:
return S256Point (x, even_beta)
else:
return S256Point (x, odd beta)

© Hecxarsiit popmar SEC goBobHO NPOCT.

@ YeTtHOCTh KOOPAMHATH ¥ 3afjaeTCs B [IEPBOM baiire.
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© 111 nonydyeHus KOOpAMHATHI y B IPaBOM YaCTH YpaBHEHMS, OMMUCHIBAIOILETO
S/UTMIITUYECKYIO KPUBYIO, U3BJIEKAETCA KBaiPaTHbI KOPEHb.

@ 3pech onpepensieTcss YeTHOCTb KOOPAMHATHL ¥ Y BO3BPAILAETCs MPaBUILHO
ompefieNieHHas TOYKa.

YnpaxHeHne 2

Hajtaute oTKphITHIA K04 B OKaToM opmare SEC, eciu uMeroTcsa cnepyiowme
CEKpEeTHBIE KIIIOYM.

e 5001
o 2019°
e (Oxdeadbeef54321

NMognucu B popmare DER

IToMMMO OTKPBITOrO K/TI0Ya ¥ TOYKM Ha J/UIMIITUYECKO KPUBOIL, HEOOXORMMO
MO/IBEPTHYTh Cepuanm3anum MOAINCh, NPEACTaBIEHHYIO KMaccoM Signature. Kak
u B popmare SEC, s aToro npuaeTcs 3akOAMpPOBaThb ABe pas3Hble YMC/IOBbIE BEHU-
uynHb — r 1 5. Ho, k coxaenuio, B ormruue ot obbekra Tnna S256Point, 06bekT
THNa Signature Henb3s CXKATh, IOCKONBKY BEMUYMHY S HEBOSMOXKHO BBIBECTH He-
NIOCPEACTBEHHO U3 BEIMYMHBI 7.

Jins cepuamsaryy nopmucest (¥ MHOTMX APYTMX MOAOGHOTO pofia JaHHBIX) Cy-
uiecTByeT cTaHAapTHbI popmar DER (Distinguished Encoding Rules — Ocob6bre
npaBu/Ia KOGUpPOBaHusA). VIMeHHO 3TOT dopMmar u 6b11 ucnonbadoBad Carown Ha-
KaMOTO JUIA CepMaTM3aliMy IOANMCEl, ITaBHBIM 06pa3oM MOTOMY, YTO OH yXKe bl
onpeneneH B 2008 rogy u mopmepxuanca B 6ubnmoreke OpenSSL, B To Bpems
NpMMEeHABILENCA B GUTKOITHE, a KpPOMe TOro, NPMHATD €ro 6bII0 HAMHOTO TIpOIlE,
4eM pa3pabaTbIBaTh HOBBIN CTAHJAPT.

Ioamuce onpenenserca B popmare DER cnegyrommm o6pazom.

1. CHrayana 3afjaeTcs npepuKcHblif 6ait 0x30.

2. 3aTeM KoAMpyeTCA [/IMHA OCTalbHONM IOAMUCH (o6b1yHO 6aitToM 0x44 mmu
0x45) u npucoenuHsAeTCcA K MpepuKCHOMY 6aity.

3. [amee mpucoenuHsAeTCA MapKepHbIif 6aitT 0x02.

4. Tlocme 3TOrO BEMMYMHA I KOAUPYETCA B BUAE LIEIOTO YUCNA, PEACTaBIeHHO-
ro B 06paTHOM MOpsAKe CIeffoBaHMUA 6aifTOB, HO IpeABapseTcs 6aitrom 0x00,
€C/IM MepBblit 6aiAT BeMMYMHBL r MeHbiue Mayn paBeH 0x80. K monydenHoit B
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UTOTe A/IMHE BEIMYMHBI I' IIPUCOEANHAETCA KOAMPOBKA 3TOM BEMYMHBI U BCe
3TO BMeCTe B3sATOe B06aB/IAETCA K NPENbIAYLIEMY Pe3y/IbTaTy.

5. [lanmee mpucoenuHsAeTcs MapKepHbIi 6aiT 0x02.

6. U HakoHel, BeIMYMHA S KOAMPYETCS B BUJIE LI€/IOT0 YMC/IA, IIPENCTAB/IEHHOTO B
o6paTHOM mopsafKe clegoBaHMA 6aitTOB, HO MpegBapseTca 6aitrom 0x00, ecru
nepBBIi 6alT BeMMYMHBI S MeHblle MM paBeH 0x80. K momydyeHHo# B uTO-
re [VIMHE BEIMYMHDI S NIPUCOEANHAETCA KOMMPOBKA 3TOM BEMMYMHDI, U BCE 3TO
BMeCTe B3ATO€ A00aB/IAETCA K MPEABIAYIIEMY Pe3y/IbTaTy.

ITpaBuia KORMpPOBaHMA BEMYMH I U S, €C/IU UX IIepBblif 6aifiT MeHbIle MIN pa-
BeH 0x80, ycTaHOBNIeHbI ToTOMY, 4TO popMar DER crmyxut mns o61mx 1eneit Ko-
IMPOBaHMA U MO3BO/IAET KOOMPOBATh OTPHULATeNbHble Ynca. Ecu B mepBom 6ute
YUC/Ia YyCTAaHOB/IEHaA 1, TO YMc/Io oTpuIaTenbHOe. Bee uncma B mopmucu, popmupy-
emoii o anroputMy ECDSA, monoxxuTenbHble, ¥ IO3TOMY MX KOAMPOBKM IIPEMBa-
pAloTcs 6aittom 0x00, ecrti B mepBoM 6MTe YMC/Ia YCTAHOB/IEH 0, YTO paBHO3HAYHO
yCTIOBMIO, KOT/ia IIEpBBIN 6aifT MeHblle MM paBeH 0x80.

Crpykrypa ¢popmara DER HarmagHo npepcraBneHa Ha puc. 4.4.

YIFWCIA
AHnNcH

- 02- Mapkep BeNUUMHbBI I

- 00ed...8f - BennunHa 1

- 02 - Mapkep Benu4yuHb! §

Puc. 4.4. Popmam DER

Ecnu u3BecTHO, 4TO r — 256-paspsAgHOe YMCTIO0, TO BeMMYMHA I 6yleT BbIpaxe-
Ha MakcumyM 32 6aitramu B o6paTHOM nopsjke. V BIonHe BO3MOXHO, YTO Iep-
Bblit ee 6aifT MOXKET OKa3aThCs MeHblIE MM paBHBIM 0x80, MO3TOMY IO NpaBy-
Iy U3 1. 4 IIpMBEJIEHHOI BbILIE MPOLEAYPHl BEMMYMHA I MOXET ObITb BhIpaXKeHa
MakcumyM 33 6aitramu. Ho ecnmn r — oTHOCHTENbHO He6OMBINOE YMCIO, TO OHO
MOXET ObITh BHIPOXEHO MEHBUIMM, 4eM 32, KommyecTBoM 6aifToB. ITO Xe CIpa-
BE[/IMBO A/IA BEMMYMHBI S U MPaBU/a €€ KOAMPOBKYU U3 M. 6 IPUBEAECHHOI BbILIE
IpOLIeAYPHI.

Hwuxe nokasaHo, KakuM o6pasoM nporpammupyercs nopmuch B popmare DER.
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class Signature:
def der(self):
rbin = self.r.to_bytes (32, byteorder='big')
# ymanuTe Bce nycTHe GaiTH B Havaje
rbin = rbin.lstrip(b'\x00')
# ecmu B MaccuBe rbin comepxuTcs emuMHMUHEIA 6MT, nobaBuTe \x00
if rbin[0] & 0x80:
rbin = b'\x00' + rbin
result = bytes([2, len(rbin)]) + rbin 0
sbin = self.s.to _bytes(32, byteorder='big')
# yoamuTe Bce nycTHe GaiTH B Hadaje
sbin = sbin.lstrip(b'\x00')
# ecim B MaccuBe sbin comepxurcs emuHuuHEDt 6uT, mobasurs \x00
if sbin[0] & 0x80:
sbin = b'\x00' + sbin
result += bytes([2, len(sbin)]) + sbin
return bytes([0x30, len(result)]) + result

© Haunnas c Bepcun Python 3, nosBunach BO3MOXHOCTb Ipe06pasoBaTh criu-
COK 4mcen B ux 6aiiToBble 3KBUBA/IEHTHI, C/Ie/IaB BBI3OB bytes ( [Lenoe unc-
Ja0l, nenoe umcnol]).

B o61uieM, KOMMPOBATh BEMMUMHBI I ¥ S MOAOOHBIM cIOCO60M HeapHeKTUBHO
13-3a Ha/TM4Ms TI0 MeHbIlIel Mepe IecTH 6aliToB, KOTOpbIe He CTPOro HEOOXOAUMBI.

YnpaxHeHue 3

IIpencrasbre B dopmare DER noanuch co Crenyommmm BeTMINHAMM 7 U S:
0x37206a0610995c58074999¢cb9767b87af4c4978db68c06e8ebe81d282047a7ch

[a]
[

0x8ca63759cl157ebeaec0d03ceccall9fc9a75bf8e6d0fab5c841c8e2738cdaec

(%]
]

KoaupoBka Base58

Ha nHavanbHOI cTagmy pasBUTUA OGMTKOIHAM NIPUCBAaNBaIUCh OTKPBIThIE KITIO-
4y, yKasaHHble B HecxaToM ¢opmare SEC, a 3aTeM oHM BO3Bpaljanuch o6paTHo
¢ momouiblo mopmuceit B popmare DER. ITo npuunHaM, 06bACHAEMEIM B I71aBe 6,
[IPYMEHEHNE MMEHHO TAKOTO IMPOCTOro CLieHapysa OKa3anoChb HepalMOHAa/NTbHBIM
AN XpaHEHUA 6616004 HeuspacxodosanHvix mpanzaxyuii (Unspent Transaction
Output — UTXO) u HeckonbKo MeHee 6€30MaCHBIM, YeM CLIEHApUM, Yallle BCEro
NIPMMEHAEMBIE TETIEPb. A 10 TeX OP PaCCMOTPUM Ha3Ha4YeHMe afApecoB U MOPAKOK
UX KOAVIPOBaHUA.
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Mepeaaua OTKPLITOro Knloua

Yrober Anyce 3amatuth BoG6y, eit HyXKHO 3HaTb, KyAa OTIIPaBUTb EHBIU. DTO
CIpaBef/IMBO He TONMBbKO A1 6MTKOIHA, HO M /11 moboro Apyroro crocoba onna-
TBI. A TIOCKO/IbKY OMTKOIH ABNAeTCA UM(POBBIM NPEAbABUTENTLCKMM PMHAHCO-
BBIM MIHCTPYMEHTOM, aipeCc MOXKET CTY>XUTb YEM-TO BpOfie OTKPHITOrO K/Ii04Ya B
anmropuT™e Kpunrorpagum ¢ oTKpbIThiM KmodoM. Ho, k coxanennto, popmar SEC
(1 ocobenHO ero Hecxaras ¢popMa) OKa3bIBAE€TCA CIUIUKOM AMMHHBIM (65 wamn
33 6aitTa). A KpoMe TOrO, 65 MK 33 6aifTa UCXOHO NMPEACTAB/IEHHI B {BOUYHOM,
a He B yno6ouuraemoit popme.

3mech HeO6XOAMMO NMPUHATL BO BHMMaHMe TPU OCHOBHBIX coobpakeHus. Bo-
TepBbIX, OTKPBITBIN K/II0Y JO/DKEH ObITh YA060YMTaEMbIM, YTOGHI €70 MOXKHO ObIIO
JIETKO 3aIMCaTh OT PyKyM MM 6e30mm609HO coo61MTh, HapuMep, 10 Tenedory.
Bo-BTOpBIX, OTKpBITBII K/IOY JO/DKEH ObITb KOPOTKMM, T.€. HE HACTO/BKO A/IMH-
HbIM, YTOGBI CTaTh HEYROOHBIM B 0OpaILeHuy. VI B-TpeTbux, OH HO/KEH ObITh Ge3-
OITaCHBIM, YTOOBI 3aTPYHUTD COBEpIIEHNE OUINOOK.

Kaxk B TakoM cry4ae 061Tbcs yRO60YMTaEMOCTH, CKATOCTH U Ge3omacHocTH?
Ecnu Beipasuts ¢opmar SEC B mectHapnarepudHoit ¢popme (mo 4 6ura Ha Kax-
JibIil CUMBOIT), TO €ro AyMHa yasoutcs (go 130 umm 166 6aiToB). A MOXKHO U Ji0-
CTMYD JTyYILEro pe3y/nbrara’

Mo>xHO, KOHEYHO, BOCIIO/Ib30BaTbCA KOAMPOBKOJ Base64, B KOTOpOI1 Ha KaX-
Jiblif CUMBOJI IIPMXOAUTCA 6 6UTOB, a B MTOTe ANMMHA Hecxkartoro ¢popmara SEC co-
cTaBnser 87 cMMBOJIOB, TOTAA KakK jymmHa cxartoro ¢opmara SEC — 44 cumBorna.
Ho, k coxanenuio, kopupoBka Base64 mopBep>keHa omm6kaM, IOCKONILKY MHOTHME
6yKBBI M 4NMC/Ia BBIIJLARAT B Hell O4eHDb IOX0oxumy (Hanpumep, 0 M 0,1 u I, -u ).
Ecnmy McKmounTh Takue CUMBOJIBI, MOXKHO IOCTUYb Pe3y/bTaTa C Xopouleit yro6o-
YMTAEMOCTBIO M NIPMINMYHOI CKATOCThIO (OKOMO 5,86 6MTa Ha KaXKAbIA CUMBOI).
/1 B KOHIIe MOXXHO JO6aBUTh KOHTPOJIBHYIO CYMMY, YTOObI 06€CIeunTh IpOCTOTy
06Hapy>keHNs OLMOOK.

Takas kogupoBka Ha3biBaeTcst Base58. BMecTo mecTHapuaTepuyuHoi ¢Gopmbl
(mo ocHoBanuio 16) Mnu KoaupoBKM Base64 umcma MOXKHO Temepb NpPeNCTaBIATD
B KoupoBKe Base58.

KoHKpeTHBII MeXaHM3M TIPENICTAB/IEHMsA CUMBOJIOB B KOAMpPOBKe Base58 ceny-
IOLMIL: YIOTpeONAITCA Bce UMOPDI, IPONMCHDIE U CTPOYHBIE OYKBbI, KPOME YIIO-
MAHYTBIX Bbile cumBonoB 0/0 u 1/I. B utore octaerca 10 + 26 + 26 — 4 = 58 cum-
Bo/oB. KaXkziblit M3 3TMX CMMBOJIOB NIPECTAB/IAET OTAE/IbHYIO UMPPY B KOGMPOBKE
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Base58. Hike nokasaHo, kak omnpegensaeTcs pyHKIUUA A1 MpeACTaBIeHNS CUMBO-
noB B KogupoBKe Base58.

BASES8 ALPHABET =
'123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwxyz'

def encode_base58(s):
count = 0
for ¢ in s: 1]
if c == 0:
count += 1
else:
break
num = int.from bytes(s, 'big')
prefix = '1' * count
result = "'
while num > 0: o
num, mod = divmod(num, 58)
result = BASE58 ALPHABET[mod] + result
return prefix + result (-]

© Oror UMK npefHa3HAYEH 1A ONpeAeNeHNs KOMMYEeCTBA HY/IeBbIX Hada/IbHbIX
6aitToB. Vix notpebyeTcs R06aBUTh CHOBa B CAMOM KOHIIE.

® B uukre onpenensercs, Kakylo MMeHHo uudpy B KoaupoBke Base58 cremyer
yIOTpe6UTD.

© U nakonen, Bce MoAcuMTaHHbIE paHee Hada/lbHble HYMM NPUCOEAUHAIOTCA B
Hava/ie II0/Ty4aeMOTO pe3y/IbTaTa, Befib MHaYe OHM He OYAyT oToOpaxkeHbl KaK
cHabxeHHble pedukcoM. ITogo6HasA HEMPUATHOCTD MPOUCXOJUT C OI/IATON
1o xelry oTkpsiToro kmo4a (p2pkh; nogpo6uee 06 aTom umTasire B rnase 6).

Hauunas c Bepcuu Python 3 npuBeneHHas Boie GyHKIMA CIOCOOHA IOMTyYaTh
mobble 6aiThI ¥ MPeo6pa3oBbIBAaTh MX B KOAMPOBKY Base58.

Mouemy KoguposBka Base58 sbixogut u3 ynotpebnexus

Koauposka Base58 npumeHsAnach fonroe BpeMs, ¥ XOTs OHa HEMHOTO
npolie /11 COOOIIEeHNs afpecoB, YeM, HanpuMep, KOAMpoBKa Base64,
Ha CaMOM Jlefie OHa He O4YeHb yRoOHa. BonpmMHCTBO Monp3oBaTe-
Nei IpeAOYMUTAIOT KONIMPOBATbh M BCTABIATb afipeca, ¥ ecnyu BaM
KOTfa-HUOYb MPUXOAMIOCH cOOOIaTh afipec B KOmupoBKe Base58
ro/I0cOM, TO BaM JO/DKHO GBITh XOPOLIO M3BECTHO, KaKas 3TO MyKa.

B 3TOM OTHOLIEHMM HAMHOrO Jy4llle KOAMPOBKa II0 HOBOMY CTaH-
Rapty Bech32, onpenenennomy B mpotokone BIP0173. B xogupoBke
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Bech32 ymotpebnsercs andaBut, cocrosmmit u3 32 CHUMBOJIOB,
BK/IIOYas TONBKO LM(PHI i CTPOYHble 6yKBbI, KpoMe 1, b, i 1 o. [lo
CHX TIOp 3Ta KOAMPOBKa IPUMEHATACh TONBKO 1A MPOTOKOMa Segwit
(cM. rmaBy 13).

YnpaxHenue 4

Ipeo6pasyitte npuBeaeHHbIE HIKE IIECTHAALATEPMYHbIE 3SHAYEHUA B BOMY-
Hy10 popmy, a 3aTeM NpeficTaBbTe MX B KOAMPOBKe Base58.

e 7c076££316692a3d7eb3c3bb0f8b1488cf72elafcd929e29307032997a
838a3d

o eff69ef2blbd93a66ed5219adddfb51el11a840£404876325ale8ffe052
%9a2c

o c7207feel97d27c618aea621406f6bf5ef6fca38681d82b2f06fddbdce
6feabb

®opmar agpeca

JmHa 264 6uta cxartoro ¢popmara SEC cnuiKoM Bennka, He TOBOPA yXe O He-
CKOJIBKO MOHVDKEHHOM 6e3omacHocTH (cM. I71aBy 6). YToObI COKpaTUTH afipec M 1o-
BBICUTD 6€30IacHOCTD, MOXKHO BOCIIONb30BaThCA Xew-QpyHKuumelt ripemd160.

Ecnu nonv3oBarbcs popmaTom SEC HemocpencTBEHHO, MOXKHO CYIL[ECTBEHHO
COKpaTUTb ANMMHY aapeca c 33 fo 20 6aitToB. Huxe noscHsercs, Kak obpasyeTcsa
agpec 6UTKOHA.

1. ®opmupoBanue agpeca Ans ceTu mainnet HauMHaeTcA ¢ nmpepUKCHOro 6aiira
0x00, a gns cetu testnet — c npedukcHoro 6aira 0x6f.

2. 3areM BbIOMpaeTcsa ¢opmar SEC (CKaThlif MM HECXKATHIN) U BBITOMTHAETCS
cHayana xeur-$yHkuusa sha256, a 3sareM — xem-¢pyHkums ripemd160 (ux co-
YeTaHMe HasblBaeTcA Xell-pyHkimeir hash160).

3. Janee npeduxc, 3aaaHHBIA B 11. 1, 00beAMHAETCS C XelleM, MONTy4aeMbIM B I1. 2.

4. Tlocne aroro Haj pesynbTaTOM, NMONMYYaeMbIM B 1. 3, BBINOMHAETCA Xell-
¢bynkuma hash256, 1 B KOHEYHOM cyeTe MONMy4aloTCA MepBble YeThipe OaiTa.

5. W HakoHel, pe3y/bTaThl BBIIIOJTHEHNMA NII. 3 1 4 06BbeAUHAIOTCA U Npeo6pa3y-
10TCA B KogupoBKe Base58.
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PesynbraT BBINOMTHEHNA I1. 4 U3 OMMCAHHOTO BhIILE NMPOLIECCA HA3bIBAETCA KOH-
mponvHoi cymmoti. IlyHKTBI 4 ¥ 5 TaHHOTO MPOLECCa MOXXHO BBIMIONTHUTD Cpasy
crepyiomuM obpasom:

def encode_base58_checksum(b):
return encode base58 (b + hash256(b) [:4])

def hashl60(s):
'*'sha256 followed by ripemdl60''’'
return hashlib.new('ripemdl160', hashlib.sha256(s).digest()).digest() (1]

© Cnenyer uMeTb B BUAY, YTO Xell-yHKUMsA sha256 BhImONMHAETCA MPU BBI3O-
Be hashlib.sha256(s) .digest (), B 06beM/IOIEM €ro BbI30Be — XellI-
¢yHkuuma ripemd160.

Yro Takoe testnet

testnet — 3TO mapa/IenbHas ceThb GUTKOVHA, CIELMANbHO NpefHa-
3Ha4YeHHas I MpUMeHeHNUA paspaborumkamiu. MoHeTHI B 3TOM ceTH
HUYero He CTOAT, a /I TOTO, YTOObI OTHOCUTENIBHO IPOCTO HAMTH
B Heil 670K, TpebyeTcsa moaTBepxpaeHue paboThl. llemoyka B ceTu
mainnet Ha MOMEHT HamMCaHMA 3Toi KHMIM coctosna u3 550000
6710K0B, TOTa KaK B ceTu testnet MX OBI/IO 3HaYMTENbHO 6GoObIle
(oxomno 1 450 000 6/10K0B).

Kpome Toro, meroanr hash160 () u address () MoxHO 0OHOBUTb B K/acce
S256Point cregyrommum o6pasom:

class S256Point:

def hashl60(self, compressed=True):
return hashl60 (self.sec(compressed))

def address(self, compressed=True, testnet=False):
'''BosBpamaer agpecHyo CTpoky'''
h160 = self.hash160 (compressed)
if testnet:
prefix = b'\x6f'
else:
prefix = b'\x00'
return encode_base58_checksum(prefix + h160)

Ynpaxuenue 5

HaﬁJIMTe ajpeca, COOTBETCTBYIOLINE OTKPBITHIM K/II04YaM, KOTOPbIM OTBE€YAIOT
CIeaywuye CEKpETHbIE K/ITIOYN.
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® 5002 (ncnonb3oBaTh HecxaTolt popmar SEC B ceTu testnet)
e 2020° (MCIIONB30BATb CKATHII ¢dopmar SEC B ceTu testnet)

o 0x12345deadbeef (mcnonpaosarsb cxatsiit popmar SEC B ceTn mainnet)

Oopmar WIF

B paccmarpuBaeMoM 3fech Cirydae OTKPBITBIN KIIIOY ABNAETCA 256-paspan-
HBIM uycIoM. B o61eM, moyiBepraTe cepuanu3ayum CBOi CeKpeTHBIA K04 IpU-
XOIMTCA He4YacTo, IIOCKO/NbKY OH He MOAJIeXMT IIMPOKOBEIATeNbHOM Nepefiave,
Befib 3TO 6bia 611 HeymayHas upess! Ho uHoraa cBoit cekpeTHbIit Kmoy Tpebyertcs
nepefaTh M3 OJHOrO KOLIe/bKa B APYroi, HanmpuMep 13 6yMa>KHOTO B IIPOrpaMM-
HBIJ KOLIE/IeK.

Ilo 3Toit NMpU4YMHEe MOXXHO BOCNONMb30BaThcsl popmaTom WIF (Wallet Import
Format — ¢opmat umnopra Kouenbka). IToT popMaT MpegHa3HaueH 1A cepya-
MM3aLUM CEKPETHOTO KIIoYa B yRobounTaeMoM Bupe. B popmare WIF ucnonn3y-
eTcA Ta Xe caMas KopgupoBka Base58, uTo u mna ajpecos.

CexperHble knoun popmupytorcs B dopmare WIF crenytommm o6pasom.

1. dopmupoBaHMe CEKPETHOTO K04 /1A CETH mainnet HauMHaeTcA ¢ mpeduKc-
Horo 6aitra 0x80, a s ceTnt testnet — ¢ npedukcHoro baitra Oxef.

2. 3aTeM ceKpeTHbIil K04 KOAMpYeTcA B BuAe 32 6aifToB, ClefyloUuX B 06paT-
HOM TIOpsfiKe.

3. Ecnmu gns dopMupoBaHus afpeca OTKPBHITOTO KII0Ya MCIIONb30BaH CXKAThIN
¢opmar SEC, To aobasmaetcs cypduxcusii 6ait 0x01.

4. Jlanee npedukc, 3afaHHBI B II. 1, 06bEUHAETCA C CEKPETHBIM KIIIOYOM, CEPH-
aTM3MPOBAHHBIM B IL 2, & TaKXe ¢ cy$PuKcoM, f06aB/IeHHbIM B II. 3.

5. Ilocne aroro Haj pesynbTaToOM, NMOMYYE€HHbIM B II. 4, BBINOJHAETCA Xe€ll-
¢ynkuus hash256, 1 B kOHEYHOM CYeTe MO/TYYAIOTCs MepBble YeTbIpe baiiTa.

6. V1 HakoHell, pe3ynbTaThl BBINOTHEHMA NIL. 4 M 5 06BEAUHAIOTCA U Npeobpa3sy-
10TCA B KoiupoBke Base58.

Omnucanublit Bbime nmpouecc GOpMUPOBaHMA CEKPETHOTO Kio4ya B ¢opma-
Te WIF MoXxHO Temepp peanmusoBaTh B MeToAe wif (), ompenenus ero B Kmacce
PrivateKey cremyiomum o6pasom:

class PrivateKey

def wif(self, compressed=True, testnet=False):
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secret bytes = self.secret.to bytes(32, 'big"')
if testnet:
prefix = b'\xef'
else:
prefix = b'\x80'
if compressed:
suffix = b'\x01'
else:
suffix = b''
return encode base58_checksum(prefix + secret_bytes + suffix)

YnpaxHeHue 6

Cdopmupyitre cexperHslit kmoy B popmare WIFE, ucxonsa u3 cregyrommx ce-
KPEeTHBIX JaHHBIX.

e 5003 (cxarsiit popmar SEC s cetn testnet)
e 2021’ (necxatsit popmat SEC ans cetn testnet)

e (0x54321deadbeef (cxarniit popmar SEC ans cetu mainnet)

Ewe pa3 o npamom n o6paTtHom
nopaake cnenoBaHuA 6ainTos

Bb1/10 651 BecbMa I0/1€3HO 3HATh, KAKMM 06pa3oM MpsAMON ¥ 06paTHbI MOPA-
JIOK CliefoBaHuA 6aifToB peannsyercs B A3bike Python, mockonbky B psne nmocneny-
IOIMX I/IaB MOTPe6YeTCA YacTO NPOM3BOAUTD CMHTAKCUYECKMI aHA/IU3 Y CEpUany-
3alIMI0 YMUCIIOBBIX JAHHBIX Kak B OOpaTHOM, TaK M B IIPAMOM NOPsAAKe CleAOBaHUA
6aitroB. B yacTHocTy, Catomm HakomMoTO YacTo nop3oBancs MpsAMBIM IOPAKKOM
CcefoBaHMA 6aifTOB /11 GUTKOVHA, HO, K COKa/IEHUIO, EAMHOTO IIPOCTOTO IMPaBMIa,
yCTaHaB/IMBAIOLLETO, TA€ CIEAYET UCIIONb30BATh IPAMOIA, a Iie 06pPaTHDIN MOPANKOK
crefoBanus 6aifToB, He cymecTByeT. HamoMunm, uro B popmare SEC npumenser-
cs1 06paTHBI MOPAROK C/IeNOBaHUA 6ailTOB, KaK, BIpO4eM, M B afipecax popmara
WIE. Ho HaumHas c I71aBbI 5 MbI 6yAeM YacTo IO/Nb30BaTbCA KOJVPOBKON B IpsA-
MOM TIOpsAfiKe CleAoBaHuA 6aiToB. VIMEHHO 3TOMY NpeAMeTy M MOCBALIEHHI fBa
CNIEeRYIOIMX YIIPaXKHEHNA. A B MOC/IELHEM YIIPaXXHEHUM U3 ITOTO pasfiena Ipen-
JIaraeTcs CaMOCTOATENTbHO GOPMMPOBATh afjpec A/l ceTH testnet.
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YnpaxHeHune 7

Hamummre ynxipmo 1ittle endian_to_int (), momydaouryto 6aitTs! B TOM
nopspke, KoTopblit mpuHAT B Python, uHTepnpeTnpytomyio ati 6aiTsl B mpAMoM
NOpAMIKE CNIeJOBAaHMA ¥ BO3BPAILIAIOLIYIO Lie/I0e YMCTIO.

YnpaxHeHue 8

Hamummmre dynximio int_to little endian (), BHIMOMHAIOLIYIO fEACTBMS,
IIPOTHBOIIONOXKHbIE QYHKIMY U3 YIIPOKHEHUA 7.

YnpaxHeHue 9

Cdopmupyitte caMOCTOATENbHO afipec ANA ceTH testnet, MCIONb3Ys caMble
[/IMHHBIE CEKPETHbIE JaHHbIE, KOTOPbIE BaM TONbKO M3BECTHHI. DTO O4YeHb BaXKHO,
TIOCKO/IbKY B CETH testnet e/iCTByeT HeMano 6OTOB, IBITAIOLIMXCA YKPACTb LIUPKY-
MMpyolLMe B Heit MOHeThl. HempeMeHHO sanmuinuTe Ha YeM-HUOYAb 9TU CEKPETHBIE
maHHble! OHM BaM ellle IPUTOAATCA B JaNbHeIEM [/IA TMOANMCaHNA TPAH3aKLMUIA.

3aKnioyenue

B aroit ImaBe 6b110 MOKa3aHO, KAKMM 06pa3oM MPOM3BOAUTCS CEpPUANU3ALMs
CaMbIX pasHBIX CTPYKTYP AaHHBIX, CO3JaHHBIX B NIPeABIAYILVX I/IaBaX. A Tenepb
nepeiifieM K CMHTaKCUIeCKOMY aHAaNM3y Y pa3bsACHEHMIO TIOHATUA TPaH3aKIMIA.
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FMABA 5
TpaH3aKuuu

B ocHOBy 6MTKOJTHa NO/MOXKeHb! TpaH3aKimu. [Ipome ropops, TpaH3akuuu Ie-
PEBOAAT CPeACTBa OT OAHOTO CyObeKTa SKOHOMUYECKOI [IeATENbHOCTU K APYTO-
My. Kak 6yger mokasaHo B rmaBe 6, TaKUMM “Cy6beKTaMu~ B JAHHOM CITy4ae Bbl-
CTYmaioT “yMHble KOHTPAKThI', HO He 6yaeM 3aberaTh Brepes. BrlAcHuM cHavana,
YeM ABJIAIOTCS TPaH3aKUMM B OMTKOIHE, KaK OHM BBIITLARAT M KaK aHA/IU3UPYIOTCA
CHHTaKCUYECKM.

CocTaBnaowme TPaH3aKUHUKU

B o6uieM, TpaH3akums ob6pasyeTcs BCEro JUIUb M3 YeThIPEX COCTAB/IAIOLIMX.
9Ty cOCTaB/AOLIME TAKOBBI.

1. Bepcus.
2. Bsopsi.

3. BruiBopbl.
4

. Bpems 6moxnpoBku.

[TonesHo uMeTp obLiee MpencTaBreHe 06 ITUX COCTaBNALMX. B yacTHOCTH,
Bepcus 0603HaYaeT, KakMe JOIIOMTHUTENbHbIE CPECTBA NPUMEHAIOTCA B TPaH3aK-
L{MH, BBOJBI ONIPEENAIOT 3aTpaynBaeMble GUTKOMHBI, BHIBOABI — KyHa OMTKOMHBI
HAaNpaB/IAIOTCA, 2 BpeMsA OIOKMPOBKM — MOMEHT, C KOTOPOTrO AaHHas TPaH3aKIuA
CTAHOBMTCA JIeVICTBUTENBHOM. Bce aTi cocTaBole TpaH3aKkuuyu 6yayT noxpo6-
Hee PaCCMOTPEHBI B Ja/IbHENIEM.

Ha puc. 5.1 npuBefieH MeCTHAALATEPUYHBII faMI (T.e. BBIBOJL M3 ONEPaTUBHOIM
NaMATH) TUIIMYHOM TPaH3aKLMM, IAie Pa3HBIMM OTTEHKaMM Ceporo 0603HayeHbI
OT/AieTIbHBIE €€ COCTABIANIIINE.

C y4ueToM BbIIIIECKA3aHHOTI'O, MBI MOXKEM ITIOCTPOMUTD K/IaCC TpaH3aKUUM TX, KakK
MI0Ka3aHO HIDKE.



0100000001813f79011acb8@925dfe69b3def355fe914bd1d96a3f5f71bf8303c6a989c7d10000000
06b483045022100ed81ff192e75a3fd2304004dcadb746fa5e24c5031ccfcf21320b0277457¢98f02
2073986d955c6e0cb35d446a89d3f56160F4d7f67801c3196774339¢8e10615bed01210349fc4e631
e3624a545de3f89f5d8684c7b8138bd94bdd531d2e213bfO16b278afef fffff02a135¢f0100000000
1976a914bc3b654dca7e56b04dca18f2566cdaf02e8d9ada88ac99c39800000000001976a9141cdbe
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.1. Cocmasnatouiue mpansaKyuu: sepcus, 6600bt, 6bi600bi, BpemMA OROKUPOBKU

class Tx:
def _ init__ (self, version, tx_ins, tx_outs, locktime,
testnet=False):
self.version = version 0
self.tx_ins = tx_ins
self.tx_outs = tx outs
self.locktime = locktime
self.testnet = testnet o

def _ repr (self):
tx_ins = "'
for tx_in in self.tx_ins:
tx_ins += tx_in.__repr_ () + '\n'
tx_outs = "'
for tx out in self.tx_outs:
tx_outs += tx_out._ repr_ () + '\n'
return 'tx: {}\nversion: {}\ntx_ins:\n{}tx_outs:\n{}locktime: {}'
.format (
self.id(),
self.version,
tx_ins,
tx_outs,
self.locktime,

def id(self): ©
'''Xem TpaH3akuMy B yZoOOYMTAEMOJ mMecCTHapuaTepuyHou ¢opme'''
return self.hash() .hex()

def hash(self): o
''"'Xem ycrapeBmest cepmanm3alyms B OBOMYHOM ¢popme' '’
return hash256 (self.serialize()) [::-1]
© Beoabl 1 BBIBOAB — CAMIIKOM 00LiMe TIOHATHUA, TIO3TOMY 3A€Ch ONpefes-
I0TCS1 KOHKPETHbIE BBOAbI TPAH3aKLMM. A KOHKPETHbIE TUIIbI 06beKTOB 6yayT
OHPC).ICIICH]:I B JIa)IbHCﬁHICM.

® Yrobbl npoBepuTh JAaHHYIO TPAH3aKLMIO Ha JOCTOBEPHOCTb, HEOOXOAMMO
3HaTh, B KaKOJ CeTV OHa BBIMTO/THAETCS.
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©® 114 moucka TpaHsakumit 0603peBaTeny Nonb3ywTCA MeTofoM id (). OH pe-
anmu3yet xeu-QyHkumio hash256 Hap TpaH3akumeit B IeCTHaAL[aTepUIHON
dopme.

® Mertox hash() peanusyer xem-d)ynxnmo hash256, BBINOIHAEMYIO HaJl pe-
3y/lIbTaTOM CepManu3aLy B IIPAMOM IOpsAAKe clnegoBaHus 6airos. Crenyer,
OJTHaKO, MUMETb B BUAY, YTO MeTof serialize () moka ellie He OIpeAeneH, 1
[0 TexX Imop MeTo hash () He cMOXXET fieiiICTBOBaTh HOPMA/IbHO.

OcranbHas YacTb 3TOM ITIaBbl IOCBALIEHA CMHTAKCUYECKOMY aHa/IN3y TPaH3aK-
LM, A TIOKa YTO MBI MOXXEM ONPENENNUTD B Kj1acce TX CIERYIOLMIA METOR A1 CUH-
TaKCMYECKOTro aHa/mM3a TPaH3aKLuiL:

class Tx:

@classmethod (1]
def parse(cls, serialization):
version = serialization[0:4] (2]

© DOrto0 nomKeH 6bITH METOR KITacca, IOCKONBKY B pe3y/IbTaTe cepuanusaumm Oy-
JieT BO3Bpall[eH HOBBIN 9K3eMIIsAp 06bekTa Tvna TX.

® 3peco npepnonaraercs, YTO MepeMeHHOM serialization mpucBansaercs
MaccuB 6aiToB.

OToro Morno 6s 0Ka3aTbCS OCTATOYHO, HO Belb TPAH3aKUUA MOXET ObITh
OYeHb KpPYIHOI. B MpmeanbHOM cirydae ee CMHTAaKCMYECKMII aHA/MU3 >KEaTe/TbHO
NpOM3BECTH U3 NOmMoKa. Beib 3To MO3BOMUT He 3aTpe6OBaTh CepyaNTU3MPOBAHHYIO
TPaH3aKLMIO IIOTHOCTBIO, TIPEXK/ie YeM IMPUCTYIUTD K ee CUHTAKCUUeCKOMY aHa/Iu -
3y, 3aBepLIMB €ro Kak MOXHO paHblle NPy HeyJa4HOM UCXOJE, a CTIeA0BaTeNbHO,
peitcTBOBaTb 6onee 3¢ dekTrBHO. TakuM 06pa3oM, UCXOFHBIN KO A/l CUHTaKCH-
4eCKOTO aHa/lyu3a TPAaH3aKLuM OyHeT BHIMIAAETD KakK

class Tx:
@classmethod
def parse(cls, stream):
serialized _version = stream.read(4) 0

O Merop read () NO3BOIUT ONEPATUBHO IPOM3BOAUTD CUHTAKCUYECKMIT aHA/IN3
TpaH3aKIMH, He OXMJas BBOJa-BbIBOJIA.
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C TeXHMYECKON TOYKM 3PEHUA TAaKOil MOAXO OKa3bIBaeTCs Go/ee MpeamnoyTy-
TE/IbHBIM, TIOCKO/IbKY B Ka4eCTBe ITOTOKA MOXET CITY>)XUTb COKETHOE COeAMHEHMe
B ceT WM RecKpunrop aitna. CHHTAKCUYECKMIt aHAMN3 COTEP>KMMOTrO IOTOKa
MOXXHO HayaTb Cpa3y, a He XK[AAaTh 3aBepIUEeHMs Nepefjady BCeX AAHHBIX WM Mpef-
BapuTeNbHOro uX yTeHus. ONpefe/eHHbI BbIlle METOA parse () OyaeT B cocTo-
AHUM 06pabaTbIBaTh MI060J IOTOK ¥ BO3BpALIaTh MMEHHO TOT 06BeKT THNa TX,
KOTOPBIN HaM TpebyeTcs.

Bepcus

Ecnu oTobpakaeTcss HoMep Bepcuy KaKoro-Hu6yab MporpaMMHOTO KOMIIOHEH-
Ta (KaK, HarpuMep, Ha puc. 5.2), ITOT HOMEpP NpeAHa3HaYaeTCA AN MpefoCcTaBIe-
HMA IO/TYYaTeNo CBEfleHNI O NPUBSA3Ke JAHHOTO KOMIIOHEHTA K YKa3aHHOI Bep-
cum. Tak, ecnu Bbl paboTaeTe B onepaimonHoit cucteme Windows 3.1, Homep ee
BepcuM CyliecTBeHHO oTmuyaercsa oT Bepcuu Windows 8 mmm Windows 10. Bur
MOXXeTe, KOHEYHO, 060iTHCh ¥ HasBaHMeM “Windows” omepalMOHHOM CHCTEMBI,
HO €C/IM BBI YTIOMAHETE ¥ HOMEP €€ BepCUM, OH IIOMOXKET BaM BCIIOMHUTD M/IM BBI-
ACHUTD ee (PYHKIMOHA/IbHbIE BOSMOXHOCTU M MHTepdeiichl API, ucnonb3yembre
A1 IpOrpaMMMpPOBaHNA.
0100000001813f79011acb80925dfe69b3def355fe914bd1d96a3f5f71bf8303c62989c7d10000000
06b483045022100ed81f192e75a3fd2304004dcadb746fa5e24c5031ccfcf21320b0277457c98F02
2072986d955c6e0cb35d446a89d356100f4d7f67801c31967743a9c8e10615bed01210349F c4e631
3624a545de3f89f5d8684c7b8138bd94bdd531d2e213bfo16b278afef fffffo2a135¢f0100000000

1976a914bc3b654dca7e56b04dca18f2566cdaf02e8d9ada88ac99c39800000000001976a9141c4be
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.2. Bepcus mpansaxyuu

AHaJIOTMYHO Y TPaH3aKLuit GMTKOHA MMEIOTCA CBOM HoMepa Bepcuit. Kak mpa-
BUJIO, TPaH3aKIMs OGMTKOIHA MMeeT HOMep BepCUM, PaBHBINA 1, HO MHOTAA OH MO-
XeT 6BITb paBHBIM 2. B YacTHOCTH, /1A TeX TPaH3aKILMit, B KOTOPBIX IPUMEHAETCS
Koy, onepauuu OP_CHECKSEQUENCEVERIFY mo mpotokony BIP0112, Tpebyercs
HoMep Bepcuy 6onbiue 1.

O6patuTe Ha puc. 5.2 BHMMaHMe Ha TO, YTO HOMEP BEPCUM TPaH3aKLuu 060-
3HavyaeTcs B IIeCTHaAuUaTepu4Hoit popme kak 01000000, KoTopas He O4eHb IO-
x0>ka Ha Homep Bepcuy 1. Ho B mectHapuaTepuaHoit popme Homep 1 dakTmdeckn
MHTEPIPETUPYETCA KaK 1Ie/I0e YMCTIO B IIPSAMOM IOPSAAKe ClefOBaHMA 6aTOB, KaK
o6cyxpaanoch B rnase 4.
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YnpaxHeHue 1

Hanmmmnre HOBYI0 Bepcuio TOi YacTM MeTOAa parse (), rae Npou3BOBUTCA
CHMHTAaKCUYeCKMIt aHa/mM3 TpaH3akuuy. UTo6b!I caenaTh 3TO HafyIeXalmM obpasom,
BaM NpuzeTca npeobpa3oBath 4 GaliTa B Lie/I0e YMCIO, IPENCTABIEHHOE baitTaMu
B IIPSAMOM IOPA/IKE UX CNIEOBAHUA.

Bsogbl

Kaxpp1it BBOA yKka3bIBaeT Ha BbIBOJ, IpeAbIAYyLIel TpaH3akuuu (puc. 5.3). 3to
06CTOATENBCTBO TPeGyeT AOMOMHUTENLHOIO Pa3bsCHEHUsS, eC/IM OHO He BIIO/HE
OYEBMAHO TIOHAYAITY.

01000000

feffffff02a135ef0100000000
1976a914bc3b654dca7e56b04dcal18f2566cdaf02e8d9ada88ac99c39800000000001976a9141c4be
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.3. Beodv: mpan3axyuu

Ha BBopax TpaH3akumy 6MTKOHA PacXOAYIOTCS BBIBOABI IIPEAbIAYLIEN TPaH-
3aKIMyM. ITO 03HAYAET, YTO OMTKOMHBI JO/DKHBI OBITH MIONMYYEHBI, IIPeXAe YeM OHU
OyRyT moTpaveHbl. BBOABI TPaH3aKUMM CCHITAIOTCA Ha GUTKOMHBI, KOTOPBIE IIPU-
HaJineXxat ux Blafenblyy. JIns Kak[oro BBOAA TpeOYIOTCS CIeAYIOLMe COCTAaBIsA-
Iolue.

e CcplKa Ha IIONlyYeHHbIE paHee OUTKOMHBL.

o TIlonTBepik/eHMe, YTO OHM IPUMHA/IEXKAT CBOEMY B/Iafie/Iblly, KOTOPBIA MMeeT
MpaBO UX IOTPATUTb.

Bo Bropoit cocTapnaomeit npumensaercs anroputm ECDSA (cM. rnasy 3). Bam
KakK BrIafie/iblly OMTKOVHOB BPAJ /MM 3aX04eTCs, YTOObI MOATBEPXKAEHME UX NIPH-
HaJlJIKHOCTH /IMYHO BaM ObIIO KeM-TO MOJIeNaHo, ¥ I03TOMY 60/bIIVHCTBO BBO-
OB TPAH3aKIMI COAEPXXAT MOAMMCH, KOTOpble MOTYT C€/aTh TOTbKO B/Ia/ie/bI{bl
CEKPETHBIX KITIOYe.

Ilone BBOJOB TPaH3aKLMM MOXET COEP>)KaTb He OAMH BBOJ. ITO MOXHO CpaB-
HMTb C ynoTpe6/leHneM OJHOTO CYeTa /1A OI/IaThl TPamesbl CTOMMOCTbIO 70 KO-
napoB CIIIA unu pByx cyeroB Ha 50 u 20 gonnapos CIIA. B nepsom cnyvae
TpebyeTcs MULIb OFMH BBOA (B JAHHOM CTy4ae — CYeT), a BO BTOPOM ClIydae —
nBa BBofa. Ho nmHoraa BBOKOB MoxeT 6bITh U 6onbiue. Ilo aHanmornu Tpamnesy
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croumoctbio 70 gonnapos CIIIA moxHo onnatuTh 14 cyeTamu mo 5 KO/MIapoB
CIIA unu gaxke 7000 cyeTaMy 10 OHOMY IieHTY. TO paBHO3Ha4HO 14 mmu 7000
BBOJlaM TpPaH3aKLUN.

KonuyecTBo BBOIOB yKa3bIBaeTcs IOC/Ie BepCUy TpaH3akumu. Tak, Ha puc. 5.4
OHO BBIfIe/IEHO CBET/IO-CEPBIM U paBHO 01.

01000000

feffffff02a135ef0100000000
1976a914bc3b654dca7e56b04dca18f2566cdaf02e8d9ada88ac99c39800000000001976a9141c4bc
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.4. Konuuecmeo 660006 mpaHsaxyuu

Kak BuamuTe, Komu4ectBo BBOAOB 0603HayeHo 6aittoM 01, a crefoBaTeNbHO, y
JaHHOM TpaH3aKUUM JUIIb OAMH BBOJ. M 31ech MOXXeT BOSHUKHYTh MCKYIIEHME
[OIYCTUTD, YTO KOMUYECTBO BBOJOB TPaH3aKLMM BCErfa 0603Ha4aeTCsA OFHUM
6aliToM, HO Ha CaMOM [ie/ie 3TO He Tak. Beip oauH 6aitt cocTouT M3 8 6UTOB, a
CIefOBaTeNbHO, OBHUM 0aifTOM He/lb3sA BBIPa3UTh KOIMYECTBO BBOJOB CBBIILE 255.

U 3pecp BcTymaloT B AeitcTBUE 8apuanmol. COKpallleHHO BapyMaHT 0603Haya-
eT nepemenHoe yenoe (variable integer), T.e. cmoco6 KOAMpPOBaHMA 1I€NIOTO YMCIA
KonuyectBoM 6aitToB B mpegenax ot 0 go 2% - 1. s o603HadeHns KOMMYeCTBA
BBOJ{OB TPaH3aKL[MM MOXHO 6bI/I0 6B, KOHEYHO, BCETAia pe3epBUPOBATh 8 6aToB,
HO 3TO 6bI/I0 OBI HAIIPaCHOM TPATOi CBOOOJHOrO MeCTa, eC/Iv IPEeAIoNaraeTcs oT-
HOCHUTE/IBHO He6o/IbLIOe KOMMYeCTBO BBOKOB (HampyuMep, MeHbiue 20), 4TO, Kak
IpaBU/IO, XapaKTEPHO A/IA OOBIYHOM TPaH3aKLMMU. A BapMaHTHI IOMOTAIOT CIKO-
HOMMTB CBO6oAHOe MecTo. [IpMHIMI MX [efICTBUA MOACHAETCSA B IPUBEJEHHOM
HIDKe pasfiene.

BapmanTbl
BapMaHTbI KaK I€peMEHHDIC L€/TbI€ YMC/IA neﬁCTBYlOT 1o C/IEAYIOIUM IIpaBUIaM.

e Ecmu uncno meHbie 253, 0HO KOAMpyeTcsa oMM baitToM (Hampumep, 100
> 0x64).

e Ecnu uucno Haxoputca B npepenax ot 253 fo 2% - 1, To cHavanma KoMpy-
eTcs uncno 253 opHuM 6aitToM (fd), a 3aTeM 3agaHHOe yKucno — 2 Gaitra-
MM B TIPAMOM TIOPAAKE MX ClefoBaHuA (Hanpumep, 255 > 0xfdf£00, 555 »
0x£d2b02).
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e Ecmu uucno HaxoamTcA B mpepenax ot 2'¢ go 2% - 1, To cHavana kopMpyeTcs
yycno 254 ogauM 6aittoMm (fe), a 3aTeM 3aganHOe uucno — 4 6aiTamu B
TIpAMOM IOpsAiKe MX cnefoBaHusA (Hampumep, 70015 > 0xfe7£110100).

e Ecnu uncno Haxogutca B mpegenax ot 2°2 go 2% - 1, To cHavana Kogupy-
erca unucno 255 oguuM 6aittom (££), a 3aTeM 3agaHHOe uucno — 8 6ait-
TaMM B NPAMOM IOPsANKe UX crnefoBanus (nanpumep, 18005558675309 >
0xf£6dc7ed3e60100000).

JIns CMHTaKCMYECKOro aHa/lM3a U Cepuanu3aumyu Io/eil BApUAHTOB MOXXHO BOC-
TI0/Ib30BAThCA CEAYIOLMMM ABYMs (PYHKLIMAMM U3 MCXOAHOTO ¢aitna helper.py:

def read varint(s):

'''31a QyHKUMA UMTAeT NEePEeMEeHHOe LeJIoe YMC/IO U3 HoToka"

i = s.read(1)[0]

if i == 0Oxfd:
# O0xfd ozsHauvaer crenyoume nea Oaiita, o603HavaoIMe YUCIIO
return little endian_to_int(s.read(2))

elif i == Oxfe:
# Oxfe o3Hauaer cremywupme udeThpe Oalra, oOO3HauawUMe UYMUCIIO
return little endian_to_int(s.read(4))

elif i == Oxff:
# Oxff ozHavaeT crnemypupe BoCeMb O6aiTOB, OOGO3HAYANUMX YMUCIO
return little endian_to_int(s.read(8))

else:
# Bce oOCTalkHOE ABJAETCS BCENO JMUb LEJEM YMCIIOM

return i

def encode_varint (i):

'''"Kooupyer uesioe umMciao B Bume BapuaHra'''
if 1 < Oxfd:

return bytes([i])
elif i < 0x10000:

return b'\xfd' + int_to_little_endian(i, 2)
elif i < 0x100000000:

return b'\xfe' + int to little endian(i, 4)
elif i < 0x10000000000000000:

return b'\xff' + int to little endian(i, 8)
else:

raise ValueError('integer too large: {}'.format(i))

Oyuxuus read_varint () yuTaeT U3 MOTOKAa BapMaHT B 3aKOAMPOBAHHOM BHUJE
M BO3BpalIaeT Iieoe Yncmo. A GyHKIuA encode_varint () memaer coBEpLIEHHO
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06paTHOe, T.e. IPMHUMAET L[e/I0€ YMC/I0 ¥ BO3BPALlaeT BapMaHT B 6aifTOBOM Iipen-
CTaBJIEHUM.

Kaxxablit BBOI cOCTOUT U3 YeThIpex noseit. [[Ba nepBbIX MO COAEPXKAT CChIIKU
Ha BBbIBOJI NIpeABIAYIIEN TPAH3aKLMM, & B ABYX MOCTEAHMX MOJAX ONpeAensdeTcs
NOPAAOK PacXof0BaHMA BbIBOJA IpeAbiAyLuel TpaH3akumun. Huxke npusenexo co-
AEep>XXMMOe 3TUX TIONeN.

o VipenTduKaTOp NMpeAbIAYyIIEN TPaH3aKIUM.
e JHpexc npeabiAyled TpaH3aKLUM.
e Cuenapni ScriptSig.

e JlocnemoBaTenbHOCTD.

Kax mosicHANOCH BbIlIe, KOXMAbIA BBOJ COTEPXKUT CChIIKY Ha BBIBOJ| NIPEeAbIRY-
IIelt TpaH3aKIMN. VImeHTHUKATOpOM HpeNbIAYILIe TPAH3aAKIMM CITYXXUT Pe3yb-
TaT BbINONHeHUs Xeul-QyHkuum hash256 Haj comep>XKMMBIM NpebIAYLIE TPaH-
3aKUMU. ITUM NPEAbIAYIAA TPAH3aKLUA ONMpefieNIAeTCs OHO3HAYHO, IIOCKOIbKY
BEPOATHOCTb KO/IM3UM XelI-QYHKLMI B JAHHOM CITy4ae HeBeInKa.

Kak cTaHeT sCHO B fjanbHel1IeM, Y K&KAO0I TPaH3aKLMM JODKEH OBITb XOTA 65
OfIVH BBIBOJ, XOTA MX MOXeT 6biTh ¥ MHOTO. [I03TOMY HE06XOAMMO TOYHO Ompe-
Jie/INTD, KaKOJi MMEHHO BBIBOJ, PACXOAYETCS B CAMOL TPAaH3aKLMH, 4TO 3adUKCHPO-
BaHO B MHJIEKCe Mpeabifyel Tpansakuun. Cnegyet, ofHaKO, UMETb B BUAY, YTO
upeHTUPUKATOP MpeRBIAYLIell TPaH3aKIMM NpeAcTaBieH 32 GaiTamy, a ee MH-
fekc — 4 6aiiTamMy, IpU4eM B IPAMOM NOPAZIKE MX C/IEHOBAHNS.

Cuenapuit ScriptSig uMeeT oTHOIIEHMe K A3BIKY Script A4 HaNMCaHUA YMHBIX
KOHTPAaKTOB B OMTKOI1He, TIOAPOOHO paccMaTpMBaeMOMY B I7laBe 6. A O TeX IOp
cueHapuit ScriptSig MoXHO paccMaTpuBaThb KaK CPefiCTBO J/IA OTKPBITUA 3aIlep-
TOrO Ha K/IIOY [IEHEXXHOTO ALIMKA, YTO MOXKET CAe/NIaTh TOMbKO BiIafie/iel] BhIBOAA
tpaH3akuuu. [Tone ScriptSig nMeer nepeMeHHy10, a He PUKCUPOBAHHYIO I/IMHY,
KaK 6O/IbLIMHCTBO PacCMOTPEHHBIX A0 CHX IO IoJeif. Y MoCcKonbKy none mepe-
MEHHOJ J/IMHBI TPeGyeT TOYHOTO ONpeNeNeHNs eTo A/IMHBI, OHO IIpefBapseTcs Ba-
PUAHTOM, B KOTOPOM YKa3bIBa€TCA €ro [UIMHA.

IMocnenoBarenpHOCTb NEPBOHAYAILHO 3aAyMBIBA/IaCh KaK criocob obpauieHns c
noneM G7IOKMPOBKM BPEMEHM I COBeplIeHMA Toro, yTo Caromm HakaMoTo Ha-
3Ba/ “BBICOKOYACTOTHBIMY CAeNKamMy™ (CM. IpUBefeHHYIO Aanee Bpe3ky “Tlocneno-
BaTe/lIbHOCTb U BpeMst 6mokupoBkyu”). Ho B HacTosllee BpeMsi IPMMEHSAIOTCA CIIO-
co6 RBF (Replace-By-Fee — 3ameHa TpaH3akuuy ¢ NOBBILIEHNEM IIIATH 32 Hee) U
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onepauusa OP_CHECKSEQUENCEVERIFY. IlocnenoBarenbHOCTD TakxKe NpeAcTaBie-
Ha B IIPAMOM TIOpAZIKe CNIefOBaHNUs 6aifTOB 1 3aHMMaeT 4 baitTa.

Onucannple Bbillle IO/ BBOJA TPaH3aKLUMM BbIfeNIEeHbI Pa3HBIMM OTTEHKaMM
ceporo Ha puc. 5.5.

010000000181

feffffff  02a135ef0100000000
1976a914bc3b654dca7e56b04dcal8f2566cdaf02e8d9ada88ac99c39800000000001976a9141c4bc
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.5. Ilons 8600a mpansaxyuu: udenmugduxamop u unoexc npedvioyujert
mpansaxuuu, cuenapuii ScriptSig u nocnedosamenvHocmo

MocnenoBatenbHOCTb M Bpems 6NOKUPOBKM

ITepBonadanbro CaTomyn HakamoTo Tpe6oBanoch, 4To6bI MO/ MOCTELOBATENbHO-
CTM M BpeMeHM 6/TOKMpPOBKM MCIIO/Ib30BA/IUCh M1l COBEPIIEHMsS TaK Ha3bIBAEMBIX
“BBICOKOYACTOTHBIX cAienoK . [1o cyiecTBy, OH peaycMaTpuBaI COCO6 B3aMMHOM
ON/IaThl TOPTYIOIIMMM CTOPOHaMM 6€3 COBepIIEHNMS GOMBIIOrO YMC/Ia TPaH3aKLUUK
B 1enoyke 610koB. Tak, ecmu Anuca ninatur Boby 3a uro-Hubyab ofHO x 6UTKOI-
HOB, a Bo6 mnartur Anuce 3a yTo-HMOYAb Apyroe y GUTKOMHOB (Hampumep, ecnu
X > y), To Anuce AOCTaTOYHO 3aI/IaTUTh X — ¥ GUTKOMHOB BMECTO TOTO, YTOODI
COBepIATh AiBE OTAe/MbHbIe TPAH3aKLMK B Lienoyke 610koB. To e caMoe MOXHO
651710 6bI cAENaTh M B TOM Crydae, ecmu 661 Amica u Bo6 coBepummm 100 B3anm-
HBIX TPaH3aKLMIA, a C/IEOBATENLHO, TAKOI CIOCO6 MO3BO/MIAET CBECTY LIEMbliA PSf
TPaH3aKLMil K eAMHCTBEHHO! TPaH3aKLUH.

3ambicen Caromm HakaMoTo cOCTOAN B TOM, YTOGBI HENPepPbIBHO OGHOB/IATD MH-
HU-XYPHaJ y4eTa oIepaumit MeXJy TOPTyIOlMMI CTOPOHAaMH, YCTaHaB/IMBaeMbIit
B 1enoyke 6mokoB. Caroum HakaMoTo HaMepeBa/Icsi MCIIONB30BATh IONIA TOCTIE-
JIOBATEe/TBHOCTU U BpeMeHM G/IOKMPOBKY I/ O6GHOB/IEHMs TPaH3aKLMK IIPU BBICO-
KOYaCTOTHOM CJIe/IKe BCAKMIL pa3, KOIla MeX/AY TOPTYIOLIMMI CTOPOHAMy IIPOMC-
XOfU/Ia HOBas OIIaTa. Y TPaH3aKLMM TOPrOBOI CHENKM RODKHO OBIIO 6BITH ABA
BBOJa (oMH — OT Aynchl, a Apyroit — ot Bo6a) u aBa BeiBopa (opuH — k Annce,
a mpyroit — x Boby). TpaHsakuma TOproBoif CAenKM AO/DKHA 6blIa HAYMHATHCA C
HY/IEBOV TIOC/IEIOBATE/ILHOCTBIO M OTHA/IEHHBIM BpeMeHeM G7I0OKMpOBKM (Hampu-
Mep, depe3 500 6/10k0B, YTOOBI OHa Oblna feACTBUTENbHA B TeueHMe 500 6710K0B).
910 momkHa 6bita 6bITH OCHOBHAA TPaH3aKuMA, rae y Amucol u Boba 6butu 651
OfIHAKOBbIE B/IO>KEHHBIE MMM CYMMBI.
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ITocne mepBot TpaH3aKuuy, TAe Amnca maatut boby x 6uMTKOIHOB, IOC/IENOBA-
Te/IBHOCTb Ka)KZOro BBOAIa JO/DKHA CTaThb paBHOI 1. A mocrne BTopoii TpaH3aKINHy,
rae bo6 nmmatut Anmce y GUTKOIHOB, OHa RO/DKHa cTaTh paBHOM 2. [Tono6HbBIM
Croco6oM MOXXHO 6bI/IO 6BI CBECTH MHOTHE OIJIATHI K eAMHCTBEHHOM TPaH3aKIUyU
B Lleno4Ke 6/10KOB, NpY YCTOBMM, UTO OHM IPOM3OLIIMA [I0 UCTEUYEHUS BpPEMEHM
6/10KMPOBKH.

Ho, k coxanenuo, Takoit croco6, kak 61 10BKO OH HM ObII IPUAYMaH, IO3BO/LAET
RO6BITYMKY KPUNITOBA/TIOTH O4EHB JIETKO COBEPLIMTD MOAIOL. B paccMaTpuBaemMom
3flechb IIpMMepe TaKUM [0ObITYMKOM KPUIITOBAMIOTHI MOT 661 6bITh B06, KOoTOpO-
My HMYETO He CTOM/IO 6bl MPOCTO MPOMTHOPUPOBATh OGHOB/IEHHYIO TPAaH3aKIVIO
TOProBO¥ CAENKM C HOMEPOM IOC/IENOBATENbHOCTH 2 M BOOBITH TPAH3aKIMIO TOP-
TOBOM CHE/KM C HOMEPOM IIOC/IEOBATENBHOCTH 1, TeM caMbiM 0OMaHyB AJUCY Ha
y 6uTkoitHOB. B nanpHeitueM 6611 npuayMaH 6o/ee coBepIIeHHBIA Cocob ¢ Tak
Ha3blBaeMbIMM “I/IATEKHBIMM KaHamaMy~ B KayecTBe OCHOBAHMA [IA NPOTOKO/IA
Lightning Network (MonuueHocHas ceTs).

WUrak, 3Has, 4eM ABNAIOTCA MO/ BBOJOB TPaH3aKLUM, MOXXHO Telepb IIPUCTY-
NUTD K CO3[jaHmIo Knacca TxIn Ha ssbike Python cregyrommm o6pasom:

class TxIn:
def __init  (self, prev_tx, prev_index, script_sig=None,
sequence=0xffffffff) :
self.prev_tx = prev_tx
self.prev_index = prev_index

if script sig is None: (1)
self.script sig = Script()
else:

self.script_sig = script_sig
self.sequence = sequence

def _ repr_ (self):
return '(}:{}'.format (
self.prev_tx.hex(),
self.prev_index,

)
© Cranpaprso none ScriptSig mycroe.

IIpuBeneHHbBIt BbIEe KAacc TpebyeT HEKOTOPHIX MOsACHeHMA. Bo-nepsbix, B
HeM He 3afjlaHa CyMMa JUI KaXJOro BBOJA, IIOCKO/IbKY 3aTpPaThl HEM3BECTHHI /10
Tex TOp, MOKa B 6710Kk4eitHe (T.e. B Llemo4Ke 6/10KOB) He 6yyT o6Hapy>KeHBI U3-
pacxofoBaHHble TPaH3aKUMM. VI BO-BTOPbIX, HEM3BECTHO [laXKe, OTIIMPAET /I, TAK
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CKa3aTb, TPAH3aKLVA HYXXHBI AEeHEXHbIN ALK, €CTIM HUYIETo HeU3BECTHO O Ipe-
ABIAYILE! TpaH3aKLMM. B KaXXaoM y3/e JOMKHO IMPOBEPATHCS, OTIIMPAET /U aH-
Hasl TPAaH3aKLMA HY>KHbI [eHEeXHBI AIMK M He TPATATCA M IIPU 3TOM Hecylle-
cTByIolme 6uTKoifHbL. O TOM, KaK 3TO Aie/IaeTCsA, peyb MONAET B I7IaBe 7.

CuHTaKcMuYecKui aHanums cueHapues

Boree mogpo6HO 0 CMHTaKCMYECKOM aHa/n3e CueHapueB Ha sA3biKe Script peyb
TOJAeT B I71aBe 7, a OKa NpeobpasyeM o6beKT TMIa SCript u3 mecTHafuaTepuy-
Hoit popmsel B popmy Python, kak mokasaro Huxe.
>>> from io import BytesIO
>>> from script import Script (1]
>>> script_hex = ('6b483045022100ed81ff192e75a3£d2304004dcadb\
746fa5e24c5031ccf c£21320b0277457c98£022072a986d955c6e0cb35d446a\
89d3£56100£4d7£67801c31967743a9c8\el0615bed01210349fc4e631e3624a\
545de3£89£5d8684c7b8138bd94bdd531d2e213b£016b278\a")
>>> stream = BytesIO(bytes.fromhex(script_hex))
>>> script_sig = Script.parse(stream)
>>> print (script_sig)
3045022100ed81££192e75a3£d2304004dcadb746fa5e24c5031ccfcf21320b\
0277457c98£02207a986d955c6e0cb35d446a89d3£56100£4d7£67801c\
31967743a9c8e10615bed01 0349fc4e631e3624a545de3£89£5d8684cTb\
8138bd94bdd531d2e213bf016b278a

O bBonee nogpo6Ho knacc Script paccMarpuBaeTcs B I7IaBe 6, a ceifyac pOCTO
ybenurech, 4To TpebyeMblit 00bEKT CO3AaH B MeToAe Script.parse ().

YnpaxHeHue 2

Hanmmuute Ty yacTh Meropa parse () u3 Kiaacca Tx u MeTofa parse () u3
Kmacca TxIn, KOTOpas OTBeYaeT 3a CMHTaKCUYECKUI aHa/U3 BBOJIOB TPaH3aKLMN.

BbiBoAbI

Kak ynmomuHanoco B IpeAbiAylieM pasferie, BHIBOA TPaH3aKIMM ONpefeNseT,
KyA2 MMEHHO HANpaB/AOTCA GUTKOMHBL Y KaX/oif TPaH3aKIVMM JOMKHO OBITH
OT OfHOro M 6onble BHIBOZOB. A 3a4eM BoOO1Ie MMeTh 6O/bIle OHOTO BbIBOfA?
Benpb ans o6MeHa MOXKHO, HanpuMep, 060iTUCh U popMUpOBaHMeM TaKeTa TPaH-
3aKLMi1, YTOOBI 3a[/IATUTH CPa3y MHOTMM JIMLIaM BMeCTO TOro, 4To6er popmupo-
BaTh 10 OFHOI TPaH3aKILMy A/ KaKOTO /LA, TPeGyloLero GMTKOMHEI K OMJIaTe.
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Cepmanusauusa BbIBOIOB, KaK ¥ BBOJIOB, HAUMHAETCA C yKa3aHUA KONMYECTBA
BBIBOZIOB B BMJE BapMaHTa. Tak, Ha pucC. 5.6 3TO KOMMYECTBO BbIfIE/IEHO CBET/IO-
cepbIM M paBHO 02.
~ 0100000001813f79011acb80925dfe69b3def355fe914bd1d96a3f5F71bf8303¢62989c7d 10000000

06b483045022100ed81ff192e75a3fd2304004dcadb746fa5e24c503 1ccfcf2132000277457¢98f02
207a986d955c6e0cb35d446a89d3f56100f4d7f67801c31967743a9¢c8e10615bed01210349fc4e631
€3624a545de3f89f5d8684¢7b8138bd94bdd531d2e213bf016b278afeffffff 02a135ef0100000000

1976a914bc3b654dca7e56b04dcal18f2566cdaf02e8d9ada88ac99c39800000000001976a9141c4bce
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.6. Konuuecmeo 6v160006 mpaH3axkyuu

Kaxxpblit BBIBOJI TPaH3aKUMM COCTOMT M3 [BYX IIONEeH: CYMMBI M CLieHapus
ScriptPubKey. Cymma 0603Ha4aeT KOM4IeCTBO MPUCBOEHHbBIX OMTKOMHOB M yKa3bl-
BaeTCsA B €IMHMIIAX, Ha3bIBaeMbIX “cartomm’ U cocTaBaAwomux 1/100000000 gomo
6UTKOIIHA, DTO MO3BO/NAET OYEHb TOYHO AENUTb OMTKOMHBI BILIOTb Ao 1/300-i
monu neHta CIIIA (Ha MOMEHT HaIMCaHUA JAHHOM KHUIY). AGCOMIOTHBIN MaKCH-
MYM JJaHHO} CyMMbl COCTAaB/IA€T aCUMIITOTUYECKMI TIPENEN, paBHBINA 21 MUIIMOHY
6uTkoitHOB Mmu 2100 TpunmonaM Caroum. ITa cyMMa oka3biBaetcs 6o/buie 2%
(T.e. okomO 4,3 MMINIMapAa), a CIEROBATENbHO, OHa XpPaHUTCA B 64 6utax uam 8
6aifTax, KOTOpble CEpMATU3YIOTCA B IPAMOM IOPSAAKE MX CIeJOBaHMA.

Cuenapumit ScriptPubKey, kak u cuenapuit ScriptSig, MMeeT OoTHOLIeHMe K A3BI-
Ky Script, ucronb3yeMoMy A/ HaMCaHMA YMHBIX KOHTPAaKTOB B 6uTKoliHe. [laH-
HBIJ CIIEHapyUii MOXKHO pacCMAaTpUBaTh KaK 3aNepThiil Ha K/II0Y AEHEXHBIN AIMK,
KOTOPDBIif MOXKET OTKPBITh TO/IBKO BJ/IafieNiel] K/I0Ya OT 3TOro AIMKA. ITO MOXHO
CPaBHUTb C OFHOCTOPOHHMM cCelipoM, KOTOPBIII MOXET NMPMHUMATbL BKIAABI OT
KOTO YTOZHO, HO OTKPBITb €r0 MOXXET TO/IbKO Biajenel] faHHoro ceitda. Bonee
noapo6Ho cuenapuit ScriptPubKey paccmarpusaercs B rnaBe 6. ITone cuexapus
ScriptPubKey, kak u none cuenapus ScriptSig, MMeeT mepeMeHHYI0 AIMHY, KOH-
KpeTHOE 3HaYeHUe KOTOPOI YKa3bIBaeTCA B BapMaHTE IIepefl CAMUM II07IEM.

OnucanHble Bbille NO/A BBIBOAA TPAH3aKLMM BbIJIE/IEHb Pa3HbIMM OTTEHKaMH
ceporo Ha puc. 5.7.

0100000001813f79011acb80925dfe69b3def355Ffe914bd1d96a3f5F71bf8303c62989¢7d10000000
06b483045022100ed81f f192e75a3fd2304004dcadb746fa5e24c5031ccfcf21320b0277457¢98F02
2072986d955c6e0cb35d446a89d3f56100f4d7f67801c31967743a9c8e10615bedd1210349fc4e631
36242545de3fB89f5d8684c7b8138bd94bdd531d2e213bf016b278afef FFfff02a135¢f0100000000

1976a914bc3b654dcaTes6b04dcaldf2566cdafi2e8d9adaB8ac99¢c39800000000001976a9141c4be
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.7. ITons 8vi600a mpan3axyuu, 6 KOMopvix omoopararomcs 0ocmynHas
cymma u cyenaputi ScriptPubKey (nocneonuti — no unoexcy 0)
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Muoxectso UTX0

Coxpamenne UTXO o603HayaeT 861600 Heu3pacxo008aHHbix mpanaxyuti. Best co-
BOKYTIHOCTb BHIBOJIOB HEM3PacXOf0BaHHBIX TPAH3aKUMK B M060I JaHHBI MOMEHT
HasbiBaeTcA mMHoxecmsom UTXO. Takue MHOXECTBa BaXXHBI IOTOMY, YTO B /06051
MOMEHT BpeMeH! NPECTAB/IAIOT BCe JOCTYTIHBIE 1A PacXOAOBAHUA WM HaXOfs-
mwuecs B obpauenun 6utkoitHel. MHO)XecTBO UTXO HOMKHO OTCIEXMBATHCA B
TIOZTHBIX Y3/1aX CEeTU, a €r0 MHAEKCUPOBaHME YCKOPAET MPOBEPKY AOCTOBEPHOCTH
HOBBIX TPaH3aKILMI.

Hanpumep, cobmoctu npasuo, sanpeijaioiiee ABOfHOE pacXofoBaHNue, HETPYA-
HO, HalJiA BBIBOJ mpenbifyiieit Tpansakuuyu B MHokectBe UTXO. Tak, ecnmu Ha
BBOJIe HOBOJ TpaH3aKLMM MCIIONb3YeTCS BBIBOJ TPaH3aKLMM, OTCYTCTBYIOWIMI B
muOxecTBe UTXO, 3T0 03HayaeT MONBITKY JBOJHOTO pacXOOBaHUA MU YTIOTpe-
6/TeHMs HeCyILeCTBYIOLLEro BbIBOAA, a CIeOBATE/IbHO, TAKask ONEpaLys CYUTAETCA
HefeiicTBUTeNbHOM. VIMeTh B cBoeM pacnopsbxeHun MuoxectBo UTXO yno6Ho u
V1A IPOBEPKM OCTOBEPHOCTM TpaH3aKumit. Kak 6yneT nokasaHo B riaBe 6, YToObI
IPOBEPUTb TPAH3AKIMIO Ha JOCTOBEPHOCTD, HEOOXOAMMO HAMTH CYMMY M Cli€Ha-
puit ScriptPubKey 13 BbiBofja mpeabifymest Tpansakuuu. [lostomy, uMes B cBo-
eM pacropskeHuyu MHOXecTBO UTXO, MOXXHO 3HaYMTENBHO YCKOPUTD IPOBEPKY
TPaH3aKIMi Ha JOCTOBEPHOCTb.

Tenepp MOXXHO NPUCTYIINTD K OIpeAeNeHnIo Knacca TxOut, NpeAcTaB/soLIero
BbIBOJIbI TPAH3aKIMH, KaK ITOKa3aHO HIKe.

class TxOut:
def _ init_ (self, amount, script_pubkey):
self.amount = amount
self.script pubkey = script pubkey
def _ repr (self):
return '(}:{}'.format (self.amount, self.script_pubkey)

YnpaxHeHue 3

Hanumure Ty 9acTh MeTOpa parse () u3 kmacca TX M MeToAa parse () U3 Kiac-
ca TxOut, KoTOopas OTBeYaeT 3a CMHTAaKCMYEeCKMIA aHan3 BHIBOIOB TPAH3aKLUM.
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Bpems 6nokupoBKu

Bpems 6710KMpOBKM — 3TO CIOCO6 OTIOXKMTb TPAaH3aKLUMIO Ha BpeMs. Tak,
TPaH3aKLMA CO BpEMEHEM 6moxupoeku 600000 He MOXET BOWTH B 61ox4eitH Ko
TeX MOp, MOKa He 6yaeT AocTUTHYT 6110k 600001. ITepBoHayanbHO BpeMsa 6moku-
POBKM MHTEPIPETUPOBANOCH KaK CIIOCOO COBEpIIEHMA BBICOKOYACTOTHBIX C/ENIOK
(cm. paspen “TlocnenoBaTeNnbHOCTD ¥ BpeMs 6/10KMPOBKY , IPUBENEHHYIO paHee B
3TOJ I71aBe), YTO OKa3anoch HeGesomacHo. Ecu BpeMs 610knpoBKy 6onblue Man
paBHO 500000000, TO OHO CTY>XUT B Ka4eCTBE OTMETKM BPEMEHM B OIEpaLIMOHHOM
cucteme Unix. A ecnu Bpems 6mokupoBky MeHbte 500000000, To 0HO 0603HayaeT
HoMep 6710Kka. TakuM 06pa3oM, TpaH3aKILMM MOTYT ObITh IOANMCAHBI, HO HE U3-
PacxofioBaHBbl fI0 TeX MOP, NTOKAa He HAaCTaHET OMNpe/le/IEHHbII MOMEHT BPEMEHM B
cucreme Unix umm He 6yfeT [OCTUTHYTA ONpeNeNeHHas BbICOTa 6/10Ka B 1ierno4ke
6/10K0B.

Koraa Bpema 610KMpPOBKU MrHOpMpYyeTcAa

BpeMsa 6710KMpOBKM MTHOPUPYETCS, eC/TM HOMepa IOC/IeA0BaTeNbHO-
CTeit /11 Kaxpaoro BBofa paBHbl fEEfFFfE.

Cepuanusanyusa BpeMeHM 6TOKMPOBKM OCYIIECTBIAETCA B NPAMOM IOpAAKe
cnenoBaHus 4 6aiTOB, KaK BBIE/IEHO CEPBHIM Ha puc. 5.8.
0100000001813f79011acb80925dfe69b3def355fe914bd1d96a3f5f71bf8303c6a989c7d10000000
06b483045022100ed81ff192e75a3fd2304004dcadb746fa5e24c5031ccfcf21320b0277457¢98f02
2073986d955c6e6cb35d446a89d3f56100f4d7f67801c3196774339c8e10615bed01210349fc4e631
©3624a545de3f89f5d8684c7b8138bd94bdd531d2e213bf016b278afef fffff02a135ef0100000000

1976a914bc3b654dca7e56b04dca18f2566cdaf@2e8d9ada88ac99c39800000000001976a9141c4bc
762dd5423e332166702cb75f40df79fea1288ac19430600

Puc. 5.8. Bpema 6nokuposxu

[1aBHast TPYAHOCTb B IIPMMEHEHUM BpeMeHM GTIOKMPOBKYM COCTOUT B TOM, YTO
y Tony4aTens TPaH3aKLUMM HET HUKAKONA YBEPEHHOCTH, YTO OHA OKAXETCA IpU-
TOJ{HOIA, KOI/ia TIpUAET BpeMa GIOKMPOBKM. ITO MOXKHO CPaBHUTb C 6aHKOBCKMM
YeKOM, KOTOPBIif JaTMPOBAH 3a{HMM YMC/IOM U OT OI/IaThl KOTOPOTO MOXHO OTKa-
3aTbcsa. OTIpaBUTENb TPAH3AKLMK CO BpeMeHeM GIOKMPOBKM MOXXET M3PacXOfo-
BaTh ee BBOJDI ellle A0 TOT0, KaK OHa BOMJET B 6/10KYelfH, B pe3ynbTaTe Yero Takas
TPaH3aKUMA CTaHET HeJleCTBUTENbHOM BO BpeMs GIOKMPOBKM.

o mnosBnenus mnpotokona BIP0065 Bpemsa O610KMPOBKM INpUMEHH-
7ock orpaHu4eHHo. A B mporokorne BIP 0065 6rina BBemeHa omepauusa OP
CHECKLOCKTIMEVERIFY, 6narogaps KOTOpoOit BpeMs 6GIOKMPOBKM CTano
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NIpUHOCUTDH 6071]:1]1)’10 110/1b3Y, A€/1asA BBIBOA HEM3PACXOAOBAHHBIM 10 TEX II0P, IIOKa
He€ HaCTYTIUT ONPENEIEHHOE BpEMA 6HOKMPOBKM.

YnpaxHeHue 4

Hanuiure Ty yacTs MeTopia parse () u3 kmacca TX, KOTOpas OTBEYaeT 3a CUH-
TaKCUYECKMIA aHA/IN3 BpeMeHM 6/I0KMPOBKM.

YnpaxneHue 5

Yto copepxut mone ScriptSig Ha BTOpoM BBOAie, Monte ScriptPubKey — Ha mep-
BOM BBIBOJI€ ¥ T107Ie CyMMbl — Ha BTOPOM BBIBOJI€ IIPVBEE€HHOI HVDKE TPaH3aKIMu?

010000000456919960ac691763688d3d3bcea%adbecaf875df5339e148\
alfc6lc6ed7a069e0100
00006a47304402204585bcdef85e6blcbaf5c2669d4830££86e42dd205\
c0e089bc2a821657e951
c002201024a10366077£87d6bcelf7100ad8cfa8al64b39d4e8fedeal3\
a7b71aa8180£012102£0
da57e85eec2934a82a585ea337ce2£4998b50ae699dd79f5880e253daf\
afb7feffffffeb8f51f4
038dc17e6313c£831d4£02281c2a468bde0fafd37f1bf882729e7£fd\
3000000006a473044022078
99531a52d59a6de200179928ca%900254a36b8dff8bb75f5£5d71blcd\
€26125022008b422690b84
61cb52¢c3cc30330023d574351872b7c361e%aae3649071c1a7160121035\
d5¢c93d%ac96881f19%ba
1£686£15£009ded7c62efe85a872e6a19b43c15a2937fefffff£567bEf\
40595119d1bb8a3037¢35
6e£d56170b64cbccl60fb028£a10704b45d775000000006a47304402204c7\
c7818424c7£7911da
6cddc59655a70aflcbS5eafl7c69dadbfc74f£falb662£02207599e08bc\
8023693ad4e9527dc42c3
4210£727d1d1dd£fc8492b654a11e7620a0012102158b46fbdff65d40172
\b7989%aec8850aal0dae4d9
abfbB84c8laebeSb251a58aceS5cfeffffffd63a5e6cl6e620£86£375925\
b2lcabaf736c779£88£d
04dcad51d26690£7£345010000006a47304402200633ea0d3314bea0d95\
b3cd8dadb2ef79ea833
1ffele61£762c0f6daealfabde022029£23b3e9¢c30£08044615002385202\
8751635dcee2beb69c
2al686a4b5edf304012103ffd6fda67e94aba353a00882e563f£2722ebdcf\
f0ad6006e86ee20df
€7520d55feff££££0251430£00000000001976a914ab0c0b2e98blabédbf\
67d4750b0a56244948
a87988ac005a6202000000001976a9143c82d7df364eb6c75be8c80df2\
b3eda8db57397088ac46430600
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NMporpammuan peannsauua TpaH3aKuui

WTak, MBI CMHTaKCMYECKY NMPOAHAIN3NPOBANN TPAH3aKLMIO. A Tenepb HyX-

HO C/Ie/IaTb NMPOTUBOIIONIOKHOE: Cepuanu3upoBarhb ee. Jlid 3Toro HayHeM ¢ Kaacca
TxOut:

class TxOut:

def serialize(self): 0

'''BosBpamaeT pe3ysbTaT CepManmM3alyss BRBOLA TPaH3aKLysA
B NIOCJIeNOBAaTeNBLHOCTE GanToB'''

result = int to_little endian(self.amount, 8)

result += self.script_pubkey.serialize()

return result

B 3TOM MeTofie mpeAnonaraeTcs cepuanu3npoBarh 06bekT Tma TxOut B Io-
C/Iefj0BaTeIbHOCTD 6aiTOB.

A tenepb nepeitpaeM K Kaaccy TxIn:

class TxIn:

def serialize(self):

' ' 'BosBpamaer pe3yabTaT cepuanM3alyt BBOAA TPaH3aKLym
B IOCJenoBaTeNbHOCT: OaiToB'''

result = self.prev_tx[::-1]

result += int to_little_endian(self.prev_index, 4)

result += self.script_sig.serialize()

result += int_to little endian(self.sequence, 4)

return result

V1 HakoHel|, cepuanu3upyeM TPaH3aKIMIO B Knacce Tx:

class Tx:

.o

def serialize(self):

'''Bo3Bpamaer pe3yJbTaT CcepuanmM3alysi TPaH3aKLM
B IOCNIEROBATENBHOCTE OanToB'''
result = int _to_little_endian(self.version, 4)
result += encode_varint(len(self.tx_ins))
for tx_in in self.tx_ins:
result += tx in.serialize()
result += encode varint (len(self.tx outs))
for tx out in self.tx outs:
result += tx_out.serialize()
result += int_to_little endian(self.locktime, 4)
return result
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na cepuanusanuu o6bekTa TMIA TX B KMaccax TxIn u TxOut MCIONb30BaH
merop serialize (). CnenyeT, ogHako, UMeTh B BUAY, HY B OOHOM U3 HUX IIJIaTa
3a TPaH3aKLMIO He yKasaHa ABHO! [lefio B TOM, YTO CyMMa IUIaThl 332 TPaH3aKLMIO
NofIpa3yMeBaeTCA, KaK MOsACHAETCA B C/IEAYIOIIEM pasfierie.

Mnara 3a TpaH3akuymio

OJHO U3 COITTaCOBaHHBIX B OMTKOIHE IPaBMUII I/IACUT: /1A M060i1 HEMOHETH3U-
pytolLeit TpaH3aKuuy (MOfKpo6Hee 0 MOHETUIMPYIOLIMX TPAH3AKLMAX peyb MOATET
B I7IaBe 9) CyMMa BBOJIOB A0/DKHA ObITb 60/IbliIe MM paBHA CyMMe BBHIBOAOB. A IIO-
4eMY He/Ib3s IPOCTO IPUPABHATH BBOABI M BHIBOABI TpaH3aKLyuu? [leo B TOM, YTO
ecrut 6bl KaXAas TPaH3aKLusl HUYETO He CTOM/IA, TO y HOOBITYMKOB KPUIITOBA/IIOTHI
He 6b1710 6bI TOOYAUTENBHBIX IPUYMH BKIIOYATh CBOM TPAaH3aKUMMU B 6710KM (cM.
maBy 9). VIMeHHO m1aTa 3a TpaH3aKuMy U MO6Y>XHaeT FOOBITYMKOB KPUIITOBAITIO-
THI BK/IIOYaTh CBOM TpaH3akuuy B 6moku. TpaHsakuuu, He BXoasuMe B 6moky (Tak
HasbIBaeMble MPAH3AKUUU U3 YA NAMAMU), He AB/AIOTCA 4acTbI0 O/I0K4YeltHa, a
CNIefOBATENbHO, CYMTAIOTCS He3aBepLIEHHBIMM.

IInaTa 3a TpaH3aKI¥MI0 — 3TO IPOCTO Pa3HOCTb CYyMM €€ BBOJOB 1 BBHIBOJOB.
VIMeHHO 3Ty pa3HOCTb JOOBITYMKY KPUITOBATIOTH M CTPEMATCS OCTaBUTH cebe.
Ecnu y BBOJIOB OTCYTCTBYeT IOJNIe CyMMBI, €e IPUAETCA HAITH, a 1A ITOrO Mo-
TpebyeTcs mocTym K 610k4eitHy Boobe u Kk MHOXecTBY UTXO B yactHoctu. Ho
CAleNaTh 3TO HEJIETKO, eC/IY He BECTH CaMOCTOATENBHO IOJHBIIA y3e/, BeAb MHaue
TNIpUAETCA KOBEPUTHCA APYTOMY CYOBEKTY, YTOOBI IIONYYUTD OT HEro TpebyIoIyIo-
¢ MHGOpMaLIo.

Y1068BI M3BNIEKATH CBENECHUA O TPaH3aKLWAX, CO3AaAUM HOBBIN Knacc TxFetcher,
KaK TI0Ka3aHO HIDKe.

class TxFetcher:
cache = {}

@classmethod
def get url(cls, testnet=False):
if testnet:
return 'http://testnet.programmingbitcoin.com'
else:
return 'http://mainnet.programmingbitcoin.com'

@classmethod
def fetch(cls, tx_id, testnet=False, fresh=False):
if fresh or (tx_id not in cls.cache):
url = '{}/tx/{}.hex'.format (cls.get_url(testnet), tx_id)
response = requests.get (url)
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try:
raw = bytes.fromhex (response.text.strip())
except ValueError:
raise ValueError ('unexpected response: {(}'
.format (response.text))
if raw([4] == 0:
raw = raw([:4) + raw(6:]
tx = Tx.parse(BytesIO(raw), testnet=testnet)
tx.locktime = little endian_to_int(raw[-4:])

else:
tx = Tx.parse(BytesIO(raw), testnet=testnet)
if tx.id() != tx_id: o

raise ValueError('not the same id: {} vs (}'
.format (tx.id(), tx_id))
cls.cache[tx_id] = tx
cls.cache[tx_id].testnet = testnet
return cls.cache[tx_id]

© 3peco npoBepsieTcs, ABNAETCA MU UAeHTUGHUKATOP TPAH3AKIMM NPEAIIONa-
raeMbIM.

A moyemy 65l He IONMYYNTh KOHKPETHBI/ BbIBOJ TPAH3aKIMM BMECTO TOTO, YTO-
651 IOMy4aTh BCIO TPAaH3aKIMIO B LienoM? JleNo B TOM, YTO HaM He ClIeflyeT IOMTHO-
CTBIO J0BepATH TpeThbelt cropoHe! ITomyuns BCIO TPAH3aKIMIO B 11€7I0M, MBI MOXKEM
NpOBepUTH ee UAeHTUOUKATOP (Pe3yNbTaT BhINMOMHeHuA Xeul-GyHKuum hash256
HaJ| ee COREP>KMMBIM) U YROCTOBEPUTHCS, YTO MBI IIONYYN/IM MMEHHO Ty TPaH3aK-
LMI0, KOTOpass HaM ¥ TpeGoBamach. A CAieNaTh 3TO HEBO3MOXKHO, He TIOTYYMUB BCIO
TPaH3aKLMIO B 1I€/IOM.

% | Mouemy He cneayeT 0co6eHHO AOBEPATL TPeTbeih CTOPOHE

B cBoem opurnnanbHom odepke “Trusted Third Parties are Security
Holes” (loBepeHHbIe TpeTb) CTOPOHBI: 6pemm B 3ammre; https://
nakamotoinstitute.org/trusted-third-parties/) Huk Ca6o
(Nick Szabo) kpacHOpeuMBO OOBACHMI, YTO AOBEpUE TPETBUM CTO-
pOHaM B TOMY4YEHUM OT HMX NPABM/IBHBIX JAHHBIX HeNb3A CUNTATh
HaJ/lexalleit HopMoi o6ecriedeHns 6e3onacHocTit. Beab TpeThs cro-
pOHa MOXKET BeCTM Cebs XOpOLIO Temepb, HO Bbl He MOXKETe 3HaTh
3apaHee, KOIfla OHa IIOABEPTHETCA B3/IOMY, €€ COTPYAHUKM CTaHYT
CaMOBO/IPHMYATb MM BBOAUTb NPaBU/Ia, NPOTHMBOpeYAlle BalIUM
nHTepecaM. OTyacTy 6e30macHOCTb 6MTKOIHA OOBACHAETCA TEM, YTO
TNo/Ty4eHHbIe JaHHble BCETa MPOBEPAIOTCA, a He NMPUHMMAIOTCA Ha

BEpy.
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A Temnepp MOXXHO co3/1aTh B K1acce TXIN MeTOR A U3B/IEYEHUS npenbIzyLen
TPaH3aKLMK, a TAKXKE METObI A71A TIOMYYeHNA CYMMBI U clieHapusa ScriptPubKey
(on 6y11eT MCIIONIb30BAThCA B I7IaBe 6) U3 BHIBOAA MpenbIAyIe TpaH3aKIMHU, KaK
ITIOKa3aHO HMXE.
class TxIn:

.

def fetch tx(self, testnet=False):
return TxFetcher.fetch(self.prev_tx.hex(), testnet=testnet)

def value(self, testnet=False):
'''[lonyyaeT cyMMdy m3 BHBOHA, NMPOCMaTpMBas Xell TPAaH3aKLMMA.
BosBpamaer cymdy B caTom'''
tx = self.fetch_tx(testnet=testnet)
return tx.tx outs([self.prev_index].amount

def script pubkey(self, testnet=False):
'''llonyyaeT cueHapss ScriptPubKey mpocMaTpmBasi xem TpPaH3aKLA.
BosBpamaer ob6vexT TMna Script'''
tx = self.fetch_tx(testnet=testnet)
return tx.tx outs([self.prev_index].script_pubkey

Pacuer nnarbl 3a TPpaH3aKuumio

Tenepb, Korja B Kinacce TxIn mMeercsa MeTof value (), IO3BO/AIOIIMI OLIEHUTD
KO/IMYECTBO OUTKOITHOB Ha KK/IOM BBOJE, MOXKHO paccuMTaTh IJIATY 3a TPAH3aKLMIO.

YnpaxHeHue 6

Hamummre metop fee () mia xnacca TX, YTOObI paccyuTaTth IVIaTy 3a TPaH3aKIMIO.

3aKknioyenume

B 3r0i% rmaBe mogpo6HoO omucaHo, KAKMM 06pa3oM OCYLIECTBIAITCS CUHTAKCH-
YeCKMil aHa/IM3 U CepUanM3aLMsA TPAH3aKLMI U KAKOBO Ha3Ha4yeHMe OTHENbHBIX ee
noneit. JIBa U3 3TUX NONIeil TPeOYIOT JOMIOMHUTENLHOTO Pas3bsACHEHNUS, IOCKOMBKY
OHJM HEMOCPEACTBEHHO CBA3aHBI C A3BIKOM SCript — A3BIKOM COCTAaB/I€EHMA YMHBIX
KOHTPAaKTOB B OMTKOJHE. VIMEeHHO 3TOMY NIpeAMETy ¥ MOCBsILEHA I/1aBa 6.
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FNABA 6
fl3bIK Script

Bo3aMo>xHOCTB 6710KMpOBaTh 1 pa3bIOKMPOBAaTh MOHETHI AB/AETCA MIMEHHO TeM
MeXaHM3MOM, KOTOPbIit TepefaeT 6UTKOMH. brokuposxka o3HavaeT ccynmy onpefne-
JIEHHOTO KONMYeCTBa GUTKOIHOB KaKOMY-TO CYOBeKTY, a pasbnokuposka — pac-
XOJIOBaH/Me HEKOTOPOro KO/IMYECTBA MONMyYEHHBIX OMTKOMHOB.

B 3TO0it r/1aBe paccMaTpMBalOTCA MeXaHU3MBI GTIOKMPOBKYM M PasGIOKMpPOBKH,
KOTOPpBIE 3a4aCTyI0 Ha3bIBAIOTCS YMHbIM KoHmpakmom. Kpunrorpapus no smmin-
TUYECKUM KPUBBIM (CM. I7IaBy 3) IpUMeHsAeTCA B A3blKe Script A NpoBepKM npa-
BUIBHOCTM aBTOpM3auuy TpaHsakuuu (cM. rnaBy 5). ITo cymecTsy, A3k Script
M03BO/IAAET JIOAAM YOeaUThCs, YTO OHM MMEIOT IIPaBO MOTPATUTDh OMpefielIeHHOe
KO/IMYEeCTBO BbIBOAOB Hem3pacxogoBaHHbIX TpaH3akimit (UTXO). U xoTa MbI 3a-
GeraeM HeMHOTO BIepefi, HAYHeM BCe XK€ C BHYTPEHHEro MexaHu3Ma Script.

BHYTpeHHNI meXxaHu3m Script

Ecnu Bac cMyImaer MOHATHME YMHOTO KOHTPAKTa, He OTYaMBaiTeCh. “YMHBIN
KOHTPAKT — 3TO IPOCTO M3OLIPEHHBIN COCcO6 Ha3BaTh IPOrpaMMUPYEMBbIii KOH-
TPaKT, a “A3bIK COCTaB/IeHNS YMHBIX KOHTPAKTOB” — OGBIKHOBEHHDII A3BIK NPO-
rpaMMMpOBaHNA. B 6MTKoITHE A4 COCTAB/IEHNA YMHBIX KOHTPAKTOB IIPMMEHAETCA
A3bIK IPOrpaMMUpPOBaHMA Script, Ha KOTOPOM MOXXHO BBIPa3uThb yC/IOBUA 1A pac-
XO0BaHMsA OUTKOIHOB.

Butkoitn saBnserca uudpoBbIM SKBMBaTEHTOM KOHTpakTa B Script, a Script —
A3BIKOM CO CTEKOBOJ OpraHu3anueit nogo6Ho a3biky Forth. B si3bike Script Hame-
PEHHO HaJIOKEHBI ONpefie/ieHHble OTPAHNYEHMA, YTOObI MCK/TIOYUTD U3 HETO He-
KOTOpbIe A3bIKOBbIE CPeACTBA. B yacTHOCTH, Mo6ble CpeACTBa 1A OpraHM3aLuyu
IMK/IOB B Script OTCYTCTBYIOT, 1 IOTOMY 3TOT SA3bIK He ABJAETCS IOMTHBIM II0
Teiopunry.



Mouemy 6UTKONH He ABNAEGTCA NOAHDLIM NO TbIOPUHTY
IlonHoTa mo TblOpMHI'y B A3BIKE NpOorpaMMMUpOBaHNA, II0 CYIIECTBY,
O3Ha4aeT, YTO NMporpaMma MOXKET BBIIIOTHATHCA IMUKINYECKHU. HMK-
JIBL SIBJIAIOTCA T0/I€3HOM KOHCTPYKILMEN B IPOrpaMMUPOBaHMH, U 110-
3TOMY Bac MOXKET YAMBUTD, MOYEMY B A3bIKe SCript OTCyTCTBYET BO3-
MO>XXHOCTb OpPraHM30BaTh LIMKII.

JInsa 3TOro MMeeTCss HeMano NMPUYMH, HO HauHeM MX oObsACHeHMe C
BBITIO/IHEHMS TIPOTPaMMBI. BCskuif MoXKeT co3faTb IporpaMmy Ha
asblke Script, KoTopast 6yleT BBHINO/THEHA B KaXAOM IIOTHOM Y3/e
cetu. Ecmm 651 a3bik Script 6611 momHBIM 10 THIOPHMHTY, TO BIIO/THE
BO3MOXXHO, YTO LMK/ BBIIIOMHA/CA 6bI 6eCKOHEYHO, a B UTOTe MpO-
BepsiiolMe Y37l BOLUIM Obl B 3TOT LMK/, TaK M He BBIAAA U3 HETO.
[Tofo6HBIM CIIOCO60M MOXKHO JIETKO OPTraHM30BaTh aTaKy THUIIA OT-
Kasa B obcnyxuBauumu (DoS) Ha cerb. EquncTBeHHOM NporpaMMmsl ¢
6€CKOHEYHBIM LMK/IOM OKa3ajoch OBl JOCTaTOYHO, YTOOBI CIOMATh
6utkoin! Y 3To 6bima 6b1 KpymHasA cUcTeMaTUdecKas YA3BUMMOCTb,
3aluTa OT KOTOPOJf CTa/lla OfHOI M3 ITIABHBIX NMPUYMH, II0 KOTOPBIM
B 6uTKoitHe BoOOmIe U Script B YaCTHOCTM MCK/IIOYEHa IOTHOTA IO
Toropunry. Ha nnardopme Ethereum, rpe npuMeHsAeTca MOMHBIA 10
ThIOpMHTY A3BIK COCTaBNeHMA YMHBIX KOHTpakToB Solidity, mpo6me-
Ma 3aUMK/IMBaHUs PEIUAeTCs OPUTMHANBHBIM CIIOCOOOM: KOHTPAaKThI
BBIHY)K/{AIOT PacI/IayMBaThCA 33 UCTIONIHEHNME IIPOTPaMMBbl TaK Hasbl-
BaeMbIM “rasoM’. BeckoHeuHsblt LMK/ 6ymeT McImyckaTh moboit ras,
KOTOPBIIl NPUCYTCTBYeT B KOHTPAKTE, IOCKONIBKY OH IO OIIpefiene-
HMIO GyHeT BHIMOMHATBCA 6€CKOHEYHOE YNMCIIO pas.

Ewe ofHa mpuumHa u36eXaTb MOMHOTH 1O ThIOPMHTY 06BACHAETCA
TEM, YTO IOMHbIe 10 ThIOPMHIY YMHble KOHTPAKTBhl C TPYOM IIOAi-
RAIOTCA aHA/MN3y. YCIOBUA [UIA BBIIOTHEHMS KOHTPAKTa C IOJHO-
TO! 10 THIOPUMHTY OYeHb TPYAHO IEPEYMCIMUTb, a CIEOBATENbHO,
HETPYAHO MOBECTM [0 HENpPEJHaMEPEHHOIO IOBENEHMUS, BbI3BIBAIO-
wero mporpamMmusle ommn6ku. Takue omMOKM B yMHOM KOHTpakK-
Te O3HAYalOT, YTO MOHETHI yA3BMMbI K HeNpeHaMEPEeHHOM TparTe, a
3HAaYUT, YYaCTHMKM TAKOTO KOHTPAKTa MOTYT NOTEPATb CBOM JE€Hb-
ru. VI Takme ommmbKM HOCAT He TONBKO TEOPETUHECKMIl XapaKTep.
Onu ctanu npu4mHoit rasHoro 3arpygHenns B DAO (Decentralized
Autonomous Organization — JlenjeHTpanu3oBaHHasA aBTOHOMHas
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OpraHM3alys), a MOMTHOTa YMHBIX KOHTPAaKTOB 10 ThIOPMHIY B KO-
HEYHOM CyeTe NMpMBENA K PafuKaTbHOMY M3MeHeHMIo (TaK Ha3bIBa-
€MOj1 “XKecTKoii BUIIKe”) B POTOKOJIe paboThl 6/IOKYETHOB Ha II/IaT-
¢opme Ethereum Classic.

TpaHsakuuy npucBauBalOT GUTKOMHDI CLIEHAPUIO 67I0KUPOBKYU, OTIPETEIEHHOMY
B none ScriptPubKey (cM. rnaBy 5). Takoit cueHapmit MOXXHO CPaBHMTb C 3ariep-
THIM Ha KJTI0Y JIEHEXXHBIM ALIMKOM, a OTKPBITh €TI0 MO>KHO JIMIIb OCOOBIM K/TIOUOM.
Pasymeercs, meHbIu B 3TOM ALIMKE HOCTYIIHBI TONBKO BIAJE/NbIy TAKOTO K/IIOYa.
PackpbiTe meHeXHOro AlMKa OCYIIeCTBIAETCA B Moje cueHapus ScriptSig (cm.
I7aBy 5). OTMM MOATBEPXXAAETCA NMPAaBO Ha BIafieHMeE 3aMEPTHIM Ha KITIOY [IEHEX-
HBIM AILIMKOM, a CNIE[IOBATENbHO, M pa3pellleHME Ha PacXOfj0BaHMe XPaHAIIMXCA B
HEM JICHEXHBIX CPENICTB.

MpuHuMn pencrTBua asbika Script

Kak u 60nbIIMHCTBO A3BIKOB IPOrPaMMMPOBaHMs, A3bIK Script o6pabaTsiBaet
KOMAaH/IbI II0 OYepeny, a KOMaHAbI ONIEPUPYIOT STEMEHTaMM CTeKa. B s3bike Script
MMEIOTCA IBa BO3SMOXHBIX THIIa KOMAaH/: 3/IEMEHTbI U OIepaLiiM.

OneMeHTH! ABNAITCA AaHHbBIMU. PopManbHO 06paboTKa 37IeMEHTa COCTOUT B
TOM, YTOOBI pa3MEeCTUTD €ro B CTeKe. IEMEHTHI IIpeACTaB/IeHbl 6aiTOBBIMU CTPO-
KaMu AnuHoM ot 1 go 250. TUMMYHBIM 371eMEHTOM MOXET OBITh IOAIMICH UM OT-
KpBITBI Kmioy B popmare SEC (puc. 6.1).

( <nopmce> ) ( <orkpwimwiit knioy> )

Puc. 6.1. Inemermuot

Onepanyuy BHINOMHAIOT ONpefeNeHHYI0 06paboTKy maHHbIX (puc. 6.2). OHu u3-
B/IEKAIOT OT HY/IA U 60/Iblle 37IEMEHTOB M3 CTeKa 06paboTKy U pasMelLaor obpar-
HO B HEM CTO/IBKO >Ke 37IeMEHTOB.

( opcHECkSIG ) (  OPDUP )} ( OPHASH160 )

Puc. 6.2. Onepayuu

TunuyHom ABNAETCA onepanus OP_DUP (puc. 6.3), ny6nmpylomaﬂ 3/IEMEHT Ha
BeplIMHe cTeKa (moTpebnenne 0) M pasMemarolias B HeM HOBBIN 3/1eMeHT (pas-
melnenne 1).
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Puc. 6.3. Onepayus OP_DUP dy6nupyem
aniemenm Ha éepuiune cmexa

Iocne Toro xax Bce KOMaHAbl 6yAyT BBIYMCIEHBI, I/IEMEHT Ha BEPLIMHE CTe-
Ka [JO/DKEH CTaTh HEHy/IEBBIM, YTOOBI CLieHapyit ObIT pa3pelleH KaK JOCTOBEPHBIIL.
Ecnu aneMeHTHI OTCYTCTBYIOT B CT€KE M/IM Ha €T0 BEpIIMHE IPUCYTCTBYET HY/EBOM
37IeMEHT, CLieHapuit OyAieT NpM3HaH HeoCToBepHbIM. HemocToBepHbIi McXON 03Ha-
YaeT, YTO TPaH3aKLMsA, BK/IIOYAOLas B ce6s CLieHapyii pa3bloKupoBKH, He byaeT
NPUHATA B CETH.

Mpumepbl onepauun

ITomumo onepauuyu OP_DUP, uMeeTCs HeMano Apyrux onepaumit. Tak, omepa-
uusa OP_HASH160, cxeMaTH4yeCcKM MpeNCTaB/IeHHasA Ha puC. 6.4, BBITIO/NTHAET CHa-
yana xew-¢yHkuuio sha256, a 3areM — xem-dpynkumio ripemd160 (HasbiBaeMyio
taxoke hash160) Haj amemMeHTOM Ha BeplnHe cTeka (moTpe6bnennue 1) 1 pasmelaer
B HeM HOBbI1 371eMeHT (pasMeluenne 1). [nana Ha 6/10K-cxeMy JaHHOII omepaLuy,
IIPUBEAEHHYIO Ha puc. 6.4, clefyeT MMeTh B BUAY, 4TO y = hash160 (x).

( X )} — ( Y )

Puc. 6.4. Onepayus OP_HASH160 evinonmsem
cHavana xew-Pynxyuto sha256, a samem —
xew-Pynxyuto ripemd160 Hao anemenmom

Ha eepuiuHe cmexka

Jpyroit o4eHp BaKHOI onepauuein aBnserca OP_CHECKSIG, cxeMaTM4ecKu
NpefCTaBIeHHast Ha puC. 6.5. ITa omepanys NOTpe6IIAeT, T.e. U3B/IEKAET CHaYa/Ia U3
CTeKa [IBa 37IEMEHTA, IIEPBbIM M3 KOTOPBIX AB/IAETCA OTKPBITBINA K/I0Y, @ BTOPbIM —
MIOAINCD, a 3aTeM NpOBepsieT, IPUTOAHA M MOAMMCDH AJIA OTKPHITOro Kmwova. Ecmu
OHa IpUTrofHa, To onepauusa OP_CHECKSIG pa3melaer B cTeke 1, a MHauYe — 0.

v

( <nogwce> ] ( 1 )
(' <orkpbirit kniow>

Puc. 6.5. Onepayus OP_CHECKSIG nposepsem,
NpuU200Ha U NOONUCH O OMKPBIMO20 K104A
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MporpammHan peanusayua onepayuit no X Kogam

A Temnepp nonpo6yeM peanu3oBath onepanuio OP_DUP B 3aflaHHOM CTeKe, KaK
MoKa3aHo Hyke. JTa onepaunAa npocTto ny6nupye'r 9/IEMEHT Ha BEPIINHE CTEKaA.
def op_dup(stack):

if len(stack) < 1: (1]
return False

stack.append (stack[-1]) (]

return True

e

OP_CODE_FUNCTIONS = {
118: op_dup, (3]
}

O IIpopy6nupoBath He06x0AMMO XOTS 6bl OUH 37EMEHT, MHAYe BBIIOTHUTD
olepaLyio 10 JAHHOMY KOAY He yAacTcA.

@ VIMmenHo Tak Ay6nMpyeTCs 9/IEMEHT Ha BEpPLIMHE CTeKa.
® 118 =0x76 — 310 KOR Omepawuyu OP_DUP.

Obparute BHMMaHME Ha TO, YTO IO KOAY AaHHOM ONepaLyy BO3BPAILaeTCs JI0-
TM4YeCcKo€e 3Ha4Y€Hue, COOGIIL&IOH.ICC 06 YAAYHOM M/IM HEY[JAYHOM €€ 3aBE€PIIECHUN.
Ecmn onepauyusa 3aBEPIIUTCA HEYAAYHO, TO Ta XKe y4acTb AaBTOMAaTUYECKU ITOCTUT-
HET U CLieHapuil.

Huxe mokasaHo, kakuM 06pa3oM nporpaMmupyeTtcs fpyras omepauus, OP
HASH256. JTa omepauus M3B/leKaeT 3/IEMEHT U3 BEPLIMHBI CTEKA, BHITIONHAET Haf,
HUM xem-q;ym(nmo hash256 u IIoMelIaeT IIOIIY‘{CHHbIﬁ pesynbrar o6pa’mo B CTEK.
def op_hash256 (stack):

if len(stack) < 1:
return False
element = stack.pop()

stack.append (hash256 (element) )
return True

OP_CODE_FUNCTIONS = {

170: op_hash256,
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YnpaxHenne 1

Hamymwre gynkumio op_hash160 ().

CHHTaKCMYeCKUIA aHanu3 nonei ceHapues

Cunrakcuyecknit aHanu3 moneit ScriptPubKey u ScriptSig ocymectBnsercs
onuHakoBo. Tak, ecnu 3HayeHue GaitTa HaxoguTcs B npepenax otT 0x01 go 0x4b
(Ha30BeM 3TO 3HaU€HME 1), TO B Ka4eCTBE JIEMEHTA MOXKHO IIPOYMUTATD CIIEAYIOLIME
7 6aitToB. B IpOoTMBHOM cy4ae jaHHBIA 6T IpeACTaB/IAET ONePaALMIO, KOTOPYIO
npupetcs HaitTi. Hioke mepednciieHsl HEKOTOPbIE OIepaluyu M X 6aiToBbIe KOJBI.

0x00 —OP_0
0x51 —OP_1
0x60 — OP_16

0x76 — OP_DUP
0x93 — OP_ADD

0xa9 — OP_HASH160
0xac — OP_CHECKSIG

06 anemeHTax annHow 6onbue 75 6anToB

B cBsA3U ¢ M3/10)KEHHBIM BBIILIE Y BaC MOXXET BOSHUKHYTb BOIIPOC: YTO
NPOM30IIfIeT, eClM A/IMHA 3MeMeHTa OKaxercs 6ompme 0x4b (mmm
75 B mecatuyHoit ¢opme)? Insa o6pabOTKM TaKMX 37€MEHTOB MMe-
I0TCA Clefyomue Tpu onepauuu: OP_PUSHDATAL, OP_PUSHDATAZ
n OP_PUSHDATAA. B gactHOCTH, Omepanyusa OP_PUSHDATAL osHaya-
€T, 4TO C/enylolmit 6aifiT COJEp)XUT KOMMYeCTBO 6aifTOB, KOTOpbIE
TpebyeTcs mpounuTaTh ANA obpabaThiBaemMoro snemeHTa. Omepaums
PUSHDATA2 oO3HayaeT, 4TO ClIeAyioumue 2 6aitTa comep>xaT Konmude-
cTBO 6aiiTOB, KOTOpHIE TPebyeTCss MPOYUTaTh AN 06pabaTrIBaeMoOro
aneMeHTa. V1 HakoHel, onepanusa OP_PUSHDATA4 O3HavaeT, 4YTOo Cle-
myoouue 4 6aitta comepxar KonmdecTBo 6aitToB, KOTOpble TpebyeTcs
NpOYMTaTh 1A 06pabaThIBaEMOTrO 3/IEMEHTa.

Ha nmpakTuke 3TO 03HayaeT, YTO €C/IU MMEETCA 37IEMEHT I/IMHON OT 76
10 255 6ai1TOB BK/IIOYMTENBHO, TO AJIA €ro 06p360TKM NpMUMeHsAeTCA
onepauusa OP_PUSHDATAL <anmHa syieMeHTa 1 6anT> <371eMeHT>.
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Hnsa 06paboTKy 3/EMEHTOB AIMHOM OT 256 f0 520 6aiiTOB BKIKOYH-
TeIbBHO NpuMeHseTcsi onepauusa OP PUSHDATAZ <nnimHa 3J1€MEH-
Ta 2 6anura> <3/1eMeHT>. A 3neMeHTH! [uHoi 6onbire 520 He KO-
IIyCKAIOTCA B CETH, U MOTOMY omepauus OP PUSHDATA4 He HyXHa,
x0T onepauus OP_PUSHDATA4 <amuHa sy1eMeHTa 4 6aitra B nps-
MOM IOpsSOKe MX CJIEeNOBAaHMsSI, HO MeHbme wiu poBHa 520 6ar-
TOB> <3JIEMEHT> BCE Xe NONyCTUMa.

Unucno, koTopoe MeHblle 76, MOXXHO 3aKOAMPOBATH C TOMOLIbIO OIe-
pauun OP_PUSHDATAL, 4uCno, MeHblIee 256, — ¢ IIOMOLIBIO OIepa-
uuy OP_PUSHDATA2, a mo6oe yucno, MeHslIee 521, — ¢ moMouibio
onepauuu OP PUSHDATA4. Ho Takme TpaH3akuum cymraioTcAa He-
CTaHJapPTHBIMM, a 3TO O3HAYaeT, YTO OONBIIMHCTBO CETEBHIX Y3/IOB
6uTkoiHa (0CO6EHHO TeX, Ha KOTOPBIX BBIIIOMHSETCA HPOTPAMMHOE
obecneyenne Bitcoin Core) He 6yRyT X nepenaBarb.

VIMeeTcss HeMano APYTHX KOAOB ONepaLyil, 3aipOrpaMMIPOBAHHbBIX B MCXOM-
HoM ¢paitne op.py. C MOMHBIM MX HEPEYHEM MOXXHO O3HAKOMMTBHCA IO afpecy
https://en.bitcoin.it/wiki/Script.

NporpammHan peanusauna CUHTAKCUYECKOro
aHanmsatopa M cepvmanvsaropa clieHapues

A Temneps, KOIla U3BECTEH MPUHLUI JIEICTBUA A3bIKa Script, MOXKHO HammcaTh
CMHTAKCMYECKMIf aHA/IN3aTOP CLieHapyeB CERYIONUM 06pa3oM:

class Script:

def _ init (self, cmds=None):
if cmds is None:
self.cmds = []
else:
self.cmds = cmds (1]
@classmethod
def parse(cls, s):
length = read varint(s) (2]
cmds = []
count = 0
while count < length: (3]
current = s.read (1) o
count += 1
current byte = current(0] (5)

fnasa 6. Aseik Script | 153



e © O 0006 o0 @©

if current byte >= 1 and current_byte <= 75: (]
n = current_byte
cmds.append(s.read(n))
count +=n
elif current byte == 76: o
data_length = little_endian_to_int(s.read (1))
cmds.append (s.read (data_length))
count += data_length + 1
elif current byte == 77: (5]
data length = little endian_to_int(s.read(2))
cmds.append (s.read(data_length))
count += data_length + 2
else: Qo
op_code = current byte
cmds . append (op_code)
if count != length: (10}
raise SyntaxError('parsing script failed')
return cls(cmds)

Kaquaa KOMaHJa AB/AETCA VCIIONTHAEMbBIM KOAOM OIl€EpALIMU U 3]IEMEHTOM,
pa3MeLlaeMbIM B CTEKE.

Cepuanusauys cLieHapys BCerja HaYMHAETCA C IVIMHBI BCErO CLieHapHs.

CHHTAaKCHMYECKMIt aHA/IM3 IIPOU3BOAMUTCA [0 TeX IIOp, II0Ka He OymeT ymorpe-
6/1eHO HY>XHO€ KOMNYecTBO 6aifToB.

B aToMm 6aiiTe onpepenseTcs KOR ONEpalMy UM /IEMEHT.
3necs 6aitT mpeobpasyeTcs B 1ie/I0€ YHCIIO.

[na 4ucna B npepenax ot 1 10 75 BKIIOYMUTETLHO U3BECTHO, YTO C/IEAYIOLINE 1
6aitTOB cofiep)KaT 37IEMEHT.

Ecny uncno paBHo 76, To BhinonHsAeTcA onepaunsa OP_PUSHDATAIL, a B cnegy-
foweM baliTe ykasaHo, CKO/IbKO 6aifTOB JO/DKHO 6BITh MPOYMTAHO.

Ecnu yncno pasHo 77, To BhInonHserca onepauus OP_PUSHDATAZ2, a B cnexy-
folieM 6aifTe yka3aHO, CKO/IbKO 6aifTOB JO/DKHO GBITH IPOYMUTAHO.

[Tomy4en xop onepauuy, KOTOPHI COXPaHAETCA.

JIO/MKHO 6BITH MCIIONB30BAaHO KOIMYECTBO OAMTOB, TOYHO paBHOE IJIMHE Clie-
Hapys, a MHaye IPOUCXOANUT oumbKa.

AHa/TIorMuHBIM 06pa30M MO>XHO HAIlMCaTh M CEpUAIN3ATOP CLI€HApUEB:

class Script:

def raw _serialize(self):
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result = b''
for cmd in self.cmds:

if type(cmd) == int: 0

result += int_to little endian(cmd, 1)
else:

length = len(cmd)
if length < 75: (]

result += int to little endian(length, 1)
elif length > 75 and length < 0x100: [ ;)

result += int to_little_endian(76, 1)
result += int_to_little endian(length, 1)
elif length >= 0x100 and length <= 520: ()
result += int _to little endian(77, 1)
result += int to little endian(length, 2)
else: ®
raise ValueError('too long an cmd')
result += cmd
return result

def serialize(self):
result = self.raw _serialize()
total = len(result)
return encode_varint (total) + result @

O Ecnu komaHfa 0603Ha4YeHa Lie/IbIM YUC/IOM, 3HAYMT, ITO KOJ OTEpaLiuHu.

® Ecnu paunHa 3neMeHTa HaXOAMTCSA B npefenax oT 1 1o 75 BKIIOYUTENBHO, OHA
KOMPYeTCs OBHUM 6aiiToM.

©® 114 moboro anemenTa guHOI OT 76 K0 255 CHayana 3afiaeTcs KOJ Onepanumu
OP_PUSHDATAL, a 3aTeM ANMHA 37IEMEHTa KOAMpYyeTCcs OfHUM baitToM, mocie
KOTOPOTO C/IEAYET CaM 3/IEMEHT.

© s moboro anemenTa fnuHOM OT 256 10 520 cHavana 3afaeTCs KO onepaLuu
OP_PUSHDATAZ2, 3aTeM J/IMHA 37IeMEHTa KOAMpPYeTCA ABYMA 6aiiTamu B mps-
MOM IIOpAAKe MX CNIEfOBaHNA, a TIOC/IE HUX C/IEAYyeT CaM 3/IEMEHT.

@ /o601t anemenT aymHOM 60nbie 520 6AATOB He MONIEXUT CepUATA3ALVN.
® Cepnanmsaumus cueHapyus HAYMHAETCA C IIMHDI BCETO CLIEHAPUAL

Cnemyer 3aMeTHUTb, YTO NPUBENEHHBIN BbIIlE CMHTAKCUYECKUII aHA/IM3ATOP U
CEpManM3aTop yxke NPUMEHAMNCD B I/TaBe 5 /I CMHTaKCUYECKOTO aHa/N3a U Cepu-
am3anyu noneit ScriptSig u ScriptPubKey.
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06bepnHeHne nonei ceHapues

O6bekT TMNa Script mpeacTaBnseT Habop KOMaHA, KOTOpble TpebyeTcs BbI-
YUCTUTB. A ANA TOTO, YTOOBI BHIYMCIUTD CLIEHApHil, HEO6XOAMMO O6BEAMHUTD
nonsa ScriptPubKey u ScriptSig. 3amepThlit Ha Km0Y AeHEXHBI AMMK (CLieHapui
ScriptPubKey) u oTnimparomuii ero Mexanu3sMm (cueHapuit ScriptSig) apnsiorcs pas-
HbIMYU TPaH3aKLMAMM. B 4aCTHOCTH, lEHEXHDIN ALWMK CTYXUT MECTOM I IIpH-
Xofla 6MTKOIHOB, a OTIMPAIOLINI €r0 MEXaHM3M MIN CLieHapuif — MEeCTOM A/
pacxopia 6MTKOITHOB. BBOJ B pacXofjHOI TpaH3aKLUM yKa3viéaem HA NPUXOOHYI0
mpan3axyuro. ITo cyiiecTBy, BOSHMKaET TaKas >Ke CUTYalys, KaK ¥ II0Ka3aHHas Ha
puc. 6.6.

f— T o o A B
Mpepbipyiias TpaH3akums Texyuwias TpaH3aKums O6neauHeHHbINH ‘

Bepcus Bepcus CleHapwit

BXOAbI BXOfibl

BbIXO/ibl BXOf| ‘ ScriptSig

BbIXO, €— BbIXOZ, NPe/biayLLIed
TpaH3aKLum
ScriptPubKey i ScriptSig ScriptPubKey

Bpems 610KupoBKy | Bbixogw

L | Bpewms GIOKMPOBKY | : L |

Puc. 6.6. O6vedunenue cuenapues ScriptPubKey u ScriptSig

CueHapmuit ScriptSig pas6noxupyet cueHapuit ScriptPubKey, n moatomy Tpe-
OyeTcsi KaKOI-TO MEXaHM3M /1A 0ObeaMHeHNs oboux cueHapueB. YToObI BhIUMC-
muTh 06a ClleHapus BMecTe, HEOOXOAMMO M3B/IeYb KOMaHABI M3 nonent ScriptSig u
ScriptPubKey 1 06beMHNTD MX, KaK IIOKa3aHO Ha puc. 6.6. IIpy 3ToM KOMaH/bI U3
nons ScriptSig AO/DKHBI NpefIIecTBOBaTh BceM KOMaHAaM 13 nons ScriptPubKey.
Komanpabl 06pabaTbiBaloTcs 10 04epeAM A0 TeX IOp, MOKa HeoO6pabOTaHHBIX KO-
MaHJ{ 60/IbIlle He OCTaHEeTCS MM Xe OObefMHEHHBIN CLieHapyuil 3aBepIINTCA He-
yAa4yHo.

Mporpammuan peanusayua o6begnMHeHHOro Habopa KoMaHA

YT06bI BBIYUCIUTD CLIEHAPUIiL, HEOOXOAMMO OGBENUHUTD COflEPXKUMOe TI0Nel
ScriptSig n ScriptPubKey B enuHbIil Ha60p KOMaH[ M 3aTeM BBINOTTHUTb 3T KO-
MmaHAsl. Huke moka3zaHo, KakuM 0o6pa3oM clieHapuy 00befMHAIOTCA HemoCpen-
CTBEHHO B Kofi€.
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class Script:

def _ add (self, other):
return Script(self.cmds + other.cmds) 0

O 3pecs koMaHab M3 060MX UCXORHBIX CLIEHApUEB OOBENMHAIOTCA B UHBIA Ha-
60p, /151 KOTOPOro CO3AaeTCsA HOBbI 00beKT TuMa Script.

Takoit BO3MO>XHOCTBIO 06'be}1MHﬂTb CHéHapum ans UX BBIYMUC/IEHUA Mbl BOC-
o/Ib3yeEMCA flanee B 3TOI1 I'/1aBe.

CTaHAapTHble CLleHapuu
B 6MTKOJHE MMEIOTCA caMble PasHble TUIIBI CTAHAAPTHBIX CLieHapyeB, BKIOYas
crepyoye.
p2pk
Oniata 1o OTKPHITOMY KITIOVY.
p2pkh
Onara 1o Xeury OTKpbITOTO K/Iioya.
p2sh
Omnata o ey cCleHapys.
p2wpkh
OmnaTa 1o Xeury OTKpbITOTO K/I04a C pasjielbHbIM 3aBEPEHMEM.
p2wsh

Onata no Xeuny clieHapys ¢ pasfie/IbHbIM 3aBepeHMeEM.

ApipecamMy cny>xaT M3BeCTHBIE LIAa6/IOHBI CLieHapueB, MOAOOHbIE MepeYnciIeH-
HbIM BBIllE, 2 B KPMIITOBAITIOTHBIX KOLIENbKAX M3BECTHO, KaK MHTEPIPETUPOBATD
pasmuynbie TMIBI agpecoB (p2pkh, p2sh, p2wpkh) u cosgaBaTh nopxopsamue cue-
Hapuu Tuna ScriptPubKey. Bce paccMarpiBaeMble 3fech pyMeph ClieHapyeB UMe-
10T KOHKpeTHBI popMaT afpeca (Base58, Bech32), yTo6b1 1o HeMy MOXKHO 65110
NPOM3BOAUTD OI/IATY U3 KPUIITOBAIOTHBIX KOLIENBKOB.

p2pk
CueHapuit OIIaThI IIO OTKPHITOMY K04y (p2pk) 1MpoKo IpUMEHANCA C CaMo-

ro 3apOXKAeHus 6MTKONHA. BONBIIMHCTBO 6MTKOIHOB, KOTOpBIE, KaK CYMTANOC,
npuHaanexamm Caromn Hakomoro, mpucyrcrsyior B UTXO ana p2pk, T.e. Ha
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BBIBOAAX TpaH3akumii, rae cueHapuu ScriptPubKey umeror dpopmy p2pk. Y cena-
pus p2pk uMeeTcs paAf orpaHMYeHNit, Moapo6Hee 06 bACHAEMBIX faliee, B pasfiene
“3aTpysHeHus, cBA3aHHble ¢ p2pk’, HO CHayanma pacCMOTPUM NPUMHLMII IEACTBUA
3TOTO CLIeHapuA.

V3 rnaBbl 3 BaM GO/DKHO OBITH M3BECTHO O MOAMMCAHMM Y BepudMUKaLMy MO
anroputmy ECDSA. s Bepudmkanuy nogmucy no anroputmy ECDSA tpe6y-
10Tcs coobmenue (z), OTKpHITHIN K04 (P) u cama nopmuck (r u s). B cuenapun
p2pk 6MTKOMHBI OTCHIIAIOTCSA IO OTKPHITOMY KITIOYY, @ BIajiefiel] CEKPETHOTO KITio-
Ya MOXeT pa3b/I0KMPOBaTh MM OTIPaBUTb OMTKOIMHLI, co3faB mopmnucek. ClieHa-
puit ScriptPubKey TpaH3akumuy ycTaHaB/IMBaeT KOHTPONb B/IajieNIblia CEKPETHOTO
K/II0Ya HaJ{ IPUCBOEHHBIMU GUTKOVHAMM.

Ykasatb, KyAa HalpaB/sAOTCA OMTKOMHBI, — 3ajjaya cueHapusa ScriptPubKey,
KOTOPBI/ CIIY)XUT B Ka4eCTBE AEHEXHOrO AIIMKA 1A npueMa 6urtkoitHos, CieHa-
puit ScriptPubKey ans p2pk BBIIIAUT Tak, KaK IOKa3aHO Ha puc. 6.7.

53t [ § Q7h14R7¢ {17Hh14F§

11 4 ’) N T BN TG ¥ RIU
0411...a3 <OTKPbITHIA KAKHY>

Puc. 6.7. Cyenapuii ScriptPubKey ons onnamst no omipoimomy kmo4y (p2pk)

Ob6patute BHMMaHKe Ha onepanyio OP CHECKSIG, MOCKO/IbKY 3TO OY€Hb BaXK-
Ho. CueHapmit ScriptSig OTHOCMTCA K TOJ 4acTU PacCMaTpUBAEMOTO 3/1eCh ClieHa-
pys, KOTOpasi pas6noKMpyeT IOMyYeHHble 6UTKOMHBI. OTKPBITHIA KIH0Y MOXET
6bITH B OKaTOM MM HeC)KaToM ¢opMaTe, XOTSA Ha Ha4yas/IbHO CTafiMyM PasBUTUA
6uTKolTHa, Koraa cueHapuit p2pk urpan 6onee 3aMeTHYI0 pOJib, IPUMEHA/ICA TOMb-
KO HeCKartblit popMar (cM. Inasy 4).

Ins p2pk cueHapmit ScriptSig, Tpebynommitca A pa3bIOKMPOBKM COOTBET-
CTBYIOLLETO OTKPBITOro KiIo4da 13 cieHapusa ScriptPubKey, cocrout us nognucu u
OfIHOTO 6aifTa C XelleM JaHHOI MOANMCH, KaK II0Ka3aHO Ha puc. 6.8.

24

Puc. 6.8. Cyenaputi ScriptSig ons onnamot no omxpuimomy xnwou4y (p2pk)
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CosmecTHo cueHapun ScriptPubKey u ScriptSig o6pasyior Habop KOMaHJ, Ko-
TOPBIN BBIIJLIAUT TaK, KaK MOKa3aHO Ha puc. 6.9.

ScriptPubKey ScriptSig CueHapwiA
( <omkpbimbiit ko> ) ( <nogwee> ) ( <nonmce>
( OP_CHECKSIG ( <orkpbimbiii ko>
( OP_CHECKSIG

Puc. 6.9. O6veounennviti cuenapuii p2pk

B nByx cTon6uax Ha puc. 6.10 cxeMaTH4ecKy IMOKa3aHbl KOMaHAbI Script M cTek
aneMeHTOB. [To OkOHYaHMY 06pabOTKY 3/IEMEHT Ha BepllUyHe CTeKa JO/DKEH CTaTh
HEHY/IeBBIM, YTOOBI cunTarh cLeHapuit ScriptSig mocroBepHbiM. Komanper Script
o6pabarsiBatotcs o oyepenyu. Kak mokasaso Ha puc. 6.10, cHayana o6pabarbiBa-
I0TCA KOMaHAbI, 06beMHEHHbIe Ha puUC. 6.9.

CueHapuit Crex

( <nonmmco>
( <orxpbiTbiit kniow>
(  OP CHECKSIG

Puc. 6.10. HauanvHoe cocmosHue
cuenapus p2pk

IlepBoit KOMaH/OI OKa3bIBaeTCA MOAMMUCH, KOTOpas AB/IAETCA 37IEMEHTOM. ITO
JlaHHbIe, KOTOpBle pa3MelaloTcs B cTeke (puc. 6.11).

CueHapwi Crex

( <orkpbiTbi kniow> ]
( OP_CHECKSIG ( <nopmce> )

Puc. 6.11. Ilepeas cmadus 8vinonHeHUS
cyenapus p2pk

Bropoit koMaHA0M OKa3bIBAE€TCA OTKPBITHINA K04, KOTOPBIA TaKXe ABIAETCS
aneMeHTOM. VI 3To CHOBa JjaHHbIE, KOTOpbIE pasMelaloTcs B cTeke (puc. 6.12).
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CueHapmit Crex

( <omxpbimsiit kniow> )
( OP.CHECKSIG ) ( <nomwcs>

Puc. 6.12. Bmopas cmaous evinonHeHus cuenapus p2pk

B onepanun OP_CHECKSIG cHaya/a M3BJIEKalOTCA U3 CTeKa AiBe€ KOMaHAbI (OT-
KPBITBI K/TIOY ¥ IIOAINCH), @ 3aTeM IPOBEPAETCA UX BOCTOBEPHOCTD /IS AaHHOI
TpaHsakuuu. B utore onepaunus OP_CHECKSIG pa3mMecTHT B CTeke 1, eC/ti OAIMCDH
OKaXXeTCs IOCTOBEPHOI, a uHavye — 0. Tak, ecrtu noAnMch AOCTOBepHA /I JAaHHOTO
OTKPBITOTO K/IIOYa, TO BO3HMKAET CUTYaLMs, HAI/IAAHO MOKa3aHHasd Ha puc. 6.13.

CueHapmit Crex

C ! )

Puc. 6.13. Tpemva cmaous svinonnenus cyenapus p2pk

Takum ob6pasom, 06paboTKa Bcex KOMaH[ 3aBeplleHa, a B CT€Ke OCTA/ICA OfUH
aneMeHT. [IaHHbIi CLieHapuii Terepb CYUTAETCA AOCTOBEPHBIM, IIOCKO/ILKY Ha Bep-
IIMHE CTeKa HaXOAMTCA HEHYNEBOM 37eMeHT (Befb 1 — 3T0, ompefeneHHo, He 0).

Ecnu 651 mopnuchk B AaHHOI TPaH3aKLMM OKa3anach HEJOCTOBEPHOI, TO B pe-
3y/bTaTe BHINONHEHNA onepauuy OP _CHECKSIG Ha BepIuMHe cTeka OKa3ancsa Gl
HY/IEBOJ 37IEMEHT, X Ha 3ToM 06paboTka cueHapus 3aBepiIMIach Obl, KaK IOKa-
3aHO Ha puc. 6.14. Ectu xe Ha BepluMHe CTeKa HaXOAMUTCA HYNEBOI 37IEMEHT, TO
HEJIOCTOBEPHBIM CYMTAETCsA 06beIVHEHHDIN CLIeHApUiA, a CIefOBaTeNbHO, U TPaH-
3aKLuA C TAKUM clieHapueM ScriptSig Ha BBOpe.

CueHapwmid Crex

C 0 )

Puc. 6.14. Koneunoe cocmosnue cyenapus p2pk

160 | rnasa 6. Aisik Script



B 06benuHeHHOM ClieHapyy NPOBEPAETCA AOCTOBEPHOCTb MOAINCH, M €CIIN
OHa OKaXXeTCs HENOCTOBEPHOI, TO ClieHapuit 3aBepmuTca HeygauyHo. CreHapuit
ScriptSig pas6mokupyeT OTKpBITHIA Kmo4 U3 crieHapus ScriptPubKey nmuusb B Tom
Cy4ae, €Cnu MOANMCH OKAXETCA OCTOBEPHOI A/ 3TOro Kioda. VIHbIMM cloBa-
MM, ClielaTh MOAMMUCD 10 CleHapuIo ScriptSig MoXeT MMIIB TOT, KOMY U3BECTEH Ce-
KPETHBIN K/TI0Y.

Boisicaum momyTHO, oTKyAa cieHapuit ScriptPubKey monmyumn cBoe HasBaHme.
lleno B TOM, 4TO OTKpBITHIN K/IOY B HeCxkaToM ¢opmare SEC AB/A€TCA OCHOBHOI!
KoMaHJ0it B ciieHapum ScriptPubKey nnsa p2pk (apyroit ero komaHgoit siBnseTcs
onepauusa OP_CHECKSIG). AHamoru4Ho cueHapuit ScriptSig HasbiBaeTcs Tak Io-
TOMY, 4TO 1A p2pk oH copepxuT mognuch B popmare DER.

I'IporpaMMHan peannsayus BblYNC/NeHNA clueHapues

Tenepp MbI MOXeEM 3aIIpOrpaMMMpOBATh BbIMMCIIEHME CLieHapueB. [I1s 3TOro
HaM NpUAeTCA NepebpaTh KaXKAylo KOMaHAY ¥ IIPOBEPUTH CLieHApMIii Ha ZOCTOBED-
HOCTb. VITak, TpebyeTcs, YTOObI BBINOMHAMNCD CENYIOLYE AEACTBUS:

>>> from script import Script

>>> z = 0x7c076££316692a3d7eb3c3bb0f8b1488cf72elafcd929e\
29307032997a838a3d

>>> sec = bytes.fromhex ('04887387e452b8eaccd4acfdelld9aaf\
7£6d9a0£975aabb10d006e\4da568744d06c61de6d95231cd89026e286\
df3b6aed4aB94a3378e393e93a0f45b66632%9a0ae34')

>>> sig = bytes.fromhex('3045022000eff69%ef2blbd93a66ed5219\
add4£fb51e11a840£404876325ale8f£fe0529a2¢c022100c7207feel197d27\
c618aeab21406f6bf5ef6fca38681d82b2f06fddbdceb6feab601')

>>> script_pubkey = Script([sec, Oxac]) 0

>>> script_sig = Script([sig])

>>> combined script = script _sig + script_pubkey o

>>> print (combined script.evaluate(z)) ®

True

© Cuenapmit ScriptPubkey mns p2pk cocTouT U3 OTKpBHITOrO Kmo4a B popmare
SEC u onepanuu OP_CHECKSIG ¢ kogoM Oxac mmm 172.

® Ora omepaums [OmycTMMa NOTOMY, YTO paHee ObUI OIpefe/ieH METOf
add__ ().

® 3peco TpebyeTcs BBIYMCIMTD KOMAHABI ¥ IPOBEPUTH CLiEHAPUIL Ha JOCTOBEp-
HOCTb.
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Huxe npuBeseH MeTOMI, KOTOPBIA MOXHO IIPMMEHUTD K 065e0uHeHHOMY Habopy
KoMaHf (coyeTanuio cueHapus ScriptPubKey us npegpiayiest TpaH3akuyuu u cie-
Hapwms ScriptSig U3 TekyIeit TpaH3aKuum).
from op import OP CODE_FUNCTIONS, OP_CODE_NAMES

class Script:
def evaluate(self, z):
cmds = self.cmds|[:] (1]
stack = []
altstack = []
while len(cmds) > 0: (-]
cmd = cmds.pop (0)
if type(cmd) == int:
operation = OP_CODE_FUNCTIONS [cmd] ®
if cmd in (99, 100): o
if not operation{(stack, cmds):
LOGGER.info('bad op: {}'.format (OP_CODE NAMES[cmd]))
return False
elif cmd in (107, 108): (- )
if not operation(stack, altstack):
LOGGER.info('bad op: {}'.format (OP_CODE_NAMES [cmd]))
return False
elif emd in (172, 173, 174, 175): ()
if not operation(stack, z):
LOGGER.info('bad op: {}'.format (OP_CODE NAMES[cmd]))
return False
else:
if not operation(stack):
LOGGER.info('bad op: {}'.format (OP_CODE_NAMES [cmd]))
return False

else:
stack.append (cmd) (]
if len(stack) ==
return False (5]
if stack.pop() == Db'':
return False o
return True (1]

Cnena'rb KOIMUIO CITMCKAa KOMaH[I, ITOCKO/IbKY OH U3MEHUTCA.

BhINONMHATD KOMaHbI BIVIOTh O UCYEepIIaHUA UX CIIUCKaA.

@OyHKuMA, BHINOMHALIAA KOJI ONepalMy, HaXOAUTCA B MaccuBe OP_CODE
FUNCTIONS (nanpumep, OP_DUP, OP_CHECKSIG u T.1.).
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© Yucna 99 u 100 cooTBeTCTBYIOT KofaM onepauuit OP_IF u OP_NOTIF. Oun
Tpe6YIOT MAaHUITYIMPOBAHUA MacCMBOM CMAS, MCXOAA U3 TOTO, KaKOit MMEHHO
9/IeMEHT HaXOAMTCS Ha BepIUHe CTeKa.

@ Unucna 107 u 108 cooTBeTCTBYIOT KOfaM omnepanuit OP_TOALTSTACK u OP_
FROMALTSTACK. OTi ollepauyuy pasMeILaioT 1 U3B/IEKAIOT 3/IEMEHTHI U3 “alb-
TEpPHaTMBHOTO CTeKa, HasbIBaeMoro altstack.

® Umucna 172,173,174 u 175 cooTBETCTBYIOT onepauusM OP_CHECKSIG, OP
CHECKSIGVERIFY, OP_CHECKMULTISIG u OP_CHECKMULTISIGVERIFY, KOoTO-
PbIM TpebyeTcs xemn mopmucy (z; CM. IMaBy 3) 1A ee MPOBEPKYM HA HOCTOBEP-
HOCTb.

o Ecnu KOMaHJIa He ABNACTCA KOAOM omepaluy, TO OHa ABJIAETCA IIEMEHTOM, a
C/1€[,0BATE/IbHO, 3TOT 3/IEMEHT pa3MEILA€TCA B CTEKE.

® Ecnu crex okasbiBaeTca IyCTBIM IO OKOHYaHMM 06paboTKy BCcex KOMaHJ, Clie-
Hapuit 3aBepllIaeTcs HEYAAaYHO, ¥ II03TOMY BO3BpaIlAe€TCA IOTMYECKOe 3Have-
Hue False.

@ Ecnu Ha BepumHe cTeKa HAXOAMTCA MycTas 6aiToBas CTPOKa (a MMEHHO B Ta-
KOM BHfe B cTeKe XpaHuTcs 0), TO ¥ B 3TOM C/Iydae ClLieHapyii 3aBepIIaeTcs
Heyfla4Ho, a ClefjoBaTe/IbHO, BO3BPAILlAETCA /IOTMYecKoe 3HadeHne False.

@ JTio60i1 gpyTost pe3ynbTaT O3HAYAET, YTO CLIEHApMIt 0KA3a/ICA JOCTOBEPHBIM.

besonacHoe BblunCneHue CliéHapues

[IpuBeneHHBIN BbILIe KOJ HECKOBKO 0OMaHYMB, IIOCKONBKY 06benu-
HEHHBIN ClieHapyit UMEHHO TaK He BBIMONMHAETCA. B yactHOCTH, Cue-
Hapuit ScriptSig BhIYMC/IsIETCS OTAENbHO OT cueHapusa ScriptPubKey
J/IA TOTO, 4TOGBI Omepauuyu M3 cueHapusa ScriptSig He okasbiBamM
HMKAKOTO B/IMAHMS Ha KOMaHABI U3 cueHapus ScriptPubKey. Kpome
TOrO, CT€K COXPAaHAETCA MOC/Ie BBIYMCIAEHNA BCEX KOMAaHJ U3 Cli€Ha-
pus ScriptSig, a 3aTeM koMaHAbI U3 cueHapus ScriptPubKey Borumc-
JIAI0TCA OTAENBHO CO CTEKOM M3 NePBOJ CTaMM BbIIIOTHEHNU.

BHYTPEHHee npeacras/iieHne 3/1eMeHTOB B CTeKe

O603HayenNe 31eMEHTOB B CTeke uncnaMu Bpofie 0 uiu 1, a MHorna u 6aifToBbI-
MU cTpokamy Bpope nopmucy B ¢popmare DER mnu oTkpeIToro kmoya B popmare
SEC MoxeT BbI3BaTh HefOyMeHMe. BHyTpeHHe Bce OHM NpefcTaBIeHbl 6aifTamy,
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XOTs HEKOTOpBIe U3 HUX MHTEPIPETUPYIOTCA KakK YMC/Ia, 0603HaYalolIMe Onpene-
NeHHble KOAbI onepauuit. Hanpumep, 4ncio 1 XxpaHUTCA B CTeKe B BUJE 6aitra 01,
2 — B Bupe 6Oaitra 02, 999 — B Bupe 6aitra €703 u T.4. JIro6as 6aitToBas cTpoka
MHTEPIIPETUPYETCA KaK YMCII0, IIPEACTABIEHHOE IIOC/Ie{OBaTETbHOCTHIO 6aiTOB
B IIpAMOM IIOpAAKE UX CI€OBAaHMA, ¥ NIpeqHa3HAaYeHHOE J/A 0603HayeHusa Kofia
apudmeTnyeckoit onepauuu. Llenoe yncno 0 xpaHuTCA B CTeKe He B Bufe 6aitta
00, a Kkak mycTas 6aifToBast CTpOKa.
B nmpuBeneHHOM HIDKE quarMeHTe KOJia U3 UCXOQHOro (baima Op . Py NOACHAET-
s CyTb flena. B wacTHOCTH, YNCIa, pasMelljaeMble B CTeKe, KOAMPYIOTCS B 6aifThl, a
YMCIIa, U3B/IEKaEMBble U3 CTEKA, NEKOTUPYIOTCA U3 6aitToB, KOrNa TpeGyeTCﬂ CHOBa
MOMYYUTDb YMC/IOBOE 3HAYEHME.
def encode_num(num) :
if num ==
return b''
abs_num = abs (num)
negative = num < 0
result = bytearray()
while abs num:
result.append(abs_num & O0xff)
abs_num >>= 8
if result[-1] & 0x80:
if negative:
result.append (0x80)

else:
result.append(0)

elif negative:
result[-1] |= 0x80

return bytes(result)

def decode_num(element):
if element == b'':
return 0
big_endian = element([::-1]
if big_endian[0] & 0x80:
negative = True
result = big endian({0] & 0x7f
else:
negative = False
result = big endian[0]
for ¢ in big_endian(l:]:
result <<= 8
result += c
if negative:
return -result
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else:
return result

def op_ 0(stack):
stack.append (encode_num(0))
return True

YnpaxHeHue 2

Hanuumure cBoro Bepcuio cbym(uum op_checksig() u3 ucxopgHoro daitna
op.py.

3aTpyaHeHuA, cBA3aHHble ¢ p2pk

Omnnarta no OTKPHITOMY K/TIOYY BIIO/IHE OYEBMIHA B TOM CMBIC/IE, YTO, UMeS B
CBOEM PaCIHOPSDKEHUM OTKPBITBIN K/TI0Y, BCAKMIA MOXKET OTIIPAaBUTb GUTKOMHBI 110
3TOMY K/II04y BMECTE C IOAINMCHIO, KOTOPYIO MOXET C/leNiaTh TO/IbKO BJIafienel ce-
KPETHOTO K/II04a. V1 XOTA TaKoif ClieHapuit BIIOMHe pa6oTocrnocobeH, OH Bce Xe
BBI3bIBA€T HEKOTOPbIE 3aTPyAHEHM.

Bo-nepBbIX, OTKpBITHIE K/MI0YNM AMMHHBL. Kak ynommunanocs B rnase 4, OTKpbI-
Thle TOYKM Ha S/UIMITHYECKO KpynBoit secp256kl 3aHmmalor 33 bajtra B CkaToM
dopmare SEC u 65 6aitTos B HecxxatoM ¢popMare SEC. Ho, k coxanenmio, atu 6ait-
THI Hey0604YNTaeMBI B ICXORHOM BUAe, @ GONBIIMHCTBO KOAMPOBOK HE BOCIPO-
M3BOAAT 6aifTHI B ONpefe/IeHHbIX IpefeNax, Iie HAXOAATCA yIpaB/Aolue CUMBO-
/bl, 3HAKM HOBOM CTPOKM, Tabynauuu u uM nopobHele. BMecTo aTOro fanHbe B
¢opmare SEC, kak mpaBuno, KOGMPYIOTCA B LIeCTHAALAaTepudHOi dhopMme, Ie ux
[NMHa yaBauBaeTcs (Mo 4 6MTa Ha KaXX/blif CMMBOM BMecTo 8). B MTOre OTKpBITHIE
TOYKM OKa3bIBAKTCA J/IMHOI 66 1 130 CMMBO/IOB B C)KaToOM ¥ HeCKaToM ¢popMarax
SEC COOTBETCTBEHHO, YTO CYILIECTBEHHO OObIlE, YeM IMHA OO/BIIMHCTBA UIEH-
TUUKATOPOB (Hampumep, [UIMHA MMEHM TONb30BaTeNsl Ha Be6-caifTe OOBIYHO He
6onbuie 20 cumBonoB). Kpome Toro, B epBOHaYa/bHbIX TPAaH3aKUMAX GUTKONHA
He IIPUMEHAIMCh CXKaTble BEPCUM, M TIO3TOMY AZIMHA KXJOTO afipeca B LIECTHANL-
LIaTEpUYHOM BMAe cocTaB/iana 130 cumBonoB! 3anuchiBaTh Takue ajipeca MIOAAM
6bII0 HEYROOHO 1 HeTerko, a TeM 6olee NepefaBaTh MX FOJIOCOM.

Tem He MeHee cueHapuit p2pk ImepBOHa4Ya/lIbHO NPUMEHSANCA A/IA OI/IATHI IIO
MEXCeTEBbIM afpecaM ¥ BbIpaboTKM [OOBIBaEMON KpUITOBAMIOTHL. UTO KacaeTcs
OII/IaThI II0 MEXKCETEBBIM afipecaM, To IP-afipeca 3anpammBanuce Mo MX OTKPHITHIM
K/II0YaM, KOTOpBIE [lepefaBaIuCch MeX/AY KOMIbIOTepaMy, a 3TO 03HAYasI0, 4TO 06-
1leHMe MeXAY MORbMI COBCEM He 0053aTeNIbHO BHI3BIBANIO TPYAHOCTH. A BOT ISt
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BBIPabOTKM OOBIBaEMOIt KPUIITOBATIOTHI OOLIEHNE MEX/Y MIOLbMU BCe e Tpebo-
Ba/och. BripodeM, cucTeMa OIIaTHI IO MeXCETEBBIM afipecaM Oblna yrpasjHeHa,
TIOCKO/IBKY Obl/Ta HeGe30macHa ¥ IOfBepXKeHa aTakaM CO CTOPOHBI NIOCPEHMUKA.

3ayem Catowm Hakomoto nonb3oBanca Heokatbim popmatom SEC

Ha nepsbiit B3rnam, nonb3oBaThcsa HecxkaThiM popmaTom SEC He uMeeT ocobo-
rO CMBIC/IA [/IA GUTKOIHA, B KOTOPOM CBOGOHOE MeCTO B 6/10Ke Ha BeC 30/10Ta.
3auem xxe Caromyu HakoMoTo MM nonb3oBanca? Jleno B TOM, YTO OH MONb30BaJICA
6ubmmnorexoit OpenSSL ans npeo6pasosannit B popmar SEC, a B To Bpems, koraa
OH paspabarbIBan TexHonoruio 6uTkoitHa (okono 2008 ropa), cxarblit popmar SEC
6bI1 He OYeHb XOPOLIO AOKYMEHTHpPOBaH B 6ubmmnorexe OpenSSL. IToaTomy Mox-
HO /IMIIb JoTafbIBaThcsA, ModeMy Cartoumm HakoMoTo BeIOpan MMEHHO HeC)KaTblit
¢opmar SEC. Korpa ke ITutep Bunb (3HaTok kpunrorpadum) o6Hapyxui, 4To
B 6ubmmnoteke OpenSSL noaaepxusaercsa u cxarblit opmar SEC, Bcren 3a Hum
MHOTMe CTa/Iy MO/b30BaThCA 3TUM GOPMAaTOM B OUTKOIHE.

Bo-BTOpBIX, IMHA OTKPBITHIX K/TI0Yeil BBI3bIBAET MeHee OYeBMIHOE 3aTpyfHe-
Hue: MHOoXecTBO UTXO ykpynHsAeTcs, OCKONMBbKY OTKPBIThIE K/TIOYY IPUXOAUTCH
XPaHUTDb ¥ MHAEKCUPOBATh, YTOOBI IIPOBEPATD, M3PACXOZOBAHBI /1M BHIBOALI TPaH-
3aKUMu. A /1 3TOro TPe6YIOTCs JOTIONMHUTENIbHBIE PECYPChl CO CTOPOHBI MOTHBIX
Y3/I0B ceTy GUTKOIHa.

W B-TpeTbMX, OTKPHITBIE K/TI0OUM XpaHATCA B mone ScriptPubKey, a cmegoBarens-
HO, OHJ 001IIeN3BECTHBI. DTO 03HAYAET, YTO KOTAA-HUOYAb anroputM mndpoBaHus
ECDSA 6yper B3/1oMaH, ¥ COOTBETCTBYIOLIME BBIBOAbI TPaH3aKLMiI MOTYT ObITh
ykpanensl. Hanpumep, KBaHTOBO€E BBIYMC/IEHME TIO3BO/AET CYILIECTBEHHO COKpa-
TUTb BpeMs Bbraucnenus aia anroput™MoB RSA u ECDSA, u nostomy s nossi-
meHnsA Ge3omacHOCTH TpebyeTcs HedyTO GOnbliee, YeM MePHI 3alUThHI BBIBOJOB
TpaH3aKuuit. Bopoyem, 3To He Takas y>X 1 60/IblIast yrpo3a, IIOCKObKY aIrOPUTM
ECDSA HaxopuT npyMeHeHMe BO MHOIMX APYTUX 00/1acTsAX, IOMMMO GUTKOVHA, a
€ro B3/IOM OKa3aJl 6Bl OTpHIIaTeNbHOE BIMAHNME BO BCEX MOZOOHBIX 06/1acTsX.

Paspewenue 3aTpyaHeHuin cpeacrsamu p2pkh

Omtata no xemry oTKpbiToro kmova (p2pkh) ABnsercs anbrepHaTMBHBIM ClieHa-
pueM, o6mafaomuM CleqyoLMK IpeuMyLiecTBaMu Hap p2pk.

1. Bonee xoporkue anpeca.

2. JlomonHuTeNnbHAA 3aIUTa C IIOMOILBIO aITOPUTMOB XeLIMPOBaHUs sha256 u
ripemd160.
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Appeca oka3bIBaloTCs 60/1ee KOPOTKMMM TIOTOMY, YTO A/A UX POPMUPOBAHUA
NPMMEHAIOTCA aNTOPUTMBI XelmpoBanus sha256 u ripemd160. [lna atoro coor-
BeTCTBYIolye xem-dyHKkmy, sha256 u ripemd160, BEIIOMHAITCA NOC/IEHOBATENb-
HO, TIOC/Ie 4ero BhI3bIBaeTcA xewl-pyHkuma hash160. B pesynbraTe BhIONHEHUS
xemr-¢yHkuym hash160 momyyarorcsa 160 6ut mmm 20 6aifToB, B KOTOpbIe X KORU-
pyeTcs aapec.

B utore nomy4aeTtcs crenymooumii 3aKoAMpOBaHHBIN afipec, KOTOPBI MOXXHO Ha-
6momarb B ceTy GUTKOMHA M KOTOPBIif YIIOMMHA/ICA B I71aBe 4:

1PMycacnJaSqwwJqjawXBErnLsZ 7RkXUAs

9rot appec kopupyertcsa 20 6aitTaMy, KOTOpbIE BBII/IAAAT B IIECTHafLaTepUy-
Holt popMme crepylomuM obpasom:

£54a5851e9372b87810a8e60cdd2e7cfd80bbell

9ty 20 6a/1TOB MOTy4YaIOTCA B pe3y/IbTaTe BHIMONHEeHMs Xell-pyHkuym hash160
HaJl OTKPBITHIM K/IIOYOM, IIPEACTaB/IEHHBIM HIKe B OkatoM ¢opmare SEC.

0250863ad64a87aeB8a2fe83claf1a8403cb53£53e486d8511dad8a04887e5b2352

B cBA3m ¢ TeMm, 4To cueHapuit p2pkh o6ecneunBaeT 6onbiyI0 KpaTKOCTh U 6€3-
OITACHOCTD, €r0 MPMMEHEHNE 3HAYUTENBHO COKpaTHaoCh mocrte 2010 roaa, XoTs OH
JI0 CHX TIOP HAXOAUT HOJHYIO TIONAEPXKKY.

p2pkh

Omnnara no Xemy OTKpHITOTO K/TI0Ya MPUMEHSACH €llje Ha paHHell CTaguy pas-
BUTUA OMTKOJHA, XOTA M He B TaKO# cTeneHM, Kak p2pk. CueHapuit 6710KMpPOBKM
ScriptPubKey mna p2pkh Boirmagur Tak, Kak mokasaso Ha puc. 6.15.

76a914bc3b654dca7e56b04dealgf2566cdaf02e8d9adas8ac

- 76 - OP_DUP

- a9 - OP_HASH160

- 14 - JnvHa <xeuwa>

- bc3d...da - <xew>

- 88 - OP_EQUALVERIFY
- ac - OP_CHECKSIG

Puc. 6.15. Cyenapuii ScriptPubKey ons onnamot
no xeuty omxpoimozo knwo4a (p2pkh)

Kak u B p2pk, smecy BhmonHsercsa onepaumsa OP _CHECKSIG, a omepauus
OP_HASH160 npupaer Bemrnuit Bua. Ho B oTmmume o p2pk oTKphITHI K04
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npepcTasieH 3fech He B popmare SEC, a B xemmpoBanHoM 20-6aiiToBOM BUAe.
Kpome Toro, 3ech BBefieHa HoBas omnepauus OP_EQUALVERIFY.

Cuenapuit 6mokupoBku ScriptSig mnsa p2pkh BHIIIAZMT Tak, Kak NOKa3aHO Ha
puc. 6.16.

PHiTBIA KNIHOY>

Puc. 6.16. Cyenapuii ScriptSig ons onnamet no xeusy
omxpovimozo knwoua (p2pkh)

Kaxk u B p2pk, cuenapmit ScriptSig cogepxaut nopmuce B popmare DER. Ho B
otmume ot p2pk cueHapmit ScriptSig comepXHMT TaKKe OTKPBITHIN K04 B popMa-
te SEC. [ltaBHOe pasnnune cueHapueB ScriptSig mna p2pk n ana p2pkh sakmoya-
€TCsl B TOM, YTO OTKPBITHIiT K04 ¢popmara SEC nepeHecen n3 nons ScriptPubKey
B none ScriptSig.

CosmectHo cueHapuy ScriptPubKey u ScriptSig 06pa3yior Habop koMaHf, Kak
[I0Ka3aHo Ha puc. 6.17.

ScriptPubKey ScriptSig CueHapwiA

P | ( <nogwmcs> ) ( <noguce> )
OP_HASH160 ( <orkprmit kniou> } <OTKPLITHIA KIIOY>
(  OP EQUALVERIFY OP_HASH160
(  OP_CHECKSIG ( <xew>
' ( OP_EQUALVERIFY
( OP_CHECKSIG

Puc. 6.17. O6vedunennuvtii cuenaputi p2pkh

Ha ganHOM 3Tame KOMaH/AbI U3 00 BEAMHEHHOTO CLieHapyus 06pabaThIBalOTCA 110
oyepeny. A HauMHaeTCA OH C KOMaH/I, IPMBENECHHBIX Ha puc. 6.18.

IlepBbie 1B KOMaH/Ibl B 3TOM CLIEHAPUM AB/IAIOTCA 37IEMEHTAMMU, a IOTOMY pas-
MeIaKTCA B cTeke (puc. 6.19).

B onepauuy OP_DUP BBINONMHAETCA [yONMMpPOBaHME 3/IEMEHTA, HAXOAALIETOCA Ha
BepIUMHe CTeKa. B utore oTKpbITHIN KMoy Kybmupyertcs (puc. 6.20).
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CueHapwiA

( <nogmce> )
<OTKPbITBIA KNIOY> |

( OP_CHECKSIG

Crek

Puc. 6.18. HauanvHoe cocmosaxue
cuenapus p2pkh

CueHapui

Crex

OP_HASH160
( <xew>
( OP EQUALVERIFY ( <orkpiTuift knioy> )

(  OP_CHECKSIG

( <nomnmer>

Puc. 6.19. Ilepeas cmadus evinonHeHus

(
{
(
L

cuenapus p2pkh
CueHapwii Crex
OP HASH160 )
<xew> ( <orkpoimbiit k04> ]
OP_EQUALVERIFY ( <orkpbimbiit knioy>
OP_CHECKSIG ( <nopnwmcs>

Puc. 6.20. Bmopas cmaous 8binonHeHus

cuenapus p2pkh

B omepauuu OP_HASH160 Haj 371eMEHTOM, KOTOPHIA GepeTcs M3 BepIUVHBI
CTeKa, CHaya/la BBINONHAeTCA XelIl-QyHKuuA hash160, a 3areM — xeur-pyHkumm

sha256 u ripemd160. B utore momy4aercs 20-6aitroBsiit xew (puc. 6.21).

20-6aiiTOBBI Xell ABIAETCA 3M€MEHTOM M IOITOMY pa3MeILaeTcsA B CTeKe

(puc. 6.22).
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CueHapwi Crex

( <xew> ( <xew>
( OP_EQUALVERIFY F<on<pumﬁ KIoy>
( OP CHECKSIG ( <nomwcs>
Puc. 6.21. Tpemovs cmaous 6vinonHeHUs
cuenapus p2pkh
CueHapmit Crex

( <xew>

( <xew>
( OP_EQUALVERIFY ) ( <orkpbiTsiit kioy>
( OP_CHECKSIG ( <nomnwcs>

Puc. 6.22. Yemeepmas cmaous 6vinonHeHus
cuenapus p2pkh

Tenepp ouepenb moxomaut mo onepauuu OP_EQUALVERIFY. B aToit onepauuu
UCTIONIB3YIOTCA Ba BEPXHUX 3/IEMEHTA B CTEKe U NPOBEPAETCA UX PABEHCTBO. Ecmu
OHM PaBHbI, TO BBIIIOTHEHME JAHHOTO CLiEHApUA MPOAO/KAETCA. A €C/IM OHM He
paBHbI, BBITIO/IHEHME JAHHOTO CLIEHapysA Cpa3dy >ke NpeKpalaeTcs, 3aBepiasch He-
yAauHO. 37eCh NPEeANoNnaraeTcs, YTo0 CpaBHMBaeMble 3/IEMEHTHI PaBHbI, YTO NPUBO-
ANT K COCTOSIHMIO JAHHOTO CLieHapys, I0Ka3aHHOMY Ha puc. 6.23.

CueHapuit Crex

( <orpbiTwiit Kiio4> ]
( OPCHECKSIG ) ( <noanmcs>

Puc. 6.23. [Iamas cmaous 8vinonHeHus
cuenapus p2pkh
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WTtak, MBI OII/IM 10 TAaKOJA )K€ CTaZiMM, KAK ¥ IIpY BBINOZTHEHMY onepauumu OP
CHECKSIG mpu obpaboTke ciieHapus p2pk. M 3fecs npeanonaraercs, 4To DOAMMCH
RocToBepHa (puc. 6.24).

CueHapwit Crex
( 1 )

Puc. 6.24. Koneunoe cocmosiHue
cuenapus p2pkh

VMeroTcs fBa ycnoBMA HeyfayHoOro 3aBepureHMs cueHapusa p2pkh. Ecmn B
cuenapum ScriptSig npenocraBiAeTCss OTKPITHI KO, He XELIMPOBAHHBII Xelll-
¢ynkumeit hash160 B 20-6aitToBblit xem B cueHapuu ScriptPubKey, To cueHapui
p2pkh 3aBepmuTca HeymauHO mIpyu BHINONHEHMM omepanuu OP_EQUALVERIFY
(puc. 6.22). [Ipyroe ycnosue HeyaayHoOro 3aBepluenus cueHapusa p2pkh cocrour
B TOM, YTO B clieHapuy ScriptSig uMeeTca HefOCTOBepHas NMOAMNCh, HECMOTPA Ha
Ha/IM4Me OTKPBITOro K/I0Ya, XelMpoBaHHOro Xel-(yHkuueit hash160 B 20-6aiiro-
BBl Xew B ciieHapuu ScriptPubKey. B utore BerumcieHne 06befMHEHHOTO ClieHa-
pHA 3aBepIINTCA HY/IEM, a CTIefi0BaTe/IbHO, HEYAauHO.

VIMeHHO MO3TOMY TaKoro pofa ClieHapuii Ha3bIBaeTCs OIUIATON IO Xeuty OT-
KpbITOro KIo4a. Benp B none ScriptPubKey copepxurcs 20-6aifToBblit Xell, IOTy-
YEHHBI U3 OTKPHITOTO KJ/II0Ya C IOMOILbI0 Xell-GyHKkumyu hashl160, a He caMm oT-
KPBITBIiA K/TI04. BUTKOVHBI 6TOKMPYIOTCA 110 Xeuly OTKPHITOTO K/TI0Ya, a TOT, KTO UX
TPAaTUT, OTBEYAET 3a PACKPhITHE OTKPHITOrO K/IK04a KaK YacTU MOCTPOEHMsA IOA-
IIMCK TIO clieHapuio ScriptSig.

ImaBHoe npenmymectso p2pkh 3akmoyaeTca B TOM, YTO OTKPBITHIA K/TIOY 13
cueHapusa ScriptPubKey oxa3biBaeTcss 60/1ee KOPOTKMM ([IMHOI BCEro nuuib 25
6aifToB). A €ro BOpy NpUAETCA He TONbKO PEIIUTh 3afjady AUCKPETHOTO Iorapud-
MupoBanus B arroputMe ECDSA, Ho u HaiiTi cioco6 o6Hapys>keHus mpoo6pa3os
o6oux xemest, cGoOpMUpOBaHHBIX Xell-PyHKIMAMK ripemd160 u sha256.

NocTpoenune npon3BoNbHbLIX CLeHapHeB

Cnepyer, omHaKo, MMeTb B BUJY, YTO B KayeCTBe CLiEHApUA MOXKET CIYXUTb
mobas nporpamMMa. V1 kak ymOMMHANIOCh paHee, Script — 3TO A3BIK COCTaB/IEHUS
YMHBIX KOHTPAKTOB, IO3BO/IAIOIIMIA 6/IOKMPOBAaTh OMTKOMHBI CaMbIMM Pa3HbIMM
cnoco6amu. Tak, Ha puc. 6.25 npuBefeH mpuMep creHapus ScriptPubKey.
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A Ha puc. 6.26 npuBefieH npuMep cueHapus ScriptSig s pa36noxupoBkyu oT-
KPBITOTO K/Ii04a u3 cueHapus ScriptPubKey.

55935987

55 - OP
93 - OP_ADD

59 -
87 - OP_EQUAL 54 - OP 4

Puc. 6.25. I[Ipumep cueHapus Puc. 6.26. IIpumep
ScriptPubKey cuenapus ScriptSig

O6benyHEeHHbBII B UTOTE CLiEHApHit BBITIARUT TaK, KaK II0Ka3aHo Ha puc. 6.27.

ScriptPubKey ScriptSig CueHapmit
i ( OP 4 )

"~ OPADD
( OP 9
( OPEQUAL

Puc. 6.27. IIpumep 06ve0uHeHH020 cueHaApUs

Boruncnenue oO6beAMHEHHOTO ClLieHapus HavHETCSA TaK, KaK IOKa3aHO Ha
puc. 6.28.

CueHapmii Crex

Puc. 6.28. HauanvHoe cocmosxue
065e0UHEHH020 CUEHAPUS

[Ipu BoimomHeHum omepauuyu OP_4 B cTeke OymeT pasMellleHO 4MCIO 4
(puc. 6.29).

AHa/IOTM4HO TIpY BBINOMHEHMM oneparuy OP_5 B cTeke 6y/ieT pa3MeleHo Ymc-
no 5 (puc. 6.30).

IIpu BeImonHeHuu omepaumy OP_ADD M3 cTeka OYyNyT U3BJIEYEHBI M CIOXKEHBI
BMeCTe [[Ba 3/IEMEHTA, a IIO/y4eHHass B UTOTe CyMMa IOMelljeHa 0OpaTHO B CTeK
(puc. 6.31).
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Cuenapuit

Crex

OP_ADD
( OP.9
(  OPEQUAL ( 4 )

Puc. 6.29. Ilepsas cmadus evinonHenus
005e0UHEHH020 CUEHAPUS

CueHapwin Crex
( opPADD
E OP 9 ( 5 i
( OPEQUAL ( 4

Puc. 6.30. Bmopas cmaous 6binonHeHus
06Be0UHEHH020 CUeHAPUS

Cuenapnif Crex
£ OP 9 )
(__OPEQUAL ) C s }

Puc. 6.31. Tpemvs cmaous 8vinonHeHus
00Be0UHEHH020 CYUeHAPUS

IIpn BeImONHeHMM onepauuyu OP_9 B cTeke OyneT pasMeleHO 4yucno 9
(puc. 6.32).

Cuenapwmid Crex
9
( OPEQUAL ) ( 9

Puc. 6.32. Yemsepmas cmaoust 6vinonHeHus
005e0UHEHH020 CUEHAPUS
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Ipu BbimonHeHuu omepauyuy OP _EQUAL u3 cTeka O6yAyT M3B/IeYeHbI [1BA dTe-
MeHTa, a 06paTHO B Hero GyfeT moMellieHa 1, ecnu o6a sneMeHTa paBHbI, uan 0,
ec/M OHY He paBHBI (puc. 6.33).

Cuelgapuﬁ Crex

C 1 )

Puc. 6.33. IIamas cmadus 8vinonHeHus
00Be0UHEHHO020 CUeHAPUS

Crenyer, ogHako, MMeTb B BUAY, YTO B JaHHOM IIpMMepe BBIABUTD COflePXKMMOe
cueHapus ScriptSig He cOCTaBUT 0cO60TO TPyAa, MOCKONBKY B HeM (paKTU4eCKH OT-
cyrctByeT mopnuck. Ho B utore cueHapmit ScriptPubKey okaxeTcs ya3BMMBIM 1A
BCSAKOTO, KTO Croco6eH mopobpars Mo HeMy CeKpeTHblit kmiod. Takoil cieHapui
ScriptPubKey MOXXHO CPaBHMTD C IeHEKHBIM ALIMKOM, 3aNIePTHIM Ha HEHaeXXHBIN
3aMOK, KOTOPbI/f MOXKET B3/I0MaTb KTO YTOAHO. VIMeHHO no 3Toi npu4mHe A
6OoMBLIMHCTBA TPAaH3aKLUMI TpebyeTcs Ha/lu4me IOAIMCHU B cLieHapuu ScriptSig.

Kak Tonpko BbIBOA, Hem3pacxofoBaHHbIX TpaH3akuuit UTXO 6ynet nspacxo-
[OBaH, BK/IIOYEH B 6/10K M 3allMILEH IOATBEP>K/ieHeM paboThl, GMTKOMHBI OYAYT
3a6/I0KMPOBaHHI IO ApyToMy ciieHapuio ScriptPubKey, u morpatuts ux B ganbheit-
meM 6yzeT Helerko. A TOMy, KTO IOIBITAETCA M3PACXOOBATh Y>Ke M3PaCXOlOBaH-
Hble GMTKOIHBI, IPUAETCS NPENOCTABUTD IIOATBEPXKAEHNME PaboThI, 4TO 060AETCA
eMy HeflellleBO, KaK MOACHAETCA B I/aBe 9.

YnpaxHeHnne 3

Cos3paiite cueHapmit ScriptSig, cmoco6HbI pa36/I0KMPOBATh OTKPBITHIA KITIOY
1o cnepyoleMy cuenapuio ScriptPubKey:

767695935687

Wmeitte B BUAY, 4TO B onepanuy OP_MUL yMHOXAKlOTCA ABa BEPXHUX 3/I€MEHTA
B CTeKe, a Koabl B cuieHapuy ScriptPubKey o603HavaloT cnegyromye onepanymu.

e 56=0P_6

e 76=0P_DUP

e 87=0P_EQUAL
e 93=0P ADD

e 95=0P MUL
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Monb3a cueHapues

3ajaHKe B NpeAbIAyLieM YHPaKHEHMM ObIZIO HECKONBKO OOMaH4YMBBLIM, IIO-
CKONbKY onepauusa OP_MUL 6onblre He paspeaercs B 6urkoitHe. B Bepcun 0.3.5
OMTKOJHa 3ampelleHO HeMaJIo ONepaluii — Aaxe Te, KOTOpble ObIIM CIIOCOGHBI
CAenaTh CeTb OMTKOIHA yA3BMMOIA laxke B MUHIMATIbHOI CTENeHM.

W 3TO TOMBKO K /ydIIEMY, OCKONbKY 6ONMBbIIMHCTBO QYHKIMOHANTbHBIX BO3-
MoXKHOCTeilt Script He ocoberHo ucmonb3ytotcs. Ho mis conpoBoxaeHus npo-
TPaMMHOTO 0becIedeHNs 3TO He COBCEM XOPOLIO, OCKOMBKY Ma/IOMCIIONb3yeMbIiA
KO} BCe paBHO NIPUXOAMTCS COIPOBOX/ATh. YIPOLIEHME U OTKa3 OT MCIIO/Nb30Ba-
HMA HEKOTOPHIX (PYHKIMOHA/TbHBIX BO3MOXXHOCTE! MOXXHO PacCMaTpMBaTh Kak
CIIoco6 MoBBICUTH 6€30MaCHOCTh OGMTKOMHA. DTUM AaHHBIN NMPOEKT 3aMETHO OT-
NUYAETCA OT APYTMX AHATIOTMYHBIX MPOEKTOB, B KOTOPBIX NMPEANPHMHMMAIOTCS T0-
NbITKY PacUIMpUTh QYHKIMOHATbHBIE BO3MOXXHOCTH A3BIKOB COCTAB/IEHUS YMHBIX
KOHTPAKTOB, YTO HEPEAKO MPUBOAUT K 60/blIeMy pasHOO6pa3uio BUAOB aTak.

YnpaxHeHue 4

BrissicHUTe HasHaYeHMe CNEAYIOIUETO CLi€Hapus:
6e879169a77ca787

Kogpsl B 3TOM crieHapun 0603HavaT Clepymwolue onepanun.

® 69 =0P_VERIFY

e 6e =0P_2DUP

e 7c=0P SWAP

e 87 =0P_EQUAL

e 91 =0P NOT

e a7=0P SHAl

Bocnonbsyiitec MeTofiom Script.parse () U BBIACHUTe Ha3HaYeHME OTAE/b-
HBIX OIlepaluii 0 MX KOfaM, obpaTuBIINCh 1O agpecy https://en.bitcoin.
it/wiki/Script.

MuubATa ana anropurma SHA-1

B 2013 ropy Ilntep Tomm cospan cleHapmii, O4eHb NMOXOXMIA Ha CLieHapuii
U3 YIpaKHeHUA 4, BIOXKMB B HET0 HEMHOTO OMTKOMHOB, YTOOBI MaTepualbHO
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3aMHTEpeCcOBaTb APYTUX HAXOAMTH KOMIM3MM Xell-pyHKumit. B utore noxepreo-
BaHusA goctMrmy 2,49153717 6uTkoitHa, a korfa komnanusa Google B dpespane 2017
roga ¢akTU4ecKu O6GHapy)XuIa IepBYI0 KONIM3NIO Xell-pyHKLMit B anropurme
SHA-1 (https://security.googleblog.com/2017/02/announcing-first-
shal-collision.html), aToT cueHapuit 6bicTpo okymuncsa. CyMMa Ha BBIBOZIE
TpaH3aKLUMM COCTaBUIA 2,48 GUTKOMHA, YTO HAa TOT MOMEHT 6BIIO PaBHO3HAYHO
2848,88 monmapa CIIIA. [IuTep cosman u ApyTve CLeHAPUM TMIA TMHBATH' /A
xew-¢ynkumit sha256, hash256 u hash160, 4To6b1 MOBBICUTH MaTepUaNbHYIO 3a-
MHTEpeCOBaHHOCTD B MOMCKE UX KO/UIU3UIA.

3aKnioyenue

B 37011 r/1aBe O6bl/IM pacCCMOTPEHbI BHYTPEHHMI MEXaHU3M M IIPUHLIMIT AHCTBUA
ClieHapyeB Ha A3bIKe Script, MCIIO/Ib3yeMOM /i1 COCTAB/IEHMs YMHBIX KOHTPAKTOB.
A Ternepb MOXHO IepeifTi K 06CY>K/IeHMIO BOIIPOCOB CO3laHMA M NMPOBEPKM [0-
CTOBEPHOCTM TPaH3aKLMIL.

! Mekcukanckas monas Urpymka u3s mambe-Maille, B JaHHOM ClTydae — HEYTO BPOfie KO-
munku. — ITpumey. peo.
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TMABA7

Co3panue n npoBepka
AOCTOBEPHOCTH TPaH3aKLUH

OpHolt 3 caMbIX TPYAHBIX 33a/jad IPOrPaMMMPOBaHMA OMTKOMHA ABIAETCA
IpoBepKa JOCTOBEPHOCTM TPaH3aKUMif, a APYyToit — MX co3faHue. B 3To0it rmase
TNOACHAIOTCS KOHKPETHbIE LIarK A/ TOro u Apyroro. [Ipopa6orae MaTepuan 3Toit
I7IaBBbl, BbI CMOXKETE CAMOCTOSTE/IBHO CO3[aTh ¥ Pa3oCciaTh TPaH3aKLMIO MO BCei
ceTu testnet.

llpoBepka nocToBEPHOCTH TPaH3aKLUUN

ITony4as TpaH3aKLuy, KaX/bIA CETEBON Y3el NPOBEPAET €€ Ha COOTBETCTBUE
NpaBU/IaM, YCTaHOB/IEHHBIM B CeTH GMTKOMHA. DTOT NpOLieCC Ha3bIBAETCA NPosep-
Koti docmoeepHocmu mpaH3axyuuii. B xofie aToro npouecca ceTeBoii y3e MpoBeps-
€T Clenylolye yCIOBuUA.

1. V3spacxomoBaHbl 1 paHee BBOABI TPAH3AKLIMM.
2. IlpeBblImaeT M CyMMa BBOJIOB CYMMY BbIBOJIOB ¥ HE PaBHbI JIM OHN.

3. YpauHO /1M pa36noKMpoBaH B cLieHapuy ScriptSig OTKPBITBIA K/IIOY M3 CLieHa-
pus ScriptPubKey.

ITpoBepka nepBoro u3s nepe4uCIeHHBIX BbIlIE YC/IOBUIA MO3BONAET UCKIIOYUTD
ABOITHOE pacxofoBaHue. B yacTHOCTH, 06011 M3PaCXOOBaHHBII BBOJ, T.€. TAKOM
BBOJI, KOTODBIV BK/IIOYEH B G/I0KYEIH, He MOXET ObITh M3PACXOOBaH CHOBA.

ITpoBepka BTOpPOro ycnoBuA MO3BONAET YOEAUTHCS, YTO HOBblE OMTKOMHBI He
co3fiaHbl. ITO He KacaeTcA CHelManbHOM, TaK HashbIBA€MOJM MOHETU3MPYIOLIEH,
TpaH3aKLyHu, 6o/ee NOAPOOHO paccMaTpUBAEMOIi B I1aBe 9.

W HakoHel], MpoBepKa TPETbETO YCIOBUA NO3BOMAET YOEAUTHCA B JOCTOBEPHO-
cT¥ 06'beaMHEHHOro ClieHapusA. B mopapnsiomeM 60/MbIINHCTBE TPAaH3AKUMIL STO



O3Ha4YaeT, YTO OfHa iy 6osblile MOANINCelt B CLieHapuy ScriptSig AeiCTBUTENbHBI.
A Temnepb pacCMOTPUM IOPARKOK MPOBEPKM ITUX YCTIOBMIA.

NpoBepka pacxofo0BaHNA BBOAOB TPaH3aKLMK

YTo6B! MCKTIOUUTH JBOHOE PAaCXOfOBaHNe, B CETEBOM y3/ie IIPOBEPAETCH, Cy-
IECTBYeT /M KAX/bIA BBOJ M He M3PAcXofloBaH /M OH. Takas mpoBepKa MOXeT
6BITh MpOM3BefieHa B MO6OM IOTHOM y3/e B Xofie aHanmu3a MHoxecTBa UTXO
(cM. rmaBy 5). VI3 caMolt TpaH3aKUMM HeNb3s BbLACHUTD, PACXOMTCSA /I OHA JBaXK-
Jbl, TORO6GHO TOMY, KaK HeJb3s TIPOBEPUTH Ilepepacxof CPeAiCTB, IMIANA Ha MMeH-
HOM 4eK. EqMHCTBeHHBIN cOCO6 BLIABUTD [BOJHOE PacXOfOBaHME — IIOMYYUTD
poctyn K MHOoXecTBYy UTXO, ans 4ero npumeTca NpousBeCTH pacyeT, UCXOAA U3
BCEro MHOXXECTBA TPaH3aKLMUMA.

B 61uTKOIIHE MOXXHO BBISICHUTD, M3PAaCXO{OBaH /I BBOJ, JBaX/bl, OTC/IEAUB BbI-
BoAbl Hem3pacxopoBaHHbIX TpaH3akumit UTXO. Tak, ecnu BbIBOA TpaH3aKUUMU
npuHapnexxur MHoxecTBy UTXO, oH cymecTByeT u He pacXogyloTCA ABaXKAbI.
Ecnu >xe TpaH3aKUMA MPOXOAUT OCTa/NbHbIE IPOBEPKM Ha JOCTOBEPHOCTD, TO BCE
ee BBOAbI yansorcs u3 MHokecTBa UTXO. “ToHkue” KIMEHTHI, He MMeIOLIMe JI0-
CTyma K 6/I0K4eifHY, BBIHYX/IEHbI [JOBEPATD APYTUM Y3/1aM NOTyYeHMe MHOTUX CBe-
[EeHMIt, B TOM YMCTIEe M O TOM, ObUI /11 BBOJ M3PacXofoBaH. B omHoM ysne coBceM
He TPYAHO NPOBEPUTb PacXOfOBaHME BBOAA, HO [/IA 3TOTO “TOHKOMY KIIMEHTY
npuaeTcs JO6HITh CBeeHMA Y KOro-HuOyap Apyroro.

NpoBepka CyMMbl BBOJOB OTHOCUTENIbHO
CYMMbl BbIBOAIOB TPaH3aKLuu

B y3nax npoBepsieTcs TaioKe, MPEBBIIIAET IM CyMMa BBOJIOB CyMMY BBbIBOJIOB M
He paBHbI /111 OHM. TeM caMbIM rapaHTHPYeTCs, YTO TPAH3aKLMA He CO3AaeT HOBbIE
6uTKOIHBI. ENMHCTBEHHBIM MCKTIOYEHNEM U3 3TOTO NPaBU/Ia ABIAETCA MOHETU3N-
pytowas TpaH3akuus, 6onee moxpo6bHO paccMaTpuBaeMan B rnaBe 9. Ho mockonb-
Ky Ha BBOJ]aX OTCYTCTBYeT IOJIe CyMMBI, €T0 TIPUAETCA MCKaTh B 611okyeltHe. U B
3TOM C/Ty4ae TO/THBIM y371aM OCTYIIHbI CYMMBI, CBA3aHHBIE C HEM3PACXOOBAHHBIM
BBOJIOM, TOTAa KaK “TOHKMM~ K/IMEHTaM MPUAETCA 0OpaILaThcs K MOTHBIM y3/aM,
YyTOOBI OOBITh TaKMe CBENECHMA.

O TOM, KaK pacCYMTHIBAaeTCA IIaTa 3a TPAH3aKLMIO, pedb y)ke LI B I/IaBe 5.
IIpoBepuTD, NPEBBILIAET T CYMMa BBOJIOB CyMMY BBIBOJIOB M He PaBHbI /I OHU, —
3TO BCe PaBHO, YTO MPOBEPUTD, He OTPMIIATENIbHA /M CYMMa OIUIaThl TPaH3aKI{MH,
T.e. He CO3[AI0TCsA /T HOBble GMTKOIHBI. BosBpailasch k ocnegHeMy yIpaKHEHHNIO
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3 I7IaBbI 5, HATIOMHMM, KakKUM 00pa3oM onpepensercs MeTop fee () mna pacyera
TN71aThl 3a TPAH3aKLMIO.

class Tx:

def fee(self):
'''BosBpamaer mwiaTy 3a QaHHYK TpaH3axKuwm B caToms'''
input_sum, output sum = 0, 0
for tx in in self.tx ins:
input_sum += tx_in.value(self.testnet)
for tx_out in self.tx outs:
output_sum += tx_out.amount
return input_sum - output_sum

Hponepmb, NpEANIpPUHNMAETCSA TN B nannoﬁ TpaH3aKLUIMM MOIIbITKA CO34aTh HO-
Bble GMTKOIHBI, MOXHO C/IeAyIoIuM o06pasom:
>> from tx import Tx
>>> from io import BytesIO
>>> raw_tx = ('0100000001813f79011acb80925dfe69b3def355fe914bd\
1d96a3£5£71b£8303c6a989¢7d1000000006b483045022100ed81££192e75a3\
£d2304004dcadb746fa5e24c5031ccfcf21320b0277457¢c98£02207a986d955\
c6e0cb35d446a89d3£56100£4d7£67801c31967743a9c8e10615bed01210349\
fc4e631e3624a545de3£89£5d8684c7b8138bd94bdd531d2e213bf016b278\
afeffffff02a135e£01000000001976a914bc3b654dcaTe56b04dcal8f2566)\
cdaf02e8d%9ada88ac99c39800000000001976a9141cdbc762dd5423e3321667\
02cb75£40df79feal288ac19430600")
>>> stream = BytesIO(bytes.fromhex(raw_tx))
>>> transaction = Tx.parse(stream)
>>> print (transaction.fee() >= 0) 0
True

© Takoit cioco6 BronHe npuropeH B Python (cm. Hmke pasgen “Ommbka mpe-
BBILIEHNS NIPEe/IbHOTO 3HAYeHUs ).

Ecnu cymMMa ommaThl TpaH3aKLMM OTPUIaTeNbHA, 3HAYMUT, CYMMa BBIBOJIOB
(output_sum) 6onbie cymms! BBofioB (input_sum). ViHbIMy cToBaMM, B JaHHO
TPaH3aKUMM TaK WM MHAYe IPeANPUHUMAETCS MOMbITKA CO3AAaTh GUTKOVHBI.

OwwnbKa npesbilleHUA NpeaeNbHOro 3HaueHnA

B 2010 rogy 6bl1a mpou3BefieHa TPaH3aKIys, B KOTOPOIf 6bIIO cO3-
AaHo 184 MunmMappa 6MTKONHOB. OTO IPOM3OLIIO NMOTOMY, YTO B
A3pike C++ 1o/e CyMMbl OTHOCUTCA K LIEIOYMCTIEHHOMY THITY €O 3HA-
KoM, a He 6e3 3Haxa. ITO O3HAYaeT, YTO 3HaYEeHMe B ITOM II0/Ie MOTTIO
6BITH OTpUILIATENbHBIM!

|
|
|
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Cronb XMTPO COCTaBJ/ICHHAas TPaH3aKUUsA INPOIIIA BCE NPOBEPKM, B
TOM YUCTIE U TY, B XOJle KOTOPOM NpOBepAETCs, CO3AAITCA I HOBbIE
GUTKOIIHBI, HO 3TO IPOM3OLINO TOMBKO IOTOMY, YTO CYMMbI BbIBO-
JI0B IPEBBICH/IN MaKCUMa/IbHOE YMC/IOBOE 3HaveHme: 2% ~ 1.84 x 10%°
CaTOIIM, YTO COOTBETCTBYeT 184 Mummmapmam 6utkoitHoB. OTpuia-
TeNIbHOJ CYyMMBI OIIAThl TAKOM TPAaH3aKLMM OKa3a/loCh AOCTATOYHO,
4TO6bI MporpaMMa Ha A3bike C++ IPUHANA Ha Bepy, YTO 3Ta CyMMa
Ha CaMOM Jie/ie IIOJIOKUTeNbHasA U paBHa 0,1 6uTkoitHa!

STa yA3BMMOCTb MOApo6HO omycaHa B mokymenTe CVE-2010-5139
M yCTpaHeHa 4Yepe3 TaK HasbIBaeMYIO MATKYIO BUIKY (T.e. Hepaau-
Ka/IbHOe M3MeHeHye NpoTokona) B Bepcuy Bitcoin Core 0.3.11. Ymo-
MsHyTas Bbllle TPAH3aKLMUA M CO3JaHHble B Hell OMTKOIHBI ObIy
NpU3HaHbI HENECTBUTENIbHBIMYU 3aJHUM YMUCTIOM B pe3y/bTaTe peop-
raHusauuu 6710koB. VIHbIMM cloBaMM, 6710K, BKIOYABIIMIA TPaH3aK-
LIMIO C TIpeBBIIIEHMEM CTOMMOCTH, @ Talkoke BCe OCHOBAaHHBIE Ha HEM
6710KM ObI/IM 3aMEHEHBI.

MNpoBepka noanucu

Camoit, BepOATHO, TPYAHOM YaCThIO MPOBEPKM TPAH3AKLMM Ha JOCTOBEPHOCTD
SIB/IAETCA TpOLiecC MPOBepKM ee nopnuceit. Kak nmpasumo, y TpaH3aKLuy MMeeTcs
X0TA 6Bl OfHA MOANMCH Ha KaXKAbliA BBOA. Ecnu >ke MMeIOTCA BBIBOABI CO MHOTH-
MM IOANMUCAMM, KOTOPbIe MOTYT OBITh M3PACXOAOBAHBI, TO TAKMX MOAIINCEA MOXKET
6b1Tb 6onbie 0fHOM. Kak MOACHANOCH B I/IaBe 4, aNTOpUTMY LMPPOBBIX OAMMCEN
ECDSA Tpe6y10Tcs OTKpBITHIN K104 P, Xem NOAIMCH Z 1 cama noanucs (r,s). Ecn
BCe 3TM UCXOAHbIE laHHBIE U3BECTHBI, TO TpoLecC BepudMKaLMM OATIMUCH CYILe-
CTBEHHO YTIPOIAETCH, KaK y>Ke AeMOHCTPUPOBANIOCh Ha KOHKPETHBIX IpUMepax
KOZa B IVIaBe 3 ¥ ITOKa3aHO HIDKe.

>>> from ecc import S256Point, Signature

>>> sec = bytes.fromhex('0349fc4e631e3624a545de3£89£5d8684c7b\
8138bd9%94bdd531d2e213bf016b278a')

>>> der = bytes.fromhex('3045022100ed81££192e75a3£d2304004dcadb\
746fa5e24c5031ccfcf21320b0277457c98£02207a386d955c6e0cb35d446a89\
d3£56100£4d7£67801c31967743a9c8e10615bed")

>>> z = 0x27e0c5994dec7824e56dec6b2fcb342eb7cdb0d0957\
c2fce9882£715e85d81ab

>>> point = S256Point.parse(sec)

>>> signature = Signature.parse (der)

>>> print (point.verify(z, signature))

True
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OrkpoiTbie kmoun ¢popmara SEC u nognucu popmara DER HaxopsaTcs B cTe-
Ke, KOT/la BBIIIOJIHAETCA TaKas onepanus, Kak OP CHECKSIG, 6rmarogaps yeMy 3Ha-
YUTENBHO YIPOLIAeTCA MOMy4YeHMe OTKPBITOTO KIo4a ¥ noamucu (cM. rmasy 6).
A BOT momy4uThb Xem nopmucy TpysHee. HauBHBIM ciocob cpenats 3T0 COCTOUT B
TOM, YTOObI XEIIMPOBAaTh Pe3y/IbTaT CepMaNN3aLMM TPAH3AKLMM, KaK IIOKAa3aHO Ha
puc. 7.1. Ho, k coxxanenuio, cienaTb 3T0 He YAACTCS, IIOCKO/IbKY IOAINICD AB/AETCA
4acCTbIO ClieHapusa ScriptSig 1 He MOXeT caMa MOANMMCAThCA.

, 01 ‘ 11000000
6b483045022100ed81ff192e7Sa3fd23e4004dcadb746faSe24c5031ccfcf21320b0277457c98f02
2072986d955¢6e0ch354446289d3f 56100447 67801c3196774339c8e10615bed01210349f cde631
e3624a545de3f89f5d8684c7b8138bd94bdd531d2e213bfO16b278afef FFfff02
19430600

Puc. 7.1. IToonuce Haxooumcs 6 cyeHapuu ScriptSig, 8videneHHom
ceemno-cepbim, HauuHas ¢ 6atimos 6b48 u 3axanuueas 6aiimamu 278a

BMecTo 3TOr0 MOXKHO MOIM(UIIMPOBATh TPaH3aKLMIO TEPe] TeM, KaK ee IOf-
MMCBIBaTh. JTO O3HAYAET, YTO A/IS KaA# 0020 BBOJA BLIYMCIAETCS PasHblit Xell MOA-
mycyu. CoOTBeTCTBYIOLIAs MPOLEAYpPa ONMCaHa HIDKe.

LWar 1. OnopoxHeHne Bcex nonen ScriptSig

IlepBblit Iar COCTOMT B TOM, YTO6BI OIIOPO>XKHUTH BCe 1o/s ScriptSig npu npo-
Bepke mopgmucy (puc. 7.2). AHa/lIOTMYHasA NPOLEAYPa BBITONHAETCS U /IS CO3aHNUA
TIOATIACH, 33 MCK/TIOUEHMEM TOr0, YTO 1onA ScriptSig, kak mpaBuIO, YXKe ITyCTBI.

001
00feffffffo2
; 19430600

Puc. 7.2. ITone kax0020 6600a 0onxHO 6bimb onopoxHeHo (8videneHHoe
ceemno-cepuim nosne menepwv codepucum 6aiim 00)

Cnenyert, onHako, UMeTb B BUAY, YTO B JAHHOM NpMMepe TPaH3aKLMM MIMeeTCA
€AMHCTBEHHBI BBOJ, ¥ IIO3TOMY ONIOPOXHAETCA Mose ScriptSig TONMbKO 3TOro BBO-
fia, XOTA Y TPaH3aKLMM MOKeT ObITh He OfVH BBOA. B TakoM cydae JO/KHBI 6bITH
OIMopOoXXKHEHBI NonA ScriptSig Ha Bcex BBOAAX.

War 2. 3ameHa cueHapua ScriptSig 3 nognucbiBaemoro sBoga
cyeHapuem ScriptPubKey u3 BbiBoga npeabipyuieit TpaH3aKymm

Kax ynommunanock paHee, KaX/blii BBOJ, YKa3blBaeT Ha BbIBOJI M3 MpeRbIAYILel
TpaH3aKLuHK, rhe nMeetcs nmone ScriptPubKey. Ha puc. 7.3 ewe pa3 npuBeneHa ans
HAaIIOMMHaHNA 6IIOK-CXCMa M3 ITTaBbI 6, WINMIOCTpUPYIOIaA 3TO NO/0XXEHUE.
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o W
Mpeabiaylias TpaHsaKumus Texyuwias TpaHaaKumus 06beauHeHHbIR
Bepcust Bepcus cueHapui
BXOfbI BXOAbI
BbIXOLbI BXO4 ScriptSig
BbIXOA < BbIXO/, NPEAbiAyLLeH
TPaH3aKumm
ScriptPubKey ScriptSig ScriptPubKey
Bpems 610KMpOBKY BbIXOAbI
L J | Bpems 6nOKMPOBKY i ] L o

Puc. 7.3. O6vedunenue cyenapues ScriptPubKey u ScriptSig

B pmanHOM cnyuae 6epercs cueHapmit ScriptPubKey u3 BriBofja, Ha KOTOpBIi
yKasbIBaeT BBOJ M3 TEKYylleld TPaH3aKLMU, M CTAaBUTCA HAa MECTO MYCTOrO MO
cueHapus ScriptSig (puc. 7.4). JIns aToro, BO3MOXXHO, IPMAETCA COBEPLIMTD MOMUCK
B 6710K4eliHe, HO Ha NPAaKTMKe MOANMCHIBAIOIEMY Y>Ke M3BECTEH OTKPBIThINA K04
u3 cueHapus ScriptPubKey, mockonbKy Ha JaHHOM BBOJE Y HETO MMEETCA CeKpeT-
HBIA K/TI0Y.

01000000018 i1a 1bd 51
1976a914a802fc56c704ce87c42d7c92eb75e7896bdc41ae88acfef ff {02
19430600

Puc. 7.4. 3amena nons ScriptSig, 8vi0eneHH020 c6emN0-cepbim, HA 0OHOM U3 860006
mexyuieti mpansaxyuu nonem ScriptPubKey u3s 6600a npedvidywseti mpanaxyuu

lar 3. MpucoegnHenne TUna xewa

W Ha nocnegHeM wiare B KOHLe NMpUCOeNMHsAETCA 4-6aitTOBBI TUI Xela. ITO
JeMaeTcs A1 TOro, YTO6BI yKa3aTh, YTO MMEHHO paspellaeT NOANMUCh. B yacTHoCTH,
MOANMCH MOXET pa3pellINTh HAHHOMY BBOAY IIPMCOEAMHUTHCA KO BCEM OCTA/IbHBIM
BBOAaM M BbiBofaM (SIGHASH_ALL), K KOHKpeTHOMY BbiBoy (SIGHASH_ SINGLE)
WIN Xe K n1060My BBIBOZTY (SIGI-IASH_NONE). JIBe nocnenHue BO3MOXXHOCTH OCY-
IIeCTBUMbBI TEOPETUYECKH, HO Ha IIPAKTUKE MOYTH BCE TPaH3aKLIMY IIOAMMUCHIBAIOT-
ca ¢ TMnoM xemra SIGHASH ALL. VIMeeTcst Takke pefIko MCIO/Nb3yeMBbI TUIT Xella
SIGHASH ANYONECANPAY, KOTOpBI/ i MOXXHO COYETaTh C MOOBIM U3 TPeX YIOMSAHY-
TBIX BBIIIE TUIIOB Xe€llla, HO 37leCb OH He paccMmarpuBaercs. UTo e KacaeTca Tuma
xema SIGHASH _ALL, To B OKOHYaTe/TbHO CGOPMMPOBAHHOM TPAaH3aKIMMU IO/DKHO
OBITH CTONIBKO BBIBOAOB, CKOJIBKO OBIIO MOANMCAHO, 3 MHaYe MOAIMCh Ha BBOJE
6ynmeT HepeCTBUTETBHOI.

182 |

Tnasa 7. Co3gaHue U NpoBepKa 4OCTOBEPHOCTH TPAH3IAKLMA



Tuny xema SIGHASH ALL COOTBETCTBYET liefioe YMC/IO 1, KOTOpoe HO/MKHO
6bITH 3aKOMPOBAHO 4 6aifTaMM B IIPAMOM IOPAAKe UX clMefoBaHuA. B utore Mo-
mbMKaLMM TpaH3aKuusa 6yaeT BBIILAAETD TaK, KaK MOKa3aHO Ha puc. 7.5.

0000001 7901 ; ef35 14 6331 : 20
19762a914a802fc56c704ce87c42d7c92eb75e7896bdc41ae88acfeffffffo2a

1943060001800000

Puc. 7.5. IIpucoedurenue muna xewsa (SIGHASH ALL), 3aKk00uposarnHozo 4
6atimamu 01000000, 8 camom koHye

YT06BI MOMYYNTD Xl MOATNCH Z, Xell-Koft hash256 sToit MogudunLmpoBaHHOM
TPaH3aKLMMU CTIeAyeT MHTEPIIPETUPOBATD KaK Lie/Ioe YUCTIO, IPeACTaB/IeHHOe 6aii-
TaMM B 0OpaTHOM HopsfKe ux cnegoBanns. Hinke mokasaHo, kakum 06pa3om xew-
xop hash256 MoguduumpoBanHoit TpaH3aKLMu Npeobpa3yeTcs B Xell IOAMUCH 2
Ha sA3bike Python.

>>> from helper import hash256

>>> modified_tx = bytes.fromhex('0100000001813£79011acb80925dfe69\
b3def355fe914bd1d96a3£f5£71b£f8303c6a989c7d1000000001976a914a802fc56\
c704ceB87c42d7c92eb75e7896bdc4lae88acfeff££££02a135e£01000000001976\
a914bc3b654dcaTe56b04dcal8f2566cdaf02e8d%9ada88ac99c39800000000001976\
a9141c4bc762dd5423e332166702cb75£40df79feal288ac1943060001000000")
>>> h256 = hash256 (modified tx)

>>> z = int.from bytes(h256, 'big')

>>> print (hex(z))
0x27e0c5994dec7824e56decbb2fcb342eb7cdb0d0957c2fce9882£715e85d81a6

A Temnepb, KOTja MMeETCA Xelll IIOANMCH Z, MOXKHO B3ATb OTKPBITBIN K/IIOY B
¢dopmare SEC u mopgmucek B popmate DER 13 mons ScriptSig, 4To6s1 npon3Bectu
BepUPMKALMIO IOANIMCH CIERYIOLMM 00pa3oM:

>>> from ecc import S256Point, Signature

>>> sec = bytes.fromhex('0349fc4e631e3624a545de3£89£5d8684\
c7b8138bd9%4bdd531d2e213bf016b278a")

>>> der = bytes.fromhex('3045022100ed81£f£192e75a3£d2304004dc\
adb746fa5e24c5031ccfcf21320b0277457¢c98£02207a986d955c6e0cb35d\
446a89d3f56100£4d7£67801c31967743a9c8el0615bed’)

>>> z = 0x27e0c5994dec7824e56dectb2fchb342eb7cdb0d0957\
c2fce9882£f715e85d81a6

>>> point = S256Point.parse (sec)

>>> signature = Signature.parse (der)

>>> point.verify(z, signature)

True
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OmnucaHHBINA Bbllle IPOLECC MPOBEPKYM TPAaH3aKLUMY HAa JOCTOBEPHOCTh MOXXHO
6bUT0 ObI 3aITPOrpaMMMpOBaTh B OTAENTbHOM MeTofie U3 Knacca Tx. IIpapma, un-
Teprperatop Script yke o6/1afaeT cloco6HOCTbIO MPOU3BOAUTDL BepUPMKALMIO
noanucen (cM. raBy 6), MOITOMY HaM OCTAeTCs JIMIIb CIENMUTb Bce BMecTe. Ina
3TOro HeoOXOAMMO NepefaTh Xelll NOAIMCH Z MeTORy evaluate () u 00bEMHNUTD
cueHapuy ScriptSig u ScriptPubKey.

KsagpaTtuuHoe xewumpoBaHue

ANropuT™M XeMpOBaHUA TOANMCelt HeaPPeKTUBEH M HepalMOHa-
neH. Kak yTBepXmaeT Tak HasbiBaeMas npobnema Kkeaopamu4Hozo
Xewupoéanus, BpeMs, Tpebyoleecs A/ BHIYUCIEHNA Xellel IOA-
IMCel, BO3pacTaeT B KBajipaTe OT KOMMYECTBA BBOJOB, MMEIOIMXCSA
B TpaH3aKUuyu. B 4acTHOCTH, yBeNnMYMBAETCA HE TOMBKO KOMMYECTBO
onepaumit xemmMpoBaHus no anropurmy hash256 mia BbrumcneHns
Xellla TNOAMMCEN Z IO KaXAOMYy BBOAY, HO M [UIMHA TPaH3aKLMMU.
A 3TO0 3aMefy/LAeT BBINO/MTHEHNE ONepalivy XeIIMPOBaHMsA 110 a/lITOPUT-
My hash256, mockonbky Bech xem nopnuceit NPUXORUTCA BLIYUCIATD
3aHOBO [/Isl KaXXJI0r0 BBOJA.

9710 cTano 0co6eHHO OYEBMAHO Ha MpUMeEpPE CaMOi KPYTIHOM TpaH-
3aKumu, goObITO! B0 CUX HOP:

bb41a757£405890£fb0£5856228e23b715702d714d59%bf2bl1feb’
0d8b2b4e3e08

Y aroit TpaH3akuuu 6b1710 5569 BBOAOB M 1 BBIBOJ, a A/IA €€ MPOBeEp-
KM Ha [JOCTOBEPHOCTb MPUIIIOCH 3afie/ICTBOBATh MHOTUX JOOBITYM-
KOB KPMIITOBAJIIOTHI, ITOCKO/IbKY BBIYMC/IEHME Xelleil IOAIuceit ans
3TOM TpaH3aKuuu obo1Tock 661 0YeHb oporo. B mporokome Segwit
(cM. rmaBy 13) naHHas npo6meMa pemaeTcs MHBIM CIOCO60M BbIYMC-
JIEHUA Xellla TIOATIMCH, KAK OIMCBIBAETCA B JOKYMEHTALMM K MPOTO-
kony BIP0143.

YnpaxHeHwue 1

Hanumure Meton sig_hash () ans kmacca Tx, 4YTOOBI peann3oBaTh B HEM BbI-
YUC/IeHMe Xella MOAIIUCH.
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YnpaxHeHnne 2

Hamummure Meton verify input () mma kmacca Tx, 4To6bl peann30BaTh B HeM
NpOBEPKY BBOJia TPaH3aKLMM Ha JOCTOBEPHOCTD. [I/Ig 3TOro BaM IpUAETCA BOC-
nonp3oBaTbcs Metofdamyu TxIn.script pubkey(), Tx.sig hash() u Script.
evaluate().

Bepudmkauma sceit TpaH3aKLuu

A Temneps, KOIJa MOXKHO IIPOBEPUTb BBOA TPaH3aKLVM, PEIUUTh 3ajiady Bepu-
buKamMy BCeil TpaH3aKLMM B LIeJIOM He COCTABUT OOMNBIIOro TPYAa, KaK IMMOKa3aHO
HIKe.

class Tx:
def verify(self):
''"'lponsBecTn Bepupmkaipmo DaHHOM TpaH3akwmr'''
if self.fee() < 0: ©
return False
for i in range(len(self.tx ins)):
if not self.verify input(i): (-]
return False
return True

© 3amecb npoBepseTcs, He CO3AAIOTCSA M OUTKOMHDI B JAHHONM TPaH3aKLMMU.
@ 3pech npoBepsieTcs, MMEETCA U Y KOKAOTO BBOAA NpaBU/IbHOE o/ie ScriptSig.

Cnenyer, ofHaKo, MUMETb B BUJY, YTO B IIOJTHOM y3/ie IIOBEPAETCA HE TONBKO
TIONBITKA CO3/1aTb GMTKOMHBI B TPaH3aKIMy, HO M MHOToe Apyroe. B yacTHocTy,
ABOJ{HOE pacxofoBaHMe M COoOMOAeHNe APYTUX COITIACOBAHHBIX IPABUII, HE pac-
CMaTpMBaeMbIX B 3TO I/IaBe (MaKCMMaslbHOe KOMYECTBO ONepaIuii MOAMMUCH Ha
610K, pa3mep nons ScriptSig u T.4.). BipoyeM, 3To coBceM HEMIOXO A/A paccMa-
TPUBAEMOIt 3aech 6MOIMoTeKN.

Co3panue TPaH3aKLn

IIpuBeneHHbIit BhIllle KO A/Is BepuPMKALMM TPaH3aKLMiA OKaXKeT HaM HeMa-
MyI0 YCIyTy B cO3faHuyM TpaH3akuuit. TakuMm o6pa3oM, MBI CMOXXEM CO3/1aBaTh
TpaH3aKLMM, BIMCHIBAIOIYECA B Npolecc Bepupukauuy. B Tex TpaH3akumsx,
KOTOpble HaM NIPeACTOUT 3[ieChb CO3/jaTh, TpebyeTcs, YTOOBI CyMMa BBOJOB Oblna
6onblre MM paBHa CyMMe BBIBOZIOB 1 YTOOBI CLieHapwii, 06'beMHEHHbI U3 UC-
XOAHbIX ciieHapues ScriptSig 1 ScriptPubKey, 6bi1 socToBepHBIM.
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Yr1o6bl CO3AaTh TPaH3aKLUMIO, HaM NMOTpebyeTcss XOTA Obl OAMH U3 MOMYYEHHBIX
HaMM BBIBOIOB. DTO O3HayaeT, YTO HaM notpebyeTcs BbIBOA 13 MHOXKecTBa UTXO,
I/ie MOXXHO pa36/I0KMpOBATh OTKPBITHIN KMoy M3 cueHapus ScriptPubKey. U Ham B
OCHOBHOM NOTpeOyeTCs OMH MM HECKOIBKO CEKPETHBIX K/TI0Yeif, COOTBETCTBYIO-
IIMX OTKPBITBIM K/TIOYaM, XeIIMpOBaHHBIM B ciieHapuy ScriptPubKey. Ocranbhas
YacCTb 3TOM I/IaBBI MOCBALLEHA CO3AaHMIO TPAaH3aKLUMMU, BBOBI KOTOPOit 3a6/10Ku-
POBaHBI OTKPHITHIMU K/II0YaMy U3 cleHapua ScriptPubKey ma p2pkh.

HOCTPOGHME TPaH3akKuun

JIns noCTpoeHnsa TpaH3aKLMM NPUAETCA OTBETUTb Ha ClIERYIOLIME OCHOBHbIE
BOIIPOCHI.

1. Kyna nomkHbI 6bITh HanpaB/IeHB! GUTKOMHbI?
2. Kaxwue HenspacxofoBaHHbIE BHIBO/IbI MOXKHO M3PacXOl0BaTh?

3. Hackonbko 6bIcTpO TpebyeTcst JOCTABUTh AaHHYIO TPAH3aKLMIO B O/IOKYeiH?

[lna paccMaTpuBaeMOro 3fieCh NpuMepa Mbl BOCIIONb3YEMCSA CEThIO testnet, XOTA
ero HeTPYAHO PacIIpOCTPaHMUTb M Ha ceThb mainnet. [lepBblit U3 mepeYncIeHHbIX
BbILIIE BOITPOCOB KacaeTcs CYMMBbI OI/IaThl M MeCTa ee HazHadeHuA. Onnaty MOXKHO
IPOM3BECTH 10 OBHOMY M/ HECKONILKMM afpecaM. B faHHOM mpumepe 6yzeT npo-
u3BefieHa omata Ha cymmy 0,1 tBTC (T.e. 6uTKOIHamMy B ceTu testnet) mo agpecy
mnrVtF8DWiMu839VW3rBfgYaAfKk8983Xf.

Bropoit Bonpoc KacaeTcs COAEpXMMOro Halllero KOuIe/lbKa, T.€. YeM MbI pac-
nosaraeM, 4To0bl I/IaTUTh. B JaHHOM NpyMepe y Hac MMeeTCsl BHIBOA TPAaH3aKLMH,
0603Ha4YeHHBI UAEHTUPHUKATOPOM U MHEKCOM, KaK ITOKa3aHO HMKe.

0d6£e5213c0b3291£208cba8bfb59b7476dffaccdeScb66£6eb20a080843a299:13

IIpocmaTpuBas 3TOT BBIBOA B 0603peBaTene 610koB B ceTu testnet (puc. 7.6),
MBI 06Hapy>XXMM, YTO €ro CTOMMOcCTh paBHa 0,44 tBTC.

9ta croumocts npesbimaer 0,1 tBTC, a moToMy ocTaTok HaM MpuAETCS OTIpa-
BUTb caMuM cebe. V1 XOTs IIOBTOpPHOE MCIIONb30BaHMe aiPeCcOB, B 00611eM, cYuTaeT-
Csl HEeHaJ/Ie)Xallieii HOpMOit cO6MoileHNs KOHUAEHIMATLHOCTH 1 6e30macHOCTH,
MBI BCe )K€ OTIIPaBMM OCTaBIIMeCs GMTKOMHBI 06paTHO 1o appecy mzx5YhAHIKNH
tcN481lubWkjeH]jYtVeKVh2, YTO6BI yIIpOCTUTD MOCTPOEHME TPAH3AKIINM.
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2532

- 0.01 tBTC {1580 sat/vB}
Press ' F11 | to exit full screen

0.058TC

0.051BTC

0.051871C

0.05t87C
0.05187C
0.0587C
0,05tB7C
0.05t87C

0.4k tHITC

Puc. 7.6. Heuspacxodosannuiii 8618600 UTXO, xomopuiti mvt cobupaemcs
uspacxodosamo

nouemy NMOBTOPHO NONb30BaTbCA aApecamMm

Heé peKomMmeHAayeTCA

B rmaBe 6 moAcHAnMOCh, YTO cueHapuit p2pk ycTymaeT cueHapuio
p2pkh oT4acTi OTOMY, YTO OH 6BIN 3aLMIUEH TONBKO aNTOPUTMOM
ECDSA. A c npyroit cTopoHsl, cueHapuit p2pkh momonHuTeNnbHO 3a-
el anrroputMamy sha256 u ripemd160. Ho mockonbky 610k4eitn
001eOCTyTIEH, M3PAaCXO0BaB OFHAKABI OMTKOMHBI U3 CleHapus
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ScriptPubKey, cooTBeTcTBYyIOIIEr0 HallleMy agpecy, Mbl OOHapy>KuM,
YTO Halll OTKPBITHIA KIIOY SB/IAETCA 4YacCThio clieHapusa ScriptSig.
A pas Tak, To anroput™n sha256 u ripemd160 He cMoryT Hac 607b-
1Ie 3alUTUTh, IIOCKONbKY aTaKYIOIIEMY 3/I0yMBIIIIEHHUKY U3BECTEH
OTKPBITBII K/TI0Y, HE Tpe6yowmit pasraakiu.

Ha MOMeHT HamMcaHusA 3TOM KHUIM 3afiada AUCKPETHOTO Jorapuod-
MUPOBaHMA Bce ellie obecnieunBana HeO6XOAMMYIO 3aIUTY, XOTSA OHA
MOXeT GBITb paHO MM mo3gHo pemeHa. Ho u3 coobpaxenmit 6e3-
OTMACHOCTY OY€Hb BaKHO MIOHMMATh, YTO MMEHHO HAaC 3aIUNIIAET.

Eue ofHa MpyyyMHA He MO/NB30BAaTbCA afipecaMy MOBTOPHO CBS3aHa
¢ KoHQuAeHUMaTbHOCTbIo. Hamnyne ogHoro ajpeca gia Bcex co-
BeplIaeMbIX HAMM TPaH3aKUMi O3HaYaeT, YTO APyrMe MOTYT CBA-
3aTh ux BMecre. Tak, ecnmu Mbl npuobpenu Heyro nMMyHOe (Hanpu-
Mep, NeKapCTBa OT KaKoi-HMOYAb 60/Ie3HNM, O KOTOPOJI He CleayeT
3HaTh MOCTOPOHHMM) M M3PaCXOROBA/N JPYTO BHIBOJ IO TOMY e
CaMOMy OTKpPBITOMY K04y u3 cueHapus ScriptPubKey na 6maro-
TBOPUTENBHOCTD, TO 6/1arOTBOPUTENTbHAA OPTraHM3aLMsA MOXET BbI-
SIBUTDH, YTO MbI MME/IM €O C NMOCTABIIMKOM /IEKapCTB, @ TOT — C
Hell. YTe4Ku KOHPUAEHIIMaTbPHOCTY CO BpeMeHeM CTaHOBATCA Ope-
IIaMK B 3allATe.

W HakoHem, TpeTHit BOIPOC CBA3aH C IJ/IATOM 3a TpaH3akuuu. Tak, ecnm Ham
TpebyeTca 6bIcTpee FOCTaBUTh TPaH3aKLMIO B 6/I0KYeIfH, 32 3TO HaM IIPUAETCA 3a-
IVIaTUTDb 6o7bile. A eCu MBI TOTOBBI MIOJOX/AATh, TO MOXKEM 3aIl/IATUTh MEHbILeE.
B paccMarpuBaeMoM 3fiech IpuMepe IUIata 3a Tpansakuuio cocrasnser 0,01 tBTC.

OueHKa nnarbl 3a TpaH3aKuMIo

OreHka naThl 3a TPaH3aKIMIO, MHa4Ye Ha3bIBaEMOJ KOMUCCHEN, TIPO-
u3BoauTCA mobaittHo. Tak, ecmu TpaH3aKUMsA cocTouT U3 600 6Gait-
TOB, I/IaTa 32 Hee OKaXeTCs B Ba pa3a Oo/blile, YeM 3a TPaH3aKLUIO
gnuHoM 300 6aitToB. [Jeno B TOM, YTO MeCTO B 6/10Ke OTpaHUYEHO, U
4YeM KpyIHee TpaH3aKLuu, TeM 6onbiue uM Tpebyerca mecra. C mo-
ABJIeHMEM NPOTOKONa Segwit (cM. I1aBy 13) Takoit MOPAKOK pacyeTa
IUTaThl 32 TPAH3aKLMIO HEMHOTO M3MEHW/ICA, XOTA OOLIMIA MPUHIIMI
ocraercsa npexHuM. Ham npupercsa 3ammatuth mo6aifTHO B TaKoi
Mepe, 4YTOOBI MOOBITYMKM KPUITOBATIOTHI OBIIM 3aMHTEPECOBaHBI
BK/IIOYMTH HALy TPAH3aKLMIO B LIETIOYKY 6/TOKOB KaK MOXKHO CKOpee.
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Ecnu 6710km elle He 3amo/IHEHBI, TO MOYTH /000 CyMMBI CBBIILe
CTaHAapTHOTO mpefena nepecblnku (1 catoumm/6aiT) okasbIBaeT-
Cs JOCTAaTOYHO, YTOOBI BK/MIOYMTb TPAH3AaKLMIO B LIETIOYKY 6/10KOB.
A ecnu 6710KM yXKe 3aIIOTHEHBI, TO OLIEHUTH I/IATy 3a TPAH3aAKIMIO
HenpocTo. VIMeoTcss pasHble CIOCOOBI OLEHKM IUIaThl 3a TPaH3aK-
LM, B TOM YMCIIe CeRyIoLue.

¢ AHanu3 pa3snMYHBIX YPOBHE! OIIAaThl M OLIEHKA BEPOATHOCTU
BK/IIOYEHNA TPaH3aKIUM B LIENOYKY 6/T0KOB Ha OCHOBaHMM IIPO-
IUTBIX 6710KOB ¥ IY/IOB NMAMATY Ha JAHHbI MOMEHT.

e AHa/M3 TeKylluero mysa naMaT ¥ npubapIeHue IIaTh, TpUOIHN-
3UTENBHO COOTBETCTBYIOLIEN JOCTaTOYHOM MaTepua/lbHON 3auH-
TepECOBAHHOCTH.

e JloBoNbCTBOBaHMe PUKCHPOBAHHOIM IIATOM.

Bo MHOIrMX nporpaMMHBIX KOLIE/TbKaX NPUMEHSAIOTCA pa3Hble CTpa-

TEerny IUVIaThl 3a TpaH3aKINMU. B aroit o6nactu IIpOBOAATCA aKTUBHbIE
UCCNefOoBaHUA.

CocTaBneHmne TpaH3akumm

Wtak, MbI cobupaeMcs cO3/1aTh HOBYIO TPaH3aKILMIO C OfHUM BBOJOM M ABYMA

BbIBOfIaMM.

Ho npexpe paccMOTpUM psAR APYTUX CPeACTB, KOTOpBIE MOTYT HaM B

3TOM NPUTOAMUTHCA.

B yacTHOCTH, HaM Heo6XOAMMO KaKMM-TO 06pa3oM mpeobpa3oBaThb afpec B
20-6aitToBBIN XeLI-Kof. DTO onepaumus, MPOTHBONONOXKHAs KOAUPOBAHMIO afipeca,
¥ [O3TOMY NPMCBOMM BBINONHsAMLIEH ee PyHKIuu uma decode base58. Hmke
TNI0Ka3aHoO, KaKuM 06pa3soM OHa ONpee/nseTcsa HEMOCPENCTBEHHO B KOJ€.

def decode_|

num = 0
for ¢ in
num *=
num +=
combined
checksum

base58 (s) :

s: (1]

58

BASE58_ALPHABET. index(c)

= num.to_bytes (25, byteorder='big') (]
= combined[-4:]

if hash256 (combined[:-4]) [:4] != checksum:
raise ValueError('bad address: {} {}'

format (checksum, hash256 (combined[:-4]) [:4]))

return combined[1:-4] ®
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© 3pech BBIICHAETCS, B KaKOe MMEHHO YMCTIO KOAMPYETCA IAHHBINA afipec B KOAMU-
poBke Base58.

® [Ilonyuns ymcno, MOXXHO Ipeo6pa3oBaTh ero B 6aifThl, crefyolye B 06par-
HOM MOpAAKe.

® Ilepsoiit 6aitT 0603HaYaeT ceTeBO MpepUKC, MOC/IEAHME YeThIpe GaiiTa —
KOHTPOJIbHYIO CyMMY, a HaxofsAumecss Mexay Humu 20 6aiitoB — 20-6aitTo-
BbIit Xem-Kop hash160.

KpoMme Toro, HaM TpebyeTcs KakuM-TO 06pa3oM mpeobpa3oBarb 20-6aiTOBBIN
xewl-Kop B cueHapuit ScriptPubKey. Ota onepauus peanmusyerca B GyHKuMH, Ha-
3bIBaeMoit p2pkh_script, mockonbky B Heif xem-koy hash160 npeobpasyerca B
cuenapuit ScriptPubKey misa p2pkh, kak mokasaHo Hike.

def p2pkh_script (h160):
"' '[lpurymdaer xem-kon hashl60 u BO3BpamaeT cLeHapwiA
ScriptPubKey nnsa p2pkh'''
return Script ([0x76, 0Oxa9, hl160, 0x88, Oxac])

Cnegyer umeTh B BUALY, YTO 6aitT 0x76 0603HaYaeT KOf ONepauuu OP_DUP,
6aitT 0xa9 — kop omepauuyu OP_HASH160, 6aitT h160 — 20-6aifTOBBIIT 3MeMeHT,
6aitT 0x88 — Kop omepanuyu OP_EQUALVERIFY, a 6aitTr Oxac — Kof onepauuun
OP_CHECKSIG. ITo cymecTBy, 3To Habop komaHp u3 cueHapus ScriptPubKey ana
p2pkh, ynomunasuerocs B rnase 6.

VimMest B cBOeM pacropsKeHUM YIIOMAHYTHIE BhIllle CPEACTBA, Mbl MOXEM Nepe-
JMITU HEMOCPEACTBEHHO K CO3JaHMIO TPAH3aKUMMU CIeRyIoIuM obpa3om:

>>> from helper import decode base58, SIGHASH ALL

>>> from script import p2pkh_script, Script

>>> from tx import TxIn, TxOut, Tx

>>> prev_tx = bytes.fromhex('0d6fe5213c0b3291£208cba8bfb59b7476\

dffacc4eS5cb66f6eb20a080843a299")

>>> prev_index = 13

>>> tx_in = TxIn(prev_tx, prev_index)

>>> tx_outs = []

>>> change_amount = int(0.33*100000000) o

>>> change_hl160 = decode base58 ('mzx5YhAHOKNHtcN481lubWkjeHjYtVeKVh2')

>>> change_script = p2pkh_script(change_h160)

>>> change_output = TxOut (amount=change_amount,
script_pubkey=change script)

>>> target_amount = int(0.1*100000000) 1]

>>> target _hl60 = decode_base58 ('mnrVtF8DWjMu839VW3rBfgYaAfKk8983Xf')

>>> target_script = p2pkh_script(target_hl60)

>>> target output = TxOut (amount=target_amount,
script_pubkey=target script)

190 | Tnasa 7. CoaqaHue U NpoBepKa AOCTOBEPHOCTH TPaH3aKLMA



>>> tx obj = Tx(1l, [tx_in], [change output, target output],

0, True) o
>>> print (tx_obj)
tx: cd30a8da777d28efleblefe68a9f7c559¢c1d3e5bcd7b265¢850cchb4068598d11
c850cchb4068598d11
version: 1
tx_ins:
0d6£e5213c0b3291£208cbha8bfb59b7476dffacc4eScb66£6eb20a080843a299:13
tx_outs:
33000000:0P_DUP OP_HASH160 d52ad7ca%b3d096a38e752c2018e6fbcd0cdf26f \
OP_EQUALVERIFY OP_CHECKSIG
10000000:0P_DUP OP_HASH160 507b27411ccf7£16£10297de6cef3£291623eddf \
OP_EQUALVERIFY OP_CHECKSIG
locktime: 0

O Cymma gomkHa 6bITh yka3aHa B caromy. [IpyHuMMas Bo BHMMaHMe, YTO Ha 1
6uTKoitH paBHseTca 100000000 caTomn, 3Ty CyMMy HEOOXOAMMO YMHOXUTb
Ha 100000000 ¥ mpyBecTH K 1[€TOYUCTIEHHOMY 3HaYEHUIO.

@ 3nech ¢ noMolpbio apryMenTa testnet=True ykasbiBaeTcs, B KaKOi MMEHHO
CeTM CiefyeT NPOMU3BOAUTD IOUCK.

Wrtak, MBI co37am KOHKPETHYIO TPaH3aKIIMIO, HO KaXkoe none ScriptSig B aToit
TpaH3aKLUMyM B HACTOALMI MOMEHT mycro. Ero 3amonuenuio u 6yzer nocpslleH
CTIemyIoIMii pasyien.

NMoanucaune TPpaH3aKuunn

U xoTa mopnmcaHMe TPaH3aKIMM MOXET OKa3aTbCA COBCEM HENETKMM JIENIOM,
paHee B 3TOJ I/TaBe MBI Y>Ke BbIACHM/IN, KaK TMOTy4uTh Xewl mopmucu z. Tak, ecmn
Y Hac MMeeTcs CeKpPeTHBIN K04, OTKPBITBIA K/II0Y KOTOPOro mpeo6pasyercs 1o
anroputmy hash160 B 20-6aitToBblit el mo cieHapuio ScriptPubKey, Mpr MoxxeM
TIOATIMCATD Xelll Z M MOMYYUTh Noamuch B popmare DER, Kak IOKa3aHO HIDKe.
>>> from ecc import PrivateKey
>>> from helper import SIGHASH ALL
>>> z = transaction.sig_hash(0) o

>>> private key = PrivateKey(secret=8675309)
>>> der = private key.sign(z).der()

>>> sig = der + SIGHASH ALL.to bytes(l, 'big') o
>>> sec = private_key.point.sec()

>>> script_sig = Script([sig, sec]) ()

>>> transaction.tx ins[0].script_sig = script_sig o

>>> print (transaction.serialize () .hex())
0100000001813£79011acb80925dfe69b3def355fe914bd1d96a3£5£71\
bf8303c6a989¢c7d1000000006a47304402207db2402a3311a3b845b038885\
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e3dd889c08126a8570f26a844e3e4049¢c482a11022010178cdcadl29eacbe\
ab7c44648bf5aclf9cac217cd609d216ec2ebc8d242¢c0a012103935581e52\
cd2f484fe8ed83af7a3097005b2f9c60bf£71d35bd795£54b67feff££££02)\
al35¢c354e£01000000001976a914bc3b654dca7le56b04dcal8f2566cdafi2
\e8d9%ada88ac99c39800000000001976a9141c4bc762dd5423e332166702\
cb75£40d£f79feal288ac19430600

© 3neck Tpebyercs moaNMCaTh MALIDb NIEPBBIA ¥ €AMHCTBEHHDI BBOA. A 1A TIOf-
IIMCaHUsA HECKONbKMX BBOJOB KaX/BIN M3 HUX NPUAETCA NOAINCHIBATD NOA-
XOIAIMM CEKPETHBIM KITIOYOM.

® Iloamuce dakruyeckn cocTouT U3 camoit mopnucu B popmare DER u tnna
xemra (B faHHOM cmy4ae — SIGHASH ALL).

® Cuenapuit ScriptSig mnsa p2pkh cocTouT poBHO M3 ABYX 371EMEHTOB, KaK I10-
SICHA/IOCH B I/1aBe 6: IOANMCH ¥ OTKPBITOTrO Kimo4a B ¢popmare SEC.

@ B ganHoM cry4ae TpeGyeTcst OANMNMCATD IUIUD OJMH BBOJ, HO €C/ 6b1 BBOJIOB
651710 Gorblle, TpoLiecc CO3AaHMsA CLeHapus ScriptSig npuiunoch 6b1 BHION-
HUTb I KOK/IOTO BBOJA.

YnpaxHeHnue 3

Hamuuure Meton sign_input () mia kmacca TX, YTOObI peanu3oBaTh B HEM
[OANKCaHNe BBOJOB TPaH3aKLIUN.

Co3paHue c06CTBEHHDbIX Tpausaxuuﬁ B ceTu testnet

YTo6b1 CO3AATh CBOIO TPAH3AKIMIO, HEOOXOAMMO NPUOGPECTH HEMHOTO MOHET,
a s aroro morpebyercs aapec. Ecu Bbl BHIMOMHUIN MOC/IEfIHEE YIPOXHEHUE U3
I/IaBBI 4, y Bac IO/DKHbI OBITb CBOJ ajipec B CeTH testnet v cexpeTHblit kmoy. Ecu

JKe Bbl HE TTIOMHUTE, HMXKE TTOKAa3aHO, KaK 3TO [AE€NnaeTCA.

>>> from ecc import PrivateKey

>>> from helper import hash256, little endian to_int

>>> secret = little_endian_to_int (hash256(b'Jimmy Song secret')) (1]
>>> private_key = PrivateKey(secret)

>>> print (private_key.point.address (testnet=True))
mn81594PzKZa9%K3JyylushpuEzrnTnxhVg

© HenpemeHHO UCNIONB3YITE [ CTpOKYy BMecTO 'Jimmy Song secret’.
P YUTE JpYTyl0 CTpOKY g

Kak TompKo y Bac TMOABUTCA CBOJ afipec, BBl CMOXKeTe NMPUO6pecT HeMHO-
ro MOHET U3 OFHOTO U3 TeX OGMTKOMHOBBIX KpaHOB B ceTH testnet, rme 6ecrmar-
HO IIPeAOCTAB/IAIOTCA MOHETHI [/IA TeCTUpOBaHMA. UTOOBI HalfTU TaKoi KpaH B
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ceTH testnet, BBepMTE KpUTEpHit testnet bitcoin faucet unu 6umxoiiHodvitl Kpan 6
testnet B mouckoBoM MexaHmsMe Google nnm BriGepuTe OAMH M3 HUX U3 CIIMCKA
B pasgiene Faucets (Kpanbl) Ha BUKM-CTpaHuLe, ROCTYTIHOI IO afipecy https://
en.bitcoin.it/wiki/Testnet#Faucets. BBegure cBOi1 HOBBIN afpec B ceTn
testnet B m060OM M3 BHIOpaHHBIX BaMM OMTKOMHOBBIX KPaHOB, YTO6BI IproOpecTn
HEMHOTO 6eCIIATHBIX 6MTKOMHOB [/l TECTUPOBAHMA.

ITomy4nB HEMHOTO MOHET, NOMpOO6YIiTe U3PACXOAOBATh MX, UCIIONB3YA paccMa-
TpPUBaeMYI0 3/iech 616moTeKy. ITO XOpoIlas IIKO/A /IA Ha4MHAIOLIMX pa3pabor-
YMKOB OMTKOIIHA, TIO3TOMY YAie/TUTe HEMHOTO BPeMEHM BBINTOMTHEHMIO NTPUBENEH-
HBIX HMDKE YTIpaXKHEHU.

YnpaxHeHue 4

CospaiiTe TpaH3aKIuIO AAA OTHpaBKM 60% CyMMbI M3 OJHOrO HEM3PACXOHO-
BaHHoro BriBofia UTXO no agpecy mwJnlYPMq7ySF8J3LkC5Hxg9PHYZ5K4CFv
B ceTn testnet. OcTaBIIasca cyMMa 3a BbIY€TOM IUIAaTHI 32 TPaH3aKUUIO NO/DKHA
BEPHYTbCA 06paTHO IO BallleMy M3MEHEHHOMY afipecy. ITO JO/DKHA ObITh TPaH-
3aKIMA C OHUM BBOJIOM M AByMA BbiBOAaMi. CBOIO TPaH3aKIMIO BBl MOXKETE Ile-
pecnarhb mo agpecy https://live.blockcypher.com/btc/pushtx.

YnpaxHeHue 5

9T10 ynpaxHeHue nocnoxxHee. [IpnobpeTnTe HEMHOrO MOHET U3 GUTKOITHOBOTO
KpaHa B ceTy testnet u cosfaliTe TpaH3aKLMIO C AByMA BBOJAMM ¥ OHMM BbIBOZIOM.
OnuH u3 BBOJIOB JIO/KEH ObITH U3 GUTKOHOBOTO KpaHa, APYTOit — U3 MpeRBIAY-
1IETO YIpa)KHEHM:A, a BBIBOJOM MOXET CIYyXMTb Ball cob6cTBeHHBI! afpec. CBolo
TPaH3aKIMIO BbI MOXKeTe Mepecnarh mo aapecy https://live.blockcypher.
com/btc/pushtx.

3aKnioyenue

ITpopa6oTaB MaTepuan 3TOJ I7ABbI, BB HAYUYMIUCh YCIIEIIHO CO3AABATh U MPO-
BEpATb TPaH3aKLUM Ha OCTOBEPHOCTD B O/10KU€ltHe, Onpo6OBaB MX B ceT testnet.
U 3T0 Hemanoe gocTmxeHNe, KOTOPBIM CTOUT TOPAUTHCA!

HanucanHblit HaMu 0 cX TOp KOJ TIO3BOMIAET BBIMOMHATD cLeHapuu p2pkh u
p2pk. A B cnenytomest rmaBe Mbl 06paTMMCA K 60/1ee pa3sBUTOMY YMHOMY KOHTpPaK-
Ty IO clieHapuio p2sh.
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[NIABA 8
Onnata no xewy cueHapus

o cux mop B 3TO! KHMIe pPacCMaTPMBA/JIMCh TPAH3AKLMM C €AMHCTBEHHBIM
K/TIOYOM WM TPaH3aKIMM C OHMM CEKPETHBIM K/TIOYOM Ha KaX/bIil BBOA. A 4TO
Renatb, ecmu TpebyeTcs Heuro 6omnee cnoxHoe? Hanmpumep, KOMIIaHMM, BIIOXKUB-
wet 100 mummoHoB gomnapos CIIIA B 6MTKOIH, BpAA /1 MOKOMAET AMHCTBEH-
HbI/1 CEKPETHbI K04 /I GIOKMPOBKM €€ MEHEXHBIX CpeAcTB. Begpb ecmm sToT
K/II0Y GyAeT MOTepsiH WM YKpajieH, Bce ee IeHeXXHble CPeAcTBa OyNyT yTpaueHbl.
Y10 >Ke TOra MPeRNpPUHATD, YTOObI CHU3UTD PUCK OT HAIMIUA 3TOM eAMHCTBEH-
HO YA3BMMOM TOYKM OTKasa?

PewieHye cOCTOMT B IpUMEHEHNM Mynpmunoonuceti. Takas BO3MOXXHOCTb 6blna
BCTpO€eHa B GUTKOIH C CaMOro Hayala, HO TIOHaYary OHa Oblla CAIMIIKOM POMO3J-
KOV M TMOTOMY He mpuMeHsNach. Kak noscHsercs panee B 3Toit rnase, Cartommnu
HakoMoTO He mpoBepsin My/IBTUIIOANNMCD, TOCKONBKY €if Obl/Ta pUCYILa ommbka
CMelleHNs Ha equHuuy (cM. ganee pasgen “Omnbka cMelLleHUA HA eAMHULY B OIle-
pauuu OP_CHECKMULTISIG”). Ota ommbka Tak 1 0cTanach B IPOTOKOJIE IIOTO-
My, 4TO [/IA ee UCTIPaB/IeHNs NOTpe6OBaMach ObI )keCTKasA BI/IKA, T.€. PafiuKalbHOE
U3MEeHEHME B CAMOM IIPOTOKOJIE.

HeckonbKo ceKpeTHbIX Kioueit K OfHOMY COCTaBHOMY
OTKpbITOMY KAIouy

OnMH ceKpeTHBIit K04 MOXXHO “pa3buTh” Ha HECKONbKO CEKPETHBIX
K/II0Yeif ¥ BOCIIO/Ib30BATbCA MHTEPAKTMBHBIM CIIOCOOOM JI/ISl COCTaB-
NIeHVs1 TIOAMMCEt, He BOCCTAHAB/IMBAsA CaM CEKPETHBbINA KIIOY, XOTA
TaKas HOpMa He AB/seTcsa obmenpunsaToir. [Togmucyu IlIHoppa ympo-
I[AIOT IPOLIECC COCTAB/IEHNUS MOATIMCEI U [TOITOMY, BEpOsATHee BCETO,
HaliAyT 60/ee MMPOKOe pacnpocTpaHeHue B 6yayeM.




Mpocrasa mynbTNOANUCH

Ilpocrass MynbTUIOANMCH GblNa MEpPBOI MOMBITKOM CO3[aTh BBIBOABI TPaH-
3aKuuy, Tpebyole MOANICel HECKONMBbKMUX CTOpoH. Ee 3aMbicen cocTosn B ToM,
4TO6BI MEPENTH OT EJUHCTBEHHOM TOYKM OTKa3a K 4eMy-TO 6ojlee B3IOMOYCTOM-
4uBOMY. YTOOBI MOHATH CYTb MPOCTOM MY/IBTUIIOANMUCU, HEOOXOAMMO CHayasna
yAcHUTb onepauuio OP CHECKMULTISIG. Kak mosicHsamoch B rnase 6, B A3blKe
Script uMeloTCA caMble pa3Hble KOABI ONepaluii, B TOM 4ucie kop Oxae omepa-
unyu OP_CHECKMULTISIG. JTa onepauus M3BJIeKaeT HEMA/IO 3JIEMEHTOB M3 CTEKA
" BO3BpalaeT Tpebylolieecs KOIMIECTBO MOATIMCE, IeICTBUTENBHBIX A/ BBOAA
TPpaH3aKIUN.

BeIBOA, TpaH3aKLMM Ha3bIBAeTCA “NMPOCTOI MYIBTUIOAMMUCHIO” M3-3a CBO-
ero gmumHHOro mons ScriptPubKey. Ha puc. 8.1 mokasaHo, Kak BBIIAAMT IOJE
ScriptPubKey ansa mynsrunopnucyu tina “1 us 2%,

514

52ae

- 51 -0P_1

- 52 - OP_2

- ae - OP_CHEC

I5IG

Puc. 8.1. Ilone ScriptPubKey ons npocmoti mynsmunoonucu

U x0T 3TO OHO M3 CaMBIX KOPOTKMX Cpemy Bcex moneit ScriptPubKey mpo-
CTBIX MY/NbTUIIOANMCEN, y>)XKe BUJHO, YTO OHO AOBOMbHO AnuHHOe. Ecnu mome
ScriptPubKey ansa p2pkh cocrapmser muusp 25 6aitros, To none ScriptPubKey s
CTOJIb IPOCTOI MynbTHUIOANMCH — 101 6aliT, XOTA €ro ANMMHY MO)KHO HEMHOTO CO-
KPaTUTh, UCTIONb3YA cXaTblit popMar SEC. A Befp 3TO BCEro /MMIIb MY/IbTUIION-
much Tvna “1 u3 2”! Ha puc. 8.2 mokasaHo, Kak BBIILARUT none ScriptSig mis npo-
CTOM MYNbTUIIOATIMCH.

JIns maHHOM MynbTUIIOAMMCH THIIA “1 U3 2” TpebyeTcs NMUIUb OfHA IOANNUCD, U
TI03TOMY OHa OKa3bIBAaeTCA OTHOCUTENTbHO KOPOTKOIA. A BOT /I MY/NbTUIIORMNUCH
™A “5 u3 7” norpebyercs 5 noanuceit popmara DER, 1 mosToMy oHa oKaxeTcs
HaMHoro 6onee amuHHOI (0kono 360 6aittoB). Ha puc. 8.3 nokasano, kakum 06-
pasoM ob6benuHsAIOTCA cueHapun ScriptSig u ScriptPubKey mna mynmstunogmmcu.
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Puc. 8.2. ITone ScriptSig 0ns npocmoti mynsmunoonucu

ScriptPubKey ScriptSig Cuenapuii

( OP_m ) ( n ] ( OP 0 ]

( <orkpimsit knioy 1> ( <nonmcs 1> ( <nopmmcs 1>

( <orkpeimsiii Koy 2> ( <nomwic 2> ( <nopnuce...>

( <orkpbiTbil Ki0y...> ( <nopnwcs..> |} ( <nomwcs m>

( <orxpuiTit knioy n> ( <noanmce m> ( OP m

( OP.n ( <orkpbiTbiit kiioy 1>

(_OP_CHECKMULTISIG ( <oTkpbbil koM. >
[ <OTKPLITHINA KIIOY N>
( OPn
( OP_CHECKMULTISIG

Puc. 8.3. O6vedunenHbiii cyeHapuil 0N MynbmMunoonucy

JauHblit npuMep 06001IeH /1A [EMOHCTPALMM TOTO, KaK OymeT BBIIIANETD
NpOCTask MY/JIbTUIIOAIIMCH TUNA “mM U3 1, TRe M ¥ 1 MOTYT OBITH MOOBIMYU YNCTAMM
B npefienax ot 1 0 20 BK/IIOYMTENBHO. Y XOTA YMC/IOBbIE KOABI ONEpaLyil JOXORAT
muib go OP_16, i1 YMCIOBbIX 3HaYeHuit oT 17 fo 20 noTpebyeTcs KOJ; Onepanyu
0112, yTo6BI pa3MecTUTDb B CTeKe, Hampumep, uucno 18. HauanbHoe cocTosHue
NPOCTOM MYIBTUIIOATINACH BBIITIAAMT TaK, KaK II0OKa3aHO Ha puc. 8.4.

Omnepanus OP_0 pasmelnaer B cTeke uncno 0 (puc. 8.5).

[onnucu ABNAIOTCA 31eMEHTaMM, ¥ TIO3TOMY OHM GYAYT pa3MelaTbCA Hemo-
CpeACTBEHHO B cTeke (puc. 8.6).

Onepanusa OP_m pasMellaeT B CTeKe YMC/IO m, a TAKXE OTKPBITbIE K/IIOYM.
A onepauys OP_n pasMelnaet B cTeke 4ucno n (puc. 8.7).
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CueHapuii

OP_0

<noanucs 1>

<n0AnUCh...>

<nognucL m>

OP_m

( <omkpbiTi knioy 1>

( <oTkpbihiii Kiti0H...>

( <orkpbiTbiid Kty n>

(. Okn

( OP_CHECKMULTISIG

Crex

CueHapuii

<noanucs 1>
<noanucs...>
<noanuch m>
OP_m
( <orkpoimbit knioy 1>
( <oTkpeiThiiA KiO...>
( <oKpbiTii Knioy n>
OP.n
(OP_CHECKMULTISIG }

)

Crek

ot 3

Puc. 8.5. Ilepsas cmadus evinonHeHus

Puc. 8.4. HauanvHoe cocmosHue

npocmoii Mynbmunoonucu npocmoi Mynvmunoonucu
CueHapwuit Crex
( OP.m ]
( <orkpuhiit Koy 1>
( <orkpuiTsitt kniow...> } ( <nomnwmcs m>
( <orkpiTbil ko4 n> ( <nomnucs...>
{  Okn ( <nonmcs 1>
( OP_CHECKMULTISIG ( 0

Puc. 8.6. Bmopas cmadust 6binonHeHUs NPOCMOL MyNbIMUNOONUCYU

CueHapuii Crex

( n )
( <orkpbrrid knio n> |
( <orxpbiThil kioy...>
( <orkpbiToiit knioy 1>
( m
( <noanmcs m>
( <noanmee...>
( <nommwes 1>

((OP_CHECKMULTISIG ) ( 0

Puc. 8.7. Tpemvs cmadus 6uinonHeHUs npocmoti Mynbmunoonucu
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Ha pannon cragumu onepauyus OP_CHECKMULTISIG u3BneKaeT m + n + 3 ane-
MeHTOB (cM. manee paspen “Omubka cMeleHMs Ha eAMHULY B onepanuu OP_
CHECKMULTISIG”) u pa3MewaeT 1 B cTeKe, eCliu m MOAINCEN AECTBUTENbHBI
JUIA M OTAENbHBIX OTKPBITHIX K/IIOYeN M3 CNMCKA 1 OTKPBITHIX KIIIOYeil, a MHa-
ye B cTeKke pasMmemaerca 0. Ecnmu gonmycTuTs, YTo MOANMCH AECTBUTENbHBI, B
CTeKe OCTAHETCs TO/NbKO 1, MOATBEP)KAAKOIIasA JOCTOBEPHOCTh 06beAMHEHHOTO
cueHapus (puc. 8.8).

CueHapwuii Crek
( 1 )

Puc. 8.8. Koneuroe cocmosanue
npocmoti Mynsmunoonucu

Owunbka cmeleHnA Ha eAUHALLY

B onepauvn OP_CHECKMULTISIG

OneMeHTBI, U3BJIeKaeMble U3 CTeKa B onepauuu OP_CHECKMULTISIG,
IIPEATIONIOKUTENBHO COCTOAT M3 YUC/IA M, M Pa3HbIX MOATIMCEN, YUC-
Nla n ¥ n pasHBIX OTKPBITHIX Kmoveit. KomuyecTBo M3BIekaeMbIx re-
MEHTOB JJO/DKHO ObITh paBHO 2 (caMux umcen m u n) + m (IOAIMCEIt)
+ n (orkpeIThIX Kmogeit). Ho, k coxaneHmio, JaHHas omepauus us-
BJIEKA€T M3 CTeKa Ha OfIMH /IeMEHT Gornblile, YeM m + 1 + 2 IpeAmnona-
raembix 3neMeHToB. Ha camom pene onepaums OP_CHECKMULTISIG
U3BJIEKaeT U3 CTeKa m + 1 + 3 37IeMEeHTOB, U, TaKUM 06pa3oM, npu-
6aB/AeTCA MUIIHMI 3MeMeHT (B aHHOM cry4ae — OP_0), YTo He
IPUBOAUT K HEylaYHOMY 3aBepIIEHNIO JAHHOV OEpaLVM.

JlaHHas omepauysA HUYETO He HeNaeT C IMIUHUM JIEMEHTOM, KOTO-
phlit MoXeT 6bITh KakuM yrofHo. Ho B kauecTBe Mepbl 60pb6bI € 1O-
IATIMBOCTBIO B OO/BIIMHCTBE Y3/IOB CETH GUTKOMHA TPaH3aKLMsA He
6ynmeT nmepechlIaTbhCA, €CM TONBKO TUIIHIM OKaXKeTCs a/eMeHT OP 0.
CnenyeT, ofHaKo, MMeTb B BURY, YTO €C/IM ObI MUMENIOCh M + 1 + 2 37Te-
MeHTOB, onepauusa OP_CHECKMULTISIG 3aBepumiach 61 HeyfaauHo,
TIOCKO/IbKY M3B/I€KaeMBIX 3/1EMEHTOB OKa3a/och Obl HEJOCTATOYHO.
OTo npuBeno 6b1 K HeyaYHOMY 3aBepIleHNI0 0ObeANHEHHOTO Clie-
Hapys, a BCA TPAH3aKLMA B 1[€/IOM OKasanach 6bl HEAOCTOBEPHOIA.
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MporpammHan peanusauus
onepauuu OP_CHECKMULTISIG

B npocToit MynbTHIIOAIMCH THIIA “/m M3 n” Ha BepIIMHE CTeKa HaXO[MTCA JJe-
MEHT 1, a filajiee CNIEAYIOT 1 OTKPBITBIX K/IIOYeH, YUCIIO m, m TOAINCeN U, HaKO-
Hell, IMIIHErO 97IeMEeHTa 13-3a OMOKM CMellieH!s Ha eguHMLY. VICXOmHbIit Kof,
peanusytowmit onepanuio OP_ CHECKMULTISIG B ucxopHoMm daitne op.py, MOYTH
HaIMCaH ¥ NpUBeJEH HIDKe.

def op_checkmultisig(stack, z):
if len(stack) < 1:
return False
n = decode_num(stack.pop())
if len(stack) < n + 1:
return False
sec_pubkeys = []
for _ in range(n):
sec_pubkeys.append (stack.pop())
m = decode num(stack.pop())
if len(stack) < m + 1:
return False
der_signatures = []
for _ in range(m):

der_signatures.append(stack.pop() [:-1]) o
stack.pop () (]
try:

raise NotImplementedError ©®

except (ValueError, SyntaxError):
return False
return True

© [IlIpennonaraercs, 4To Kaxxaas nopmucs popmara DER penaercs ¢ Tunom xema
SIGHASH ALL.

e SIICCb YYUTBIBAETCA omnbKa CMEIICHUA Ha €MUHULY, NJIA YE€ro U3 BEPIINHbDI
CTeKa M3B/IEKAETCA 3JIEMEHT, HO C HUM HUYETO, IO CYLIECTBY, HE N€/1A€TCA.

® Oty yacTb McxoxHOrO KOMIa IPUAETCA JOMMUCATD B CIEAYIOIIEM YTIPOXKHEHUM.

YnpaxHeHue 1

Hanuumre okoH4YaTe/npHbli BapuaHT QyHKUuyu op_checkmultisig() u3 mc-
xopHoro ¢aitna op.py.
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HepoctaTkn npocToit MynbTUNOANKUCH

IIpocTass MyIBTMIIOANMCD HEKA3MCTa, XOTA M BHonHe paborocnocobHa. OHa
MCKI/II0YAaeT efUHCTBEHHYIO TOUKY OTKa3a, Tpebysa m M3 n mopmmceit ans pasbmno-
KupoBku HemspacxopgoBaHHoro BeiBofa UTXO. ViMeeTcs HeMano BO3MOXHOCTeN
CHenarb BBIBOABI C MY/ILTUIIOANMCBIO, 0c06eHHO B menoBoit cpepe. Ho mpocras
MY/IbTUIIOATIMCDH CTPAZiaeT CIeAYIOIMIU HEJOCTaTKAMM.

1. B mone ScriptPubKey mnsa npocToit MynbTUIOANNCH HAXOAATCA CaMble pasHble
OTKpBITbIE K/II0YM, M TTO3TOMY OHO TaKoe JyIMHHOe. B oTnmume ot noneit ans
p2pkh u gaxe p2pk, nepegarb copepXXuMoe TaKOro IOJIA, UCIIONB3YA TONOCO-
BbI€ VI/IM TEKCTOBbIE COOOILIEHMS, He TaK-TO IPOCTO.

2. B cBA3M ¢ TeM, YTO BBIBOJ, OKa3bIBAE€TCA NOBONIbHO AJIMHHBIM, B 5-20 pas mpe-
BbILIAsA 110 J/IMHe O6BIYHBIA BBIBOA AnA p2pkh, ero o6paboTka TpebyeT 60mb-
1lle peCypcoB OT NMpOrpaMMHOro obecreyeHus ysna. B ysmax orcnexusaercsa
mHoxectBo UTXO, a orcnexuBanue gmuHHoro nons ScriptPubKey o6xoput-
cA OPOXKe, KaK, BIPOYeM, ¥ XpaHeHMe KPYITHOTO BbIBOAa B 3alIOMMHAIOLIEM
YCTpOICTBe C 6bICTPOI BHIOOPKON (HampuMep, B ONEPaTHMBHONM IaMATH KOM-
IbIOTEpa).

3. IlpocToit MyIBTUIOANMCBIO MOXHO 3/I0YIIOTPEOMUTD, YTO U MPOMCXOAM/IO Ha
TIIpakTHKe M3-3a Toro, uTo mone ScriptPubKey cimmxom mmmunoe. Bea Tex-
HUYecKas JOKyMEHTalMs, IepBOHaYanbHO cocTaBnenHas Caromm Hakamoro
B ¢opmare PDF, 3akofupoBaHa B cleAyrolelt TpaH3akumu u3s 6moka 230009:

54e48e5£5c656b26c3bcal4aB8c95aa583d07ebe84dde3b7dd4a78f4e4186e713

Cosparenb 3TOM TPaH3aKLMYM PasfielU/ TEXHMYECKYIO JOKYMEHTAUuo B pop-
mate PDF Ha ¢parmeHTBI 0 64 6aifTa, KOTOpbIE 3aTeM NPEBPATUINCH B HEJOCTO-
BepHBIe OTKPBITbIE KTIOUM. DTa TeXHUYECKasA JOKYMeHTauusA OblIa 3aKOfMpOBaHa
B 947 BBIBOJOB A1 MYIBTUIOATNMCH TuNa “1 u3 3”. VI XOTA 3TV BHIBOABI He pac-
XOZ[YIOTCS1, OHM BCe XK€ IO/DKHBI ObITh MPOMHAEKCHpOoBaHbl BO MHOXecTBax UTXO
TIO/IHBIX Y3710B. 3a 3TO C KaX/IOTO IIOTHOT'O Y3/1a B3MMAETCs I/IaTa, YTO M CUMTAETCA
3noynorpe6neHueM. [l npeofoneHns YIOMAHYTHIX Bblle HEAOCTATKOB M Oblna
NpUAYMaHa OIUIaTa II0 Xewny cueHapus (p2sh).

Onnara no xewy cueHapua

Omara mo xemry cueHapus (p2sh) cmyxur o6mmum pemmennem npo61eMsl JInH-
HbIX afpecoB u monen ScriptPubKey. Y xotsa mopo6HbIM cioco6oM MOTyT 6BITH
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JIerKo co3faHbl 6ornee cnoxHble crieHapuu ScriptPubKey, yem B npocroit MynbTi-
TIOATIACH, UM, TEM He MEHee, IIPUCYIYU TaKMe K€ HelOCTaTKM, KaK ¥ y IMpOCTOM
MY/ITUIIOATIMACH.

Pemenne, peannsyemoe B p2sh, cocrout B ToM, 4TOOBI B3ATb Xelll HEKOTOPBIX
KOMaHJ Script ¥ BBIABUTB B [iafbHeiilleM KOMaH/bI Script HaxoX/aeHus mpoo6-
pasa. Omara no xemy cueHapus 6bu1a BHefpeHa B 2011 roay u BbI3Bala HeMaso
nporusopeunit. HecMoTps Ha MHorue npemjioxeHus, MexaHusM p2sh crpapaer
HeZIoCTaTKaMy, HO BCe JKe BIIOTIHe paboToCrmocobeH.

B p2sh BeImonHseTcs 0co60e MpaBMIO JULIb B TOM CITy4ae, €CIM BCTpeYaeTcsa
II0C/IEJOBAaTENIbHOCTb KOMaH/, MpUBENEHHaA Ha puc. 8.9.

( <RedeemScript>
( OP HASH160
(  OPEQUAL

Puc. 8.9. INocnedosamenvrocmy Komano
01 onnamoi no xeusy cuenapus (p2sh),
8bINONHAIOWASA 0c060€ NPABUTIO

Ecnu ara nmocnenoBaTebHOCTh KOMaH/L 3aBeplIaeTcs 1 B cTeke, TO CLieHapuit
norairenus (BepxHuit anemeHT RedeemScript Ha puc. 8.9) noxgBepraeTcs CMHTaK-
CMYeCKOMY aHa/lM3y M 3aTeM BBOAUTCA B Habop koMaHA Script. Ota ocobas mno-
C/1el0BaTeNIbHOCTb KOMaHJ Oblna BHeApeHa B mpoTokon BIP0016, koTopbiit peanu-
3yeTcsl IpOrpaMMHBIM obecriedeHreM OMTKOHA, IPOBEPSIOIIMM AAHHYIO IIOCTIe-
HoBaTeNbHOCTb KoMaHf. CreHapuit noramennsa RedeemScript He BBOAUT HOBbIe
KOMaHAbI Script s 06paboTKM, ecny TONbKO He BCTPETUTCS UMEHHO maKas 1o-
CTIelOBaTENbHOCTh KOMaHJ, 3aBepIuaromasics 1.

Ecnu 3To 3By4YMT Heck/agHo, TO Tak OHO M ecTb. Ho npexe yeM moittut o cyTH,
PaccMOTpUM IOTOYHEE, KaK 3TO NMpOAB/AeTCA. JJOMyCTHM, YTO MMeeTCA CLeHapui
ScriptPubKey ans mynsrunopmicy tina “2 u3 27, Kak mokasaHo Ha puc. 8.10.

910 cueHapuit ScriptPubKey mna mpocroit mynstunogmucn. Ham tpebyerca
npeo6pa3oBaTh ero B cueHapuit p2sh, YTOOBI B3ATh Xelll 3TOTO CLieHapyA U COXpa-
HUTb JaHHBINA CLEHApUii O TOTO MOMEHTAa, KOT/ja IOTPe6yeTCs ero moracuTh. TOT
cLieHapuit HasbiBaeTca RedeemScript moToMy, 4TO OH O6HAapY>KMBaeTCs TOMBKO BO
Bpems noramenns. Xem cueHapus RedeemScript pasmenaercs B none cuenapus
ScriptPubKey (puc. 8.11).
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52
52ae

- 52 - OP_2

Puc. 8.10. Cyenapuii nozawenus RedeemScript ons onnamuoi
no xeuty cuenapus (p2sh)

- a9 OPHASH160

- 87 - OP_EQUAL

Puc. 8.11. Cyenapuii ScriptPubKey ons onnamot
no xeuty cuerapus (p2sh)

3mech cBepTKa xelua siBnsgeTcs xeu-kogoM hash160 cuenapus RedeemScript
WM TeM, YTO mpexae 6bi1o creHapueM ScriptPubKey. Mbr 61okupyeM fieHeXXHbIe
cpencTBa B xewe cuieHapua RedeemScript, kOTOpbIit [O/KeH OBITH BLIABIEH BO
BpeMs pa3bIIOKMpPOBKML.

Co3spanne cueHapus ScriptSig mns p2sh BkmoyaeT B ce6s He TONBKO BbISABIIE-
HMe, HO U pa36bnoknpoBKy cueHapus RedeemScript. M 3gech MOXXeT BO3HUKHYTD
BOIpOC: a Iie XpaHuTcA cueHapuit RedeemScript? OH He nosBuUTCA B 6/10KYeltHe
IO TeX IOp, IMOKa He HACTaHET MOMEHT IOTallleH!s, ¥ TI03TOMY OH AO/DKEH OBITH
HeTIpeMeHHO COXpaHeH co3faTenieM aapeca p2sh. Eciu e cuenapuit RedeemScript
TIOTEPAETCS U €ro He/b3s 6yfeT BOCCTAHOBUTD, TO OYAYT yTpadeHBI M leHEeXHBIe
CPENCTBa, IO3TOMY O4Y€Hb Ba)XXHO CIeAUTh 3a HuM!

Xpauutb cyeHapuit RedeemScript oueHb BaxxHO!

Ecnu Bbl nonyunre afpec p2sh, HempeMeHHO coxpaHuUTe M CAenaiTe
pesepBHyI0 Kommio cueHapus RedeemScript! A eme nydme mocra-
paiiTech YIPOCTUTD €r0 BOCCTaHOB/IEeHMe!

Cuenapnit ScriptSig ana MynsTunmognucu TMna “2 u3 2” BHIIIAAUT TaK, KaK IO-
Ka3aHO Ha puc. 8.12.
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00

Puc. 8.12. Cyenapuii ScriptSig ons onnameot no xeudy cuenapus (p2sh)

B urore nonyyaetcsa o6beaMHEHHBIN ClleHAapyif, KaK IIOKa3aHo Ha puc. 8.13.

ScriptPubKey ScriptSig CueHapuit
(  OP HASH160 ] ( OP.0 ) ( OP_0 )

( <xew> ( <noanes 1> ( <nomnmes 1>
(  OPEQUAL ( <nomnwucs 2> ( <nomnwcs 2>
( <RedeemScript> } ( <RedeemScript>
( OP HASH160

( <xew>

( OPEQUAL

Puc. 8.13. O6vedunennviti cuenaputi ona p2sh

Kaxk u nmpexzie, B 3TOM CLieHapuu IPUCYTCTBYET onepauusa OP_0 us-3a ommnbka
CMelleHMsA Ha eauHuLy B onepauuu OP_CHECKMULTISIG. KnoyoM Kk MOHMMaHUIO
NpUHUMIIA AeACTBUA p2sh CITY>KUT TOYHOE BBINONTHEHME TIOC/IEI0BATENIbHOCTH KO-
MaH/, IpMBEJieHHOM Ha puc. 8.14.

( <RedeemScript> }
(  OP HASH160

( <xew>

(  OPEQUAL

Puc. 8.14. IlocnedosamenvHocms KoMaHo
ons p2sh, evinonHAOWAR 0c060€ NPABUNO

Ecnu nocne BHINOTHEHMsI 3TOV IOC/TEAOBATeNbHOCTY KOMaHA B CTEKE OCTa-
Hercs 1, cuenapuit RedeemScript 6yner BBefien B Habop koMaHp Script. VnbiMu
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coBaMmu, ecriu 06HapyxumTcs cleHapuit RedeemScript ¢ TakuM e caMbIM Xell-
xogoM hash160, kax u B cueHapun ScriptPubKey, on 6yzner neitcTBOBaTh BMeCTO
cueHapus ScriptPubKey. TakuMm o6pa3oMm, cueHapuit, 6IOKMpPyIOLIMIl IeHEXHBIE
CPEeACTBa, XEIMPYETCS M TMOTy4YeHHbII Xelll BBORUTCA B G/IOKYENH BMECTO CaMo-
ro cueHapus. VIMeHHO IO3TOMY TaKOM CL€HapUI Ha3bIBAETCA OIIATOM IO Xeuly
CLieHapusi.

A Temepp paccMOTpUM HpPUHLMI ero AeitcTBusa. HaumHaercs cueHapmit p2sh
C IIOC/IeNOBaTENIbHOCTY KOMaH, Script, mpuBeAeHHbIX Ha puc. 8.15.

CueHapwii Crex

"

OP 0
<nognuck 1>

(
(
( <nonucs 2>
(
(
(

<RedeemScript>
OP_HASH160
<xew>
(  OPEQUAL

Puc. 8.15. HauanvHoe cocmoanue cyenapus p2sh

Omnepamusa OP_0 pasMemjaer B cTeke 4ucio 0, mocjie 4ero B HeM Hemocpen-
CTBEHHO pa3MeLIAIoTCs [Be MOAMICH M CLieHapuit moramenus RedeemScript, kak
NoKa3aHo Ha puc. 8.16.

Cuenapui Crek
( <RedeemScript> }
( OP_HASH160 ] [ <noanuce 1>
( <xew> ( <nomnucs 2>
( opEuaL ) ( 0

Puc. 8.16. ITepsas cmadus 8vinonHenus cyeHapus p2sh

Omnepanusa OP_HASH160 xemmpyer cueHapuit RedeemScript, B pesynbrare yero
cofiep>XMMoe CTeKa CTAaHOBUTCS TaKMM, KaK MOKa3aHo Ha puc. 8.17.

Manee 20-6ai1ToBBIN XelI-KOA pa3MelaeTcs B cteke (puc. 8.18).

W nakonern, onepauusa OP_EQUAL cpaBHMBAeT [[Ba BEDXHUX 3TIEMEHTA B CTe-
ke. Ecu nporpammHoe obecrnedeHne, mpoBepsAollee TaKyl0 TPaH3aKLMIo, 6bII0
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paspaboTaHo fi0 nossneRua nporokona BIP0016, To B koHeYHOM cueTe OymeT
IIONTy4YeH pe3y/lbTaT, IpUMBeicHHBIA Ha puc. 8.19. Ha 3ToM BhruMcneHne gaHHOro
CLieHapus B y3/ax, IECTBYIOIMX I10 IIPOTOKONY, npefumecTsyomemy BIP0016, 3a-
BEPLIAETCA, a PE3y/NbTaT OKa3blBAETCA AOCTOBEPHBIM, €C/IM CPAaBHMBAEMbIe XeIIN
PaBHBI.

CueHapumit Crex
( <xew>
( <noamucs 2>
( <xew> )’ ( <nomnmcs 1>
( opEQuAL ] ( 0

Puc. 8.17. Bmopas cmaous évinonHeHus cueHapus p2sh

CueHapuii Crex

<xew>
<xew>

(
(
( <noanuck 2>
§
¢

<noanuck 1>
0

( OPEQUAL )

Puc. 8.18. Tpemvs cmaous evinonHeHus cueHapus p2sh

CueHapui Crex

1 B
<noanuck 2>
<noanuck 1>

0

S G g

Puc. 8.19. Koneunoe cocmosnue cyeHapus p2sh,
€CTIU OH BbIMUCTIATICA NPOZPAMMHBIM 0becneyeHueM,
paspabomannvim 0o nosenenus npomoxona BIP0016
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Ecnu e y3nbl geitctBytotT no nporokony BIP0016, a Ha MOMEHT HanMcaHus
3TOi KHUTY TaKMX Y3/I0B B CETH GMTKOIHA OBLIO NOfABNsAIee 60NMBUIMHCTBO, TO
cueHapwmit norauenns RedeemScript 6yaeT cMHTaKcu4ecky IpOaHaNN3MPOBAH Kak
oC/efoBaTeNbHOCTh KoMaHA Script (puc. 8.20).

5221

52ae
- 52 - 0P_2
- 52 - 0P_2

- ae - OP_CHECKMULTISIG

Puc. 8.20. Cyenapuii RedeemScript ons p2sh

OtH KoMaHpbI Script ykasaHbl B cTonbue CueHapuii Ha puc. 8.21.

CueHapwii Crek

( OP2 ]
( <orkpbimbiii Koy 1> |

( <orkpbiTbil Kl04 2> ( <nogmes2> )
( OP 2 ( <nonmcs 1>
( OP_CHECKMULTISIG ( 0

Puc. 8.21. Yemeepmas cmaous 8vinonHeHUs cueHapus p2sh

Onepanus OP_2 pa3MellaeT B CTEKE YNC/IO 2 M OTKPBITBIE K/IIOYY, 2 B 3aBepIlIe-
HMe — elie ogHO ynucio 2 (puc. 8.22).

CueHapwii Crek
ool ]
( <omkpuihil Koy 2>

( <orpoimi knioy 1>

§ 2

( <nopnuch 2>

( <nopnmcs 1>
((OP_CHECKMULTISIG ) E 0

Puc. 8.22. IIamas cmadus évinonHenus cueHapus p2sh
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Onepauns OP_CHECKMULTISIG M3BneKaeT M3 CTeKa m + 1 + 3 97IeMEHTOB, T.€.
BCE COMIEPXXMMOE CTEKa. A pe3y/bTaT OKasbIBaeTCA TaKMM >Ke, KaK U TPy BbINO/THe-
HUM TIpocToit MynbTunopnucyu (puc. 8.23).

CueHapmii Crex
( 1 )
Puc. 8.23. Koneunoe cocmosnue cueHapus p2sh,

€CTU OH BLIMUCTIATICA NPOZPAMMHBIM 00ecneyeHUeM,
paspabomannvim no npomoxony BIP0016

ITopcTanoBka cuenapus RedeemScript BBIIIAUT He COBCEM MBAIIHO, TO3TOMY
B IPOrpaMMHOM obecIieyeHuy O6MTKOHA Ha 3TOT OCOOBIA CITydYai MMeeTcs Crie-
LMaNbHBIA KOJI. A mo4eMy He 6bII0 BbIOpaHO 60/lee M3AIIHOE U TIOHATHOE pelle-
Hue? Ha TOoT MOMEHT, KOrfia IpuMeHsnach onepauus OP_EVAL, npotokon BIP0012
6bIT KOHKYPUPYIOLIMM HPeNIOXKEHNeM, CYMTABLIMMCA Gonee uasAwHbIM. U Takoi
cueHapmit ScriptPubKey, kak npuBeneHHBI Ha pyc. 8.24, JO/DKEH GBI HOPMATIBHO
BBITNIONIHATBCA 1O npoTokony BIP0012. Onepanusa OP EVAL pomkHa 6bl1a M3B/1€Yb
97IEMEHT 3 BEPIUMHbI CTEKA ¥ MHTEPNPETUPOBATh €T0 KaK KOMaHAH Script, yka-
3aHHble B cTonb1e Ha puc. 8.24.

OP_HASH160
( <xew>
( OP_EQUALVERIFY
( OP_EVAL

Puc. 8.24. Onepayus OP EVAL donxHa
6vina cnysums Komanooi 0ns 66004
00NoNHUMENbHbLIX KOMAHO, UCX00S U3 M020, KAKOL
UMEHHO I7leMeHM HAXOOU/ICA HA BepuiUHe cmeKa

Ho, k coxxanenuio, 6oree M3AUHOMY PeLIEHNIO COMYTCTBYET HeXXeMaTelbHbIi
n0604Hblit 3¢ dekT: nonHoTa no TolopyuHry. A noMHOTa N0 THIOPUHTY HeXeNaTeNb-
Ha MOTOMY, YTO OHa CYIIECTBEHHO 3aTPYAHsAET obecredyeHne 6€30MacHOCT YMHO-
ro KOHTpakra (cM. rmaBy 6). ITostoMy B mpoTokorne BIP0016 6bi10 BeiGpano MeHee
u3sAIHoe, Ho 6onee 6e3omacHoe pewenue At ocoboro cayvas. IIporoxon BIP0016
(mmu p2sh) 6511 peanmusoBan B 2011 roay M NPOJO/KAET HBIHE OCTABATbCA YACThIO
ceTy GUTKOIHA.
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Nporpammuan peanusayus p2sh

CneunanbHas mocnefoBaTeNIbHOCTh KOMaHA B cueHapuyu RedeemScript (OP
HASH160, hash160 u OP_EQUAL) TpebyeT o6paborku. Ee 06paboTky MoXHO opra-
HM30BaTh B MeTofie evaluate () u3 ucxomHoro daitna script.py, Kak Moka3aHo
HIDKE.

class Script:
def evaluate(self, z):

while len(commands) > 0:
commancd = commands.pop (0)

if type(command) == int:
else:
stack.append (cmd)
if len(cmds) == 3 and cmds[0] == 0xa9 and type(cmds[1])
== bytes and len(cmds[1])
== 20 and cmds[2] == 0x87: 0
cmds . pop () (2]
h160 = cmds.pop()
cmds . pop ()
if not op hashl60 (stack): ®

return False
stack.append (h160)

if not op_equal (stack):
return False

if not op_verify(stack): o
LOGGER. info('bad p2sh hl160')
return False

redeem_script = encode_varint(len(cmd)) + cmd o
stream = BytesIO(redeem script)
cmds.extend (Script.parse (stream) ,cmds) (]

O Koz 0xa9 o6o3navaeT onepanuio OP_HASH160, a xox 0x87 — onepauuio OP_
EQUAL. 3mech mpoBepseTcs, OTHOCATCA /M MOC/ERYIOLYe TPY KOMAaHAH K CIte-
LIMa/IbHOM MOC/IEN0BaTeIbHOCTH KOMaH/, 110 nporokony BIP0016.

® MM3BecTHO, 4TO 3TO Omepauys OP HASH160, M03TOMY OHa IPOCTO M3BJIEKA-
eTca u3 creka. Kpome Toro, M3BeCTHO, 4TO CeRyIolell KOMaHMOM ABIAETCA
20-6aifTOBBIIT XelI-KOf, a TPeTbeil KOMAHAOM — Onepauyus OP_EQUAL, KaK 1
6b1710 TPOBEPEHO B IPUBENECHHOM BbIllIe YCIOBHOM oneparope if.

® 3peco BemoOnHseTCA omepanus OP_HASH160, 3arem 20-6aifTOBbIf XelI-KOJ
pasMellaeTcs B CTeKe M, Kak OOBIYHO, BBINONMHAETCA oneparyusa OP_EQUAL.
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@ B creke go/mKHa ocTaThCA 1, 4TO M NpoBepsieTcs B MeTofe op_verify () (ome-
pauusa OP_VERIFY M3B/IeKaeT U3 CTE€KA OfIMH 3/IEMEHT, HO HMYETO He pa3Mela-
eT B HeM 06paTHo).

© [ns cunTakcuyeckoro aHanun3a cueHapusa RedeemScript Heo6xonumo npensa-
PUTDb €ro yCTaHOB/IEHHO JIMHOM.

® 3pecp Habop KOMAHJ HOTONHAETCA CMHTAKCUYECKM NPOAHAMM3NPOBAHHBIMM
KOMaHAaMu u3 cueHapusa RedeemScript.

bonee cnoXHble cueHapuu

Cuenapwuit p2sh npumedareneH teM, 4To cueHapuit RedeemScript MoxeT 6bITh
TaKMM >Ke JUIMHHBIM, KaK U CaMblil KPYTIHbIA 37IeMeHT U3 onepauuy OP PUSHDATA2
winHOM 520 6aitToB. MyIbTUIIOANINCH AB/IAETCA /IUILD OJHOM BO3MOXHOCTBIO. Benp
BO3MOXXHbI CLieHapyuu ¢ 60JIee CTI0XKHOM JIOTHKOIE Bpofie “2 U3 3 OHMX K/TIo4el MiIn
5 13 7 apyrux Kmoyeir. I'maBHOi 0cO6€HHOCTDIO CLieHapus p2sh sAB/LAeTCA TMOKOCTD
1 B TO e BpeMsi He6o/bILOI pasmMep MHOXKecTBa UTXO, uTo Hak/IaibIBaeT GpeMs
COXpaHeHMsl YaCTH CleHapuA Ha nonb3oparens. Cuenapuit p2sh 6ymet mcnonn3so-

BaH U B r1aBe 13 s obecnieyeHns 06paTHOM COBMECTMMOCTY NPOTOKOMa Segwit.

Appeca

YT10o6b1 BHIYMCINTD afgpeca p2sh, BocIonb3yeMcs MPOLIECCOM, aHAaIOTMYHBIM
Bouncienuio agpecoB p2pkh. Jlns aroro xeur-kox hash160 npepBapsercsa mpe-
$UKCHBIM 6alITOM M JOTIONTHAETCA KOHTPOIBHOM CYMMOIA.

B cetu mainnet npumeHserca 6aitt 0x05, BcmeacTBue yero agpeca p2sh Ha-
unHaWTCA ¢ 3 B KogupoBke Base58, Torna kak B ceTy testnet — 6aitT 0xc4, ns-3a
yero agpeca p2sh HaumHarTCA ¢ 2. AApec MOXKHO BBIYMCIUTD C IIOMOIIBI0 PyHK-
uuu encode_base58_checksum() u3 ucxogHoro ¢aitna script.py, Kak moka-
3aHO HIXKeE.

>>> from helper import encode base58_checksum

>>> h160 = bytes.fromhex ('74d691dal574e6b3cl92ecfb52cc8984eeTb6c56")
>>> print (encode_base58_ checksum(b'\x05' + h160))
3CLoMMyuoDQTPRD3XYZtCvgvkadrAdvdXh

YnpaxHeHue 2

Hamnumre pynxumio h160_to p2pkh address (), mpeo6pasyiouyio 20-6ait-
ToBBIi1 Xeul-Kox hash160 B agpec p2pkh.
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YnpaxHeHne 3

Hammmure dynkumio h160 _to p2sh_address (), npeo6pasyromyio 20-6aii-
TOBBIIf Xem-kop hash160 B appec p2sh.

Bepndukauyna nognucen B p2sh

Kax u B p2pkh, onna u3s TpyaHocreit p2sh cocroutr B Bepudukaumu nogmmcei.
Bepuduxanusa nopmuceit B p2sh or/mmyaeTcs ot aHamornyHoro mpouecca B p2pkh,
omucaHHoro B ImaBe 7. Ho B oTnmune ot p2pkh, rae uMerorcs mmuib ogHa mopmmuch
¥ OJIVIH OTKPBITHIi KITI0Y, B p2sh MMeeTCs Lienblit psf OTKPBIThIX Ko4elt (popma-
ta SEC B cuenapun RedeemScript) u paBHOe MM MeHblIee KOMUYECTBO MOAIM-
ceit (popmara DER B cuenapunu ScriptSig). [IpaBna, moammcy JOMKHBI CIELOBATH
B TOM K€ CaMOM IOPSAZKeE, YTO M OTKPHIThIE K/TI0UY, a MHAYE ITOATIMCH HEb3s CUM-
TaTb eMCTBUTENbHBIMI.

Ecnu y Hac ecTh KOHKpeTHas IOAIMCh ¥ OTKPHITHIN K04, HaM NOTpebyeT-
CA MUIIb Xell NORIUcH (2), 4TOOBI IPOBEPUTD 3Ty MOANUCH Ha JOCTOBEPHOCTD
(pnc. 8.25).

. S A ’
db004830450221000C92655Fe37036147756b810260d7d5e28b3beba3a8fef4F5dcaSSIbAdFbIde
02205a36d4ede6c 7fcd16658c50783e00c341609977aed3ad00937bf4ee9423899370148304502210
0da6bee3c93766232079a01639d07fa869598749729ae323eab8eef53577d611b02207bef15429dca
dce2121ea07233115c6f09034c0be68db99980bIA6C5e75402201475221022626€95536€a6d9885

0c994f9107b036b1334f18ca8830bfff1295d21cfdb702103b287eaf122eea6903Gaee9feed096bed
8045¢8b98bec453e1ffac7fbdbdabb7152aef 1 I*‘*OJ

17391474d691da1574e6b3c192ecfb52cc8984ee7b6¢c5687

Puc. 8.25. IIposepka docmoseprocmu 660008 p2sh

Kax u B p2pkh, BbIsAB/IEHNME Xellla OANNCH OKa3bIBAETCA CaMOV TPYRHOI 4a-
CcThIo mpotecca Bepudukauuy noamuceit B p2sh. IloaToMy paccMOTpUM [aHHBIA
npoluecc 6onee moppooOHo.

War 1. OnopoxHeHne Bcex nonen ScriptSig

IlepBbIit IIar COCTOMT B TOM, YTOObI OIIOPOXXHUTH BCe NONA ScriptSig, npoBepsis
TIOANMChH HA ROCTOBEPHOCTH (puc. 8.26). AHaNOIMYHasA NpOLEAYPa IPUMEHAETCA U
s CO3[JaHUA TIOATIMACH.
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00000001
0Rffffffffoa

17a391474d6
91da1574e6b3c192ecfb52cc8984ee7b6c568700000000

Puc. 8.26. Onoposnenrue nons ScriptSig xaxoozo 6600a

Lar 2. 3ameHa cyeHapusa ScriptSig M3 nognucbiBaemoro
BBofa p2sh cuenapuem RedeemScript

Y xaxporo BBofa p2sh umeetcs crieHapuit RedeemScript. VIMeHHO 3TOT clieHa-
pMit 1 3aMeHseT MycToe Mojle cueHapusa ScriptSig (puc. 8.27). VI atum faHHbI! mIar
OT/IMYAEeTCs OT aHa/MorM4yHoro uwiara B p2pkh, rae 3aMeHAOIMM AB/IAETCA CLieHa-
puit ScriptPubKey.

0001

)17391474d691da1574e6b3c192ecftb
52cc8984ee7b6c568700000000

Puc. 8.27. 3amena cuenapus ScriptSig u3 nposepaemozo 66004 cueHapuem
RedeemScript

War 3. MpucoegnHeHne TUNa xewa

Ha mocnefHeM luare B KOHI[e TPUCOeAUHsAETCA 4-6afTOBBIN THUII Xellla, Kak
aTo fenmaercs u B p2pkh. B wacTHOCTH, Lemoe Ym0 1, COOTBeTCTBYIOLIEE TUITY
xemra SIGHASH ALL, O/KHO 6bITb 3aKOAMPOBaHO 4 6aliTaMu B IPAMOM ITOPAMIKe
UX ClIefoBaHus, U 61arogaps 3TOMy TPaH3aKIVsA BBIIAUT TaK, KaK MOKa3aHO Ha
puc. 8.28.

100000001

ffffffffo4

17a91474d691da1574e6b3c192ecfb
52¢c8984ee7b6c56870000000001000000

Puc. 8.28. Ipucoedunenue muna xewia (SIGHASH_ALL), 3ak00uposarnHozo
4 6atimamu 01000000, 8 camom KoHye

Y106B1 MONYYNTH Xell MOAMUCH 2, Xell-Kop hash256 aToit mopuduumposan-
HOJ TPaH3aKLMN C/IeRyeT MHTEPIPETUPOBATh KaK L[e/I0€ YMC/I0, IPENCTaBIeHHOE
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6aitTamu B 06paTHOM mopsiake ux cnegoBanunsa. Hivke mokasano, Kakum o6pasom
xewr-kon hash256 MoguduuupoBaHHON TpaH3aKuuy npeobpasyeTcs B Xell MOfA-
nucy Z Ha A3bike Python.

>>> from helper import hash256

>>> modified tx = bytes.fromhex('0100000001868278ed6ddfb6cled3ad5f\
8181eb0c7a385aa0836£01d5e4789%e6bd304d87221a000000475221022626e955¢ea\
6ea6d98850c994£9107b036b1334£18caB830bf££1295d21cfdb702103b287eafl\
22eea69030a0e9feed096bed8045c8b98becd53elffacTfbdbddbb7152aefffEFFEF\
04d3b11400000000001976a914904a49878c0adfc3aal5de7afad2cc15£483a56a88\
ac7£400900000000001976a914418327e3£3dda4c£5b9089325a4b95abdfa0334088\
ac722c0c00000000001976a914ba35042cfed9fc66£d35ac2224eebdafd1028ad2788\
acdcda ce020000000017a91474d691dal574e6b3cl92ecfb52cc8984eeTb6c5687\
0000000001000000")

>>> 5256 = hash256 (modified tx)

>>> z = int.from bytes(s256, 'big')

>>> print (hex(z))
0xe71bfall5715d6£d33796948126£40a8cdd39£187e4afb03896795189fe1423¢c

A Tenepb, KOIfla MMeeTCs Xell NOAMMUCH Z, MOXHO B3ATb OTKPBITBIA KO
B ¢popmare SEC u mogmuch B popmare DER u3 noneit cuenapues ScriptSig u
RedeemScript (puc. 8.29).

01600000001868278ed6ddfb6cled3ad5f8181ebOc7a385aa0836f01d5e4789e6bd304d87221a00000
0dbo0483045022100dc92655Fe37036F47756db8102e0d7d5e28b3beb83a8fef4f5dc0559bddfbo4e
02205a36d4ede6c7fcd16658c50783e00c341609977aed3adB0937bf4ee942a899370148304502210
0da6bee3c93766232079a01639d07fa869598749729%ae3 ’3@ab8€ef5'3:;77(16llb@2;97b€f13429d68
dce21l ’1ea(€)7f2 3311 5(6f09@34( Obe(aBdbC»9980b‘3d6f 5e754022014752210 .}
]a @36b133 i )105b287eaf12Zeeam@jo:aﬂegfeed()%bed
8045&809%6(453e1ffaf7fbdbd4bb715?oeffff”ff(md%M14000()()0()0()()1976a914904a49878cO
adfc3aad5de7afad2cc15f483a56a88ac7400900000000001976a914418327e3f3ddadcf5b908932
5a4b95abdfaf334088ac722c0chHOOOOO00001976a914ba35042¢cfe9fco6fd35ac2224eebdafd1028a
d2788acdcd4aced20000000017a91474d691da1574e6b3c192ecfb52cc8984ee7b6c568700000000

1f18caB8830bfff12

Puc. 8.29. oonucv opmama DER u omxpoimoiii knoyu popmama SEC
8 nonsax cyerapues ScriptSig u RedeemScript ons p2sh

BoinonHuM BepuduKaumio NOAMMCH CeRyoLMM obpasom:

>>> from ecc import S256Point, Signature

>>> from helper import hash256

>>> modified tx = bytes.fromhex('0100000001868278ed6ddfb6cled3ad5£\
8181leb0c7a385a2a0836£01d5e4789e6bd304d87221a000000475221022626€955\
eabea6d98850c994£9107b036b1334£18ca8830bf££1295d21cfdb702103b287ea\
f122eea69030ale9feed096bed8045c8b98becd53elffacTfbdbd4bb7152aeffEf\
ff££04d3b11400000000001976a914904a49878c0adfc3aal5de7afad2ccl15£483\
a56a88ac7£400900000000001976a914418327e3f3ddadcf5b9089325a4b95abdf\
a0334088ac722c0c00000000001976a914ba35042cfedfc66£fd35ac2224eebdafd\
1028ad2788acdc4ace020000000017a91474d691dal574e6b3cl92ectfb52cc8984\

fnasa 8. Onnara no xewy cuewapwa | 213



ee7b6c56870000000001000000")

>>> h256 = hash256 (modified_tx)

>>> z = int.from bytes(h256, 'big')

>>> sec = bytes.fromhex ('022626e955ea6ea6d98850c994£9107b036b1334£18\
ca8830pff£f1295d21cfdb70"')

>>> der = bytes.fromhex ('3045022100dc92655£e37036£47756db8102e0d7d5e\
28b3beb83a8fef4£5dc0559bddfb94e02205a36d4edebcTfcd16658c50783e00c3416\
09977aed3ad00937bf4ee942a89937")

>>> point = S256Point.parse(sec)

>>> sig = Signature.parse (der)

>>> print (point.verify(z, sig))

True

Taxum 06pa3oM, Mbl Ipou3Beny BepuPUKALMIO IBYX MOATIIACEN, KOTOPbIE Tpe-
6ytoTCA A1t pa36IOKMPOBKY JAHHOM MYNBTUIIOAMCK B p2sh.
YnpaxneHue 4

ITpoBepsTe Ha JOCTOBEPHOCT BTOPYIO MOAMMCH U3 IIPEABIAYLIEN TPAH3AKLMM.

YnpaxHeHue 5

Bupmonsmennre Meroabl sig hash() u verify input () Takum obpasom,
4TO6BI IPOM3BOAUTD BEPMOUKALNIO TPaH3aKIMit B p2sh.

3aKnioueHue

V3 3Tolt IMaBbl Bbl y3Ha/IM, KaK CO3AaBaTh cueHapuu ScriptPubKey ans p2sh
¥ TIOramaTh uX. B aToli r1aBe 6bUIM OMMCAHBI TPAH3AKIMY, YIIOMMHABLINECA B NO-
CNeIHMX YeThIpeX [/IaBax. A B CTIEYIOLLelt I71aBe MOACHAETCSA, KakuM 06pa3oM OHM
IPYNIMUPYIOTCA B O/IOKM.
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TMABA 9
bnoku

TpaH3akuyu mepenaloT GUTKOMHBI OT OFHOM CTOPOHBI K APYTOM, M [/ 3TOrO
OHJM Pa36IOKMPYIOTCA MM Pa3pelaloTcs MORMUCAMU. DTUM TaPaHTUPYETCH, UTO
OTIpaBUTENb TPaH3aKuuy paspemrnn ee. Ho YTo ecnmu oTnpaBUTENb OTCHINAET
OfIHM M Te XXe MOHETHI II0 HECKONIbKMM afipecaTam? Brrajenel; AeHeXHOro ALIMKa
MOXET TOMBITATbCA OTOC/IATh OAMH M TOT XK€ BBIBOJ, ABAXABL. VI B 3TOM COCTOUT
TaK HasblBaeMas npobnema 080tiHoz0 pacxodosarus (double-spending problem).
ITono6HO BbIAaYe 6aHKOBCKOTO YeKa, OT OIUIaThl MOXXHO OTKAa3aThCsA, MOTyYaTeNio
TpaH3aKLIMy1 HEO6XOAMMO YAOCTOBEPUTHCA B €€ IOCTOBEPHOCTH.

VIMeHHO 3fiech ¥ TIPOAB/IAETCA AEVICTBUE 0710K08 — INIABHOTO HOBOBBEJAEHMA B
6uTKOiTHe. BIOKM MOXXHO paccMaTpMBaTh KakK CPeICTBO YIODPALOYEHM TPaH3aK-
uuit. Tak, ecnmu ynmopAmoOYMTh TPaH3aKLMM, MOXKHO T€M CaMbIM NIPEAOTBPATUTD
ABOJHOE PacXOf{OBaHMe, MPM3HaB MO6YI0 MOCIEAYIOYI0 KOHGIMKTYIOLIYIO TPaH-
3aKIMI0 HEJJOCTOBEPHOIL. DTO BCe paBHO YTO NMPU3HATD MPEAbIAYIIYIO TPaH3aKLMIO
AOCTOBEPHOM.

Peann3oBaTb Takoe IpaBuiIo (FOCTOBEPHOCTD IepBO TPAH3AKIIMM M HENOCTO-
BEPHOCTb NOCTIEAYIOIIMX TPAH3aKLMI, BCTYNAOLNX C Heil KOHGMMKT) 6yaeT He-
TPYAHO, €C/IM MOTMBITATbCA YIIOPAROYMUTD TPaH3akuuu 1o ovepenyu. Ho, x coxane-
HMUIO, /1A 3TOTO HeOOXOAMMO, YTOObI Y3/Ibl B CETHM NMPUILIK K 06LIeMy COIacuio,
KaKyi0 MMEHHO TPaH3aKIMIO CIefyeT CYMTATh CIIEAYIOLLet, VI Yero noTpebyoTcs
HeMaJIble 3aTpaThl Ha Iepefavy JAHHbIX. MOXKHO Taxoke MOIMBITAThCA YIIOPAKOYMUTD
KPYTIHBIE TIAPTUY TPAaH3aKLMil (BO3MOXKHO, OfIMH pa3 B CYTKM), HO ¥ 3TOT CIOCO6
BPAJ 1 OKXKETCS MPAaKTHUYHBIM, TOCKO/IbKY TPaH3aKLUMM YCTPaMBAIOTCA OfIMH pa3
B CYTKM, a IIEPefi TeM He MMEIOT 3aBEPIIEHHOCTH.

B 6MTKOITHE HalffieHa 30/10Tas CepefHA MEX/Y 3TMMU KpalHMMM MepaMM, KO-
TOpas COCTOMT B OPTaHM3aLMM TPAH3aKLMI B mapTuy Kaxasie 10 MunyT. Vimen-
HO 3TV MapTUM TPAH3aKLMIT M HasbIBAIOTCA 6710kaMu. B aToi1 rmaBe moscHaAeTcs,
KaKMM 06pa3oM OCYLIeCTB/IAETCA CMHTAKCUYECKMI aHa/IN3 610KOB /1A IPOBEPKM



NOATBEPXKXAEHUA pa60TbI. M HauHeM MBI CO CcrnelyanbHOM TpaH3aKLuH, KOTOpas
Ha3bIBAETCA MOHCTMSMP}’IOIHCﬁ " ABIACTCA HCPBOﬁ B KaXXIOM 6moke.

MoHeTu3upylowne TPaH3aKLUK

MoneTtusupymommue (coinbase) TpaH3akiyuyu He MMeIOT HuYero obuiero ¢ ame-
pukaHckoit kommanueit Coinbase. MoHeTH3MpYIOLask TPaH3aKIMsA JO/DKHA OBITH
HENPEeMEHHO TIepBOil B KXAOM 6/10Ke ¥ eMHCTBEHHOM /1A IPOM3BOACTBA OUT-
KOMHOB Ha CBeT. BBIBOJIbI MOHETU3MPYIOLLell TPAaH3aKUMK XPAHATCS TEMU, KTO AIs
3TOr0 Ha3Ha4eH CyOBEKTOM AO6BIYM KPUIITOBAIOTHI, 1 OOBIYHO BK/IIOYAIOT B cebs
BCIO OIIATy 3a ApyTue TPaH3aKIMy B 67I0Ke M TaK Ha3bIBaeMOe 603HaAzpacdeHue 3a
6nox.

MoHeTusupylolas TpaH3aKUMA CIy>KUT MMEHHO TeM CTMMY/IOM, KOTOPHI 110-
6yxpaaeT K fobbrye KpunroBamoTsel. Ha puc. 9.1 nokasaHo, KakuM o6pa3oM Bbl-
I/LAAMT MOHETU3MPYIOLAsA TPAH3aKLMA.

feffffffol1

OO600

)00 - BepcuA
- 01 - KO/AM4eCTBO BXOAOB
00f - Xew npeabiayuen TpaH3akuuu
- FEFFFFFf - nepekc npepbiayuein TpaH3aKuuu
- - ScriptSig
- ffffffff - nocnepgoBaTenbHOCTb
- 01 - # KO/NMYEeCTBO BLIXOAOB
- Ob5¢ 00 - cymma Ha Bbixoge
- p2pkh ScriptPubKey
00 - Bpema 6J0KMPOBKM

Puc. 9.1. Monemusupyow,as mpan3axyus

CTpykTypa MOHETU3MDYIOLIE TPaH3aKUMM OTIMYAETCA OT OCTA/IbHBIX TPaH-
3aKIMif B ceTH OMTKOIHA TMIIb CTIERYIOLIMMMU YCIOBUSMM.

1. Y MoHeTM3MpYIOLLEeil TPaH3aKLMM AO/DKEH OBITH POBHO OffVIH BBOJ,.

2. Ha eamHCTBEHHOM BBOJie MOHETU3MpYIOIEil TPaH3aKUMM HO/DKEH OBITh
32-6aitroBsIit xew-kog 00 MmpeAbIAYILeif TPaH3AKLIMN.

3. Ha eamMHCTBEHHOM BBOJe MOHETM3MPYIOLIEN TPaH3aKLMM RO/DKEH OBITH MH-
nekc fEEE£E£Ef npeapiayILeNt TpaH3aKLMM.
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VIMeHHO 3T TpHM YCTIOBUA M ONPENENSIOT, AB/LAETCA U TPaH3aKLUMA MOHETH3MU-
pyromieit.

YnpaxneHnue 1

Hanmmmure Meton is_coinbase () ama xmacca TX, B KOTOPOM ONpPERENsAETCsA,
ABNIAETCA /U TPAH3AKLNA MOHETUINPYIOLLEH.

Cuenapun ScriptSig

Y MoHeTHu3upylolei TpaH3aKIMM OTCYTCTBYET CChI/TKA HA PacXO/IyeMblii BBIBOJ,
M3 TpeAbIAyILeil TPaH3aKIMK, ¥ TO3TOMY Ha ee BBOZle HUYTO He pa3bmokupyeTcs.
Kakoit e Torma y Hee cueHapuit ScriptSig?

Cuenapuit ScriptSig MoHeTH3MpyIomei TpaH3aKLMM YCTaHAB/IMBAETCA TEM, KTO
Ro6BIT 3Ty TpaH3akumio. [7TaBHOe OorpaHMYeHMe COCTOUT B TOM, YTO JUIMHA CIie-
Hapusa ScriptSig no/kHa 6bITh He MeHblIe 2 6aitToB, HO He 6onbiie 100 6aitToB.
[ToMuMo aTOro OrpaHMyeHus u Noamep>kku nporoxkona BIP0034, onucriBaemoro B
clepyIoleM pasjiene, AOOBITYMK KPUIITOBATIOTHI MOXKET 3a/jaTh ClieHapuit ScriptSig
KaKMM YTORHO IIpU YCTIOBMM, YTO €r0 BbIYMCIIEHMe 63 COOTBETCTBYIOIIETO Clie-
Hapua ScriptPubKey noarsepaut ero goctoBepHOCTb. B KauecTBe mpumepa Hike
npuBefeH cueHapuit ScriptPubKey sy MoHeTM3MpYIOLIEN TPaH3aKIIMM IEPBUYHO-
ro 6moka.
4d04££££001d0104455468652054696d65732030332£4a616€2£323030392043\

68616€63656c6c6£72206£6e206272696e6b206£66207365636£664206261696\
c6£757420666£722062616e6b73

9tor cuenapwmit ScriptSig 6n11 cocraBnen Caromm HakamoTo u comepur co-
ob11eHMe, KOTOPOe MOXXHO BOCIIPOM3BECTH CIEAYIOLIMM 06pa3oM:

>>> from io import BytesIO

>>> from script import Script

>>> stream = BytesIO(bytes.fromhex('4d04£f£££001d0104455468652054696d\
65732030332f4a616€2£3230303920436861663656c6c6£72206£6€206272696€6\
b206£66207365636£6e64206261696c6£757420666£722062616e6b73'))

>>> s = Script.parse(stream)

>>> print(s.cmds[2])

b'The Times 03/Jan/2009 Chancellor on brink of second bailout for banks'!

3T0 coobieHNe B3ATO U3 3aTO/IOBKA Ha MepBoit cTpaHuue radetsl “Taitmc” oT 3

axBaps 2009 roga. OHO MOATBEP>KAAET, YTO MEPBUYHDII 6/10K ObIT CO3[jaH UMEHHO

! Tazera "Taitmc" ot 3.01.2009: "Kaniytep Ha nopore BTOpOit FOCYAapCTBEHHO IOMOLIM Ha
caHauuio 6aHKoB".
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B 3Mom [ieHb I HEKOTOpOe BpeMs cnycms, Ho He npexcde. ClleHapuu SPYTUX MO-
HETU3UPYIOIMX TPAH3aKIWi1 aHAJIOTMIHO COMlEpXKAT MPOM3BO/IbHbIE JAHHBIE.

Mpotokon BIP0034

OTOT NMPOTOKO/ yCTaHAB/IMBAET NEPBBIif 3/IEMEHT ClieHapusa ScriptSig MoHeTH-
3upyroweit Tpansakuuy. OH MOABU/ICA A/A PelleHNA BO3HMKILEN B ceTn mpobie-
Mbl, KOT/Ia JOOBITYMKM KPUIITOBATIOTHI MIOIb30BA/INCh 00HOU U MOt e MOHETU3M-
pytolLieit TpaH3aKLMell B pasHbIX 6710KaxX.

OnMHaKOBBIi MO6ANTOBBI XapaKTep MOHETM3MPYIOLIMX TPaH3aKLMil O3HaYa-
€T, YTO OAMHAKOBBIMU CTAHOBATCA M MX MAEHTU(UKATOPDI, TOCKOIBbKY XeLI-KOA
hash256 Tpansakuumu AeTepMuHMpPOBaH. YTOOH NMpeAOTBPaTUTh KyOMMpOBaHME
upentudukaropo TpaHsakumit, [9BMH AHRepceH paspaboran nporokon BIP0034,
T.e. IPaBU/IO HEPAAMKA/IBHOTO M3MEHEHNUA (MIIM TaK Ha3bIBaeMOJl MATKOI BUIKH),
BBOJsiLIee BBICOTY H0o6bIBaeMOro 610ka B IIEPBBIiL 3/IEMEHT clieHapusa ScriptSig mMo-
HeTU3UPYIOLIeil TPaH3aKLUM.

BbicoTa 6710Kka MHTEPIIPETUPYETCA KakK 1[e/loe YUCII0 B MPAMOM IOpAAKe Cre-
[OBaHMs COCTaB/IAIOIMX ero 6aitroB. OHa JO/DKHA OBITH paBHa KONMMYeCTBY 6710-
KOB, [TOABMBLIMXCS IIOCTIE TepBUYHOro 6moka. CrefoBaTeIbHO, MOHETU3NPYIOLIAs
TpaH3aKUMs He MOXeT ObITh MM06aITHO OfMHAKOBON B Pa3HbIX 6/10Kax, MOCKONb-
KY y HMX pa3Has BbicoTa. Hinke mokasaHo, kakum 06pa3soM MOXHO OCYILIECTBUTD
CMHTAKCUYECKUI aHa/IU3 BBICOTHI 6/10Ka 3 MOHETU3MpYIOLLeif TPaH3aKIUH, IIPU-
BefIEHHOM Ha puc. 9.1.
>>> from io import BytesIO
>>> from script import Script
>>> from helper import little endian to_int
>>> stream = BytesIO(bytes.fromhex ('5e03d71b07254d696e656420627920416\
e74506£6£6c20626a31312£4542312£4144362£43205914293101fabe6d6d678e2c8c\
34afc36896e7d9402824ed38e856676ee94bfdb0c6cdbcd8b2e5666a04000000000000Y\
00c7270000a5e€00e00"'))
>>> script sig = Script.parse(stream)

>>> print(little endian_to_int (script_sig.cmds[0]))
465879

MoHeTusupyiouas TpaH3akuyus o6HapyXMUBaeT TOT 6710K, B KOTOPOM OHa IIpy-
cyTcTBOBana! Y MOHETU3UPYIOLIMX TPAH3aKILMit B Pa3HBIX 67I0KaxX AO/KHBI OBITH
pasHble cuieHapuy ScriptSig, a clegoBartenbHO, U pasHble upeHTHUdMKaTopsl. Ilo-
Tpe6HOCTD B 3TOM IIpaBU/Ie IIPOAO/KAET OCTABATBCA Y NIOHBIHE, BEAlb MHaYe MMeH-
T(UKATOPBI MOHETU3MPYIOIUX TpaH3aKumit 6yayT Ay6nMMpoBaThca B pasHBIX
6moKax.
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YnpaxHeHue 2

Hanummre meTtop coinbase height () ans kmacca Tx, B KOTOPOM OIpenens-
€TCs BBICOTa 6/10Ka MOHETU3MPYIOILeil TPaH3aKIMM.

3aronoBKu 6nokos

Ecnu 6/10ku ABIAIOTCA MapTUAMM TPaH3aKLMIi, TO 3aro/I0BOK 6/10ka — MeTa-
AaHHBIMM O TPaH3aKLMAX, BKIOYaeMbIX B 6/10K. 3aronoBok 6/710ka NpuBeeH Ha
puC. 9.2 ¥ COCTOMUT U3 CNEAYIOIUX TEMEHTOB.

e Bepcus

o IIpembimymmit 6mok

e Kopens fiepesa Mepkna
e OtMeTKa BpeMeHM

e DBuThl JaHHBIX

e OpHopa30BbIt HOMEP

’08ec39428b17323fa0ddecB8e887b4a7c53b8c0albd
a220cfdooe000000000000000

02 )20 - Bepcua (4 6aiiTa B NpAMOM nopagke WX CNeaoBaHWA)
- 8ec3...00 - npepblayumit 610k (32 6aiiTa B NpPAMOM NOpAAKE WX CNeAoBaHUA)
- - KopeHb pepeBa Mepkna (32 6aiTa B NpAMOM NOPAAKE WX CAEAOBaHMA)
- 1e77a759 - otmeTka BpemeHu (4 6alTa B NpPAMOM NOpAAKE WX CNEAOBaHMA)
¢ } - 6uTbl paHHbIX (4 6anTa)
1d - pa3oBbii Homep (4 6aWiTa)

171

- a4

Puc. 9.2. Cunmaxcuvecku npoananusuposanmbviii 610K u ez0 3a201060K

B 3aronoBke 6110Ka comepxarcs MeTagaHHbIe Jis 6/10ka. B oTimume ot TpaH-
3aKIMif, K&XKA0e MoJIe B 3aro/ioBKe 6/10Ka uMeeT GUKCUPOBAHHYIO AIMHY, KaK II0-
Ka3aHo Ha puc. 9.2, a B 1Ie/IOM 3aro/ioBoK 6/10ka 3aunmaer 800 6aiiToB. Ha MoMeHT
HaMMCAHUA 3TOM KHUTU B CETU OUTKOIHA MMeNnoch okono 550000 6/10koB, a ux 3a-
TO/IOBKM 3aHMManu okonmo 45 M6aittoB. Bech ke 6/10K4eitH 3aHuMaeT okKomo 200
I'6aitToB, a 3aromoBku 610k0B — okono 0,023% Bcero aToro o6bema. To 06cTOSA-
TE/IbCTBO, YTO 3arO/IOBKM HaMHOTO MeHbllle caMUX 6/10KOB, MMeeT 60/bllIoe 3Ha-
4yeHMe, KaK CTaHeT ACHO Ipy 06CYXX/ieHUM BOIPOCOB BepupuKaLuy yIpoIeHHbIX
naTexein B rmase 11.
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Iogo6HO MAEHTU(PUKATOPY TPAH3AKLIMY, UAEHTUPUKATOP 6/10Ka IpefcTaBIeH
xeui-kopoM hash256 3aromoBka B pssMoM MOpsfike cefoBaHusA 6aittoB. MipeHTH-
¢uKarop 6/10ka BHI/IFUT BECbMA MI0OOMBITHO, KaK IOKa3aHO HIDKe.

>>> from helper import hash256
>>> block_hash = hash256 (bytes.fromhex('020000208ec39428b17323fa\
0ddec8e887b4a7c53b8c0a0a220c£d0000000000000000005b0750£ce0a88950\
2d40508d39576821155e9c9e3£5¢3157£961db38£d8b25bele77a759€93c0118\
ad4ffd71d')) [::-1]
>>> block_id = block _hash.hex()
>>> print (block_id)
0000000000000000007e9%e4c586439b0cdbel3bl1370bdd9435d76a644d047523

VIMeHHO 3TOT MAeHTU(UKATOP YKa3bIBaeTCs IPM BbI3OBE METOMla prev_
block () ansa mocTpoeHns HOBOro 6710Kka Ha OCHOBaHUM RaHHOro 670Ka, KakK Io-
SICHsAETCA faJiee, a f0 TeX IOP /JMIIb 3aMeTUM, 4TO MAeHTUMKaTOp 6/10Ka Ha4M-
HaeTCsi CO MHOTHMX Hy/neit. MBI ellle BepHeMcs K 3ToMY Bonpocy B pa3gene “Ilox-
TBepXXAeHMe paboTsr’, KaK TONbKO PacCMOTPMM IONIA B 3aronoBke 61oka 6onee
noapo6Ho.

YnpaxHenne 3

Hannmure Metop parse () ans kmacca Block, 4To6sl peann3oBaTh B HEM CHH-
TaKCUMYeCcKMit aHanu3 6/10Ka.
YnpaxHeHue 4

Hammunre Meton serialize () ans kiacca Block, YTo6bI peanmn3oBaTh B HeM
cepuanmusanuio 6moka.
YnpaxHeHue 5

Hanummre Metop hash () ms kmacca Block, YTo6bl peanu3oBaTh B HeM XelLIN-
poBaHue 6n0ka.
Bepcuna

B 0651YHOM nporpaMMHOM obecriedeHnM sepcus 0603Ha4aeT KOHKPETHDIA PAR
GyHKUMOHAMBHBIX CPEACTB. AHANIOTMYHO COAEP)XMMOE TONA BEPCUM OTpaxkaer
GYHKIMOHAIbHBIE BO3SMOXKHOCTY MPOrPaMMHOTO 06ecrnedeHns, Mpou3BOAALLEro
67mok. B npomnom mone Bepcuu cnyxuno mns 0603HaueHUA OFHOTO QYHKIMO-
Ha/IbHOTO CPENCTBa, TOTOBOIO /I Pa3BepThIBAHUA [OOBITYMKOM 610Ka. B yacT-
HOCTH, BEpCUsA 2 03Ha4a/Ia, YTO IIPOrpaMMHOe 0becredeHne roTOBO IOAAePXKUBATh
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nporokon BIP0034, B koTopoM 6bIIO BHEAPEHO YIIOMMHABLIEECS PaHee B 3TOM I71a-
Be CBOJMCTBO BBICOTHI 6/10ka MOHETU3MPYIOLe TpaH3aKuuu. Bepcusa 3 osHavana,
YTO MporpaMMHoe obecriedeHne roToBo MoOAAep>KuBaTh mpotokon BIP0066, B ko-
TopoM cobmoganock crporoe kogupopanue B popmare DER. A Bepcus 4 o3Ha-
Yasia, YTO MPOrpaMMHoOe obecreyeHne roToBO NoagepxuBarb nporokon BIP0065,
B KoTopoM 6bi1a onpenenena onepauns OP_CHECKLOCKTIMEVERIFY.

Ho, k coxaneHuIo, NoCTeneHHOe yBEMTNYEHME HOMEPA BEPCUM O3HAYANIO TAKXKe,
YTO OJHOBPEMEHHO B CETH MOI/IO OBITh 3aAe/{CTBOBAHO JIUILb OFHO QYHKIMOHA/Ib-
Hoe cpeacTBO. YTo6b1 0CTabuTh AaHHOE OrpaHMYeHNe, pa3paboTYNMKM TIPUAYMATH
npotoxon BIP0009, mo3sonsmolmiA OTHOBPEMEHHO 3a/IeICTBOBATb B CETU JI0 29
pasInYHbIX QYHKIMOHAIBHBIX CPE/ICTB.

[Tporokon BIP0009 peitcTByeT Takum 06pa3oM, 4To6bl 3adpUKCHPOBATH Iep-
Bble 3 6ura 4-6aitToBoro (32-paspsigHoOro) 3aromoBka 6moka paBHeIMM 001 u
TeM CaMbIM yKa3aTh Ha TO, YTO JOOBITYMK KPUITOBAMIOTH IIPMMEHSAET IPOTOKON
BIP0009. Bnarogaps Tomy, 4to mepBble 3 6uTa 3aromoBKa paBHbI 001, MpeXXHUM
KIMEHTaM IPUXOAMUTCA MHTEPIPETHMPOBATh COlIEPXXMMOE MO/ BEPCUM KaK HOMeEP
Bepcuy, 6O/bILMIL MM paBHBIL 4 (T.e. HOMepY MOC/IEHEN! BEPCUU, UCTIONB30BAB-
weiics Ao mosiBieHus nporokona BIP0009).

9TO 03HayaeT, YTO B ILIECTHAALATEPUUHON PopMe MEPBHIM CUMBOJIOM BCeraa
6ymet 2 wiu 3, a ocTanbHbIe 29 GMTOB MOTYT GBITh IPUCBOEHBI APYTUM QyHKIMO-
Ha/IbHbIM CPeACTBaM MATKOJ BU/IKY, O TOTOBHOCTY 3aJIefiICTBOBATh KOTOPbIE MOTYT
ONOBECTUTH AO6BITYMKY KpunTOBamoTsl. Hanpumep, 6ut 0 (T.e. KpaitHuit cpaBa
MIagwmit 6uT) MOXeET GBITH YCTAHOB/IEH B 1, YTOOBI ONIOBECTUTH O TOTOBHOCTH K
OIHOM MATKOW BUMJIKe, 6uT 1 (T.e. BTOpOJ CltpaBa 6MT) MOXXET OBITh YCTaHOB/IEH
B 1, 4TO6bI OTIOBECTUTD O TOTOBHOCTH K APYTOil MATKOI BUIKe. A 6uT 2 (T.e. Tpe-
THit ClipaBa 6UT) MOXeET GBITh YCTaHOB/IEH B 1, YTOOBI ONMOBECTUTH O TOTOBHOCTHU
K C/eayloleit MATKOM BU/IKE U T.J.

[Tpotokon BIP0009 TpebyeT, 4To6b 95% BCex 6/10KOB ONMOBEI[ANM O FOTOBHO-
CTH B 3afjaHHO 3110xe 13 2016 67110K0B (T.e. Mepuoaa KOPpPeKTUPOBKM CTOKHOCTH;
noapo6Hee 06 aToM — Aasnee B I71aBe). Ha MOMEHT HanucaHus 3TOM KHUIYU B NIPO-
Tokon BIP0009 611y BHeceHBI CIeAyIolMe MATKME BUIKK (T.e. HepapMKanbHbIE
nsMeHenus): BIP0068/BIP0112/BIP0113 (omepauys OP_CHECKSEQUENCEVERIFY
¥ CBA3aHHBIE C Heit usMeHenus) u BIP0141 (Segwit). B atux nporokomnax BIP 6uTs1
0 u 1 “CcnoNb30BaNNCh AJIA ONOBELEHUA O COOTBETCTBYIOUIMX MATKMX BUJIKAX.
[Ipotokon BIP0091 npumenseTcsa anamormyHo nmporokomny BIP0009, o ¢ 80%-
HBIM TIOPOTOM ¥ MEHBIUMM IEPUOAOM M1 G/IOKOB, a C/IEROBATENbHO, OH He 6biN
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B CTPOTOM CMBIC/IE TaKMM Xe, Kak ¥ npoTtokon BIP0009. [Ina onoselenns npo-
Tokona BIP0091 cry>xun 6ur 4.
IIpoBepuTh BCe yIIOMAHYTBIE BBILIE CPEACTBA HETPYAHO, KaK IIOKa3aHO HIDKe.

>>> from io import BytesIO

>>> from block import Block

>>> b = Block.parse (BytesIO(bytes.fromhex ('020000208ec39428b1\
7323fal0ddec8e887b4a7c53b8c0a0a220c£d000000000000000000500750\
fce0a889502d40508d39576821155e9¢9e3£5¢c3157£961db38£d8b25bele\
77a759%9e93c0118a4££d71d")))

>>> print ("BIP9: {}'.format (b.version >> 29 == 0b001)) 0
BIP9: True

>>> print ('BIP91: {}'.format(b.version >> 4 & 1 == 1)) o
BIP91: False

>>> print ('BIP141: {}'.format(b.version >> 1 & 1 == 1)) ;)

BIP141: True

© Onmnepauus >> CIyXHUT A/Is IOPa3pAKHOrO CABUTA BIIPABO, B pe3y/bTaTe KO-
TOpPOro OTOPachIBAIOTCA KpaitHye CrpaBa 29 61T, a B UTOre OCTAIOTCA /LD 3
crapuux 6uta. 3gech 0b001 0603HavaeT HOMep Bepcuy B ABOMYHOI dopMe,
npuHaATolt B Python.

® Onepauns & cnyXur gua nopaspsagHoro norndeckoro “U” B paHHOM crydae
CHayYaJla CIBUTAIOTCA BIPABO IepBble 4 6UTa, a 3aTeM NpPOBepsAETCsA, YCTAaHOB-
neHa U 1 B KpaitHeM cripaBa MyiajuieM 6ure.

® 3pecy 1 caBuraercsa BmpaBo, MOCKONBKY s 6uTa 1 HasHaueH NMPOTOKON
BIP0141.

YnpaxHeHue 6

Hanuummre meton bip9 () mrsa knacca Block, 4To6bl peanu3oBaTh NPOBEPKY
HOMepa BepCHuH, COOTBETCTBYIomero mpoTokomy BIP0009.

YnpaxHeHue 7

Hammmmre Meton bip91 () ansa kimacca Block, 4To6bl peanu3oBaTb IpOBEPKY
HOMepa BEPCUM, COOTBETCTBYIoIIero nmporokory BIP00091.

YnpaxHeHne 8

Hanuumre MeTop bipl41 () mma kmacca Block, 4To6bI peanu3oBaTh NPOBEPKY
HOMepa BEpCUH, COOTBETCTBYIONIero mpoTokony BIP0141.
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Mpeabigywmnn 6nok

Bce 6/10ky O/DKHBI YKa3bIBaTh Ha NpeRbIAYIMiA 670K, VIMEHHO 1103TOMY pac-
CMaTpuBaeMas 3/ieCb CTPYKTypa JaHHbIX Ha3bIBaeTcs 6710Kk4etiHoMm (T.e. LIeTIOYKO
6/10Kk0B). Bce 6/10kM CBA3aHBI IO LjeNOYKe, BeAyllelt 0OpaTHO K cCaMOMY IepBOMY
610Ky, MHa4e Ha3bIBaeMOMY nepsu4Hovim. [lone npepsiymero 610ka 3apepuaeTcs
I0C/Ie0BaTeNbHOCTHIO Hy/IeBbIX (00) 6aiTOB, O YeM IONAET peyb Aajee B STON
I/IaBe.

KopeHb nepesa Mepkna

B xopHe mepeBa Mepkia Bce ynopAfo4YeHHbIe TPaH3aKIMM KOAUPYIOTCA B BUlE
32-6aitToBoro xem-koaa. O TOM, HACKO/IBKO 3TO BaXXHO A/IA KIIMEHTOB C YIPOLIEeH-
HoIt poBepkoit ornarel (SPV) 1 kak OHM NOMb3YIOTCA KOpHEM fiepeBa Mepkia ¢
JaHHBIMM M3 CepBepa [UIA NONyYeHUs MOATBEPXK/IeHMA BK/IIOYEHMA NaHHBIX TPaH-
3aKLIMM B KOPEHb 3TOTO JiepeBa, peyb MOAET B I7MaBe 11.

OTmeTKa BpeMmeHHU

OTMeTKa BpeMeHu fenaetcsa B popmate Unix u 3aHuMaeT A0 4 6aitTos. Ta-
Kasf OTMeTKa BpeMeHM 0003HayaeT KOMMYECTBO CEKYHJ, MCTeKINX ¢ 1 AHBapA
1970 ropga, T.e. ¢ Hayana Tak Ha3biBaeMolyt snoxu B Unix. OHa npuMeHsaeTca B
ABYX LeNAX: /A IPOBEPKM AOCTOBEPHOCTH 6/IOKMPOBOK BpeMeHM B TPaH3aKLM-
AX, BK/II0YaeMbIX B O/10K, a TakXe /IS BBIYMC/IEHUsS OUTOB, ey (T.e. 3afaHHOI
BE/IMYMHBI) U CTIOXHOCTH 4Yepe3 Kaxzbie 2016 6mokoB. OfHO BpeMs G/TOKMPOBKM
BpPEMEHY NPMMEHAMNCH B 6710Ke HENMOCPEACTBEHHO A/IA TPAH3aKLyil, HO 3TOT pe-
XUM ObI11 u3MeHeH B ipoTokorne BIP0113, 4To6bl BMeCTO OTMETKM BpPEMEHM HEIO-
CpencTBEHHO M3 6710Ka M0/b30BaTbCA CPeAHMM npoiuenmnm BpemeneM (MTP) 11
NOCNETHNX O/TOKOB.
| MNpousoiper nu nepenonHenne 6UTKoHa NO OTMeETKe
| BpemMeHu
\ TTone oTMeTKM BpPeMeHM B 3arojloBKe 6710Ka OMTKOIHA 3aHMMaeT 4
6aitiTa unu 32 6uTa. ITO O3HAYAET, YTO OFHAKABI OTMETKA BPEMEHM
B ¢opmare Unix mpessicut Benmumuy 2°2 - 1 u ana ee xpaHeHus
Gonbure He ocTaHeTca MecTa. 2% CeKYHJI TpUOMM3UTENPHO PaBHO
136 rogam, a 3TO 0O3HAYaeT, YTO B JAHHOM Io/1ie 60/IbIle HE OCTAHETCS
MecTa K 2106 rony, T.e. yepes 136 net mocne 1970 ropa.
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MHorue omM604HO CYUTAIOT, YTO 3TO ImpousoitaeT B 2038 ropy, T.e.
yepe3 68 ner mocne 1970 roga, HO TaKO€ MOXET CMYYMTBHCSH, MUIIb
€C/IM To/le OTMETKM BPEMEHM OTHOCUTCA K LIe/IOYMCIEHHOMY THUITY
co 3HakoM. U xots 2°! cekyHp cocTasnser 68 net, B JaHHOM CrTyyae
THpefieNbHBIA CPOK HacCTYymuT B 2106 rogy 61aromaps UCIoNb30BaHUIO
HOIIO/IHUTENBHOTO OMTa 3Haka. A B 2106 rogy mns 3aronoBka 6/moka
notpebyercs 0co6oro posa BUIKA, TOCKONbKY eMy 6obliie HeKyAa
6yneT MOCTOAHHO PacTH.

Butbl

B none 6uTOB KOAMpyeTCA MOATBepXkAeHMe paboTh, Tpebyloleecs B JaHHOM
6roke. Ilonpo6Hee 06 3TOM peyb MOMAET B CIEAYIOLIEM pasfierne.

OpnHopasoBbil HOMep

B 3TOM mone comepXXMUTCA UCIONB3YEMBIiA TUIIb OAMH pa3 HoMep (nonce). OH
M3MeHAETCA BOOBITYMKAMIU KPUIITOBATIOTHI B [IOMCKAX MOATBEPXKAEHUA paboOTHI.

NMopTBepxaeHue paborbi

VIMeHHO MOATBepXK/ieHMe paboThl 3amuiaeT 6UTKOIH, a Ha 6omee rmy60KOM
YPOBHe OHO NO3BO/SAET MPOU3BOAUTH AELIeHTPAM30BAaHHYIO AO6BIYY OMTKOMHOB.
ITouck mopTBepAeHus paboThl faeT JO6BITYNMKY KPUIITOBA/IOTHI IIPAaBO MpUCOe-
AMHUTD 610K K Liertouke 6710k0B B 6ok4eitHe. C OFHOI CTOPOHBI, IOATBEPXKAEHNE
paboThbl IPOUCXOAUT OYEHD PEAKO, Y IIOITOMY Mepef AOOBITYNKOM KPUITOBATIOTHI
CTOMT HEMpocCTas 3afgaya. A C APYTOii CTOPOHBI, IOATBEP>KAEHNE PabOTHI NpOBe-
psieTcss 06beKTUBHO ¥ NIPOCTO, ¥ MO3TOMY KOOBITYMKOM KPUITOBATIOTHI MOXET
CTaTb BCAKUIM >KeIaloL M.

[MopTBepxaeHne paboTH HasbiBaeTCsA “HOOBIYENT” 1O BeCbMa BECKOM NpPUYM-
He. Kak u npu HacTosmeit Ro6bIYe MCKOMaeMbIX, MMEHHO 3TOTO MINYT HOOBITYM-
Ky KpunroBamoTsl. IIpu gobbrye 30/m0Ta U3 45 TOHH IOPOABI OOBIYHO MOMyYaeTCA
1 ynnms (0,02835 Kr) 3TOro AparolieHHOro MeTamia. VIMEHHO IO3TOMY 30/I0TO TaK
ueHntcsa. Ho Kak TONbKO 30710TO JOOBITO, IPOBEPUTH €r0 NMOATMHHOCTb COBCEM
HeTpyAHO. [l 3TOro MMeITCA XMMMUYECKUe aHA/U3bl, IPOGUPHDbIE KAMHM ¥ MHO-
r¥e ApYyTHe CPEiCTBA U CIOCO6DI, TO3BONAIOLINE OTHOCUTENIBHO HEAOPOTO OMpefe-
JIUTh TIOA/IMHHOCTD 307I0TA.
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AHaNorM4YHO NOATBEPXKAeHNE PabOTHI — 3TO 4MC/IO0, ObecneunBaoliee BeCbMa
penxuit pe3ynbrar. YTo6bl HaliTH NMOATBEpXAEHMe pabOThI, JOOBITYMKAM B CETH
6uTKOHA NPUXOAUTCA NepepabaThIBaTh YMC/IOBOI 3KBUBa/leHT mopopsl. Kak u
npy fo6brde 30/10Ta, NPOBEPUTH MOATBEPXKAEHME pabOThl HAMHOTO [ielLlIeBTIe, YeM
bakTHYecKu HaiTH €ro.

Tak 4TO e Takoe MOATBep>XAeHMe paboTs? UToObI OTBETUTH Ha 3TOT BONPOC,

PaccMOTpUM YIIOMMHABILIMIICA paHee Xem-Kof hash256 3aromoBka 6moka:
020000208ec39428b17323fa0ddec8e887b4aTc53b8c0ala220cfd\
0000000000000000005b0750£ce0a889502d40508d39576821155e9¢\
9e3£5c3157£961db38fd8b25bele77a759¢93¢c0118a4££d71d

>>> from helper import hash256

>>> block_id = hash256 (bytes.fromhex('020000208ec39428b17323\
fa0ddec8e887b4a7¢c53b8c0a0a220c£d0000000000000000005b0750£celal
889502d40508d39576821155e9¢c9e3£5¢3157£961db38fd8b25beleT77a759\
e93c0118a4££d71d')) [::-1]

>>> print ('{}'.format (block _id.hex()).zfill(64)) (1)
0000000000000000007e9e4c586439b0cdbel3bl1370bdd9435d76a644d047523

© 3peco HaMepeHHO BBIBOAUTCA AAaHHOE YUCIO B BAe 64 IIeCTHAaALATEPUYHBIX
1dp 4To6bI OKa3aTh, HACKONIBKO OHO Masno B 256-pa3pAfHOIt popMe.

Kaxk u3BecTHo, xeur-¢pyukumsa hash256 cnyxur pna resepupoBaHusa paBHOMep-
HO pacnpefenseMbIX 3HadeHuit. [IpuHuMas 310 06CTOATENBCTBO BO BHUMAHME, iBA
IMK/Ia BBINONMHEeHNA xeul-QyHkumn sha256 unm hash256 MoxxHO MHTepnpeTHpo-
BaTb KaK C/Iy4aifHoe 4ucno. BepoATHOCTD, 4TO Mmoboe cmyyaitHoe 256-pa3psagHoe
9HMC/I0 OKKETCSA O4YeHb Ma/bIM, BeCbMa HUYTOXKHA. B 4acTHOCTH, BEPOATHOCTB,
4TO MepBBI 6UT 256-paspAAHOrO YMC/IA OKAKETCA PaBHBIM HYIO, cocTabder 0,5,
fiBa TEPBBIX ero 6uTa OKaXYTCA paBHbIMKU Hymo (00) — 0,25, Tpu nepBbIX 6ura
OKaXyTcsl paBHbIMM Hymio (000) — 0,125 1 T.1. A MOCKONbKY KaXkAblit 0 B 1mIeCT-
Ha/illaTepU4YHON OpMe IPENCTAB/IAET YeThIpe HyNeBbIX 6MTa, BEPOATHOCTD, UTO
nepBble 73 6MTa 256-pa3pAHOTO YMCIA OKXKYTCA PAaBHBIM HYIO, cCOCTaBuT 0,57
wm 1 Ha 10% CITy4aeB, T.e. OHa JIEICTBUTENIBHO HUYTOXHA. B cpenHem, 4YTOOBI NO-
TYYMUTb MCKOMOE YUC/IO CO CTONIb HMYTOXKHOM BEPOATHOCTDIO, IIPUETCA CreHEPH-
posatb 10?2 (uny 10 TPUIIMOHOB TPUITMOHOB) CIyYaitHBIX 256-paspAAHBIX M-
cen. VIHBIMM CTIOBaMM, JUIs1 3TOTO IIPUAETCA BBIMUCTUTD B cpefHem 107 xem-kxopos.
Ecnu BepHYTBbCA K aHa/IOTMM C AOGBIYEI 30/10Ta, TO B IpOL[ecce MOMCKa MOATBEPXK-
JeHus paboTsl npuaeTcsa nepepaborars 10?2 6uros MIOPOABI, YTO6BI JOOBITH YMC-
TIOBOJ 3KBMBAJIEHT 30/I0TOrO CIATKA.
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Kakum o6pa3om fo6bITUMK KpUNTOBaNIOTbHI
reHepvpyeT Xell-Koabl

OTkypa [OOBITYMK KPUNTOBATIOTHI IOTy4aeT HOBBI YMCIIOBO aHAIOT MOPO-
ABI A/1s TIepepaboTKy, YTOOBI BBIACHUTD, YAOBIETBOPSET /I OH MOATBEP>KAEHUIO
paboTbi? [l 3TON e CIY>KUT IoJIe ORHOPa3oBoro Homepa. Jo6bITYMKYN Kpun-
TOBA/IIOTH MOTYT CaMOIPOM3BO/IBHO MEHATh COREPXKMMOe AaHHOTO IMOJA, YTOODI
M3MEHUTDb Xelll-KOJ| 3arolioBKa 611oxa.

Ho, k coxanennto, 4 6aitToBoI MM 32-pa3pARHOI AIMHBI MO/ ORHOPAa30BOrO
HoMepa (T.e. 2*2 OIHOPa30BBIX HOMEPOB, KOTOPblE MOXKET ONPO6OBaTb AOGHITUMK
KPMIITOBA/TIOTHI) HEJOCTATOYHO /IS MOATBEpPXKAeHMA paborbl. CoBpeMeHHOEe BbI-
YUCIUTENbHOE 060pyAiOBaHMEe HA OCHOBE CIIeLMa/TM3MPOBAHHBIX MHTErPambHbIX
mukpocxeM (ASIC) coco6HO BEMUCTUTb HAMHOTO Gonblute, YeM 2% pasHbIX Xemm-
KOfOB B ceKyHAy. Hanpumep, 6mok po6srau AntMiner S9 ciocobeH BbryucmThb 12
Tepaxell-KOIOB B CEKYHAY, T.e. okono 2*® xem-kozioB B cexyHRy. A 310 O3HavaerT,
YTO BCE MMPOCTPAHCTBO OFHOPA3OBBIX HOMEPOB MOXKET OBITh MCIIONB30OBAHO BCETO
muwb 3a 0,0003 cekyHpsl.

Yo e genarb ROOBITIMKAM KPUIITOBAIOTHI B TOM C/TyYae, eC/iu T0Jie OfHOpa-
30BOro HoMepa ucyepnaerca? B TakoM cly4yae OHM MOTYyT M3MEHUTb MOHETU3UPY-
IOL[YI0 TPaH3aKLIMIO, a CIEOBATENbHO, ¥ KOPeHb flepeBa Mepkita, YTO6bI HOMyYUTh
COBEpLIEHHO HOBOE NMPOCTPAHCTBO OIHOPAa30BbIX HOMEPOB. A C IPYTOii CTOPOHBI,
OHM MOTYT CBEPHYTb I10/I€ BEPCUY MM BOCIIO/Nb30BAThCA OTKPBITHIM aITOPMTMOM
ontumusauuu ASICBOOST. BHyTpeHHMIT MeXxaHM3M M3MEHEHMII B KOPHE fiepeBa
Mepkina rpu usMeHeHMM M0O60 TpaH3aKLMy B 67I0Ke paccMaTpuBaeTcs B r1ase 11.

Lenb

INoprBepxaeHue paboThI ABNAETCA TPeOOBaHMEM, YTO XeII-KOJ 3aro/I0BKa Kax-
moro 6/10ka B 6MTKOMHE AIO/DKEH OBITh MeHbllle onpefeneHHON Liemn. Llenb — 3To
3ajjlaHHOe 256-pa3psAHOe YNCIIO0, BBIYUC/IAEMOE HEMOCPEACTBEHHO U3 MONA GUTOB
(B manHOM mpuMepe — €93c0118). Ilenp BecbMa Masla B CpaBHEHMM CO CPERHUM
256-pa3spsAAHbIM YUCTIOM.

B none 6mMTOB QakTHYECcKM cofiepxKaTca ABa pasHbix yucna. [leppoe M3 HMX —
I0Ka3aTe/b CTENEHM, XPaHAIMIACA B IocnenHeM baifTe, a Bropoe — K03dduuu-
eHT, XpaHAIWMIACA B TPeX APYTUX 6aifTax, ceAyoWux B npaMoM nopsake. Hike
npuBefieHa GopMya A/ BbIYMCIIEHUA Lie/IM M3 3TUX ABYX Lieneil.

Henp = KOS(b(i)MI.IMeHT X 25 gUoKasaTenb cTeneHy -3
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Ecnu 3agano mone 6uToB, To Lienb BerducsAerca B Python cnepyrommm o6pasom:

>>> from helper import little endian_to_int

>>> bits = bytes.fromhex('e93c0118")

>>> exponent = bits[-1]

>>> coefficient = little endian to_int(bits[:-1])

>>> target = coefficient * 256** (exponent - 3)

>>> print ('{:x}'.format (target).z£fill (64)) u
0000000000000000013¢ce9000000000000000000000000000000000000000000

O 3pech HaMepeHHO BHIBOAUTCS AaHHOE YMCTIO B BUfe 64 LIeCTHAALATEPUIHBIX
1mep ¢ LeNbIo NoKa3aTh, HACKONBKO OHO Majo B 256-pa3pAnHoit popme.

JlocToBepHOE MOATBEPXKAEHME PabOThI NPEACTABIAET CO60I XeI-KOf 3aro/oB-
Ka 6/10Ka, KOTOPBI/ MOC/Ie MHTEpNpeTaLMy B BUAE L€/IOTO YMC/IA C IPAMBIM II0-
PARKOM crlefioBaHMA 6aiTOB OKa3bIBAaeTCSA MeEHblile 3aJaHHOTO YMC/Ia (T.e. HIDKe
3aJJaHHOM Ljenu). XelI-KOABbI TIOATBEPXKAEHNA paboThl KpaifHe pefiky, a IMpolecc
ROOBIYM KPUNTOBATIOTH, COOCTBEHHO, COCTOMT B IIOMCKE OJHOTO M3 3TUX Xell-
KofioB. YTO6BI HaliTM OfHO MOATBEpX/ieHe paboThI IO MpeAbIAyLIet Lieny, B Le-
Noit ceT 6MTKOMHA TIpUAeTCA BhuMCMTh 3.8 X 102 xem-kopoB, uTo MOCTE 06Ha-
PY>XeHMs JaHHOTO 6710Ka MOXKET ObITb CAIEMAHO MPUONTN3UTENILHO Yepe3 Kaxable 10
MUHYT. YTO6bI MOCTABUTD TaKOE YMCIO B KAKOM-TO peanbHBI KOHTEKCT, CTIERyeT
3aMeTUTDh, YTO CAMOMY JIy4YilleMy B Mupe rpadudeckoMy IpoLeccopy Ans foObI-
4y KPUITOBAMIOTH OTpebyeTca B cpenHeM 50000 neT, 4TO6BI OOHAPYXUTH MOA-
TBep>KfieHNe paboThl HIKe3aJaHHOI Lie/H.

[IpoBepuTh, YROBNETBOPAET /M XelLI-KOJ 3aroloBKa 6/10ka MCKOMOMY NOA-
TBEpXXJIEHUIO pabOTHI, MOXKHO CIIEAYIOLMM 06pasom:

>>> from helper import little_endian_to_int

>>> proof = little endian_to_int (hash256 (bytes. fromhex (
'020000208ec39428b17323fa0ddec8e887b4aTc53b8c0al0a220cfd\
0000000000000000005b0750£ce0a889502d40508d39576821155\
e9c9e3£5c3157£961db38£d8b25bele77a759¢93¢c0118a4££d71d")))
>>> print (proof < target) 0

True

O 3apannas yenp (target) BHIYMCIAETCA B NPUBENEHHOM Bbllle (parMeHTe
Kofia.

Ecnu conocTaBuTh pAKoM NOMy4YeHHBIe Bbile Yucaa (e M uaeHTuduKaTopa
6710Ka COOTBETCTBEHHO) B BMfle 64 LIeCTHAfLIaTepPUYHBIX CUMBOIOB, TO MOXHO
3aMeTUTb, YTO NIOATBEP>KAEHME pabOThI OKa3bIBa€TCA HIKE 3aJAaHHON LieTn:

TG: 0000000000000000013ce9000000000000000000000000000000000000000000

ID: 0000000000000000007e9e4c586439b0cdbel3b1370bdd9435d76a644d047523
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YnpaxHenne 9

Hamuunre pyskumio bits_to_target () u3 ucxopnoro daitna helper.py,
yTOOBI BHIYMCIUTD Lieb U3 3aJJaHHbIX OUTOB.

CnoXxHocTb

[ToHATh Ha3Ha4YeHMe LieM MPOCTbIM CMEPTHBIM HenpocTo. Llenb — 31O Beero
JIMIIb YHUCTIO, MEHBIIIE KOTOPOTO JO/DKEH OBITh BHIYMCIIEHHBIN Xelll-KOJ, HO TIOAAM
HEIpOCTO 3aMeTUTh, YeM 180-pa3psanHoe unucno otnuyaercsa or 190-paspagHoro.
U xoTs mepBoe U3 HUX B THICAYY pa3 MeHbllle BTOPOro, ITIAAA Ha CTONb 6onmblume
YMC/a, O4eHb TPYAHO IIOCTaBUTh MX B HYXKHBIN KOHTEKCT.

M5t TOro 4TO6BI YIIPOCTUTD CPaBHEHME Pa3HBIX Lie/lelt, 6bII0 MPUAYMAaHO MOHA-
THe cnoxHocmu. CMBICT B TOM, YTOOBI CleNaTh CMOXHOCTb 06paTHO MpPONOPLIMO-
Ha/IbHOM Lie/IV ¥ TeM CaMbIM YIIPOCTUTb CpPaBHEHMe. A HIOKe NpuBeNieHa GpopMya,
10 KOTOPOJI ONpefeNAETCA MX COOTHOILIEHHE.

cnoxHocTb = OxfHff x 256°'93 / ens

HenocpencTBeHHO B KOfie CpaBHEHME Lie/ell OCYIECTBIAETCA CIEAYIOMUM 06-
pasom:
>>> from helper import little endian_to_int
>>> bits = bytes.fromhex('e93c0118')
>>> exponent = bits[-1]
>>> coefficient = little endian_to_int (bits[:-1])
>>> target = coefficient*256** (exponent-3)
>>> difficulty = Oxffff * 256**(0x1d-3) / target
>>> print (difficulty)
888171856257.3206

CnoxHoCcTh GUTKOIHA B NIEPBUYHOM O/10Ke cocTaBnAna 1. ITUM mpefocTas-
nseTcsA HeOOXOAMMBIN KOHTEKCT /I OLIEHKM CIOXKHOCTM CeTM mainnet B HacTo-
Ammit MoMeHT. CITIOXXHOCTh MO)KHO PacCMaTpUBaTh KaK CPEACTBO, MO3BOJIAIOLIEe
BBIAACHUTD, HACKO/IBKO AOObITH KPUIITOBAIIOTY TeIeph TPYAHee, YeM M3HAYa/IbHO.
B yacTHOCTH, HO6BITH KPUNITOBAMIOTY B IIPMBEEHHOM BbIllle KO TIPUO/IU3UTEND-
Ho B 888 Mu/ImMapmoB pa3 TpyAHee, Y4eM Ha Haya/JbHOM CTaJuy CYLIECTBOBaHUsA
6uTkoiHa. CIOXXHOCTh HepefKo OoToOpaxkaeTcsi B 06o3peBaTensax OMTKOVHA M
cmy)6ax OCTpOeHnsA rpaguKOB KOTUPOBKM OUTKOMHA, YTOOBI YIIPOCTUTH OLIEHKY
TeX YCU/IUIA, KOTOpbIe MOTPe6YIOTCA VLA CO3AaHMA HOBOro 6/10Ka.
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YnpaxHenwue 10

Hamumnre Meton difficulty () mnsa kmacca Block, YTo6bI onpenenuTs B HeM
CIIOXXHOCTb [OOBIYM.

NpoBepka A0CTaTOMHOCTM NOATBEPXKAECHMA paboTbl

VTaK, MBI y>ke BBLACHM/IN, YTO IIOATBEPXKAEHNE pabOTbI MOXET OBITh BBIYMCIEHO
B pe3y/bTaTe pacyeTa Xell-kopa hash256 saronoska 6/1o0ka u ero mHTepnpeTanuu B
BUJI€E LIE/IOTO YMC/Ia C NPAMBIM MOPANKOM crlefoBaHuA 6aitToB. Ecnu momyyeHHoe
B MTOTe YMC/I0 OKA3bIBAETCA MEHbIIIE 3a[JAHHON 1I€/IM, TO B HAIllEM PacropsKeHUM
MMeeTCA OCTOBEpPHOe MOATBEPXKAeHUe paboThl. B mpoTnBHOM crydae 6710k Hemb3as
CYUTATh JOCTOBEPHBIM, IIOCKO/IbKY Y HETO HET MOATBEP>KAEHNA paboThl.

YnpaxHenue 11

Hanummnure mMeton check_pow () mnsa kmacca Block, 4TOODI NMpOBEPUTb B HEM
NoATBep>XaeHne paboThI.

KoppeKTupoBKa CNOXHOCTH

B 6uTkoitHe Kaxpas rpynma u3 2016 6110K0B Ha3bIBaeTCs NepUOOOM KOppexmu-
posxu cnoxHocmu. B KOHIle KaXI0ro Mepuosia KOppeKTUPOBKM CIOXHOCTH Lie/b
KOPPEKTUPYeTCs 110 CeAyIomuM GopMynam.

pasHocmb_spemeru = (OTMeTKa BpeMeHM NOC/IefHero 6710ka B IIEPUOL, KOp-
PEKTMPOBKM CIIOKHOCTH) — (OTMeTKa BpeMeHM IiepBoro 6710ka B Iepuop
KOPPEKTUPOBKY CTIOXKHOCTH)

HO8AA_Ueny = npedvi0yusas_uyens * pasHocmo_espemenu | (2 Hepenu)

3mech pasHocmp_spemeHu BHIMUCISIETCA CIERYIOIMM 06pa3oM: ecnu oHa 601b-
e 8 HefleNb, TO CTAHOBUTCSA paBHOM 8 HEMENAM, a eCIu OHa MeHblle 3,5 HelH, To
npupaBHMBaeTcA K 3,5 fHAM. Takum 06pa3oM, HOBas Lelb He MOXET U3MEHUTHCS
6onbiie, YeM B YETHIPE pasa, B TY WK MHYIO CTOPOHY. ITO 03HAYaeT, YTO LeNb 6y-
fieT MOHVDKEHA MM TIOBBIIIEHa He 60/Iblie YeM B YeThIpe pasa.

Ecnu pna cospanna kaxporo 67o0ka B cpefHeM Tpebyerca 10 MUHYT, To Ans
cosmanua 2016 6mokoB — 20160 MunyT. Y ecnu y4ects, 4TO B CyTKax 1440 MuHYT,
TO AN co3fanua 2016 6mokoB morpebyercsa 20160 / 1440 = 14 gueit. A B pesyinb-
TaTe KOPPEKTHUPOBKM CTTOXKHOCTM BpeMsA Ha CO3/laHyMe KaXAoro 6/10ka B cpefHeM
cokpamaeTca o 10 MyHYT. TO O3HaYaeT, YTO B AOITOCPOYHON NEpPCHeKTUBE
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BpeMs co3gaHusA 6710koB OyfeT Bcerfa cBOAUTbCA K 10 MUHYTaM, faXke €C/iu B CeThb
BBOJATCA M/IN BBIBOOATCA U3 Hee HEMaJIble BHIMMCIUTENbHBIE MOLIHOCTH [/1d Xe-
IIMPOBaHMUA.

Hogsie 6MThI JOMKHBI BHIYMCIATHCA C IOMOILBIO ITO/ISI OTMETKM BPEMEHM U3
HOCNIeRHEro 6/10Ka B KK TEKYIIWA MIM NPeAbIAYIINI IepUOS KOPPEKTUPOB-
ku cnoxsoctu. Ho, K coxaneHnio, B paccMaTpuBaeMoit 3fech ¢popmyne Cartoumn
HakamoTo mposiBisieTcs ellle OfHa oumMOKa CMeEIeHMA Ha eAMHMUILY, TTOCKOIbKY
IIpY BBIYMC/IEHMY Pa3HOCTH OTMETOK BPEMEHM PacCMAaTPUBAKOTCA IEPBBINA U I10-
cnegHMit 6/I0KU U3 HepPUOfia KOPPEKTMPOBKYM ClIOKHOCTH 2016 6mokoB. CnefoBa-
TEe/IbHO, Pa3HOCTb BPEMEHM ONpefieNAeTCA KaK pasHOCTh OTMETOK Bpemenn 2015,
a He 2016 6/10KOB.

PaccMatpuBaeMyto 3mech GopMysTy MOXKHO 3allpOrpaMMMPOBATh CIERYIOIINM
obpasom:
>>> from block import Block
>>> from helper import TWO_ WEEKS (1]
>>> last_block = Block.parse (BytesIO(bytes.fromhex (
'00000020£df740b0e49c£75bb3d5168£fb3586£7613dcc5cd89675b\
0100000000000000002e37b144cObaced07eb7eTb64dad16cd\
3121£2427005551aeblec6ab402ac7d7£0e4235954d801187£5da%£5")))
>>> first block = Block.parse (BytesIO(bytes.fromhex (
'000000201ecdB89664£d205a37566e694269ed76e425803003628ab\
010000000000000000bfcade29d080d%aae8£d461254b0418\

05ae442749£2a40100440£fc0e3d5868e55019345954d80118al1721b2e")))
>>> time differential = last block.timestamp - first block.timestamp

>>> if time differential > TWO_WEEKS * 4: (]
... time differential = TWO_WEEKS * 4
>>> if time differential < TWO_WEEKS // 4: o

... time differential = TWO_WEEKS // 4

>>> new_target = last_block.target() * time_differential // TWO_WEEKS

>>> print('{:x}'.format (new_target).zfill (64))

0000000000000000007615000000000000000000000000000000000000000000

© Crenyer 3aMeTHTh, 4TO B BolpakeHuu TWO WEEKS = 60*60*24*14 ompepens-
€Tcs KOIMYECTBO CEKYHJL B 2 Hefle/LaxX: 60 cexyHp X 60 MUMHYT X 24 yaca X 14 Hei.

® 3peco mpoBepsieTcs cnenymwouiee: eCnyu Ans obHapyxenus 2015 mocmegHux
6710K0B noTpe6oBanock 6onblue 8 HefeNMb, TO CIOXXHOCTb NOBBIIIAETCA HEHa-
MHOTO.

® A 3gecp npoBepsieTca crepyiowiee: ecu A1 o6HapyxeHua 2015 mocnegHux
6/10k0B TOTpe60OBaIOCH MeHbLIE 3,5 JHEN, TO M TOTAA CTIOXKHOCTD MOBBIIAETCA
HEHaMHOTO.
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CnenyeT 3aMeTUTBD, YTO [/Isl BLIYMC/IEHUA Lie/u Cleayioliero 61oka Tpe6yroTcs
TONBKO 3aroNoBKM. M Kak TO/MbKO 6yfeT BBIYMCIEHa ICKOMas LieNb, ee MOXKHO 6y-
fieT npeobpa3oBaTh 06paTHO B 6UTHL. ITa 06paTHas omepauys peanu3yeTcs B KOfe
cremytomumM obpasom:

def target to bits(target):

'''[lpeobpasyeT LeNMOYMCIIEHHOE 3HayeHue uenm obpaTHO B Oura'''
raw_bytes = target.to_bytes (32, 'big')

raw_bytes = raw_bytes.lstrip(b'\x00') 0

if raw_bytes(0] > 0x7f: ]

exponent = len(raw_bytes) + 1

coefficient = b'\x00' + raw bytes[:2]

else:

exponent = len(raw_bytes) ®

coefficient = raw_bytes[:3] o

new_bits = coefficient[::-1] + bytes([exponent]) (-]

return new_bits
O /M36aBurbcs OT Bcex HaYalbHBIX HYJIEN.

@ ®dopmar 6UTOB CIYXXMT /151 BBIPAXKEHUS OYeHb 60/TbIIMX YMCeN (KK TIOMOXM-
TENIbHBIX, TaK M OTPUIIATENbHBIX) B KpaTKoit ¢popMe. Tak, ecu nepsbIit 6UT
B K03 duumeHTe paBeH 1, cofepXuMoe Mo/ 6MTOB MHTEPIIPETUPYETCA KAk
OTPUIIaTeNIbHOE YMCIO. A MOCKO/bKY 1Lie/Ib BCETAa MOMOXKUTENbHA, BCE COfEP-
XMMoe Nojst 6UTOB cABMUraeTcA Ha 1 6aiT, ecnyu mepBblit ero 6UT paBeH 1.

© [Iloxasarens creneHy, onpenensoLiel JMHY YMCTIA IO OCHOBAHMIO 256.
O Koadduumenr, coctapnsiowmit nepebie TpU UMGPbI YUC/A IO OCHOBAHUIO 256.

Koadduumenr, npeacraBneHHblit 6aiiTaMi B IPAMOM IOPSAAKe UX C/IENOBa-
HMA, a TaKOKe [I0Ka3aTe/b CTeneHyn B popMare 6UTOB.

Ecnu B 6110ke OTCYTCTBYIOT MOAXOAALIME OMTHI, BbIYMC/IEHHBIE IO GOpMYyITe
KOPPEKTUPOBKM CITOXKHOCTHM, TaKOI 6710K MOXXHO 6/1ar0mony4yHo OTBEPTHYTb.

YnpaxHenne 12

BbrumcnuTe HOBble 6MTHI IIPY YCIIOBMY, YTO NEPBBIN M nocnefHui u3 2016 6mo-
KOB B TIIepMOJ; KOPPEKTUPOBKM C/TOXXHOCTY TaKOBBI.

e bnok 471744

000000203471101bbda3fe307664b3283a9%ef0e97d%a38a7eacds8s\
00000000000000000010c8aba8479bbaa5e0848152fd3c2289ca50\
elc3e58c%ad4faaafbdf5803c5448ddb845597e8b0118e43a81d3
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e bnok 473759

02000020£1472d9db4b563¢c35£97c428ac903£23b7fc055d1cfc26\
000000000000000000b3£449fcbelbcdcfbcb8283a0d2c037£961\
a3fdf2b8bedc144973735eea707e1264258597e8b0118e5£00474

YnpaxHeHue 13

Hamuumre pynkumio calculate _new_bits () u3 ucxopnoro gaiitna helper.
PY /U1 BBIYMCIEHMA HOBBIX 6MTOB.

3aKnioueHue

B 3T0l1 IMaBe paccMaTpUBanoCh, KAKMM 06pa3oM pacCYMTBIBAETCH TIOATBEPXK-
fieHye paboThI, BBIYUCIAIOTCA HOBblE OMTHI A 670Ka IO MCTEYEHMM IEPUOAA
KOPPEKTMPOBKM CIOXHOCTY M OCYILECTB/IAETCA CUHTAKCMYECKMI aHa/U3 MOHe-
TU3UPYIOIIUX TPaH3aKIMI. A Tellepb MOXHO IepPeiTH K BOMPOCaM OpraHM3aLuu
ceTy B 11aBe 10, IpOABUrasAch IO ITYTH K ellle He ONMCAHHOMY IOJII0 KOPHS flepeBa
Mepkna u3 3aronoBka 6710ka, 4To ¥ 6yAeT caenaHo B rmase 11.
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FMABA 10
Opranusauua cety

HapexxHocTb 6MTKOIHA 06ecnieunBaeTCss OFHOPAHIOBOM CEThIO, B KOTOPOil OH
feicTByeT. Ha MOMeHT HamcaHMs aHHOV KHUTH B 3TOM CETH [IeMICTBOBAIO 60/Ib-
e 65 THICAY IIOCTOAHHO B3aMMOJIEMICTBYIOIIMX Y3/IOB.

CeTb 6MTKOIHA AB/IAETCA IUMPOKOBELIATEMBHOM MM UMPKY/LAPHOI. B kaxaom
ee y3ne oObAB/IAIOTCA pasHble TPAaH3aKUMM, 67I0KM M Te OMHOPAHTOBBIE Y3/IbI, KO-
TOpble €My M3BECTHBI. B 3TOJ ceTH [efiCTByeT NOMHOLEHHbI IPOTOKOJ, KOTOPbINA
¢ rogamu 6BUI IONIONTHEH MHOTMMM QYHKIVOHA/TBHBIMM BO3MOXXHOCTAMM.

CnenyerT, ogHaKo, MMeTb B BURY, YTO CETEBOV MPOTOKONI HEKPUTHYEH K COITIAcO-
BaHM0. OfHY U Te XKe JaHHbIE MOTYT OBbITH OTIPAB/IEHBI 3 OAHOTO y3/1a B JPYTOM
TI0 COBCEM MHOMY ITPOTOKOJTY, He OKa3bIBask HUKAKOTO BIIMAHMA Ha caM G/IOK4eifH.
[IpunuMas Bce 3TO BO BHMMaHMe, Mbl PACCMOTPUM B 3TOJ I7IaBe BOIIPOCHI 3aMpo-
ca, MOTy4YeHN U IIPOBEPKY AOCTOBEPHOCTH 3ar0JIOBKOB 67I0KOB IO CETEBOMY IIPO-
TOKOJTY.

CeteBble coobuieHuna

Bce ceteBble cOO61IEHNA BBINIAAAT TaK, Kak Ha puc. 10.1. IlepBoie 4 Gaitra
BCErZja OHAKOBbI Y Ha3bIBAIOTCA CemesbiMu 80nuebHbIMuU batimamu. Bonue6Hbie
6aifTbl TUIIMYHBI [/ CETEBOTO MPOrpaMMIPOBAHMSA, IOCKONIbKY 06MeH AaHHBIMM
OCYIECTB/IAETCA B aCHHXPOHHOM PEXVMe ¥ MOXKeT NpepbiBaThcsA. BomirebHsre
6aiiThl MPENOCTAB/IAIT NPUHMMAIOIEil COObLIEHNe CTOPOHE MECTO, C KOTOPOTO
MOXXHO IPOAO/DKUTb 06MeH HaHHBIMM, NIPEPBaHHbIi, HaNIPUMep, M3-3a IPONaja-
HUA CUTHa/a B TeneoHHON nuuuyn. OHM TIO/Ie3HbI ¥ [/1A BbISIBTIEHNA CETH, HAIIpH-
Mep JUIA TOro, 4TOObI He COEMHATD y3e/ OMTKOIHA C Y3/10M /1A TKOIHA, ITOCKONb-
KY Y TIOCTIElHEro COBCEM AipyTye Bo/mue6Hble 6aifThl. B ceTn testnet Taioke Ucnons-
3yloTca Apyrue Bomme6Hsle 6aiTer (00110907), B oTIMuMe OT ceT mainnet, B
KoTOpoit oM paBHbI f9beb4d9.



fobebad976657273696F6e0000600000650000005F1a69d2

- f9bob449 - ceTeBble eonme6uue 6ainThl (Bcerpa pasHol f9beb4d9 ana cetu testnet)

73696 f6et ) - KOMaHAa, 12 6aiTtoB B yaobouuTaemom ¢opmaTe

)00 - AAMHA none3Hon uHpopmauun, 4 GaMTa B NPAMOM NOPAAKE MX CAeAOBaHWA

- 5f1a69d2 - KOHTPONbHAA CymMMa nonesHow uHdopmaummn, 4 6anta xew-koaa hash256
nose3Hon MHGopMauum

- - nonesHas MHbopMmaums

Puc. 10.1. Cemesoe coobueHue, 6 KOH8epM KOMOPO20 8KNAObIBAEMCS NONE3HAS
ungdopmayus

Cnenyromue 12 6ai1TOB COCTaBNAIOT I0/ie KOMaHAbI MM ONMMCAHUE TOTO, YTO
baxTiyecKu nepeHoOCUTCA 10 ceTH. VIMeloTca M MHOTMe pyTyie KOMaHAbI, Ucyep-
IBIBAIOILNI NE€pedeHb KOTOPBIX IIpMBEleH B JOKYMEHTALMM K CETeBOMY IIPOTO-
komy (https://en.bitcoin.it/wiki/Protocol documentation). JlaHHbIe
B IT0/Ie KOMaH/BI IIPeACTaB/IeHbl B YA0604MTaeMOM BMJiE, @ B PaCCMaTPUBAEMOM
3fecb COOOLIEHUM OHO COREP>KUT CTPOKY, JOMOMHEHHYIO HY/lIeBbIMYU OaitTaMu B
kome ASCII.

Cnenyomme yeTbipe 6aiiTa 0603Ha4aIOT JIMHY MO/I€3HOI MHGOPMALMK B IIPs-
MOM nopsAake ux cnefoBanusA. Kak nosacuanocs B rnaBax 5 u 9, ANMHY MONE3HOM
nHbopMaLuy TpebyeTcsA yKasblBaThb IIOTOMY, YTO CaMa Ione3Has MHQpopmaims
nepeMeHHa. MakcuManbHas IMHA COCTaBsAeT 22 unu okono 4 MUIIMApAOB, a
C/IefloBaTeNbHO, 06'beM NO/IE3HOM MHPOPMALIMM MOXET AOCTUraTh 4 ['6aitToB, X0TA
3TAJIOHHBII K/IIMEHT OTBEpraeT MoOble Mone3Hble JaHHble CBbiule 32 M6aitToB.
B coo6uiennn, npuBeneHHOM Ha puc. 10.1, anuHa nonesHoit MHGOpMaLMM COCTaB-
nser 101 6aiToB.

[Mocnexyromme 4 6ajita 0603HAYAIOT IMOE KOHTPONBHO CyMMBL. BpiGop an-
TOPUTMA BBIYMC/IEHMA KOHTPO/NBHOM CYMMBI KaXK€TCA HECKO/IBKO CTPaHHBIM, MO-
CKOJIBKY €ro pe3ynbTaT pasMellaeTcs B IepBBIX 4 6aiiTax xeur-koaa hash256 mo-
nesHoit nHGopMaruy. CTPaHHOCTb TaKOTO BbI6Opa OOBACHAETCA TEM, YTO KOH-
TPO/IbHbIE CYMMbI CETEBOTO IIPOTOKO/NA, KaK IIPaBU/IO, CIY)XXaT A/ MCIIpaBlIeHUA
omm60K, Toraa Kak B anropurMe hash256 atoro He Tpebyercs. Ho mockomsky
anroput™ hash256 npumeHseTcss B 0OCTanbHOM YacTH OGMTKOITHA, MIMEHHO 110 3TOM
IIpMYMHE OH NTPUMEHAETCA U 371€eCh.

YT06bI peann3oBaTh B MCXOFHOM KOfie 06paboTKy ceTeBBIX COOOLIEHMIA, HOTpe-
6yeTcsl HOBBIV K/IacC, KaK ITOKa3aHO HIKe.
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NETWORK_MAGIC = b'\xf9\xbe\xb4\xd9'
TESTNET NETWORK MAGIC = b'\x0b\x11\x09\x07'

class NetworkEnvelope:

def __init__ (self, command, payload, testnet=False):
self.command = command

self.payload = payload
if testnet:

self.magic = TESTNET_NETWORK_MAGIC
else:

self.magic = NETWORK MAGIC

def _ repr_ (self):
return '{}: {}'.format(
self.command.decode('ascii'),
self.payload.hex(),
)

YnpaxHeHue 1

Hanummure metop parse () ans knacca NetworkEnvelope, 4To6bI peanuso-
BaTb CMHTAaKCUYECKUIT aHANIU3 CETEBOIO COOOILEHMA.

YnpaxHeHve 2

BhIsicHMTe, YTO MMEHHO COAEPXKUT CTIEAYIOLLee CeTeBoe COOOLIeHNe:
£9beb4d976657261636b000000000000000000005df6ele2

YnpaxHeHue 3

Hanumnre Meton serialize () ans xnacca NetworkEnvelope, 4To6HI pea-
JIU30BATh CEPUATU3ALIMIO COMIEP>KMMOTO CETEBOTO COOOLIEeHMA.

CMHTaKCcMYeCKuil aHanu3 nonesHoi UHGopmauum

Jlnsa KaXmoit KOMaH[ Bl UMeeTCsl OTAeNbHaA CrenuduKanys monesHoit uHPpop-
Manuu. Ha puc. 10.2 npuseneH pesynbTaT CMHTAKCUMYECKOTO aHaNMu3a IMOME3HOM
nHbopMauuy 0 KOMaHfe version.

Ilonsa B coobumeHnn, npuBeneHHOM Ha puc. 10.2, cmy>XaT AnsA IpefocTaBie-
HMSA JOCTAaTOYHBIX CBEZIeHMIA, YTOObI OPraHM30BaTb OOMEH NaHHBIMM MEXTY [BY-
Ms y3naMu. B mepBoM Imose JaHHOTO COOOIIEHMA COREPXKUTCA BEPCUS CETEBOTO
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NPOTOKO/A, 0603HaYaKOLIasA, KAKUMI UMEHHO COOOLIEHNAMM MOXXHO OOMEHMBATh-
¢ MeXAY y3naMu ceTu. B cnenyromeM aanee mome ceTeBoit cyXO6bl NpefocTaBIA-
I0TCA CBEJIeH!s O BO3MOXKHOCTSX, JOCTYITHBIX Ai/IS1 COEMHEHNS y3710B ceTH. [inuHa
IO/ OTMETKM BpPEMEHM COCTaB/IsAeT 8 6aiiTOB, B OT/IM4Me OT 4 6ANTOB B 3aro/I0BKe
6710Ka, ¥ B 3TOM I10/Ie XPaHUTCA OTMeTKa BpeMeHM B ¢popmare Unix ¢ mpsAMBIM 10-
PAAKOM C/IeOBaHMA 6aTOB.

7110100 ad17835b60000000
8d2e 3d20f6a8d7a440ec27a1
006000060001

7f110100 - Bepcus npoTokona, 4 6aiTa B nNpAMOM MOpAAKeE WX Clef0BaHUA
- CeteBble cnyx6bul oTnpaBuTens, 8 6aiNTOB B NMpAMOM NOpAAKE WX CAE€AOBAaHMA
ad17835b0000000O - OTmMeTKa BpemeHu, 8 6aTOB B NPAMOM MOPAAKE WX CAeAO0BaHMA
- CeTeBble cayx6ul nosnyyatens, 8 6aWTOB B NPAMOM NopafKe WX CAeAOBaHUA
- CeTeBoW agpec nosnyvatens, 16 6aitos
0.0.0.0
8d20 - B208d — CerteBoi nmopT nosyyaTtens, 2 6anuta
- CeteBble cnyx6ul oTnpaBuTens, 8 6aiTOB B MpAMOM MopAfgKe WX CAefOBaHMA
- CeTeBoW apgpec otnpasutensa, 16 6anTtos
0.0.0.0
8d20 - B208d — CeTteBoit nopT oTnpasuTens, 2 baiTa
f6a8d7a440ec27al - Pa3oBbii HOMep, 8 6aTOB, CAYXUT ANA nepeiadn OTBETOB
- Monb30BaTeNbCKUIA NOCPEAHUK
/nporpammupoBaHuebuTkonHa: 0.1/
)00 - BbicoTa, 0
01 - JlononHWUTEeNbHbIM NMPU3HAK ANA NEpechiIKh, OCHOBaHHbIM HA npoTokone BIP37

Puc. 10.2. Pesynomam cunmaxcu4ecKozo aHanu3a nonesHot uHdopmayuu
0 KoMaHOe version

IP-appeca MoryT 6bITb 3ajjaHbI B popMare npoTokona IPv6, IPv4 unu agantepa
BUPTYa/bHOI YacTHot cet OnionCat, npeo6pasyiolero agpeca U3 nceBOJOMEHA
.onion ceru TOR B Ppopmar nmporokona IPv6. Eciu ati appeca 3aganst B hopma-
Te nporokona IPv4, To nepoie 12 6aitToB paBHb 00000000000000000000££ £ ¥,
a nocnegHue 4 6aitra cocrapnaioT IP-agpec. [lns HoMepa ceTeBOro MOPTa OTBEAEHO
2 6aifTa B npsAMOM MopsAfKe ux cnegoBaHus. CTaHAApPTHO B CeTH mainnet 3ajaeTcs
HoMep nopra 8333, npeobpasyowmmitcs B LIeCTHaALaTepuIHOe 3HadeHne 208d ¢
IPAMBIM NOPAAKOM CIIeROBaHMA 6aiTOB.

B none ogHopa3soBoro HoMepa ykasaHo 4MC/IO0, UCIIONIb3yeMOe Y3/I0M 1A 06Ha-
PY>X€HMs COEAMHEHMA C HUM, a II0/Ib30BATE/IbCKIUI NIOCPENHNK BBIAB/IAET BBIIION-
HseMoe IporpaMMHoe obecniedenye. [Toe BBICOTHI MM MOC/TEfHET0 6/10Ka IIOMO-
raeT J{pyroMy y3iy BbIACHUTB, C KAKMM 6/10KOM OH CMHXpPOHM3npoBaH. M HakoHeL,
T07Ie TIEPECBIIKM CTYXXUT Ji1A 3afianuA ¢GunabTpoB bryMa, o KOTOpBIX peyus moiger
B I/aBe 12.
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Hike npuBenen knacc VersionMessage, B KOTOpPOM 3afIaloTCA CTaHAApTHbBIE
3HayeHMs B IO/ISIX PaCCMOTPEHHOTO BblIllle COOOLIEHNA.

class VersionMessage:
command = b'version'

def __init_ (self, version=70015, services=0, timestamp=None,
receiver services=0,
receiver ip=b'\x00\x00\x00\x00', receiver port=8333,
sender services=0,
sender ip=b'\x00\x00\x00\x00', sender port=8333,
nonce=None, user_agent=b'/programmingbitcoin:0.1/"',
latest block=0, relay=False):
self.version = version
self.services = services
if timestamp is None:
self.timestamp = int(time.time())
else:
self.timestamp = timestamp
self.receiver_services = receiver_services
self.receiver ip = receiver_ip
self.receiver port = receiver port
self.sender_services = sender_services
self.sender ip = sender_ip
self.sender port = sender_port
if nonce is None:
self.nonce = int_to little endian(randint (0, 2**64), 8)
else:
self.nonce = nonce
self.user agent = user_agent
self.latest_block = latest _block
self.relay = relay

A Teneps HEOOXOAMMO BbISCHUTD, KAKUM 00pPa3soM cepuanu3upoBaTh JAHHOE
coob1eHne.

YnpaxHenne 4

Hanmuure Meton serialize () mns kinacca VersionMessage, 4To6s1 peann-
30BaTh B HEM CepMaTN3alMIO COOOIIEHNS O BEPCUM CETEBOTO IIPOTOKONA.

HOATBEP)KAEHME noaKnoYeHna K CceTu

HOJITBCP)KRCHMC NOAK/IIYEHNA K CETYU 03HAYAET NOPANOK YCTAHOB/ICHUS CBA3U
MEXAY y3/1aMH, KaK ITOACHAETCA HUXKE.
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o JlomycTuM, 4TO Y31y A TpebyeTcs IMOAKMOYUTHCA K y3ny B, n nosromy on
OTCBUIAET COOOIIEHNE O BEPCUM CETEBOTO MPOTOKO/IA.

e VYien B NpUHUMAET C006HICHMC O BEpPCHUM CETEBOrO NMPOTOKO/IA, OTBEYAET CO-
06H1€HMCM, TNIOATBEPXAAIINM BEPCUIO CETEBOrO NMPOTOKO/A, 1 OTChI/IAET
CBO¢€ COO6II.(CHI/IC 0 BEpCUM CETEBOTO IPOTOKO/IA.

e V3en A npuHMMaeT coobLIeHMA O BEPCUM CETEBOrO NPOTOKONA U ee TOf-
TBEP>KAEHUM M OTChIIaeT 06pPaTHO CBOE COOOIeHIe, OATBEPXKAalolIee Bep-
CMIO CETEBOTO IIPOTOKO/A.

e Vien B mpuHuMaer coobuieHne, MOATBEpXKAaIOLIee BEPCUIO CETEBOTO NPO-
TOKOJIa, ¥ IPOAO/DKAET OOMEH [JaHHbIMM C Y37IOM A.

Kak Tonbko ommcaHHas Bblllle IMPOLeAypa MOATBEPXK/EHUA MOAKIIOYEHUS K
CeTH 3aBepUINTCA, Y3/bl A M B cMOryT 06MeHMBaTbCA NaHHBIMM KaK MM YTOMIHO.
Crenyer, OBHAaKO, MMeTb B BUAY, YTO 3A€Ch OTCYTCTBYeT ayTeHTU(dMKALMA, 1 T11O-
3TOMY OTBETCTBEHHOCTD 32 BepU(UKALMIO BCeX MOMydaeMbIX JaHHBIX BO3/IaraeTcs
Ha y3nbl cetut. Ecnu ke y3en oTowteT HeyfauHylo TPaH3aKLMIO My 670K, TO OH
MOXeT OBbITh 3alpellleH MU OTK/IIOYEH.

MoaknioueHue K ceTn

TPYJIHOCTM nepenayym NAHHBIX MO CETU OODBACHAIOTCA ee ACMHXPOHHbIM XapakK-
TEPOM. B xauecTBe 9KCIIEpUMEHTA MOXXHO IIOIIp06OBaTb YCTaHOBUTDb COEAUHEHUE C
Y3/I0M CETU CMHXPOHHO, KaK IOKa3aHO HJMXKE.

>>> import socket

>>> from network import NetworkEnvelope, VersionMessage

>>> host = 'testnet.programmingbitcoin.com' (1]

>>> port = 18333

>>> socket = socket.socket (socket.AF INET, socket.SOCK_STREAM)
>>> socket.connect ( (host, port))

>>> stream = socket.makefile('rb', None) (]
>>> version = VersionMessage () (3]
>>> envelope = NetworkEnvelope (version.command, version.serialize())
>>> socket.sendall (envelope.serialize()) o
>>> while True:
.. new_message = NetworkEnvelope.parse (stream) o

... print(new_message)

© 310 cepBep, ycTaHOBIEHHBI AN ceTH testnet. [To ymomyanuio B ceTy testnet
ycTaHaB/muBaeTcs nopr 18333.
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® 3peco cospaeTca NOTOK, B KOTOPbI MOXXHO YMTAaThb AaHHBIE U3 CETEBOTO CO-
keTa. Co3aHHbIiT TaKMM 06pa3oM ITOTOK MOXeT ObITh IepefiaH BCeM METOAAM
CHHTaKCUYeCKOTO aHa/Iu3a.

© Ilepsas cragus nopTBepXXAEHUA NOAKMIOYEHMSA K CETH COCTOMT B TOM, YTO6BI
OTNIPaBUTB COOOIIEHME O BEPCHM CETEBOTO MPOTOKOJA.

@ A reneps coobiyeHne OTChIIaETCS B IPABU/ILHOM KOHBEPTE.

® Bosroit CTpOKe Kofia 6yAyT NpoYnTaHbI TI00ble COO6IEHNS, IIOCTYTIAIOLINE Ye-
pe3 NMOAKITIOYEHHBI CETEBON COKeT.

Ecnu nopkmoynTscs K ceTu Nogo6HbIM 06pa3oM, TO OTIIPaBUTh CBOE cooblile-
HMe He YAacTcsA 0 TeX 1op, 0Ka He 6yeT NOMyYeHo cooblIeHMe OT APYTOro y3ia,
a TaKXKe Pa3yMHO OTBEYaTb BCEro /JMLIb Ha OAHO coobleHne ORHOBpeMeHHO. [Ins
6ormee Hafie>)XHOI peanu3auuy OTIIPABKYU U IpueMa coobuienuit mo cetu 6e3 610-
KUPOBKM MOXXHO BOCIIO/Ib30BAaThCS aCMHXPOHHOI 6Mbmmorekoit (Bpoge asyncio
B Bepcuu Python 3).

HeobxopuMo Takxe cO3paTh K/IacC ANA peanmu3anuy COOOIEHMA, MOJ-
TBEPXK/AAIOLIEr0 BEPCHIO CeTeBOro IMPOTOKOMA, Kak MOKa3aHO Huke. B kmacce
VerAckMessage peanmusyeTcs MUHMMAJIbHOE CETEBOE COOBILIEHMeE.
class VerAckMessage:

command = b'verack'

def _ init (self):
pass
@classmethod

def parse(cls, s):
return cls()

def serialize(self):
return b''

A Temepb aBTOMATH3MpyeM AaHHbIN MPOILECC, CO3/IaB K/IacC, B KOTOPOM peau-
3yercs 06MeH JaHHBIMU T10 CETH.
class SimpleNode:

def __init__ (self, host, port=None, testnet=False, logging=False):
if port is None:

if testnet:
port = 18333
else:
port = 8333
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self.testnet = testnet

self.logging = logging

self.socket = socket.socket (socket.AF_INET, socket.SOCK_ STREAM)
self.socket.connect ((host, port))

self.stream = self.socket.makefile('rb', None)

def send(self, message): (1]
"' 'OrnpaBuTe coolmeHMe MOJKIPYEHHOMY y3ay'''
envelope = NetworkEnvelope (
message.command, message.serialize(), testnet=self.testnet)
if self.logging:
print('sending: {}'.format (envelope))
self.socket.sendall (envelope.serialize())

def read(self): o
'''[I[pounraTe coobmeHne M3 cereBoro coxera''’
envelope = NetworkEnvelope.parse (
self.stream, testnet=self.testnet)
if self.logging:
print ('receiving: {}'.format (envelope))
return envelope

def wait_for(self, *message_classes): (3]
" 'OxymaTe OQHO M3 COOOMEHIB!, 3aOaHHHX B cmucke'''
command = None
command to class = {m.command: m for m in message_classes}
while command not in command _to_class.keys():
envelope = self.read()
command = envelope.command

if command == VersionMessage.command:
self.send(VerAckMessage ())
elif command == PingMessage.command:

self.send(PongMessage (envelope.payload))
return command_to_class[command].parse (envelope.stream())

O Merton send () oTmpaBnser coobujeHne depes cereBoit coker. IIpu arom
IpeAIo/NaraeTcs, YTo CBOMCTBO command U MeTop serialize () cyumecTByloT
B 06bekTe message.

® MeTton read () uMTaeT HOBOE COOOILEHNE U3 CETEBOTO COKETA.

®© Merog wait for () mosBomsAeT oXupmaTh Mmobyio U3 HECKONMbKMX KOMaHJ (B
YaCTHOCTH, U3 K/IACCOB, peanu3ylomux coobuenns). [IoMnMo cMHXpOHHOTO
XapakTepa AaHHOTO K/Iacca, MOAO0OHBI METOR YIIPOIaeT IIpOrpaMMMpPOBaHMe
B e/IoM. B y3/ax KoMMep4eckoro ypoBHs HUYero nopo6Horo, onpepeneHHo,
He TIpMMeHAETCA.
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A TEMNEPDb, KOrga y HaC MMEETCA y3€/I B CETH, MOXKHO p€ann3oBaTb NNOATBEPXKTE-
HME IMMOAK/IIOYEHUS K IPYTOMY Y371y, KaK NTOKa3aHO HMXeE.

>>> from network import SimpleNode, VersionMessage

>>> node = SimpleNode ('testnet.programmingbitcoin.com', testnet=True)

>>> version = VersionMessage () 0

>>> node.send (version) (-]

>>> verack received = False

>>> version_received = False

>>> while not verack received and not version received: o
message = node.wait for(VersionMessage, VerAckMessage) o
if message.command == VerAckMessage.command:

verack received = True

v else:

cee version received = True

node.send (VerAckMessage () )

© BonbuMHCTBO Y3/I0B He MHTepecyloT nons Bpope IP-agpeca u3 o6bekTa, mpu-
CBaMBaeMOro nepeMeHHOM version. [TogkmoynTbca MOXKHO ¥ CO CTaHAAPTHO
YCTaHOB/IEHHBIMM TIONISAMM.

@ IlonTBepXaeHMe MOAKIIOUEHNS K CETH HAUYMHAETCA C OTIIPABKM COOOLIEHNS O
BEPCHUM CETEBOTO NPOTOKOTIA.

0 HO}.ITBCP)KJ.ICHMC TIOAK/IIOYEHNA K CETU 3aBEPUINTCA NULID B TOM CiTy4ae, €Ciu
6YJIIYT IMOTy4€HbI COO6I.11€HMH O BEPCUU CETEBOrO IIPOTOKO/IA M MOATBEPXKAE-
HMU INOOK/TIYECHUA.

@ 3necnb npennonaraeTcs MOMYYMTD OT APYTOTO Y3/1a COOOLIEHNE, TIOATBEPXKAAI0-
1jee TMOAK/TIOYEHMeE K CeTH, a TakKe cooblieHne 06 ero Bepcum CeTEBOro Npo-
TOKO/Ia, XOTS 3apaHee HEM3BECTHO, B KAKOM MMEHHO MOPSAKE OHM IOCTYTIAT.

YnpaxHeHue 5

Hanumure Metop handshake () mns knacca SimpleNode, 4TOOBI peanu3oBaTh
B HeM NOATBEPX/ieHMe TOAKIIOYeHM K CETH.

Monyuexue 3aronoBKoB 610K0B

Yo emme MOXXHO CAeNaTh Temepb, KOIAa Y HaC MMeeTCs KOJ A/ MOAKMIOYeHN
K y3ny cetu? Korma mo6oit y3en nmopkmodaeTcs K ceT B IepBbIil pa3, Haubonee
KPUTUYHBIMM J/IS TIONy4eHNs ¥ BepupUKALUM JaHHBIMY CTAHOBATCH 3aro/IOBKM
61m0KkoB. ITo/mHBIE Y3/IBI NOMYYalOT BO3MOXHOCTb 3arpy3uTh 3arolioBKyu 67I0KOB,
4TO6BI ACMHXPOHHO 3aIPOCUTH NOMHbIE 67I0KM 13 MHOTMX Y3/IOB, pacrapasie/iuB
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3arpysKky 6710koB. A “TOHKME” K/IMEHTBI MOTYT 3arpy3uTb 3arO/IOBKM, YTOObI Ipo-
BepUTH NOATBEPXK/ieHMe paboThl B KoM Ormoke. Kak nosicusiercs B rnase 11,
“ToHKMe” KIMeHTbl 6yAYT B COCTOAHMM IO/Ty4aTh NOATBEP)KAEHNE BKIIOYEHNS de-
pes ceTb, HO /IS 3TOTO MM MOTPeOYIOTCA 3ar0/IOBKHM 6I0KOB.

Y3nbl MOTYT IPENOCTaBUTD 3aTONIOBKM O/IOKOB, He 3aHMMasi MHOTO IPOIYCK-
HOJ croco6HoCTH ceTy. I MONy4eHns 3aro/IoBKOB OIOKOB CTY>KMT KOMaHAa
getheaders, cTpykTypa KoTOpOIt mpuBefieHa Ha puc. 10.3.

£11010001

- 7f110100 Bepcua nportokona, 4 6anta B NpAMOM MNOPAJKE KX CJ

- 01 - Kosan4ecTBo xeuw-KOAoB

Puc. 10.3. Pe3ynomam cunmaxcu4ecKoz0 aHanu3a KoMaHobl 0715 NOyYeHUs
3a207108K06 6710K08

Kak u npu cornacosannm Bepcum ceTeBOro NPOTOKO/IA, AHHOE COOOLIeHNe Ha-
YMHAETCA C BEPCUM CETEBOTO NMPOTOKO/A, 3aTEM CEfyeT KOMMYECTBO IPYIN 3aro-
JIOBKOB 6/10KOB B CITMCKe (3TO KONMYECTBO MOXKET ObITh Gonbie 1, ecyu uemovxa
pasfienieHa), lalee — 3aroJIoBOK Havya/lbHOTrO 6/10Ka ¥ HAKOHel] — 3ar0/lI0BOK KO-
HevHoro 61oka. Ecii xe yka3aTb 3aronoBok kKoHe4Horo 6/1oka paBHsm 000...000,
9TO O3HAYaeT, YTO TPeOyeTcsA MOMYYNTb CTONBKO 3arO/TOBKOB 6/I0KOB, CKONMBKO
CMOXET IIPENOCTABUTD APYTOi y3el. MakcumanbHOe KOTMYECTBO 3aTr0/I0OBKOB, KO-
TOpO€ MOXXHO IIOTTy4UTh 06paTHO, paBHO 2000, T.e. MpUOMIDKAETCA K IEPHORY KOp-
PEKTUPOBKM cnoxkHocTH (2016 6110K0B).

Hwxe npusenen knacc, peanrusylolmit ony4eHne 3aroloBKOB 6/10KOB.

class GetHeadersMessage:
command = b'getheaders'

def _ init_ (self, version=70015, num hashes=1,
start_block=None, end block=None):
self.version = version
self.num hashes = num_hashes o
if start _block is None: o
raise RuntimeError('a start block is required')
self.start block = start block
if end_block is None:
self.end block = b'\x00' * 32 ®
else:
self.end block = end block
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© [Ins mpocToThl 37ech MpeRIONaraeTcs, YT0 KOMMYECTBO IPYII 3aro/IOBKOB
610K0B paBHO 1. A B 60/1ee HafleXXHOI peannsauuy npuAeTcs o6pabarpiBaTh
He Of{HY TaKyI0 TPYTIITY, XOTA 3aro/IOBKM 6710KOB MOXXHO 3arpy3uTh, UCTIONb3Ys

€AMHCTBEHHYIO TPYIIITy.
@® 3pecp Tpebyercs HadanbHBIN 610K, MHAYe CO3[ATh HajIexallee coobleHNe He
yRacTCA.

® 3peco npepnonaraercs, 4To KOHeuHbIt 610K mycroi. Ecriu xe oH He onpene-
JIeH, TO TIPEATIONAaraeTcs MOMYYUTh CTOMBKO 3ar0OIOBKOB 67I0KOB, CKO/IBKO OT-
IpaBUT CepBeP.

YnpaxHeHue 6

Hanynunre meton serialize () mnsa kmacca GetHeadersMessage, 4To6bl pe-
a7M30BaTh B HEM CepUaNM3aLHIo COOOIIEHNSA O TIONyYeHNM 3ar0TOBKOB G/IOKOB.

"p"(blﬂaeMble B OTBET 3aro/oBKH

A Telnepb MOXXHO CO3[1aTh y3€/l, MOATBEPAUTD €ro NMOAK/IIOYEHNE K CETH U 3a-
IIpOCUTD pAN 3arO/IOBKOB 6HOKOB, KaK ITOKa3aHO HMKeE.

>>> from io import BytesIO

>>> from block import Block, GENESIS_BLOCK

>>> from network import SimpleNode, GetHeadersMessage

>>> node = SimpleNode ('mainnet.programmingbitcoin.com', testnet=False)
>>> node.handshake ()

>>> genesis = Block.parse (BytesIO(GENESIS_BLOCK))

>>> getheaders = GetHeadersMessage (start_block=genesis.hash())

>>> node.send(getheaders)

Teneps Tpebyercs KakMM-TO 06pa3oM IONYYMTDb 3arOIOBKYM M3 APYTOro y3na,
KOTOPBIif OTIIPaBUT 06paTHO KOMaHAY headers co CIMCKOM 3aro/noBKoB 670-
KoB (puc. 10.4), CMHTaKCM4YeCKMii aHaU3 KOTOPOTO PacCMaTpMBA/ICA B INaBe 9.
OTUM CHMHTAKCHMYECKMM aHa/IM30M MOXHO BBITOJHO BOCNO/Ib30OBATbCA B K/acce
HeadersMessage.

00

00

- 00 - KonuvecTBO TpaH3akuyuin (Bcerga pasHo 0)

Puc. 10.4. Peaynomam cunmaxcu4eckozo aHanu3a Cnucka 3az0n106x0e 6710K08
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CoobuieHne 0 3aronoBKax 6710KOB HAYMHAETCA C KOMMYECTBA 3aro/IOBKOB THUIIA
varint B mpegenax ot 1 go 2000 BxmoynTenbHo. Kak M3BeCTHO, IMHA KaXKAOTro
3aro/oBKa 6moka coctasiset 80 6aiToB. 3aTeM ClenyeT KOMMYECTBO TPaH3aKIuiA,
KOTOpOE B JAHHOM COOOIeHMM BCETfia PaBHO Hy/I0. [IoHa4amy 3T0 MOXeET BbI3BaTh
HEMIOYMEHNe, IIOCKOMbKY 3alpalllMBaIuCh TOBKO 3aTONIOBKYM, HO He TPaH3aKIIMM.
Ya/Ibl ceTH 3aMHTEPECOBaHBI B OTIPAaBKe KONMMYECTBA TPAH3aKILMl OTOMY, YTO
paccMaTpuBaeMoe 3fiecb CoOOIeHMe O 3aro/I0BKax 6/10KOB O/KHO ObITh COBMe-
CTMMO o popMaTy ¢ cooblieHneM 0 6710Kax, B KOTOPOM YKa3bIBAIOTCS 3ar0/IOBOK
6110Ka, KONMMYEeCTBO TPAH3AKIMII M CaMy TPaH3aKLyM. Yka3aB Hy/leBOe KOIMYECTBO
TPaH3aKLMIl B pacCCMaTPUBaeMOM 3/1eChb COOOIIeHMM, MOXKHO BOCIIO/Ib30BaTbCA TEM
)Ke CAMBIM MEXaHU3MOM CMHTAKCHMYeCKOTO aHa/ln3a, YTO M /I MOIHOTO 6/10Ka, Kak
MOKa3aHO HMXe.

class HeadersMessage:
command = b'headers'

def _ init (self, blocks):
self.blocks = blocks

@classmethod
def parse(cls, stream):
num_headers = read_varint (stream)
blocks = []
for _ in range (num_headers):
blocks.append (Block.parse (stream)) 0
num_txs = read_varint (stream) (]
if num_txs != 0: o
raise RuntimeError ('number of txs not 0')
return cls(blocks)

© Kaxpplit 670K CMHTaKCHYECKM aHAM3UPYETCs B METOfie parse () M3 Kiaacca
Block ¢ moMoLIbio TOrO >X€ CaMOro IOTOKa, KOTOPBIN y)Ke MMeeTCA.

® KommuecTBO TpaH3aKILMii BCEIia PaBHO HY/IIO M SIB/IAETCA OCTATKOM OT CHMH-
TaKCMYECKOTo aHa/nMMu3a 6/10KOB.

© Ecau He nomydeH Hy/b, 3HAYMT, YTO-TO HE TaK.

Kaxk Tonpko cereBoe COCIMHCHUE 6}’JICT YCTAHOBJ/IEHO, IIOABUTCA BO3MOXXHOCTD
3arpysmTb 3aro10BKu 6JIOKOB, IIPOBEPUTDL B HUX NMOATBEPXKAACHNE pa60TbI N 0OCTO-
BEPHOCTb KOPPEKTHUPOBOK C/TIO)KHOCTH, KaK ITOKa3aHO HMXKeE.
>>> from io import BytesIO

>>> from network import SimpleNode, GetHeadersMessage, HeadersMessage
>>> from block import Block, GENESIS BLOCK, LOWEST BITS
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>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

f£££001d

from helper import calculate new bits
previous = Block.parse (BytesIO(GENESIS_BLOCK))
first_epoch_timestamp = previous.timestamp
expected bits = LOWEST_BITS
count =1
node = SimpleNode ('mainnet.programmingbitcoin.com', testnet=False)
node.handshake ()
for _ in range(19):
getheaders = GetHeadersMessage (start_block=previous.hash())
node.send (getheaders)
headers = node.wait for (HeadersMessage)
for header in headers.blocks:
if not header.check pow(): (1]
raise RuntimeError ('bad PoW at block {}'.format (count))
if header.prev_block != previous.hash(): ]
raise RuntimeError('discontinuous block at {}'
.format (count))
if count % 2016 == 0:
time_diff = previous.timestamp - first epoch_ timestamp
expected bits = calculate new bits|(
previous.bits, time diff) o
print (expected bits.hex())
first_epoch_timestamp = header.timestamp (5]
if header.bits != expected bits: 2]
raise RuntimeError('bad bits at block {}'
.format (count))
previous = header
count += 1

f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
f£££001d
6ad8001d
28c4001d
71be001d
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[IpoBepUTb JOCTOBEPHOCTD MOATBEPXKAEHNE PAGOTHI.
IIpoBepuTh, CIeayeT My TEKYLIMIt 670K MOC/IEe PERbIAYILEro.

[IpoBepuTb, COOTBETCTBYIOT /M OUTHI, 1I€/Ib ¥ CIOKHOCTb O>KMAEMBIM Be/N-
4MHAM, UCXOAA U3 BHIYMC/IEHMIA B TIPEAbIAYILEN 3M0Xe.

Boruucnutsb B KOHIIE 3II0XM ClIEAYIoIue 6MTbI, 1€/1b U CIIOXKHOCTD.

COXpaHMTb I'IepBblf"I 6710K M3 3M0XM A/l BBIYUCTIEHUSA 6utoB B KOHLIE JaHHOM
IIIOXMN.

Cnenyert, OfHaKO, MUMeTb B BUJY, YTO IIPUBEMEHHDII Bblllle KOf He 6yfeT HOp-
MaJIbHO [IeICTBOBATDb B CETH testnet, IIOCKO/NBKY B Hell IPUMEHSETCA APYTON aro-
PUTM KOppeKTHpOBKM croxkHocTH. Ecn 6110k He 6511 06HapyXeH B ceTH testnet B
TeyeHue 20 MUHYT, KOPPEKTUPOBKA CIOKHOCTH YTafeT Ao 1, 4To6bI 0b6ecreyntsh
COI/IaCOBAaHHOE M YTIPOLeHHOe 0OHapy)KeHNne 67I0KOB 1A TeCTMpOBaHusA. VIMeHHO
TaKUM o6pa30M TECTUPYIOLIME CMOTYT M [ajbllie CO31aBaTh 611oxu B ceTu testnet
6e3 JoporocTosILero 060pynoBaHMA A AO6BIYM KpUIITOBAMOTHL. Tak, Heoporoe
BeruycnrenpHoe obopyaosanne USB ASIC croumoctsio 30 gonmnapos CIIA cro-
CO6HO 06Hapy>XMBaTh HECKONIBKO 6/I0OKOB B MUHYTY IIPM MMHUMA/IbHOI CTENIEHN
CTIOXHOCTH.

3aKknioueHue

B aT0i1 r1aBe 6b110 II0OKa3aHO, KaKMM 06p330M OCYIECTB/ISIETCA U NOATBEPXK-
AlaeTCA MMOAKITIOYEHNE K Y3/Ty B CETH, 3arpy>KaloTcsA 3aro10BKMu 61m0koB n IIpoBEps-
€TCA UX COOTBETCTBMUE COITTACOBAHHBIM NpaBUJIaM. AB CIICJIY]OIIICI.;I r71aB€ OCHOB-
HO€ BHMMAHUE 6YJICT yAeneno nony4eHnnio CBefIeHUI O TNIpEACTABNAIOIMNX MHTEPEC
TPaH3aKUNAX U3 y3/1a CETU YaCTHBIM, XOTA M BIIOTHE JOKa3yEMbIM 06P330M.
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IMABA 11
YnpouwieHHas npoBepKa onnarbl

B rnaBe 9 He 6b1710 MOAPOOHO OMMCAHO /MMIUB TIONE 3ar0/IOBKA, COfepiKallee
KOpeHb fiepeBa Mepka. UTo6bI cTany NOHATHee NMpeMMYILecTBa KOPHS fepeBa
Mepxksia, He06XOAMMO PaccCMOTpPETh CHaya/la caMu [iepeBbs Mepkia M UX CBOJ-
CTBa, YTO M GyfeT cAieNlaHo B TO I7IaBe, BeAb K 3TOMY MOGYX/aeT MOHSATHE n00-
meeprucOeHue 8KNOYEHUS.

Mpeanocbinku

Jlns ycTpoitcTBa, Ha )KECTKOM AMCKe KOTOPOTO MMEETCA HEMHOIO MECTa, Ipo-
IYCKHOJ CIIOCOOHOCTY M/IM BBIYMC/IMTENBHON MOLIHOCTH, XpaHEHHUe, NOTydeHne
¥ NpoBepKa JOCTOBEPHOCTHM Bcero 6/mokyeitHa B LesioM 06xoasaTcs HexeweBo. Ha
MOMEHT HaIlMCaHMs JAHHOM KHUTY BCS L[eNoYKa 6/10KOB 6MTKOMHA 3aHMMaJIa OKO-
no 200 I'6aitToB, HO Takol 06beM JaHHBIX HECIIOCOOEH XPaHUTHCA Ha 6ONbILMH-
cTBe MOOM/IBHBIX TenepoHOB. YTOODI 3arpy3nTh Takoe KOMMYECTBO MHPOPMaLMu
a¢beKTUBHO, ONpeNieNleHHO, MOTPe6YIOTCA HeMable BHIYMCIUTENbHbIE PECYPChI
1. Ho ecmy Bech 6/10K4€eiH Heb3sA pa3MECTUTb B MOOGM/ILHOM TenedoHe, 4TO e
MO>KHO ellle cAenaTb? MOXKHO /1 co3AaTh Ha MOOM/IBHOM TenlepOHE GUTKOMHOBDIN
KOLIIe/IeK, He MMesl B CBOeM PacropsDKEHMM BCe 3TU AaHHble?

JTo60i1 KolIENTEK BBIMOMHAET ABE OCHOBHbIE QYHKIMH.

1. Beinnara [pyrum nmuam.

2. Ilomy4enue naaTel OT APYTUX UL

Ecmn Bbl BhIITaYMBaeTe KOMY-HUOYAb U3 CBOEro GMTKOMHOBOIO KOIIEIbKA, TO
Ha TIO/Ty4aTe/Is BauIMX GUTKOIHOB BO3/IaraeTcs 06A3aHHOCTD YOEMUTbCA, YTO eMy
AeACTBUTENIBHO 3aIUIATIIN. YOEMBIINCH, YTO TPaH3aKUus OblIa BKII0OYEHa B 6/10K
[IOCTAaTOYHO I'Ty60KO, OH NPEAOCTABUT BaM APYIyI0 CTOPOHY TOPTOBOM CHENKH,
TOBap UM ycrmyry. Kak TonbKo Bbl OTIIpaBMTE TPAaH3aKIMIO APYroil CTOPOHE, BaM



He OCTaHeTCsA HUYEro APYroro, KaK TONBKO XJAATh [0 TeX IOp, IIOKA BbI MOTy4uTE
VIMEHHO TO, YTO BaM TpebyeTcs, B 06MeH Ha CBOM OMTKOMHBI.

Ho, nonyyas nnaty 6MTKoifHaMu, Mbl CTaZIKMBaeMCA € ueMMolt. Taxk, ecr Mbl
NOJK/TIOYEHbI K CETH OMTKOIHA 1 VIMeeM B CBOEM PacHoOpsDKEHMM Bech 6IOK4eltH,
TO MOJXKEM JIETKO 3aMeTUTb, YTO TPAH3aKUMUA HaXOMUTCA JOCTATOYHO ITy6OKO B
6roke. VI B TakOM C/y4ae Mbl IIPeJOCTAB/IAEM APYTOil CTOPOHE CBOM TOBaphl U/IN
ycnyru. Ho ecnu B HallleM pacrniopsbkeHMM OTCYTCTBYET Bech O7I0KYeifH, KaK 3TO
¥IMeeT MeCTO B MOGM/IbHOM TerepoHe, TO YTO e TOIa HaM OCTAeTCs Ae/aTh?

OTBeT Ha 3TOT BONPOC KpOeTCcA B MOJe KOpHA JiepeBa Mepk/ia 13 3aronoBKa
6710Ka, paccCMOTpeHHOro B I7maBe 9. Kak IMoACHANOCH B NpebIAyILei I/IaBe, 3aro-
JIOBKY G7I0KOB MOXKHO 3arpy3uTb M IIPOBEPUTH Ha COOTBETCTBME COITACOBAHHBIM
npaBuiamMu GUTKOMHA. A B 3TOIt I/laBe MBI IPOBMHEMCA fa/IbIIe B CTOPOHY IIONTY-
YeHMs CIEeLVaNbHOTO MOATBEPXKAEHN A, YTO KOHKPETHAs TPaH3aKIMA HaXOHUTCA B
M3BeCTHOM HaM 6710ke. IIoCKONbKY 3aroloBoK 6/10Ka 3aIMIaeTCs MTOATBEPXKAEHM -
eM paboTshl, TPaH3aKUMA C TIOATBEPXKAEHUEM ee BKIIOYEHUA B ITOT 610K KaK My-
HMMYM O3HA4YaeT, YTO Ha MPOM3BOACTBO AAHHOTrO 6/10Ka 3aTpavyeHo 3HAYMTENIbHOE
KO/IMYECTBO 3HEPTMU. ITO TaKKe O3HAYAET, YTO €C/IM Bac KTO-HMOYb 06MaHeT B
6/1oK4eitHe, Takoit 0OMaH OyAeT CTOMTb eMy II0 MEHbLIE! Mepe HOATBEPXXAECHUA
paboTBI, BHIIOTHEHHOI 1A CO3MiaHMA 6/10Ka. B 0cTanbHOI YacTy 3TOV I7IaBHI 1O-
SICHAIETCS TIOHATHE TOATBEPXKEHNA BKTIOYEHNA U CIIOCO60B €ro IPOBEPKM.

NlepeBo Mepkna

Hepeso Mepxna (Merkle tree) — 3TO CTPYKTypa BBIYMCITUTENLHON TEXHUKH,
npefHasHadeHHasA AnA 3GQEKTUBHOTrO MOATBEPX/EHNA BKIIOYeHNA. B KayecTBe
NPEATIOCHIIOK /1A MOCTPOEHMA fiepeBa Mepkila CITy>KaT yHOPAROYEHHbI CIIMCOK
37IeMEeHTOB M Kpunrorpadudeckas xeu-yHkuuaA. B maHHOM cryyae anmemeHTaMu
YIOPAROYEHHOTO CIMCKA ABIAIOTCA TPAH3AKLMM, HAXOfALIMeCs B 67I0Ke, a TakxKe
xew-pyHkumsa hash256. Yro6b1 mocTponts AepeBo Mepkiia, JOCTaTOYHO BBINON-
HUTD CIIeyIolMe fEeVICTBUA.

1. XemnpoBaTb BCe 3MTEMEHTHI YIIOPAJOYEHHOTO CIMCKA C IIOMOIIBIO NIPEROCTaB-
JLAEMOI Xell-QYHKIMM.
2. 3aBepuMTh ONEPALMIO, €CIM MMEETCA POBHO 1 XelI-KOJ MM IMPOCTO Xelll.

3. B mpoTuBHOM Cry4ae IpOAYOIMPOBATh IOC/ENHMIA Xelll B CIIMCKE, eC/IY KOMN-
YeCTBO Xelleyl HeYeTHOe, U 06aBUTH eTo B KOHI[e CIMCKA, YTOOBI 3TO KOMyde-
CTBO CTa/I0 YETHBIM.
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4. CocTaBUTDb XEIUM NapaMy IO NOPAAKY M XelIMPOBaTh MX, YTOOBI MepeiTH Ha
PORUTENBCKIUI YPOBEHD, I/ie KOMMYECTBO Xelleil COKPaTUTCA BABOE.

5. Ilepeitn x 1. 2.
CMBICTT B TOM, YTOOBI OMTH RO €AMHCTBEHHOIO Xella, “MpPeACTaB/IAIOLIEro”

BECb YNOpAAOYeHHBIN cnucok. Ha puc. 11.1 HarnagHo Mokas3aHo, KaK BBIITIAAMUT
nepeBo Mepkna.

KopeHb pepesa

HABCD
Hash(HAB+HcD)

He
Hash(Hc+HD)

HAB
Hash(HA+HB)

I

Hp Hp H Hp
Hash(Tx A) Hash(Tx A) Hash(Tx A) Hash(Tx A)

Puc. 11.1. Jlepeso Mepxna

B HibkHeM psafy 6710K-cxeMbl, IpUBeleHHOI Ha puc. 11.1, HaXoAATCA Tak Ha-
3bIBaeMble UCMbA [IEPEBa, @ BCE OCTA/IbHBIE €€ YaCTU ABJAITCA 8HYMPEHHUMU
y3namu nepeBa Mepkna. JIuctea o6benyuHAIOTCA Ha podumensckom yposre (H,p
n Hp), Ha KoTopoM obpa3syeTcs KopeHb fiepeBa Mepkna. Bce aTu yacTy gepesa
Mepxkna 6yayT nogpo6HO paccCMOTPEHBI B IOC/IERYIOLIMX pas/ienax.

i
|
1

byabTe ocTOpoOXHbI, MaHUNYyNMpysa aepesbAamu Mepkna!

B Bepcusax 6utkoitHa 0.4-0.6 cyliecTBOBana yA3BMMOCTD, CBA3aHHASA
C KOpHeM fiepeBa Mepkiia, nogpo6Ho omucaHHasA B fokyMeHTe CVE-
2012-2459. 310 6BIMAa YAIBMMOCTb K aTakaM THUIIA OTKa3a B 06CITy-
JKMBaHMM M3-3a NYOMMPOBaHMA IOC/IEHETO S/EMEHTa B JEPEBbAX
Mepxkria, YTO NMPUBOAMIO K TOMY, YTO B HEKOTOPBIX y3/lax 6moku
IIPU3HABANMCh HEAENCTBUTENbHBIMY, aKe €CIM OHM Ha CaMOM [iefie
OBITU MEACTBUTETBHBIMM.

Poputenbckunit y3en nepeBa Mepkna

UUmMes B cBOoEM pacropsDKEHNM ABa Xe€llla, MOXXHO IO/Ty4YNTb TpCTMf;I Xell, Ko-
TOpriI UX NpEACTaB/IAET. A ynopsnoius oba Xe€lIa, OAMH U3 HUX MOXXHO HAa3BaThb
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Zle6biM XelleM, a APYToil — npasvim XeleM. TOT Xe Xelll, KOTOPBI IOTy4aeTcsa U3
JIeBOTO ¥ TPaBOTO Xellleif, Ha3bIBAeTCA podumenvckum. Hivdke ans AcHocT mpu-
BefleHa GopMyIa, IO KOTOPOJ ONpPERENAeTCA POAMUTENbCKUIA XElll.

e P=H(L||R)

e H — ¢yHKumMA XemnpoBaHUA
e P — popuTenbCKuit Xell

e L — neBblit Xel

e R — mpaBblit Xell

¢ || — 3Hak, 0603HaYaAOWINIT ONIEPALMIO CLIET/IEHNA, MM COENUHEHMA.

OnucaHHBII! BbIllIe TPOLIECC IOMYYEHNS POFUTENBCKOTO Xellla MOXXHO peanmu3o-
BaTb Ha A3bike Python cnepyrommm o6pasom:

>>> from helper import hash256

>>> hash0 = bytes.fromhex('cll7eaBec828342f4dfb0ad6bd140e03a5072\
Oeced40169ee38bdcl5d9eb64cfS’')

>>> hashl = bytes.fromhex('c131474164b412e3406696dalee20ab0£fc9bf\
41c8f05fa8ceea7a08d672d7cc5')

>>> parent = hash256 (hash0 + hashl)

>>> print (parent.hex())
8b30c5bal00f6f2e5adle2a742e5020491240£8eb514fe97c713¢c31718ad7ecd

Pesynbrat cuennenns [ByX MCXONHBIX X€IIEN NOABEPraeTCA XEIMPOBAHMIO [/IA
TOrO, YTOOBI 06ecreYnTh MOATBEPXKAEHME BKIIOYEHUA. B yacTHOCTH, MOXHO mO-
Ka3aTb, 4TO JIEBBIi Xelll L mpefcTaB/ieH B PORUTENbCKOM Xelle P, BbIABMB npaBblit
xew R. Tak, ecnmu HaM TpebyeTcs HOATBEPANUTD, YTO JIEBbIi Xell L IpefcTaB/IeH B
POAMUTENBCKOM Xellle P, MOCTaBIIMK pOAMTENLCKOTO Xela P MoXeT rmokasaTh npa-
BbIit XelI R 1 jaTh HaM 3HATh, 4YTO JIEBbIN Xelll L AB/IAETCA NIPOU3BOSHBIM OT POAU-
TeNbcKoro xema P. V1 Torga Mbl cMOXKEM COEAMHMTD JIEBBIN Xell L ¢ IIpaBbIM XelleM
R, 4TO6BI MOMYYNUTD POAMUTENBCKMIA Xelll P ¥ TeM CaMBIM NOATBEPAUTD, YTO JIEBBIN
xeur L 6b171 IefICTBUTENBHO MCTIONb30OBAH AJIA MOMYYeHUA POAUTENBCKOrO Xema P.
Ecnu xe nesbiit xewr L He NIpeACTaB/IeH B POAUTENBCKOM Xelle P, To BO3MOXHOCTb
IIO/TYYUTb POAUTENbCKMII Xeul P 6yzieT paBHO3HAYHA MPEROCTABIEHNMIO TPoobpa3sa
Xella, YTO, KaK M3BECTHO, CAE/ATh OYeHb TPYAHO. BOT, cO6CTBEHHO, UTO O3HaYaeT
NIOATBEP)K/ieHVe BKITIOYEHM .

YnpaxHenne 1

Hammmnre ¢ynkumio merkle parent (), peanusyiomyio noay4eHue popu-
TE/IbCKOTO Xellla B iepeBe Mepkra.
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Poputennckuit yposeHb fepeBa Mepkna

ViMes B cBOeM pacHOps>KeHUMY YIIOPAROYEHHBIIT CIIMCOK 6oMTee 4eM U3 BYX Xe-
1Iei, MOXXHO BBIYMC/IMTD POAUTENE KKAO0M Maphl Xellei UM TaK Ha3blBaeMbli
pooumenvckuti yposerv depesa Mepxna. ClienaTb 3T0 HETPYAHO, €CITN MMEETCA YeT-
HOe KONIMYECTBO XEIlIEi, IOCKO/IBKY MX OCTATOYHO COCTAaBUTDb B Maphl I10 IIOPAAKY.
Ecu e nMeeTcs HeueTHOE KOMMYECTBO Xellei, IPUAETCA CAemaTb HeuTo 6orbliee,
IIOCKO/IbKY B KOHEYHOM CYeTe OCTAaeTCA OfMH HENapHBIN Xell. TO 3aTpyAHEHME
MOXXHO Pa3peIlnTh, IPOAYOMINPOBaB MOCTERHNIA 37IEMEHT B CIIMCKE XeLleit.

9TO 03HaYaeT, 4To, MMes B CBOEM pacnopskeHuu cmucok (A, B, C], MoxxHO
BBECTH B HeTO ellie OfyH 371eMeHT C, IONy4YuB B UTOTe CUCOK [A, B, C, C]. U Tor-
fia MO>XKHO BBIYMCIIUTD y3/Ibl iepeBa Mepkia, ABnAomuecs pOAUTEIbCKUMM IS
y3noB A u B, a Taxoke ans y3nos C u C, no cnenyiouest ¢popmyrne:

[H(A||B), H(C||C)]

A TIOCKO/IbKY PORUTENbCKMIA Y3eN fAepeBa Mepkia Bcerfa COCTOMT U3 ABYX Xe-
1€/, Ha POAUTENbCKOM YPOBHe AiepeBa Mepkila BCerfja HaXORMTCS POBHO MO/IOBY-
Ha JJOYepHMX Xellleif II0C/e OKPYT/IeHus B 6onbiuyio ctopoHy. KonmdectBo xemreit
Ha pOMTENbCKOM YPOBHe fiepeBa Mepkia BbIYMCIAETCA B KOfie C/IERYIOMM 06-
pa3om:

>>> from helper import merkle parent

>>> hex_hashes = [
'cll7eaBec828342f4dfb0adébd140e03a50720eced0169ee38bdcl5d%ebb4ctS’,
'c131474164b412e3406696dalee20ab0fc9bf41c8f05fa8ceea7al8d672d7ccS?,
'f391dabecfeedl8l4efae39e7fcb3838aelb02c02ae7d0a5848a66947c0727b0"',
'3d238a92a94532b946c90e19¢c49351¢c763696c££3db400485b813aechb8all3181’,
.. '10092£2633be5f3ce349bf9ddbde3bcaa3ddl0dfalec8106bce23acbff637dae’,
.1

>>> hashes = [bytes.fromhex(x) for x in hex_hashes]
>>> if len(hashes) % 2 ==
. hashes.append(hashes[-1]) (1]
>>> parent_level = []
>>> for i in range(0, len(hashes), 2): (]

parent = merkle parent (hashes[i], hashes[i+l])
parent_level.append (parent)
>>> for item in parent_level:
. print (item.hex())
8b30cS5bal00f6f2e5adle2a742e5020491240£8eb514£fe97¢713c31718ad7ecd
7f4e6f9%e224e20fdalaed4c44114237£97cd35aca38d83081c9bfd41feb307800
3ecf6115380c77e8aae56660£5634982ee897351ba%06a6837d15ebc3a225d£0

lnaea 11. YnpoleHHan nposepka onnatbl | 251



© 3pech BBOAMTCA MOC/IENHMIT Xelll B CIUCOK hashes (T.e. hashes[-1]), 4To6b
cHienarh ero [IMHY YETHOM.

@® VimenHo TakuM 06pa3oM AAaHHBIN LMK/ BBINOMHAETCA C IIAroM 2 B Python.
Ha nepBoM 11are 3HaueHye mepeMeHHOM UMK/ 1 paBHO 0, Ha BTOPOM — 2, Ha
TpeTbeM — 4 U T.18.

B pe3ynbraTe BBINONHEHMA NIPUBEEHHOTO BbIllE KOAA IIO/TyYaeTCsl HOBBIM CIIN-
COK, COOTBETCTBYIOIIMIT POIUTENHCKOMY YPOBHIO AiepeBa Mepkria.

YnpaxHeHue 2

Hanumure (byﬂxumo merkle parent level (), BBIYMCIAIOIYIO POAUTE/ND-
CKMif ypoBeHb AepeBa Mepkra.

Kopenb pepeBa Mepkna

Y1065 IOMTYYUTH KOPEHD AepeBa Mepkia, MOXXHO IIOC/IEA0BATENbHO BRIYUCIATD
poRMTeNbCKMeE YPOBHM fepeBa Mepkia 1o Tex IHOp, IMOKa He 6y/eT MOMyYeH euH-
CTBeHHbIi1 xeul. Tak, ecriu UMeIOTCA 3n1eMeHThl A-G (T.e. 7 371eMEHTOB), BHIYMCIIUTD
TepBbIif POIUTENLCKUI YPOBEHD flepeBa Mepkila MOXKHO Crefylolmm o6pasom:

[H(A||B), H(C||D), H(E||P), H(G||G)]
3aTeM poguTeNbCKUI YPOBEHD fiepeBa Mepkiia BBIYMCIAETCS CHOBA:
[H(H(A||B)||H(C]|D)), H(H(E||P||H(G||G))]

B urore TIIONTy4YaloTCA TUIID IBA 37IEMCHTA, U IIO3TOMY pO)IMTe)IbCKMﬁ YPOBEHDb
Aepena Mepxna BBIYUC/IAETCA €1le pas:

H(H(H(A||B)|[H(C||D))|[H(H(E]||F)||H(G|| G)))

Ha sToM npowecc BBIYMCTIEHNA KOPHA fiepeBa MepKiia 3aBepIIaeTcs, MOCKOMBbKY
B KOHEYHOM CYeTe OCTA/ICs POBHO OfyMH Xeul Ha kaxmom ypoBHe fepeBa Kommye-
CTBO Xellleil COKPAILaeTCsl BABOE, U IO3TOMY HEOJJHOKPAaTHOE BBHITIOTHEHUE JAHHO-
ro mpouecca npuBefieT B KOHEYHOM CYeTe K eIMHCTBEHHOMY Y3/Ty, Ha3bIBAEMOMY
kopHem depesa Mepkna, Kak TOKa3aHO HMKeE.

>>> from helper import merkle parent level

>>> hex hashes = [
'cll7ea8ec828342f4dfb0ad6bd140e03a50720eced0169ee38bdc15d9eb64cES’,
'c131474164b412e3406696dalee20ab0fcIbf41c8f05fa8ceea’al8d672d7ccS’,
'f391dabecfeedlB8l4efae39e7fcb3838ae0b02c02ae7d0a5848a66947c0727b0",
'3d238a92a94532b946c90e19c49351¢c763696c££3db400485b813aecb8al3181’,
'10092£f2633be5f3ce349bf9ddbde3bcaa3ddl0dfalec8106bce23acbff637dae’,
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'7d37b3d54£a6264869084bfd2e831309118b%e833610e6228adacdbdlbibalél’,
'8118a77e542892fel5ae3fc771adabfd2£5d5d5997544c3487ac36b5c85170fc’,
'df£6879848c2c9b62£fe652720b8df5272093acfaad5a43cdb3696fe2466a3877",
'b825¢c0745£46ac58£7d3759e6dc535alfec7820377£24d4c2cbad2cc55¢c0cb59",
'95513952a04bd8992721e9b7e2937£f1c04ba31e0469fbe615a78197£68£52b7c’,
'2e6d722e5e4dbdf2447ddecc9f7dabb8e299bae921c99ad5b0184cd9eb8e5908 ",
.. 'bl3a750047bcObdceb2473e5fe488c2596d7a7124b4e716£dd29b046ef99bbf0",

o]
>>> hashes = [bytes.fromhex(x) for x in hex hashes]
>>> current_hashes = hashes

>>> while len(current hashes) > 1: o
. current_hashes = merkle parent level (current hashes)
>>> print (current hashes[0].hex()) (]

acbcab8bcclaf95d8d563b77d24c3d19b18£1486383d75a5085c4e86c86beed6

o 3].1er BBITNIOTHAETCA LUK/ JO TEX ITOP, IIOKa HE OCTAHETCA OAMH Xelll.

@ A 3pech NpOMCXOAUT BBIXOJ U3 LMKIIA, €C/IY OCTAHETCA /IMIIb OFMH Xell.

YnpaxHenne 3

Hamyumre dynkumio merkle root (), BhIYMC/AIOLIYIO KOPEHb fiepeBa Mepiuia.

Kopenb gepeBa Mepkna B 6nokax

Ha mepBbIit B3I/LAR, BHIYKC/IEHME KOPHA fiepeBa Mepkiia B 6/10KaX JO/KHO OBITH
BBITNIOZTHEHO OBO/IBHO IPOCTO, HO BC/IEACTBME OOPaTHOro MOpAAKa ClefOBaHUA
6ai1TOB OHO 3aTPYAHEHO. B 4acTHOCTH, A/IA MUCTbEB AepeBa Mepk/a NpUMeEHSAETCS
TIpAMOY MOPANOK C/IefOBaHNMA 6aiiTOB, a IOC/IE BBIYMCIEHNUA KOPHA AepeBa Mepk-
71a 3TOT MOPANOK UCIIONb3YEeTCA CHOBA.

Ha npakTuke 310 03Ha4aeT, 4TO NMOPAAOK C/IeJOBaHMUA 6aiTOB B MUCTbAX Je-
peBa Mepkia fo/keH ObITh M3MeHEeH Ha 0OPaTHBINf KaK Mepefi Ha4ya/oM BbIYMCIIe-
HMA, TaK U mocne Hero. Hike mokasaHo, Kak 3TO peanu3oBaTh HEMOCPENCTBEHHO
B KOfI€.
>>> from helper import merkle root
>>> tx hex hashes = |

'42£6£52£17620653dcc909e58bb352e0bd4bd1381€2955d19¢00959%9a22122b2e",
'94c3af34b9667bf787e1c6a0a009201589755d01d02fe2877cc69b929d24184d4"',
'959428d7c48113¢cb9149d0566bde3d46e98c£028053¢c522b8fa8f735241aa953",
'a9£27b99d5d108dede755710d4alffa2c74af70bdca71726£a57d68454e609a2",
'62a£110031e29delefcadl03b3ad4bec7bdcf6cb9c9If4afdd586981795516577",

'766900590ecel94667¢9da2984018057512887110bf54fe0aa800157aec796ba’,
'e8270fb475763bc8d855cfe45ed98060988clbdcad2ffc8364£783¢c98999a208",
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>>> tx_hashes = [bytes.fromhex(x) for x in tx_hex_hashes]

>>> hashes = [h[::-1] for h in tx_hashes] (1 ]

>>> print (merkle_root (hashes) [::-1].hex()) (2]
654d618lel8edacd368383fdcSeeadllbf138£f9b7aclel5334e4411b3c4797d9

© Ilopsapox cnegoBaHuA 6aifTOB B KOXAOM Xellle obpalaeTcs nepes 06paboTkoit
criucka xewest B Python.

@ TIlopsapok cnefoBaHus 6aifToB CHOBa 0OpalljaeTCsA MOC/e BIYNUCIEHUA KOPHA
nepeBa Mepkna.

Yro6b1 BEIYMCIUTD KOPHYU fiepeBbeB Mepkia B kmacce Block, Heo6X0aMMO Ao-
6aBuTh mapamerp tx hashes, Kak MOKa3aHO HMXe.

class Block:

def __init__ (self, version, prev_block, merkle root,
timestamp, bits, nonce, tx_hashes=None): () ]
self.version = version
self.prev_block = prev_block
self.merkle_root = merkle root
self.timestamp = timestamp
self.bits = bits
self.nonce = nonce
self.tx hashes = tx hashes

© 3pech gomyckaeTcs yCTaHaBNMMBATh XeLIM TPaH3aKLMiA KaK 4acTh MHULMAIM-
3auuu 6710Ka. ITpu 3TOM Xelm TpaH3aKUMI JO/DKHBI OBITh YIIOPAXOYEHBI.

VMes B cBOeM pacriops>KeHMM IIO/THBIN y3€/l, eC/IU MOMy4YeHbl BCe TPaH3aKLMH,
MOXXHO BBIYMCIUTH KOPeHb fiepeBa Mepkiia ¥ NPOBEPUTb €r0 Ha COOTBETCTBHUE
TOMY, YTO paKTUIECKM OXKMFAETCA.

YnpaxHenne 4

Hamnmmre metop validate merkle root () mna xmacca Block, 4ro6ml pea-
NM30BaTh B HEM NPOBEPKY KOPHA fepeBa MepKiia Ha JOCTOBEPHOCTb.

NpumeHenue gepeBa Mepkna

Tenepn, KOria U3BECTHO, KaK IMOCTPOUTD AiepeBO MepKia, MOKHO CO3JaTh M
NPOBEPUTH Ha OCTOBEPHOCTD NMOATBEPKAEHNA BKIodeHuA. “Jlerkue” y3/mbl MOTyT
NOMYYUTD NOATBEPKAEHNSA, YTO MHTEPECYIOLIME X TPAH3aKUMY ObUIM BKTIOYEHDI
B 610K, faxe He 3Has 060 Bcex TpaH3akuuaAx B 671oke (puc. 11.2).
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: KopeHb aepesa |
! HABCDEFGHLKLMNOP 1

-

Puc. 11.2. IToomeepudenue exnioveHus e depese Mepkna

JlomycTM, 4TO Y “TOHKOrO” K/IMEHTa MMEITCA [JBEe MHTEPECYIOIME er0 TPaH-
3aKuuy, T.e. xemu, o6osnayennnie kak Hy u Hy Ha puc. 11.2. B nonHoM ysine Mox-
HO MOCTPOMTb MOATBEPX/eHNE BK/IIOUEHNUs, TIOMTYIUB BCe Xellu, 0003HaYeHHBbIE

[{4 »
Kak H,popprer Hyp Hy, Hy v Hop U TOrma B “ronkoM” xnmeHTe MOTYT ObITH BbI-
TIO/THEHBI C/IERYIOLE BHIYMCTIEHMUA.

Hy, = merkle_parent(H,, H,)

Hy = merkle_parent(H,,, Hy)

Hyyy, = merkle_parent(Hy;, Hy, )

Hynop = merkle_parent(H,, Hyp)
Hyjgmnop = merkle_parent(Hyy, Hynop)

H ,pcpErcuykimnop = merkle_parent(Hp ppcp HI]KLMNOP)

Ha puc. 11.2 nyHKTMpPOM 0603Ha4YeHbI Te XelM, KOTOpble BBIYUC/IAIOTCA “TOH-
KuM~ KIMEeHTOM. B 4acTHocTH, KOpeHb fAepeBa Mepkia, 0603HauYeHHBI Kak
H,pcpErGHIKLMNOP» MOKET OBITH IPOBEPEH Ha HaMUYMe 3aro/oBKa 6710Ka, B KOTO-
POM ITpOBEPEHO Ha JOCTOBEPHOCTD IOATBEPXKAEHME PabOTHI.

ITonublit y3en MOXeT OTIPaBUTb OTPaHM4EHHOE KOMTMIeCTBO MHPOpMaLuu o 6710-
Ke, a “TOHKMIT” K/IMEHT — IIepecyuTaTh KOPeHb fiepeBa Mepkiia, KOTOPbI MOXeET
6bITh 3aTeM MPOBEPEH CPaBHEHMEM C aHA/IOTMYHBIM KOPHEM B 3arojioBke 6/oka.
/1 XOTA 3TMM He TapaHTUPYeTCs, YTO TPAH3AKLMA HAXOAUTCA B CaMOM JTUHHOM

Hackonbko 6e3onacHa ynpoweHHas npoepka onnarbl
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uenoyke 6710KoB, “TOHKMI~ K/IMEHT BCE XK€ YAOCTOBEPAETCA, UTO IOMHBIA y3en
3aTpaTM/1 HEMAJIO BBIYMCIMTENbHBIX MOLIHOCTEN Ha XeUIMPOBaHME M 3HEPTMM Ha
dopMupoBaHMe MOATBEPXKAEHUA PabOTHL. A IIOCKONbKY BO3HarpaxKaeHue 3a Ta-
KO€ TMOATBep>KMAeHNe paboThl OKa3biBaeTcA OONblIe, YeM CYMMBI B TPaH3aKLMAX,
“TOHKMI” K/IMEHT OYeT 1o KpaifHell Mepe 3HaTh, YTO Y MOJTHOTO y3/1a HeT BooG1we
HMKaKOM MaTepuabHOI 3aIHTEPECOBAaHHOCTY OOMAHBIBATB €rO.

3aronoBku 670KkOB MOTyT OBITb 3ampoIUEeHbl M3 MHOTMX Y3/I0B, M IIO3TOMY Y
“TOHKUX” K/IMEHTOB NOSB/AETCA BO3MOXHOCTb MPOBEPUTH, NMPEANPHHNMAETCA
1 B OBHOM Y3/ie TIONBITKA [0Ka3aTh UM He CaMble [/IMHHbIE 3aTOMIOBKM 6/10KOB.
YT10651 NPU3HATD HEAEHCTBUTENTBHBIMM COTHM HEYECTHBIX Y3/I0B, AOCTATOYHO
€[IMHCTBEHHOTO YECTHOTO Y3/1a, TOCKO/NIbKY IOATBepX/eHNe paboThl 06 BEKTUBHO.
CnenoBaTenbHo, YTO6bI COBEpPLINTD MOAJIOr MOROOHBIM crioco6oM, moTpebyercs
M3O/MALMUA “TOHKOTO” K/IMEHTa (T.e. KOHTPO/Nb Hafl TeM, K KaKMM MMEHHO y3/aM
CeTH OH NOAK/IOYEH). VI moaToMy s obecrieyeHus 6€30MaCHOCTH YIPOLIEHHOM
NPOBEPKY OIIaThl TPeGyeTCsA HaNMN4YMe MHOTUX YECTHBIX Y3/IOB B CETH.

WNupiMu cnoBamy, 6€30MacHOCTb “TOHKOTO” K/IMEHTa OCHOBBIBAETCA HAa HafIe)KHO-
cTi QYHKUMOHMPOBAaHMA CETH Y3/IOB M Ha S3KOHOMMYECKMX 3aTpaTax Ha MOmyye-
HMe TIOATBepXAaeHUA paboTel. Ecu Ans coBeplleHMsa MeNKMX TPaH3aKLUit OTHO-
CUTe/IbHO 67104HOI CCYABI (B HacTOsLIee BpeMs pa3MepoM 12,5 GUTKOITHOB) 3TO He
TaK Ba)XXHO, TO [/Is KPYTHBIX TPaH3aKuuii (Hanpumep, Ha cymmy 100 6MTKOMHOB)
Y OAHOI CTOPOHbI MOXKET BOSHMKHYTb MaTepya/bHasA 3aMHTEPECOBAHHOCTh 06Ma-
HYTb pyTyio cTopoHy. IloaToMy 0CTOBEPHOCTb KPYIIHBIX TPaH3aKLMI HO/DKHA,
KaK IIpaBUJIO, IPOBEPATHCA C MIOMOLIbIO NOTHOTO Y3/1a.

LpeBoBuaHbINA 6noK Mepkna

Korja nonHblit y3en oTnpasiseT NOATBEPXKAEHNE BKIIOYEHNS, TO B HETO JOJDK-
HbI 6BITb BK/IIOYEHBI ABa PpparmenTa nHbopMaLmu. Bo-nepsbix, “ToHKOMY” KMeH-
Ty TpebyeTcs CTPYKTypa fAepeBa MepKiia, a BO-BTOPBIX, eMY HeOOXOIMMO 3HaTh, B
KaKMX MMEHHO y3/1ax fepeBa Mepk/a HaxogATCA OTAeNbHBIE Xeln. VI Kak TO/MbKO
o6a pparmenTa MHGOpMauuyu GyAyT NPeAOCTABNEHBI, “TOHKUIA KIMEHT CMOXKET
BOCCTaHOBMTb JiepeBO Mepkia BIUIOTb [IO €r0 KOPHS M NPOBEPUTh NOATBEPXK/e-
HMe BK/TIOYEHMsI Ha AOCTOBEPHOCTD. I10/HBII y3en mepenaeT 06a st ¢parMeHTa
nHpOpMaLUK “TOHKOMY  KJIMEHTY, MCTIONb3yA NPEeBOBUAHBIN 6110k Mepkira.

YT068I CTaNIO NOHATHEE Ha3HAYEHME APEBOBUAHOrO 6/10ka Mepkia, Heobxoau-
MO XOTs1 6Bl HEMHOTO MOSICHUTD, KaKMM 06pa3oM ocCyllecTBIAeTcA 06X0f fepeBa
Mepkia B 4aCTHOCTM ¥ ABOMYHBIX AiepeBbeB BoOOILe. B 1BOMYHOM fepeBe y3ibl
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06X0AATCA B WMPKUHY uin B rmy6uHy. O6Xon B IUIMPUHY O6GBIYHO MPOMCXORMUT OT
OfTHOTO YPOBHSA K APYTOMY, KaK IOKa3aHoO Ha puc. 11.3. O6xopn fepeBa B IUMPUHY
HaYMHAETCA C €ro KOPHA U IPOAO/IKAETCA 10 €ro IUCThAM OT OFHOrO YPOBHA K
APYTOMY M C/i€Ba Halpaso.

0 Kopexb pepesa
HABCDEFGHIJKLMNOP

HukLmNoP |

HABCDEFGH

| HA " Hg N H H Hp H HE ﬂ Hr H Hg l Hi | Hy

Puc. 11.3. O6x00 depesa Mepxna 6 wiupuy

A o6xop fepeBa B ITyOMHY OCYIeCTB/IAETCA HECKOMBKO MHaYe, KaK IMOKa3aHo
Ha puc. 11.4. O6xon mepeBa B I'TyOMHY HauyMHAETCA C €r0 KOPHA M IPOAO/KAETCA
OT JIEBOJI CTOPOHBI KX/OTO y3/1a K IIpaBoOii €r0 CTOPOHE.

0 Kopetb nepesa
HABCDEFGHIJKLMNOP |

HABCDEFGH HiskLmno |

Puc. 11.4. O6x00 depesa Mepkna 8 2ny6umy
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B moaTBep>xaeHMy BKIIIOUEHNMA TOHBINA y3€/l OTIPAB/AeT Xel, 0603HaYeH-
Hble kak Hy u Hy, Ha puc. 11.5, Hapany ¢ Xemamu, 0603Ha4eHHBIMM TaM Xe Kak
H,pcpErcr HII’ H;, Hy u Hyp, MecTononoxensue xema BOCCTAHABNMBAETCA NIPU
obxozme mepeBa Mepkia B 1yOMHY, HauMHas C HEKOTOPLIX Ipu3sHakoB. IIpowecc
BOCCTaHOBJIEHMA [lepeBa, 0603HaueHHBIT IYHKTUPOM Ha puc 11.5, omuceiBaercs
panee.

: Kopenb nepesa 1
. HABCDEFGHUKLMNOPE

1

L JLt It J{ o JL e I M g M gL 0L I

Puc. 11.5. [Toomeepoerue exnioueHus 6 depese Mepxna

CTpykTypa gepeBa Mepkna

ITepBbIM Ae/IOM “TOHKMIT” KIMEHT CO3RaeT obLIyI0 CTPYKTYpy fepeBa Mepkiia.
A TOCKOTNbKY JiepeBbsi MepK/Ia CTPOATCA CHU3Y BBEPX OT /IUCThEB K KOPHIO, “TOH-
KOMY~ K/IMEHTY MOTpebyeTca KOMMYECTBO CYLIeCTBYIOIIMX TUCTbEB, YTOOBI 3HATDH
CTPYKTYpY 3TOro fiepeBa. Tak, y iepeBa Mepxia Ha puc. 11.5 uMeercs 16 nucToes,
N03TOMY “TOHKMI1” K/IMEHT MOXET CO3[IaTh ITyCTOe AepeBo MepK/a CleqyoLuM
obpasom:

>>> import math
>>> total = 16

>>> max_depth = math.ceil (math.log(total, 2)) ()]

>>> merkle tree = [] o

>>> for depth in range (max_depth + 1): ®
num_items = math.ceil (total / 2** (max_depth - depth)) ()
level hashes = [None] * num_items (5 )
merkle tree.append(level hashes) (0]

>>> for level in merkle tree:
print (level)

258 | [Mnasa 11. YnpoweHHan nposepKa onnarel



[None]

[None, None]

[None, None, None, None]

[None, None, None, None, None, None, None, None]

[None, None, None, None, None, None, None, None, None, None,\
None, None, None, None, None, None]

Ha xaxziom ypoBHe OcTaeTCs ONIOBMHA Xelllelt, ¥ o3ToMy norapudm log, ko-
JIMYECTBA JIUCTHEB OMNpeENENAeT, CKONbKO TUCThEB MMeETCA B iepeBe Mepkia.
3pech 3TO KONMMYECTBO OKPYI/IAETCA C IOMOLIbI0 MeTofa math.ceil (), uTo-
651 COKpaTUTDb €ro BABOE Ha KaXaoM ypoBHe. Ho MOXHO 65110 651 OCTYTINTD
pa3yMHee, ynoTpe6us BoipaxeHue len (bin (total))-2.

B nmepese Mepki1a KOpHEBOJ YpOBeHDb Oy/IeT XpaHUThCA 110 HYJIEBOMY MHAEKCY,
a 607ee HU3KMIT YpPOBEHb — IO eAMHUYHOMY MHAEKCY U T.K. VIHBIMY clioBaMu,
MHAeKC 0603Ha4aeT “rry6uHy” fepeBa, HAYMHAs C €r0 BEPIINHBDL

B atom pgepese Mepxna nMeloTCA ypoBHM OT HyneBoro fo max_depth, o6o-
3HaYast MaKCHMaJIbHYIO I/TyOMHY AaHHOTO flepeBa.

Ha xaxpom nocnenyioieM ypoBHe KOMTMYECTBO y37I0B paBHO KOMTMYECTBY BCEX
Y3710B, IeIEHHOMY Ha 2, HO C y4eTOM TeKyIlleil I/TyOMHBI fepeBa.

3n€Cb nmobbie €11€ HEM3BECTHDbIE XE€INM 3a/Jal0TCA PaBHBIMU None.

Cnepyer uMeTb B BUpty, 4to merkle tree — 3To CIIMCOK Xellelt B BUfie ABYX-
MEpHOTO MaccuBa.

YnpaxHeHue 5

Cospaitre mycroe fepeBo Mepkiia ¢ 27 y3anaMu 1 BbIBEUTE Ha 9KPaH KaKAbIi

€ro ypoBeHb.

MporpammHan peanusayua pepesa Mepkna

A Tenepb MOXHO co3aaTh Knacc MerkleTree, B KOTOPOM peanusyeTcs fepeBo

Mepxna, KaK IIOKa3aHO HMXeE.

cl

ass MerkleTree:

def _ init (self, total):
self.total = total
self.max_depth = math.ceil (math.log(self.total, 2))
self.nodes = []
for depth in range(self.max_depth + 1):
num_items = math.ceil (
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self.total / 2**(self.max_depth - depth))
level_hashes = [None] * num_items
self.nodes.append(level hashes)
self.current_depth = 0 ]
self.current index = 0

def _ repr (self): ]
result = []
for depth, level in enumerate(self.nodes):
items = []
for index, h in enumerate(level):
if h is None:
short = 'None'
else:
short = '(}...'.format (h.hex () [:8])
if depth == self.current_depth and index
== self.current_index:
items.append ('*{}*"'. format(short[ -2]))
else:
items.append('{}'.format (short))
result.append(', '.join(items))
return '\n'.join(result)

© 3pech coxpaHseTcs yKasaTelb Ha KOHKPETHBIN y3ell lepeBa, YTO MOXET IpH-
TORUTBCA B aNIbHENIIEM.

@ 3pech BHIBOAMTCA NpENCTAB/IEHNE [iEPEBa.

Temneps, KOIia UMeeTCA MYCTOE AepeBO MepKia, MOKHO TIEPETH K €ro 3amoj-
HEHMIO, YTOOBI BEIYMC/IUTH KOPEHb 3TOTO fepeBa. Ecmu 6b1 B KaXI0M TUCTe iepeBa
Mepx/ia HaXOAW/ICS OTAENBHBIN Xell, TO MOMYYUTh €ro KOpeHb MOXKHO ObIIO 6bI
crenytomM ob6pasom:

>>> from merkleblock import MerkleTree

>>> from helper import merkle parent level

>>> hex hashes = [
"9745f7173ef14ee4155722dlcbf13304339fd00d900b75906f9d58579b5765fb"
"5573c8ede34936c29cdfdfe743f7£5£dfbd4£54ba070525%9e62£39917065¢cb9%b",
"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582e8£05",
"507ccae5ed9p340363a0e6d765af148be9cblc8766ccc922£83e4ae681658308",
"aT7adaec28e7162ele9ef33dfa30f0bc0526e6cf4bl1a576£6c5de58593898330",
"bb6267664bd833fd9fc82582853abl44fece26b7aBa5bf328f8a059445b5%add",
"eabd7aclee77fbacee58£c717b990c4fcccflbl9af43103c090£601677£d48836",
"457743861de496c429912558a106b810b0507975a49773228aa788d£40730d41",
"7688029288efc9e9a0011c960abed9e5466581labf3e3abc26ee317461add6l9a"”,
"blae7£15836cb2286cdd4e2c37bfIbb7dala2846d06867a429f654b2e7£383c9",
"9b74£89fa3f93e71££2c241£32945d877281a6a50ab6bf%4adac002980aafe5ab",
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"b3a92b5b255019bdaf754875633c2de9fec2ab03e6bb8ce669d07cb5b18804638",
"b5c0b915312b9%bdaedd2b86aa2d0f8feffc73a2d37668£d9010179261e25e263",
"c9d52c5cble557b92c84c52e7cdbfbce859408bedffc8a5560fd6e35e1008800",
"c555bc5£c3bc096df0a0c9532£07640bfb76bfedfclace214b8b228a1297a4c2",

.

>>> tree = MerkleTree(len(hex hashes))
>>> tree.nodes[4] = [bytes.fromhex(h) for h in hex hashes]
>>> tree.nodes[3] = merkle parent level (tree.nodes[4])
>>> tree.nodes[2] = merkle parent level (tree.nodes[3])
>>> tree.nodes[1l] = merkle parent level (tree.nodes[2])

>>> tree.nodes[0]
>>> print (tree)
*597c4baf.*

6382df3f..., 87cf8fa3..
3ba6c080..., 8e894862..
272945ec..., 9a38d037..
3b67006c..., 850683df...
9745£717..., 5573c8ed...
a7adaec2..., bb626766...
76880292..., blae7f15..
b5¢0b915..., c9d52c5c...

., Tab0lbbs..

., 4a64abd9..

, d40d268b...
, 82al2ecbhb...
, eabd7acl...
., 9b74£89f...
, c555bc5f.

’
’
’
’
4
’

oy

merkle parent level (tree.nodes[1])

3df760ac...
ec7c95el...,\
8636b7a3...
507ccae5. .., \
45774386...,\
b3a92b5b...,\
f9dbfafec...

"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3eTed2fb610e",

B npuBeneHHOM Bblllle KOfie 3aNOMHAETCA AepeBo Mepkia M IONy4aeTcs ero
KopeHb. TeM He MeHee B COOOILIEHNN U3 CETU MOTYT OBITh NPENOCTABIEHBI HE BCe
€ro JIMCTbsA, XOTA OHO MOITIO OBl COlEpPXKaTh ¥ HEKOTOPbIe BHyTpeHHMe y3nsl. [To-
3TOMY HeOOXOAMMO HaiiTu 60Nee pa3yMHBIi CIOCO6 3anoNMHeHNs AepeBa Mepkia.

U Takum cnoco6oM MoXeT cTaTb 06x00 depesa. B yactHOCcTH, flepeBO Mepkiia
MO>XHO 060MTH B I/TyOMHY, 3aIIO/THUB JILD T€ Y3/IbI, KOTOPble MOARAIOTCA BBIYMC-
neHmio. YTo6s1 060iiTH iepeBO, HEOOXOAMMO OTCNIEKMBATh TeKyIlee MOIOXKeHMe
B HeM, IO/Ib3yACh CBOMCTBaMu self.current_depth u self.current_index.

Jns o6xona aepeBa Mepkina noTpe6yroTCs AOMOMTHUTENbHBIE METOABI, @ TAKXKE
PAN APYTHX MOJIE3HbIX METOMOB, ONPENe/AEMbIX HIDKE.

class MerkleTree:

def up(self):
self.current depth
self.current_index

def left(self):
self.current_depth
self.current_index

def right(self):
self.current_depth
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self.current_index = self.current_index * 2 + 1

def root (self):
return self.nodes[0] (0]

def set current node(self, value): [ 1]
self.nodes[self.current depth) [self.current_index] = value

def get_current_node (self):
return self.nodes[self.current_depth] [self.current_index]

def get_left node(self):
return self.nodes[self.current_depth + 1] [self.current_index * 2]

def get_right_node (self):
return self.nodes[self.current_depth + 1] [self.current_index * 2 + 1]

def is leaf(self): (]
return self.current_depth == self.max_depth

def right exists(self): ®
return len(self.nodes[self.current_depth + 1]) > \
self.current index * 2 + 1

© 3neck TpebyeTcss BO3MOXKHOCTb YCTAHOBUTb HEKOTOpPOE 3HAaY€HMeE B TEKYILEM
y3/ie fepeBa.

® 3peco TpebyeTcs BBIACHUTD, AB/IAETCA /IM TEKYILMIL Y3€l AepeBa TMCTOBBIM.

® B onpeneneHHbIX CTyYasx MOAXOAALLETO JOYEPHETO Y3/Ia B lepeBe MOXKET 1 He
OKa3aTbcsi. Beb, 06X0fist epeBO, MBI MOXKEM OKa3aThCsl HA YPOBHE KpaifHero
CIIpaBa y3/1a, Ha l0YepHEM YPOBHE KOTOPOTO HaXOAMTCA HEYETHOE Konudye-
CTBO 3/1eMEHTOB.

Urak, B HalleM pacnopsbkeHuu uMeoTca Metoabl left (), right () u up()
s o6xona fepeBa Mepkia. [IosaToMy BoCnonb3yeMcst 3STUMM METOAAMH, YTOODI
3allO/THUTD [iEPEBO, 0OXOMA ero B IIy6MHY, KaK IOKa3aHO HIDKe.

>>> from merkleblock import MerkleTree

>>> from helper import merkle parent

>>> hex hashes = [
"9745£7173e£f14ee4155722d1cb£f13304339£d00d900b759c6£9d58579b5765£b",
"5573c8ede34936c29cdfdfe743f7f5£fdfbd4£54ba0705259e62£39917065cb9b",
"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582e8£05",
"507ccae5ed9b340363a0e6d765af148be%cblc8766ccc922f83e4ae681658308",
"aTadaec28e7162ele%ef33dfa30f0bc0526e6cf4blla576£6c5de58593898330",
"bb6267664bd833£fd9fc82582853abl44fece26bT7a8a5bf328£8a059445b59%add",
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"eabd7aclee77fbacee58fc717b990c4fcccflbl9af43103c090£601677£d8836",
"457743861ded96c429912558a106b810b0507975a49773228aa788d£40730d41",
"7688029288efc9e9a0011c960abedde5466581labf3e3abc26ee317461ladd6el9a",
"blae7£15836cb2286cdd4e2c37bfIbb7dala2846d06867a429f654b2e7£383¢c9",
"9b74£89fa3f93e71f£2c241£32945d877281aba50ab6bf94adac002980aafe5ab”,
"b3a92b5b255019bdaf754875633c2de9fec2ab03e6b8ce669d07cb5b18804638",
"b5c0b915312b9%daedd2b86aa2d0f8feffc73a2d37668£d9010179261e25e263",
"c9d52c5cble557b92c84c52e7cdbfbce859408bedffc8a5560fd6e35e1008800",
"c555bc5£c3bc096df0a0c9532f07640bfb76bfedfclace214b8b228a1297a4c2",

]

>>> tree = MerkleTree (len(hex hashes))
>>> tree.nodes[4] = [bytes.fromhex(h) for h in hex_ hashes]
>>> while tree.root() is None:

if tree.is_leaf(): o

el

tree.up()
se:

left hash = tree.get left node()
right hash = tree.get_right_node()
if left hash is None:

tree.left()

elif right_hash is None:

el
>>> print (tr
597c4baf...
6382df3f...,
3ba6c080...,
272945ec.. .,
3b67006¢c...,
9745£717...,
a7adaec2...,
76880292...,
b5¢c0b915...,

tree.right()

se: [5)

"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3eTed2fb610e",

tree.set_current node (merkle_parent (left hash, right hash))

tree.up()
ee)

87cf8fas...
8e894862. ..
9a38d037..
850683df. .
5573c8ed...
bb626766. ..
blae7£f15...
c9d52c5ec...

7ab01bbsb...
4a64abd9...
d40d268b...
82a02ecbh...
eabd7acl...
9b74£89f...
c555bc5ft. ..

P N T R S Y

3df760ac...
ec7c95%el...
8636b7a3..

507ccae5...
45774386. ..
b3a92b5b. ..
fo9dbfafc..

-

O 3nech ob6xop nepeBa Mepkiia oCy1IeCTBAAETCA O TeX MOP, MOKA He Oy/eT BbI-
4yC/IeH ero KopeHb. Ha ka/oM 11are nyK/Ia 06XoauTCss KOHKPETHBIN Y3€r fie-

pesa.

@ Ecnu 3T0 MMCTOBOM y3€N, 3HAYMT, MCKOMBIIf Xelll JOCTUTHYT, ¥ MO3TOMY OCTa-
€TCs /IMLIb BepHYTbCA Hasaf.

® Ecnu orcyTcTByeT /1€BbIit Xelll, TO CHaYa/la BBIYMC/IAETCA €ro 3HaYEHME, a 3a-
TEM — Xelll TEKYIEro y3na.
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@ Ecau otcyTcTByeT npaBhlit Xelll, TO CHaya/a BBIYMC/IAETCA €T0 3Ha4YeHMe, a 3a-
TeM — Xell Tekyuiero y3na. CienyeT, OfHaKO, MM€Tb B BUAY, YTO B JaHHOM
CITy4ae y>Ke MMEEeTCs JIEBbIii XeIll, JOCTUTHYThIi B pe3y/bTaTe 06X0fa B IITyOMHY.

© IlockonbKy y)ke MMEIOTCSA /IEBbI M MpPABbIA XeLIy, BHIYUCIAETCS POAUTEND-
CKMIt Xelll ¥ YCTAHAB/IMBAETCA B TEKYIEM y3/ie AepeBa Mepkia. VM kak Tonbko
OHO 6y/ieT YCTaHOB/IEHO, MOXXHO BEPHYTbCA Ha3af.

IIpuBeneHHbI BbllIe KOA OyAeT AEMCTBOBATh MUUIb B TOM CIy4Yae, €C/IU KO-
JINYECTBO NIMCTbEB B iepeBe KPaTHO CTeNEeHM ABYX, a KpaiiHue CIy4ay, KOTAa Ha
OTAENbHOM YPOBHE OKa3bIBAaeTCA HEYETHOE KOMMYECTBO Y3/I0B, B AAHHOM KOJ€ BO
BHMMaHMe He NpuHNMaloTca. Ciydait, KOIia poAMTENbCKIIA Y3ell 0Ka3bIBaeTCs po-
RUTENBCKUM I KPaifHEro CIpaBa y3/ia Ha YPOBHE C HEYeTHBIM KOMYECTBOM Y3-
JIOB, YYUTBIBAETCA CIERYIOLIMM 06pasoM:

>>> from merkleblock import MerkleTree
>>> from helper import merkle parent
>>> hex_hashes = [
"9745£7173ef14ee4155722d1cb£f13304339fd00d900b759¢c6£9d58579b5765£fb",
"5573c8ede34936c29cdfdfe743£7£5fdfbd4£54ba0705259e62£39917065¢cb9b",
"82a02ecbb6623b4274dfcab82b336dc017a27136e08521091e443e62582e8£05",
"507ccae5ed9b340363a0e6d765af148be9cblc8766ccc922f83e4ae681658308",
"aTadaec28e7162ele%9ef33dfa30f0bc0526e6cf4blla576£6c5de58593898330",
"bb6267664bd833fd9fc82582853abl44fece26b7a8a5bf328£8a059445059add",
"eabd7aclee77fbacee58£c717b990c4fcccflbl9af43103¢c090£601677£d8836",
"457743861ded496c429912558a106b810b0507975a49773228aa788d£40730d41",
"7688029288efc9e%a0011c960a6ed%9e5466581labf3e3abc26ee3l7461add619a”,
"blae7£15836cb2286cdd4e2¢c37bf9bb7da0a2846d06867a429f654b2e7£383¢c9",
"9b74£89fa3f93e71££2c241£32945d877281aba50a6bf94adac002980aafeSab",
"b3a92b5b255019%bdaf754875633c2de%fec2ab03e6b8ce669d07cb5018804638",
"b5c0b915312b9%bdaedd2b86aa2d0f8feffc73a2d37668£d9010179261e25e263",
"c9d52c5¢cble557b92c84c52e7c4bfbce859408bedffc8a5560£d6e35e10b8800",
"c555bc5£c3bc096df0a0c9532£07640bfb76bfedfclace214b8b228al1297a4c2",
"f9dbfafc3af3400954975da24eb325e326960a25b87fffe23eef3e7ed2fb610e",
. "38£faf8c811988dff0a7e6080b1771c97bcc0801c64d9068cffb85ebeTaacafs51™,

]
>>> tree = MerkleTree(len(hex_hashes))
>>> tree.nodes[5] = [bytes.fromhex(h) for h in hex hashes]
>>> while tree.root() is None:

if tree.is leaf():

tree.up()
else:
left_hash = tree.get_left node()
if left hash is None: (1]
tree.left ()
elif tree.right exists(): o
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right_hash = tree.get_right_node()
if right_hash is None: ()
tree.right ()
else: @
tree.set_current node (merkle parent (
left_hash, right hash))
tree.up()
else: (5]
tree.set_current_node (merkle_parent (left hash, left hash))
tree.up()

>>> print (tree)

0a313864...

597c4baf..., 6£8a8190...

6382df3f..., 87cf8fa3..., 5647f416...

3ba6c080..., 8e894862..., 7ab0lbb6..., 3df760ac..., 28e93b98...

272945ec..., 9a38d037..., 4a64abd9..
850683df..., d40d268b..., 8636b7a3...
9745£717..., 5573c8ed..., 82a02ecb...
bb626766..., ea6d7acl..., 45774386...

ec7c95el..., 3b67006c..., \
ce26d40b...

507ccae5..., a7adaec2..., \
76880292..., blae7f15...,

.
~ S s 0~

-

9b74£89f..., b3ad2b5b..., b5c0b915..., c9d52c5c..., c555bc5f..., \
f9dbfafc..., 38faf8c8..

Ecnu B faHHOM y3/ne OTCYTCTBYeT /I€BBIA Xell, TO 0OOMTHM /IEBBIN y3el, IO-
CKOJIbKY BCE BHYTPEHHMeE Y3/Ibl TAPAHTHUPOBAHHO AB/IAIOTCA €r0 JIEBBIMU JO-
YepHUMM Y3/IaMM.

CHavajta mpoBepuTh, MMEETCS JIM Y FAHHOTO Y3/1a IIPaBblit AOYEPHMIt y3e. ITo
YCNOBYMe MCTUHHO, €C/IU TONIbKO JaHHBIN Y3€/ He OKa3bIBaeTCsl KPalHUM CIIpa-
Ba, a Ha €ro /I04YepPHEM YpOBHE HAXOAUTCSA He4eTHOE KONMMYECTBO Y3/IOB.

Ecnu B naHHOM y3/1e OTCYTCTBYET IpaBblit Xelll, TO 060MTH 3TOT y3erl.

Ecnu B naHHOM y3/1e MMEIOTCA JIeBbIN ¥ TIPaBblif XeLIM, BHIYMCIUTD XUl B Te-
KYILieM y3/Ie C IOMOIIbI0 MeTOfIa merkle parent ().

Ecnu B maHHOM y3ne uMeeTcs JIeBbIi Xelll, HO OTCYTCTBYeT NpaBblif Xelll, 3Ha-
YMT, 3TO KPaitHUit CIIpaBa y3€/ Ha JaHHOM YPOBHe, IO3TOMY OOBEAVHUTD Jie-
BBIV XeIlll TBa)K/bI.

A Temepb MOXHO 060JfTH B lepeBe KOMMYECTBO MUCTbEB, KOTOPOE HE KPATHO

CTENIEHU NIBYX.

Komanpa merkleblock

Ilonublit y3en, nepepalommii ApeBOBUAHBIN 610k Mepkia, oTIpaB/iseT Bce

CBefieHNs, Tpebylomuecs ANA TOro, YTOOB IPOBEPUTH, HAXOAUTCA U NpeH-
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CTaB/IAIOILAA MHTEpeC TPaH3aKuuA B AepeBe Mepkia. [l nepefaun MMEHHO 3TUX
CBE[EHMUI U CITY>XXUT ceTeBas KoMaHAa merkleblock, Kak rmokasaHo Ha puc. 11.6.

dfihOf%dc46f162a9b00c7f0d)1749x670d1/hb‘/r€d0793a)00000000000000 fa45fef
} ‘ 111907971613ab83e3b47bd0d692d14d4dc7¢c835b67d c157e670

- UW'J\"JW’}?‘(‘ Bepcua (4 6aWta B npa

OM MOPAAKE WX C/lef0BaHuA)

- df3b - npeaviayuni 610k (32 6awTa B NPAMOM MNoOpsaKe MX C/lef0BaHMA)

= 44. ..d4 KopeHb aepeBa Mer 2 0anta B

- dc?cﬂlsb - OTMeTKa BpeMeHm (4 ﬁamra B MpAMOM MOpsifKe MuX cn@aosaumn)

NpAMOM No

- c157e6/0 - onnopa3oamﬁ Homep (4 6anTa)

Puc. 11.6. Pe3aynomam cuHmakcu4eckozo aHanu3a cemesoi KOMaHobi
merkleblock

[TepBbie mecTDb MoOJeit B JaHHOV KOMaH/ie TOYHO TaKMe e, KaK M B 3arojloBKe
6710Ka, ONIMCaHHOM B I71aBe 9. A B 4eThIpeX IOC/IEAHNX MOJLIX XPAHUTCA MOATBEPXK-
[ieHMe BK/TIOYEHUA.

B none xonmMyecTBa TPaH3aKIMIA YKa3bIBAETCS, CKOIBKO JIMCTbEB HO/DKHO OBITh
B AaHHOM KOHKPETHOM fiepeBe Mepka. 3T0O faeT “TOHKOMY K/IMEHTY BO3MOX-
HOCTb IIOCTPOMTBH NyCTOe fepeBo Mepkia. B nome xemeit copepykarcs xeum, 060-
3HayeHHble KaK H,poppreyy Hyp Hy, Hy, Hy, Hy u Hop Ha puc. 11.5. A mockonsky
KONIM4eCTBO Xellleit, yKa3bIBaeMoe B II0/Ie Xelllelt, He GMKCUPOBAHO, OHO NpeABaps-
eTcs MX KOMn4ecTBOM. V HakoHell, B 110/Ie NPU3HAKOB IPEROCTAB/IAITCA CBEicHUA
0 MeCTOIOJIOKeHNUM Xelleit B iepeBe Mepkia. CMHTaKCMYECKMI aHA/IN3 NPU3Ha-
KOB OCYILIeCTB/IAETCS C TIOMOLIbIO NIPUBEMIEHHOTO HIKe MeTofla bytes to bits_
field(), B KOTOpPOM OHM NPeOGPaA3yIOTCA B CIIUCOK OMTOB (T.e. EMVIHULL M HY/Ieit).
Topsnok cnenoBaHus 6aiiTOB B JaHHOM C/ydae He COBCEM OOBIYEH, HO 3TO 03-
HayaeT, YTO OGUTHI NIPU3HAKOB, TPebyIOLIMeCs /LA BOCCTAHOBIEHUA KOPHA AepeBa
Mepkia, npeo6pasyloTcs 0O4eHb MPOCTO.

def bytes_to_bit_field(some_bytes):
flag bits = []
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for byte in some bytes:
for _ in range(8):
flag bits.append(byte & 1)
byte >>=1
return flag bits

YnpaxHeHue 6

Hanuumure Metop parse () ana knacca MerkleBlock, B KOTOpOM CMHTaKTHYe-
CKM aHa/NM3UpyeTcs ceTeBas KoMaHfa merkleblock.

NpumeHeHne GUTOB NPU3HAKOB U Xellei

BuThI IpM3HaKoB cyXaT /1A 0603Ha4eHNA Xelleit Ipu o6xofe fepeBa Mepkia
B Iy6uHy. Hyke nepeunciens! nmpasuia, 10 KOTOPbIM YCTaHABIMBAIOTCA OUTHI
IPU3HAKOB.

1. Ecnu 3HaveHye Xellla M3 JAHHOTO y3/1a 3afJlaHO B Io/e Xemel (kak 0603HaYeHO
H,gepprer Hip Hp Hyp ¥ Hop Ha puc. 11.7), To B 6uTe npusHaka ycTaHaBIu-
Baercs 0.

2. Ecnu ysen sABnseTcA BHYTPEHHNMM, a 3HAYEHMe Xellla B HEM JIO/DKHO GBITh BbI-
9UCIIEHO “TOHKMM  K/IMEHTOM, KaK BBIIEJIEHO NyHKTUPOM Ha puc. 11.7, To B
6uTe NMpMU3HaKa yCTaHaB/IMBaeTcA 1.

3. Ecmu ysen ABIAETCA MMCTOBBIM U CONEPXKUT NPEACTABIAIONIYI0 MHTEPEC TPaH-
3akumo (kak o6osHayeno Hy u Hy Ha puc. 11.7), To B 6uTe npu3HaKa ycTaHaB-
nuBaeTcs 1, a 3HaYeHNe Xellla B JAHHOM y3Jie 3afjaeTcsA B mose xeeit. Takue
3NIeMEeHTbI OKa3bIBAIOTCA BKMIOYEHHBIMM B fiepeBo Mepkiia.

YuurbiBad CTPyKTYpy AepeBa Mepkia, npuBefeHHYI0 Ha puc. 11.7, MOXHO yT-
BEPXXMATh CrIefylolee.

o [lns kopHeBoro y3na (1) B 6uTe nmpu3Haka yCTaHOB/IEHa 1, ITOCKO/IBKY 3Have-
HMe Xellla B HeM BBIYMC/IAETCA “TOHKUM™ K/IMEHTOM.

o JleBbiit mouepHuit y3en (2), 0603naueHHbIN KaK H,p prryy BKIIOYaETCA B
COCTaB IO/IA Xellelt, ¥ TI09TOMY B 6MTe IpU3HaKa ycTaHOB/IEH 0.

e Orciona ocymecrsnserca mepexof K ysmy (3), o603HaueHHOMY Kak
Hyjxmnop» BMECTO y3710B, 0603Ha4eHHbIX Kak H)pop, wim Hipgy, Mockonbky
y3en, o603HaueHHbI Kak H,pcpppgy MPEACTaBIAeT 06a 3TH y3/a, KOTOpbIe
He HY)XHBL.
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e 3HayeHMe Xellla BHIYUCISAETCA U B IIpaBOM JOYEpPHEM Y3IIe, 0603HaYeHHOM

KakK HIIKLMNOP’ " IIO3TOMY B 6ure ero ITpM3HaKa yCTaHOBJIEHA 1.

05 Kopenb fepesa =
1 HABCDEFGHIJKLMNOP ¢

Puc. 11.7. O6pabomxa dpesosudHozo 6noxa Mepxna

YT06BI BHIYMCINTD 3HAYEHME Xellla B y3/e, 0603HaYeHHOM KaK Hyxmyop
noTpebyIoTCA 3Ha4eHMA Xelueit A1 y3/1oB (4) u (9), 0603HaYeHHBIX KaK Hyyr
n Hywop cooTBeTCTBeHHO. CnienyrommM npyu obxofe fepeBa B ITyOMHY sB-
JI€TCA JIEBBIt JOYePHMIt y3en (4), 0603HaYEHHBIN KaK HUKL. MNMeHnHoO ¢ 3TO-
IO y3/1a ¥ IIpOAO/DKAeTCsA 06X0 pacCMaTpUBaeMOro 34ech AepeBa Mepkia.

Ysen, o6osHaseHHbI KaK Hyy, AB/IAETCA BHYTPEHHNUM, IZie BHIYMCIIACTCA
3HaYeHMe Xellla, ¥ O3TOMY B OMTe ero npu3HaKa ycTaHOB/IeHa 1.

Ortcrona ocyuiecTBNAETCA MEPEXO K NeBOMY fodepHeMy y3ny (5), 0603Ha-
yeHHoMmy kak Hy,. ITocre BosBpara k 3TOMy Y3y 06X0[ IIPOJO/KMUTCA K Y37y,
0603HauYeHHOMY KaK Hy,.

Cnenyomum npu o6xofie iepeBa B ITyOMHY AB/SAETCS y3e/, 0603HaYEHHBI
KaK Hyy,. Ero xem BKio4aeTcs B CIIMCOK xeluleit, a B 6uTe €ro mpusHaxa
ycraHosneH 0.

VY3en, 0603HaYeHHBIN KaK HKL’ ABNAETCA BHYTPEHHMM, TIJi€ BBIYUCIACTCA
3HAY€HME X€IlIa, 1 II03TOMY B 6ute ero IIpu3HakKa yCTaHOBJ/IEHA 1.

Y3en (7), o6o3navennblit kak Hy, ABNA€TCA MUCTOBBIM, a €ro MPUCYTCTBME
B 6710Ke MOATBEP>KAETCS, ¥ MI0ITOMY B 6MTe €ro Npu3HaKa ycTaHOB/IeHa 1.
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Ysen (8), o6o3nayennsit kKak H;, comepxur 3HaueHMe Xellla, BK/IIOYaeMoe B
TIOTIE Xelllelf, ¥ TI03TOMY B 6MTe ero mpyu3HaKa ycTaHOB/IeH 0.

O6xon mepeBa MpofIO/KaeTCA BBEPX IO fiePeBy K Y31y, 0603Ha4eHHOMY KaK
Hy,, a 3aTeM BBIYMC/IAETCA 3HAYEHNME Xellla B HEM, TOCKOJIbKY COJepXXMMOe
/10B, 0603HaYEHHBIX K nH, M3BECTHO.
3/10B, 06 ax Hy n Hy, yxe nssec

O6xop AepeBa MPORO/KAETCA BBEPX IO AEPeBY K Y31y, 0603HaYEHHOMY KaK
Hyjg;» a 3aTeM BbIYMC/IAETCA 3HAYEHME XElIa B HEM, IIOCKO/IbKY COAEPXXIMOe
y3n108B, o603HavenHbIx Kak Hy u Hyy, yxe nssecrso.

O6xop nepeBa MpofO/DKAETCA BBEPX IO AIEPEBY K Y31y, 0003HaYeHHOMY KaK
Hyjx1 Mnop» HO 3HaueHMe Xellla BIYMCIIUTD B HEM BCe Xe HeTb3sl, IOCKOMbKY
ellie He IOCTUTHYT y3el, 0603Ha4YeH b Kak Hyop.

O6xon mepeBa MpOO/KAETCA BHM3 K Y31y, 0603HaueHHOMY KaK Hyop ¥
ABJIAIOIEMYCS OYePEHBIM BHYTPEHHMM Y3/IOM, TI0O3TOMY B 6UTe ero npu-
3HaKa yCTaHOBJ/IEHA 1.

Y3en (10), o603nauennbiit Kak Hyp, ABNAETCA OYepeHBIM BHYTPEHHUM Y3-
JIOM, ¥ TIOSTOMY B 6MTe ero mpu3HaKa yCTaHOB/IeHa 1.

Ysen (11), o6o3nauenHslit kak Hy;, comep>xut 3HaueHue Xella, BK/IIOUYEHHOE
B COCTaB IIO/IA Xelllelt, ¥ TI03TOMY B 6MTe ero npusHaKa ycTaHOB/EeH 0.

VYsen (12), 0603HaYeHHbI KaK Hy, npencTasnder uHTEpeC, ¥ MO3TOMY B
6uTe ero mpM3Haka yCTaHOB/IEHa 1 ¥ 3HaueHMe Xella B HEM BBOUT B COCTaB
MO Xellen.

O6xon mepeBa mpofo/kaeTcs BBEPX K Y31y, 0603HayeHHOMY Kak H,y, rae
MO>XXET OBbITb Telepb BbIYMCIIEHO 3HAYEHME Xellla.

O6xopn mepeBa CHOBa BO3BpallaeTcA K y3ny, 0603HaueHHOMY Kak Hypops
HO 3HaY€HMe Xellla B HEM He/b3A BHIYUCUTD, IOCKOMBKY €llle He IOCTUTHYT
y3en, o603navenHsbIit kak Hp.

Ysen (13), o6o3nauennbiit kak Hp, 3aaH, 1 moaToMy B 6MTe ero nmpusHaka
ycTaHOBJ/IEHaA 1, a 3HaYeHMe Xellla B HeM ABJIAETCSA KOHEYHBbIM B I0JIe Xellel.

O6xon fepeBa [OXOAMUT HO Y371, 0003HAYEHHOTO KaK Hynops B KOTOPOM Mo-
XeT ObITh Teepb BHIYMC/IEHO 3HAYEHME Xellla.

O6xon nepesa fOXORMUT A0 y3na, 0603Ha4eHHOTro KaK Hyjy;yinvops B KOTOPOM
MOXeT ObITb Ternephb BHIYMC/IEHO 3HAYEHMeE Xella.
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e U HakoHen, o6Xom fAepeBa MOXOAMT MO Y3713, 06O3HAYEHHOTO Kak
H,pcpErGHIKLMNOP Y ABIIAIOLIErOCs KOPHeM y3ia Mepkia, KOTOpBIA U BbI-
qyucnsercs!

Takum o6pa3oM, 6UTHI IPU3HAKOB A/1A Y310B (1-13) HaxomATCA B ClIeAyIoIEeM
COCTOSTHUM:
1, 0, 1, 1,0, 1, 1,0, 1,1, 0,1, 0

CrnepoBarenbHO, CeMb Xelllel U3 IPOaHaTM3NPOBAaHHOTO BhIIE lepeBa Mepkita
COfIep>KaTcCs B MOJIe Xellleil B CIEAYIOLIEM MOPARKE.

® HABCDEFGH e Hy
. HII ° HN
e Hg * Hyp
. HL

O6parure BHuMaHue Ha 6ykBbl A-P, KoTOpbIMM BbIlIe 0603HAaYEHbI XeIn. TUX
CBEMIEHMIA JOCTATOYHO, YTO6bI yoemuThcs, uto xemn Hy u Hy Bxmoyens B 610K.

Kak cnepyer m3 puc. 11.7, 6MThl NpU3HAKOB YCTaHABIMBAKTCA IO MOPAA-
Ky obxofia iepeBa B rmy6uHy. Beakmit pas, koraa B fepeBe Mepknia focTuraeTcs
xew (kak, HanpuMep, H, 5 pergy)s €0 TIOTOMKM MPOIMYCKalTCA M 06xof fepeBa
npopomxkaercs. Tak, 06xof AepeBa MPOROKAETCA OT y3/1a, 0603HAYEHHOTO KaK
H,pcppr X Y37y, 0603HauenHomy Kak Hyyyvnop> @ He Hypep. Takum o6pasom,
6UTBI IPU3HAKOB CTYXXAaT Pa3yMHBIM MEXaHM3MOM J/IA KOAMPOBaHMA KOHKPETHBIX
3HaYeHMI Xellleil B OTAENMbHBIX y3/1ax AepeBa Mepkia.

A Terepb MOXKHO 3aIlO/THUTb fiepeBO MepKiia ¥ BBIYMC/IMTD €r0 KOPEHb IIpH yC-
JIOBMY, YTO YCTAHOBJIEHBI HajllTeX<alle OMTHI IPU3HAKOB Y 3aflaHbl COOTBETCTBYIO-
Imye Xelly, KaK II0OKa3aHO HIXKe.

class MerkleTree:

def populate_tree(self, flag bits, hashes):

while self.root() is None: (1)
if self.is leaf(): o
flag bits.pop (0) ®
self.set_current_node (hashes.pop (0)) o
self.up()
else:
left_hash = self.get_left node()
if left_hash is None: o
if flag bits.pop(0) == 0: @

self.set_current_node (hashes.pop (0))
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self.up()

else:
self.left () o
elif self.right_exists(): (]
right_hash = self.get_right node()
if right hash is None: (]
self.right ()
else: L]
self.set current_node (merkle_parent (left_ hash,
right_hash))
self.up()
else: (11
self.set_current node (merkle parent (left hash, left_hash))
self.up()
if len(hashes) != 0: ®

raise RuntimeError ('hashes not all consumed {}'
.format (len (hashes)))
for flag bit in flag bits: ®
if flag bit != 0:
raise RuntimeError('flag bits not all consumed')
Touyka 3anonHeHns AAaHHOrO Ae€pe€Ba Mepxna CIIY)KUT /1A BBIMUC/IEHUA €TO
KopHs. Ha kaxioM 1iare 1ukna o6pabarsiBaeTcss OAMH y3en AepeBa Mepkia

0 TeX Iop, II0Ka He 6)’116'1‘ BBIYUCIIEH €0 KOPEHD.
HIIH JINCTOBBIX Y3/I0B X€IlI BCETMA 3a/iaH.

BrisoB flag bits.pop (0) cayxur B Python ansa mssnedenus 6ura cmemy-
IOLLIETO TI0 OYepeRy NPU3HAKA U3 COOTBETCTBYIOLLETO MOMA. TOT 6UT MOXHO
IIPOaHANMMU3UPOBATh /1A OTCIEXMUBAHMUA NPEACTABIAIOMIMX UHTEPEC XEIEi, HO
3[1€Ch 3TO II0Ka YTO HE [JEeNMAETCA.

Bb13oB hashes.pop (0) cIyXUT A MONy4eHUS CIERYIOIEro MO O4epeny
Xellla ¥3 IO/ Xeleit. ITOT Xell He06XOAMMO YCTaHOBUTD B TEKYILEM Y3IIe fie-
peBa.

Ecnu B neBom AOYEPHEM Yy3/1€ OTCYTCTBYET 3HAa4Y€CHME X€lIa, TO UMEIOTCA IBE
BO3MOXXHOCTM: MOMBITATbCS HAWTH 3TO 3HAYEHME B IIOJIE XEIlel M/ XK€ BbI-
YUCIIUTD €ro.

But cnepyoero npuMsHaka ykasblBaeT, ClIeAyeT MM BBIYMCIUTH 3HaUYeHMe
Xellla B ]aHHOM Y3ne. Tak, eciu B 3ToM 6ute ycraHoB/eH 0, TO MCKOMOE 3Ha-
YeHMe Xellla U3BJIeKAEeTCA KaK OuepefiHoe U3 MOJIA Xeleil. A ecu B 3ToM 6ute
yCTaHOB/IEHa 1, TO IPUAETCA BHIYMCIUTD 3HAYEHME Xellla [/ 1eBoro (a Bo3-
MOXHO, ¥ IIPaBOTO) Yy3/1a iepeBa.
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9TO rapaHTMPOBAHHO JIEBbIN JOYEPHNI y3€/ iepPeBa, U MO3TOMY IMepeiTH K
HeMY ¥ MONYYUTh HaXOfsALeecs B HEM 3HaYEHNE Xella.

3nech npoBepsieTCcs, CYIECTBYET /Y MPaBhIif y3ell.

3pech ¥MeeTCs JIeBbli, HO He IIPaBBI Xelll, I03TOMY IIepeifTH K IPaBoOMY Y3y
¥ MOTy4YUThb HAXOfsAIeeCs B HEM 3HaUEHME Xellla.

e 0 ¢

3pmecb MMETCS 3HaYEHMA Xelllelt U3 IEBOTO M IIPABOTO Y3/I0B iEpeBa, MIO3TOMY
BBIYMC/IUTh 3HAYeHMe MX POAMUTENBCKOTO Xellla KaK 3HauYeHye A/ TEKYIIEro
y3na fiepesa.

m 3nec1> MMEETCA 3HAYEHUE X€llIa U3 JIEBOTO y3/1a NE€PEBA, TOrAa KakK 3Ha4Y€HUE
Xenia B IIpaBOM Y3J/I€ OTCYTCTBYET. B TakoM Cny4a€ BIYMC/INTD 3HAUYEHUE €TI0
POAUTENBCKOIO Xellla NBAKABI IO IIpaBU/IaM, IPUHATDBIM /1A EPE€Ba Mepkna.

® Bce xeum AO/DKHBI ObITH UCIIONIb30BAHBI, @ MHa4e OYNYT NMOMTy4YeHbl HETIPUTOL-
HBIE JAHHBIE.

Bce xemmm go/DKHBI G6BITh MCIIONTB30BAHbI, @ MHaYe OyAyT MOMyYeHbl HENPUTOf-
HBbIE [JaHHBIE.

YnpaxHeHue 7

Hanummre Meton is_valid () mma kmacca MerkleBlock, 4ToObl peann3oBaThb
B HEM IIPOBEPKY APEeBOBMAHOTO 6/10ka Mepkia Ha JOCTOBEPHOCTb.

3aKniouenue

YnpoleHHas MpoBepKa OIUIaThl, KOHEYHO, YROOHA, HO He MMIIEHAa HEeJOCTaT-
KOB. VI XOT#1 O/IHOE OMMCaHMe YTIPOLIEHHO IIPOBEPKY OTIIATHI BBIXOAUT 32 PAMKH
[laHHOJ1 KHUTH, a ee IPOTPaMMHas peanu3aliusa He COCTAB/IAET 6OMBLIOro TPyAa, B
60/MBIIMHCTBE “TOHKMX  KOLIETBKOB OHa BCE XKe He NMPUMEHAETCA; BMECTO 3TOTO
ROBepUTeNnbHass MHGOPMALIMA NOMTYYAETCA U3 CEPBEPOB MOCTABIIMKOB IOAOOHBIX
KOLIE/NbKOB. [JIaBHBIM HEJOCTAaTOK YNPOLIEHHO MPOBEPKM OI/IAThl 3aK/II0YaeTCA
B TOM, YTO TEM Y3/IaM CeTH, K KOTOPbIM BbI IIOAK/IIOYAETECD, KOE-YTO M3BECTHO 06
MHTEPECYIOIMX BaC TPAH3aKLUMAX. A 3TO O3HAYAET, YTO, NMOMb3YACh YIPOLIEHHOM
IPOBEPKOJ OIUIAThI, Bbl YaCTUYHO TepsieTe CBOI0 KOHuAeHIManbHoCThb. [Toapo6-
Hee 06 3TOM peyb IOMAET B INaBe 12, rAe paccMaTpuBaoTcs GunbTpol Bryma, ve-
pe3 KOTOopble MO>KHO COOOIMTD APYTUM Y3/1aM CETH O NPEACTAB/AIOLIMX MHTEPEC
TpaH3aKIVAX.
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FMABA 12
OunbTpbl bnyma

B rnaBe 11 mOACHANOCH, KaK NPOBEPATh APeBOBUAHBINA 6710k Mepkia Ha fo-
CTOBEPHOCTD. ITO/MHBIN y3em MOXKET MPEROCTaBUTb MOATBEPXAEHME BKIIOYEHUA
1A TIpeACTaB/LAIOIMX MHTEPEC TPAH3aKIUI 110 CeTeBOI KoMaHfle merkleblock.
Ho oTkyna nonmHoMy y3ny u3BeCTHO, KaKue MMEHHO TPaH3aKLUM NPeCTaBIAIOT
nHTepec?

“ToHKMIT” K/TMEHT MOT 6bI COOGIIUTD MOTHOMY Y37y CBOM afipeca (MM OTKpbI-
Thle K/II0uM U3 cueHapus ScriptPubKey). ITomHblif y3en Mo>keT MPOBEPUTb TpaH-
3aKI[MY, COOTBETCTBYIOLME 3TUM afjpecaM, HO B TO K€ BPeMs 3TO MOXKeT Hapy-
IIMTh KOH(MAEHLIMATPHOCTD “TOHKOTO” K/IMEHTA. Beib “TOHKOMY” K/IMEHTY BpAR
JI 3aX0YeTCS PacKpBIBATh IIOTHOMY Y37y, YTO OH, HampuMep, ob/mafaeT cCyMmoit
1000 6MTKOIMHOB. YTe4ky KOHQMAEHIMANMBHOCTY 03HAYAIOT YTEUKY MHpOpMaLyy,
U B GUTKOIiHe, KaK IIPaBUIIO, PEKOMEHAYETCA IIPU BCAKOM BO3MOXKHOCTHU u3berathb
MIOOBIX yTeuyeK KOHPUAEHIMATBHOCTH.

Ho B ogHOM cry4ae “TOHKMI” K/IMEHT MOXKET COOGIUTD IIOTHOMY Y37y JKOCTa-
TOYHO CBEMieHMI, YTOObI CO3/aTh HAOMHOKMECMB0 BCEX MPENCTABIAIOINX UHTEpeC
TpaH3akumit. YTo6bI cO3AaTh Takoe HAAMHOXECTBO, IPUETCA BOCIONb30BAThCA
TaK Ha3bIBaeMbIM dunvmpom Bnyma.

Yro TaKkoe ¢punbrp bnyma

Ounetp Bryma cnyXuT GuIBTpOM A/ BCEX BO3MOXHBIX TpaH3akumit. [Ton-
HBI€ Y3/Ibl BBIONHAIOT TPaH3aKuuu depe3 opuasTp Brryma u OTChbINIaOT KOMaHABI
merkleblock ia BbIIIOTHEHUA NPOIMYCKaeMbIX Yepe3 HEro TpaH3aKLMiA.

HomycTuM, 4To Bcero MMeercs 50 TpaH3aKIuif, a “TOHKOTO” K/IMEHTa MHTepe-
CyeT /MMIUb OfHA M3 HUX. B yacTHocTH, “TOHKOMY” KIMeHTy TpebyeTcss “cKpbITh”
TPaH3aKLMIO U3 TPYIINbI, COCTOsMLIENH U3 NATH TpaH3akumit. [Ina sToro Tpebyer-
¢ pyHKUMA, cocTaBnAwmasn 50 TpaH3akumit B 10 pasHbIX TPy, YTOObI HOMHBINA
y3€/1 CMOT 3aTeM OTIIPaBUTb, YCIOBHO FOBOPS, eAMHYIO IPyTIILy TpaH3akiuuiit. Takoe



IpyNIupoBaHue GbUIO OBl OemepMUHUPOBAHHBIM, T.e. OHO JOJDKHO OBITH MOCTOAH-
HO ofiMHakoBbIM. Kak e 3Toro fo6uthca? Peurenue B TOM, 4TOOBI IOMYYUTD C
IOMOILBI0 XelI-QYHKIMK AeTEPMMHIPOBAHHOE YVMC/IO M OCTAaTOK IO MOAY/IO /IS
OpraHM3aLyy TPAH3AKIMIl B TPYIIIIBL.

®OunbTp bymMa ABNAETCA CTPYKTYpPOi BBIYMCIUTENbHOM TEXHUKM, KOTOPYIO
MOXXHO NPMMEHUTDb K /I0ObIM AaHHBIM M3 MHOXKeCTBa. JJOITyCTMM, 4TO MMeeTcs
opuH sneMeHT Bpofie crpoku “HelloWorld” (3gpaBcTByit, Mup), Anist KOTOpOToO Tpe-
6yetcs co3marb ¢unsrp Bryma. [lns satoro norpebyercs xeur-GyHKUMSA, ¥ TOITOMY
BOCIIO/Ib3yeMcs y)ke 3HaKOMoit HaM xeml-yHkiueir hash256. Hike mokasaHo, xa-
KM 06pa3oM IpolLiecc BHIACHEHNA, K KaKOi MMEHHO TPYIIe OTHOCUTCA AaHHBIMA
9/7IEMEHT, peann3yeTcsi HEMOCPECTBEHHO B KOJIE.

>>> from helper import hash256

>>> bit field size = 10 @

>>> bit field = [0] * bit_field size

>>> h = hash256 (b'hello world') (]

>>> bit = int.from bytes(h, 'big') % bit_field size (2]
>>> bit_field[bit] =1 @

>>> print (bit_field)

(o, o, o, 0, 0, 0, 0, 0, 0, 1]

© B nepemenHoit bit field coxpanserca cnmcok “rpynn” u3 10 3/eMeHTOB.
® 3pech MCXORHDII 9/IEMEHT XeIIMPYETCA C MOMOIbI0 Xell-pyHkuyu hash256.

© 3neck monyueHHBI pe3yNbTaT MHTEPIIPETUPYETCA KaK L{eNIOYMCIEHHOE 3Haye-
HMe, [IpeficTaB/IeHHOe 6ajiTaMy B 06pPaTHOM NOPAZKe MX C/IEfOBaHMA, a TaK-
e 0CTaTKa 1o MORymio 10, YTOOBI ONpeAeNTh IPYIY, K KOTOPOil OTHOCUTCA
HaHHBI S7IEMEHT.

@ 3pecp 0603HavaeTca rpynma, KoTopas Tpebyercs B punbTpe bryma.

Bce, uTo 6BI/I0 CHENMaHO B NpMBeAEHHOM BBIIE KOJlE, CXEMAaTU4ECKM TTOKA3aHO
Ha puc. 12.1.

TakuM o6pasoM, paccMaTpuBaeMblit 3ecb GunbTp Brryma cocrout u3 cnemyio-
VX 3/IEMEHTOB.
1. Pasmep 6uToBOrO MONA.
2. IIpuMeHsemas xem-QyHKIMA, a TaKKe aIrOPUTM Ipeobpa3oBaHuA B HUCIIO.

3. ButoBoe none, 0603Hayaolee MPeACTAB/IAIONIYI0 MHTEPEC TPYTITY.
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BuToBbI MaccHB

0o 10 20 30 40 So 60 70 80 91

Boixog

| hash256

Bxon

Hello World

Puc. 12.1. 10-paspsaonuviii punvmp Bryma c 00HUM IieMeHMOM

Takoit GUNBTp NPUTOfiEH A/IA EAMHCTBEHHOTO 3/IEMEHTA, TO3TOMY OH MOAXOIUT
M 1A NPeACTaB/AIOLIET0 MHTEPEC afpeca, cueHapua ScriptPubKey wnu upentn-
¢uKaTOpa TpaH3aKLMM. A YTO HeNaThb, €CTIM HAC MHTEPECYeT He OfIUH 3/IEMEHT?
BBIOTHUTE BTOPOJ 3/1EMEHT MOXKHO 4Yepe3 TOT XKe CaMblit GUIbTP, a TaKxke
YCTaHOBUTD 1 B COOTBeTCTBYyIOLIeM 6uTe. M TOrAa MOMHBINA y3€/1 MOXET OTIIPaBUTb
HECKO/IBKO TPYIII TPaH3aKLMI BMECTO ORHOI Ipymmsl. VTak, cosgapum GuabTp
Bnyma ¢ gBymsa snementammn (“Hello world” n “Goodbye”), Bocnonp3oBapmmcs
CNIEAYIOIMM KOZOM:
>>> from helper import hash256
>>> bit _field size = 10
>>> bit _field = [0] * bit field size
>>> for item in (b'hello world', b'goodbye'): o
... h = hash256 (item)
bit = int.from bytes(h, 'big') % bit_field size
... bit_field[bit] =1
>>> print (bit_field)
t, o, 1, 0, 0, 0, 0, 0, 0, 1]
© 3peco cospaercs GuABTP I ABYX IIEMEHTOB, XOTS JAHHYIO IIPOLIERYPY MOX-
HO pacIIMpUTDb U Ha 60JIbllIee KOTMYECTBO S/IEMEHTOB.

[Mopsanok co3panmsa ¢unerpa bayma ¢ AByMs aneMeHTaMM CXeMaTHMYECKHU IIO-
Ka3aH Ha puc. 12.2.

Ecnu xonm4ecTBO Bcex BO3MOXXHBIX 3/IEMEHTOB paBHO 50, TO 4epe3 Takom
¢unbTp B cpenHeM 6yaer nmpomyuieHo 10, a He 5 MpeACTaB/IAOMIMX MHTEPEC JJTe-
MEHTOB, KaK B TOM C/y4ae, ecly Obl OH ObII OBHO3/IEMEHTHBIM. Belb B aHHOM
CTy4Yae BO3BpAILlAaIOTCsA /IBe IPYIIIIBI 37IEMEHTOB BMECTO OffHOIA.
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BuTosbiit Maccus

St 120 1% P0l% 1’0t 1
Boixop, Boixog
[_h_a_shzse @256
‘ Bxon Bxon
Goodbye Hello World

Puc. 12.2. 10-pa3psonviii punemp bnyma
¢ 08yMsA anemeHmamu

YnpaxHeHne 1

Paccunraitre dunbtp Bnyma mus crpok “Hello world” n “Goodbye”, npumenns
xem-pynkumio hash160 x 6utoBomy nomo pasmepom 10.

"pOABIII)KEHIIIe Ha War ganbiue

JlomycTiM, YTO NPOCTPAHCTBO BCEX 37IEMEHTOB COCTAB/IAET 1 MM/IMOH M Tpe-
6yeTca oCTaBUTb pasMep IPyInbl paBHbIM 5. U st atoro norpebyercs puabtp
Bryma pmunos 1000000 / 5 = 200000 6uToB. [Ipy sTOM Kaxkgas rpynma 6yget B
CpelHeM COCTOSTb M3 5 3/1eMEHTOB, ¥ TOTZia MBI IIOJIYYUM B 5 pa3 6o/blie 3/1eMeH-
TOB, Y€M HYXXHO, T.e. uiib 20% OT BCETo KONMMYEeCTBa 37IEMEHTOB OYAYT NMpeACTaB-
NATb AN Hac uHTepec. Ho mepenath aanHbIe 06beMoM 200000 6utoB mam 25000
6aitiTOB He TaK-TO MPOCTO. MOXKHO /1M B TAaKOM C/Ty4ae IMOCTYIMUTD Ty4iie?

Ecnu Bocnmonb3oBaThCss HECKONbKMMM Xell-GYHKUMAMYU B PunbTpe Brnyma,
TO MO>KHO 3HAUMTE/IBHO COKPaTUTb pa3Mep 6uroBoro mons. Tak, ecnmu mpume-
HUTH 5 Xel-QyHKIMI K GUTOBOMY MO0 pa3MepoM 32, TO B UTOTe MOMYYUTCA
32!/(27!5!) ~ 200000 BO3MOXHBIX KOMOMHALMIA M3 5 GUTOB B 3TOM 32-pa3psgHOM
none. A 13 1 MUIMOHA BO3MOXHBIX 37IEMEHTOB B CPEJHEM 5 JO/DKHBI MMETH Ta-
KyIo KoMbuHauumio u3 5 pa3panos. TakuM o6pasom, BMecto 25 K6aitToB B aHHOM
CTy4Yae MOXKHO IlepefaTh uilb 32 6uta mmm 4 Haitral

Huxe nokasaHo, kakuM 06pa3oM Takoi GpuIbTp peannsyeTcsi HEMOCPEACTBEH-
HO B Kofie. [l TpOCTOThI B JAHHOM NPUMEpe UCIIONb3YIOTCSA TO Xe camoe 10-pa3-
pAMHOE TO7Ie U [1Ba NPECTaB/IAIINX MHTEPEC 37eMeHTa.

>>> from helper import hash256, hashl60
>>> bit field size = 10
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>>> bit_field = [0] * bit field size
>>> for item in (b'hello world', b'goodbye'):
for hash_function in (hash256, hash160): (] ]

h = hash function(item)

bit = int.from bytes(h, 'big') % bit field size
.. bit field(bit] = 1
>>> print (bit_field)
, 1, 1,40, 0,0, 0, 0, 0, 1]
© 3pech UMKIMUECKM BHIIOMHAKTCA ABe pasHble xewl-¢yHxuun (hash256 u

hash160), Ho c TeM >ke ycrieXoM MOXXHO CAeNaTh GOMbIIE.

ITopanox cosmanus ¢unbrpa byMa ¢ iByMA sneMeHTaMy 1 xelu-QyHKUMAMU
CXeMaTM4ecKy MoKasaH Ha puc. 12.3.

butoBwit Maccus

111114

| hash256 I
| hash160 l

Goodbye | Hello World

910 10 %0l %01

1 hash160 I hash256

Puc. 12.3. 10-paspsaonviti punomp Bayma c 08yms
aneMeHMamu u Xeud-PyHKyusMu

®unsTp Bryma MOXHO ONTMMMU3MPOBATh, UBMEHUB KONMYECTBO XelI-PYHKIMI
" pasMep 6MTOroBOrO MO, YTOOBI MONYYUTh TPeGyeMyIO OO TOKHOIOMOXKH-
TENbHBIX Pe3y/bTaToB.

Ounbrpbl Bnyma no nporokony BIP0037

B nporokone BIP0037 onpenensiorcss ¢pumprpsl Bryma, npuMeHsiemble nipyu ne-
penaye AaHHBIX Mo ceT. Huke nepeunciens! cBefieHMs, XpaHAIecs B GUIbTpe
Brryma.

1. PaaMep 6MTOBOrO MO/MA MIM KOMMYECTBO MMEKOLIMXCA IPynI. DTOT pa3Mep
yKasbiBaeTcs B 6aifTax (1o 8 6MTOB Ha KaX/blit 6AlT) U OKPYI/IAETCS 1O Mepe
Heo6XoamuMocTH.

2. Kommnuectso xem-cbym(uuﬁ.
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3. “Hacrpoiika”, ciocobHas HeMHOro n3MeHuTb Guastp Bryma, ecnmn on Bepe-
TUT C/IMIIKOM MHOTO 3/IEMEHTOB.

4. ButoBoe mnone, mony4aeMoe B pesy/nbTaTe BbIMoONHeHUA unbrpa Bnyma nHap
TNPEeACTaB/AIOIMMI MHTEPEC INIEMEHTAMMU.

HecMoTpsi Ha BO3MOXHOCTb ONpefenuTh HeMmano xem-¢yHkumit (sha512,
keccak384, ripemd160, blake256 u T.51.), Ha IpaKkTVKe NpMMeHAETCA EANHCTBEHHASA
xewI-(pyHKIMSA, HO C pa3HBIMM Hada/IbHBIMU CTTy4aliHbIMM 3Ha4eHusAMM. brarogaps
3TOMY YTIpOILAeTCA peanusaums AaHHoro GpuabTpa.

Mb1 6ymeM HONMb30BaThCA 3/€Ch Xell-QyHKIMeN, HasbiBaeMoit murmur3. B o1-
nmuuue oT xew-pyHKuMM sha256, xem-pyHxuma murmur3 He ABNAETCA KPUITO-
rpadmyecky 6e30macHoit, HO IefiCTBYyeT HAMHOTO ObIcTpee. VM XOTA AnA pelieHus
3afjayu GUIbTPaLMyM U IONYyYEeHUA AEeTePMUHMPOBAHHOrO, PABHOMEPHO pacmpe-
Jle/IeHHOTO 3Ha4eHWs IO MOAYMI0 Kpunrorpaduyeckas sammra He TpebyeTcs,
OHO TO/IbKO BBIMIPAET OT NOBBILIEHNS ObICTPOAENACTBIA, a IIOTOMY XelI-QYHKLMA
murmur3 6onblue MOAXOAUT ANA pelieHns 3toy 3afauu. HavanpHoe cryvaitHoe
3HayeHMe 1A xew-pyHKUMM murmur3 onpenensdeTcs no cuenyioleit popmyne:

i*0xfbadc795 + tweak

3pmech fbadc795 — aTO KOHCTaHTa /11 GuALTpOB BrryMa, npuMeHsAeMbIX B OMT-
KOJHe, i paBHO 0 HnsA mepBoif xemw-QyHKUMYU, 1 — 1A BTOPOI Xeur-GyHKIMH,
2 — pia TpeTheit Xel-QyHKLMM M TaK Aanee, a tweak — AOMA SHTPONMHM, KOTO-
past MOXXeT OBITb BBEfIeHa, €C/IM He YOB/IETBOPAIOT Pe3yNbTaThl OHO HACTPOMKM.
Xeur-pyHKIMM 1 pasMep 6MTOBOTO IIOMLA CITY>KAT /I BHIYMCIEHUS COIEPXKUMOTO
6MTOBOrO NOJIA, KOTOPOE 3aTeM IepeAaeTCs, KaK MOKa3aHO HMKeE.

>>> from helper import murmur3 @

>>> from bloomfilter import BIP37_CONSTANT o

>>> field_size = 2

>>> num_functions = 2

>>> tweak = 42

>>> bit _field size = field size * 8

>>> bit field = [0] * bit field size

>>> for phrase in (b'hello world', b'goodbye'): (3]

for i in range(num functions): o

seed = i * BIP37_CONSTANT + tweak ]
h = murmur3(phrase, seed=seed) (]
bit = h % bit_field size

bit field[bit] =1

>>> print (bit_field)

to, o, 0o, 0, 0, 2, 2, 0, 0, 1, 1, O, O, O, O, O]
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Xewr-¢pyHKkuma murmur3 peanusyeTcsa B MCXOZHOM (aite helper . py TONMbKO
Ha s3bike Python.

KoncranTta BIP37 CONSTANT copmepxut uncno fbadc795, ykasaHHoe B npo-
tokone BIP0037.

3mech UMKINYECKM TepeOMpaloTCA MPeNCTaB/AIONINE MHTEPEC /IEMEHTHI.
3nech IpUMEHSAIOTCA Be Xell-QYHKIMN.

3pmech peanuayercsa GpopMyia I ONpefe/leHNsA Ha4aJIbHOTO CTy4aiftHOro 3Ha-
YeHNA.

Xemw-(yHKuMa murmur3 Bo3BpallaeT CAy4YaifHOE YUCIIO, U NOITOMY €TI0 He
HY>XHO Ipeo6pa30BBIBATD B L[€/IO€ YNMCIIO.

B deTbipex M3 LecTHafUaTH 6UTOB (T.e. ABYX 6aifTOB) peaqM30BaHHOTO BhIllle
¢unprpa bryma ycTaHOB/IEHa 1, ¥ II03TOMY BepOATHOCTb IIPOXOX/EHNUS IIPOU3-
BO/IBHOTO 3/IEMEHTa 4epe3 3ToT GuabTp paBHa 1/4 x 1/4 = 1/16. Tak, ecin xonude-
CTBO BCe€X 3/71eMEHTOB paBHO 160, K/1MeHT nony4uT B cpeaHeM 10 371eMeHTOB, 2 U3
KOTOPbIX OYAYT NPeACTaB/IATb MHTEPEC.

A Temnepb MOXXHO IIPUCTYIIMTb K ONpefieNIeHMIo K1acca BloomFilter, peanusy-
routero punsTp Bryma cnepyrommm obpasom:

class BloomFilter:

def _ init (self, size, function_count, tweak):
self.size = size
self.bit_field = [0] * (size * 8)
self.function count = function_count
self.tweak = tweak

YnpaxHeHune 2

Ecmu 3agan ¢unerp bryma ¢ mapamerpamu size=10, function_count=5,
tweak=99, To kakue 6aiThl YCTAHAB/IMBAIOTCA MOC/Ie BBOAA IIPUBEEHHBIX HIDKE
anemeHToB? (ITodckaska: Bocnonb3yiirech pynkumeit bit field to bytes() us
ucxonHoro ¢aitna helper.py Ansa mpeo6pa3oBaHus COAEPKMMOro 6GUTOBOTO MO
B 6ajfThl.)

e b'Hello World'
e b'Goodbye!'
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YnpaxHenne 3

Hanmure Metop add () s xmacca BloomFilter, 4To6bl peann3oBaTh B HeM
BBOJ 9/IeMeHTOB B puisTp Brryma.

3arpy3ka ¢unbrpa bnyma

Kak Tonbko “roHkmit” knmeHT cospact ¢uaptp Bryma, eMy mpupetca yseno-
MUTBD TIO/IHBIN y3e7 06 3ToM Pu/IbTpe, YTOODI IIOMHBII Y3€/ CMOT OTIIPAB/IATH MOA-
TBEpPXKAEHUS BKIOYeHUs. [l 3TOro “TOHKMit” KIMEHT AO/DKEH, NpeXpe BCero,
ycTraHOBUTH 0 B JOTIONIHUTETHOM NMPM3HAKE NMEPECBUIKMA M3 COOOLIEHNSA O BEPCUN
(cM. rnaBy 10). ITMM IOMHOMY Y371y YKa3bIBaeTCs He OTHPAB/IATH COOOLIEHUA O
TPaH3aKLMIX, €C/IY TONMbKO OHM He MpoitAyT dunabTp Bryma umm He 6yayT 3anpo-
weHsl crieuuanbHo. ITocne ycTaHOBKM NpM3HAKa NEPECBUIKM “TOHKMIA™ K/INEHT
[IO/DKEH MepeAaTh MOMHOMY Y31y caM ¢unbTp Bryma. [Ins aTOro u Cry>xut KoMaH-
ma filterload, cTpykTypa KOTOpOIf IpUBEAEHa Ha puc. 12.4.

600

@ - BuToBOE Mosie nNepeMeHHOW ANWUHbI

- HOACHET xewen, 4 6aiNTa B NPAMOM NOPAAKE WUX CNEAOBAHMA
) - HacTpoiika, 4 6aiTa B NpAMOM MOPSAKE MX C/efOBaHMUA

- 00 - ﬂpMBHaK coBnajawuero 31eMeHTa

Puc. 12.4. Pesynbmam cunmaxcu4eckozo aHanusa komanovt filterload

OnemenTs! punbrpa bryma xopupylorcsa B 6aitrax. butoBoe none, nons noa-
cyeTa xell-GYHKUMIA ¥ HACTPOIKM KORMPYIOTCA B coobiienun o punsrpe bryma.
A mocnepHee mone ¢ NPU3HAKOM COBIIA/IAIONIETO 37IEMEHTa CIYXMT /A 3aIpoca
MIOJTHOTO y3/1a Ha BBOJ /MIOOBIX COBMAAIOIMX TpaH3aKimit B Gunstp bryma.

YnpaxHenue 4

Hanummure Meton filterload () mns kmacca BloomFilter, 4To6bl peanuso-
BaTb B HeM 3arpysky ¢unbrpa boyma.

Nonyyenune gpeBoBUAHbIX 6n0KOB MepKna

“ToHkoMy” K/I1eHTy noTpebyeTcs ellle OfHa KOMaH/ia, YTOObI IIOMY4UTh U3 NIOI-
HOTO y3/1a CBefleHNst 00 MHTEPECYIOLIMX ero TPaH3aKLMUAX, HAXOAALIMXCA B PeBO-
BUAHOM 6710Ke 13 AepeBa Mepka. CBefieHMs 0 6/10KaxX M TPaH3aKUMAX IepenaeT
KOMaHJia getdata, a KOHKPETHBDIIf TUIT JaHHBIX, KOTOpbIE IOTPEGYIOTCA “TOHKOMY”
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K/IMEHTY U3 TNOJIHOTO y3/1a, HasblBaeTcA PunvmposarHvim 6noxom. Takoit 610K AB-
JIA€TCs 3aTIPOCOM TPaH3aKLUMIA, IIPOXOAAIMM Yepes3 punbTp Bryma B popme fipe-
BOBUAHOTO 6710ka Mepksia. VIHBIMYU C/IOBaMy, “TOHKMIT” K/IMEHT MOXET 3alIPOCUTD
ApeBOBUAHbIE 610KM Mepkiia, B KOTOPbIX HAXOAATCA TPaH3aKIMM, KOTOpble MHTe-
PECYIOT JaHHOTO K/IMEHTA Y COBNAfAIOT C KPUTEPHEM NIPOXOXKAEHUA Yepe3 QUIBTP
Bbryma. CtpykTypa xomangabl getdata mpusefieHa Ha puc. 12.5.

120300000030eb 2569016021014 061596632e426b712¢c7cabod
)0000000000030000001049847939585b0652fba793661 1223446b6fc410

- (2 KomyecTBO 3NeMEeHTOB [aHHbIX

- 03000000 - Tun 3neMeHTa AaHHuX (TpaH3akuua, 610K, PUALTPOBaHHLIA 610K,
KOMNakTHuIM 6710K), B NpsiMOM nopsagke cregoBaHus 6anToB

30...00 - WaeHTuoukaTop xewa

Puc. 12.5. Pe3ynomam cunmaxcu4eckozo aHanu3a komaHons getdata

KonuuecTBo 3/1€MeHTOB AaHHBIX THIIAa varint o603HayaeT, CKONbKO TpebyeT-
Csl TaKMX 371€eMEHTOB. Ka)k/IbIil 3/1eMEHT JaHHBIX OTHOCUTCS K KOHKPETHOMY THITY.
B wacTHOCTH, 3HaueHMe TMIa 1 OTHOCKTCA K TPaH3aKuuu (CM. I7IaBy 5), TMna 2 —
K 06bI4HOMY 6710Ky (cM. rmaBy 9), TMna 3 — K peBoBUAHOMY 610Ky Mepkia (cM.
rnaBy 11), a TMIa 4 — K KOMIIaKTHOMY 610Ky (3TOT TMII B AaHHOM KHUTe He pac-
CMaTpMBaETCH).

B ucxopHOM (aitie network.py MOXHO CO3/aTh CIeAyIolee COObIIeHMe:

class GetDataMessage:
command = b'getdata'

def _ init_ (self):
self.data = [] o

def add data(self, data_type, identifier):
self.data.append((data_type, identifier)) (2]

O Coxpauuts Tpebyrommmecs 31eMEHTHI JaHHBIX.

@® BsecTy 37meMeHTHI JaHHBIX B COOOLEHMeE, ucnonn3ysa Metox add_data().

YnpaxueHue 5

Hanuumre meton serialize () mis knacca GetDataMessage, 4To6bl peann-
30BaTh B HEM CEpUANM3ALMIO TIOTY4aEMBIX 37IEMEHTOB [JAHHBIX.
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Monyuenue npeAcTaBnsAIoLleil MHTEpeC TPaH3AKLUM

“ToHKmit” K/IVeHT, 3arpykaoomuit GunbTp Bryma 13 momHoro yana, momydut B
CBOE pacropsikeHue Bce HeOOXOAMMbIe CBeAeHNA, TO3BO/LIONE eMy yoenuThCs,
YTO MHTEPECYIOl}e eT0 TPAH3aKIMYU EICTBUTENBHO BXONAT B COCTaB KOHKpET-
HbIX 6/I0KOB, KaK TOKa3aHO HIMKe.

>>> from bloomfilter import BloomFilter

>>> from helper import decode base58

>>> from merkleblock import MerkleBlock

>>> from network import FILTERED BLOCK DATA TYPE, GetHeadersMessage,\
GetDataMessage, HeadersMessage, SimpleNode

>>> from tx import Tx

>>> last_block_hex = '00000000000538d5c2246336644£9a4356551afbd4ba\
4727875%c55ea912e19’

>>> address = 'mwJnlYPMq7yS5F8J3LkC5Hxg9PHYZ5K4cFv'

>>> h160 = decode base58 (address)

>>> node = SimpleNode ('testnet.programmingbitcoin.com', testnet=True,\
logging= False)

>>> bf = BloomFilter (size=30, function_count=5, tweak=90210) (1]
>>> bf.add (h160) (-]

>>> node.handshake ()

>>> node.send (bf.filterload()) ®

>>> start block = bytes.fromhex(last block hex)

>>> getheaders = GetHeadersMessage (start_block=start_block)

>>> node.send (getheaders) (]
>>> headers = node.wait for (HeadersMessage)
>>> getdata = GetDataMessage () )

>>> for b in headers.blocks:
if not b.check pow():
raise RuntimeError ('proof of work is invalid')
getdata.add_data (FILTERED_BLOCK_DATA_TYPE, b.hash()) (]
>>> node.send (getdata) (7]
>>> found = False
>>> while not found:
e message = node.wait for (MerkleBlock, Tx) (5]
if message.command == b'merkleblock':
if not message.is_valid(): o
raise RuntimeError('invalid merkle proof')
else:
for i, tx_out in enumerate (message.tx_outs):
if tx_out.script pubkey.address(testnet=True) \
== address: (10]
ces print ('found: {}:{}'.format (message.id(), 1))
.. found = True
.. break
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found: e3930ele566ca%b75d53b0eb%acb7607£547e1182d1d22bd4b661\
cfel8dcddfl:0

Cosparb ¢ounsrp byma pasmepom 30 6aifToB, ucnonbayowmit xemm-QyHKImMM
M HaCTPOJIKY, OCOGEHHO pacIpocTpaHeHHyIo B 1990-e roppl.

OTdunpTpoBarh 110 NPUBENEHHOMY BbIILE aiPeCy.
Ornpasuts komanay filterload u3 cosganHoro ¢puasrpa Bayma.

IMomyunTp 3aromosky 6710KOB NOC/IE LIECTHAALIATEPUYHOTO MAEHTUDHUKATOPA
nocnepHero 6moka (last_block hex).

CospaTb coobuieHme I MONMY4eHUA AaHHBIX A/ APEBOBUAHBIX 6/10KOB
Mepkia, B KOTOPbIX MOTYT IPUCYTCTBOBATh IIPEACTAB/IAIOLINE MHTEPEC TPaH-
3aKIMM.

3anpocuTth ApeBOBUAHBIN 610K Mepkila, 4ToObI yOeauTbCA B HATMYNMA B HEM
IIPENICTAB/IAIOMMX MHTepeC TPaH3aKLuit. B 6onblunHCTBe 610KOB OHM, BEpO-
ATHee BCero, 6yayT OTCyTCTBOBATb.

3anpocuThb B coobiieHnn A nonmy4eHus faHHbex 2000 peBOBUAHBIX 6/10KOB
Mepxka nocne onpepenenns 6/10Ka MO €ro LIECTHAALATEPUYHOMY UAEHTU K-
karopy (last_block hex).

O>xupaTth KoMaHAb! merkleblock, MoATBepXk/alolIeil BKIIOYEHME, a TaKXKe
KOMaHAbI tX, MPefoCTaBIAIILE MCKOMYIO TPaH3aKIMIO.

IIpoBepuTh, MOATBEP>KAAET M APEBOBUAHDIN 610K Mepk/a BK/IIOYeHME TPaH-
3aKIMM.

Haittu Henspacxomosanuble BoiBOAb! TpaHsakuuit UTXO nmo KoHKpeTHOMY
agpecy (address) u BhIBECTM HailleHHOE Ha 3KpaH.

B manHOM cryyae npoananusyupoBanst 2000 6710K0B 10c/ie KOHKpETHOro 6710Ka,

4TO6bI O6HAPYXXUTh HeM3pacXOFOBaHHbIE BhIBOABI TpaHsakuuit UTXO, coorBer-
CTBYIOLIME KOHKPETHOMY afipecy. A IOCKO/IbKY BCe CAe/IaHO 630 BCAKOM MOMOLLM
o6o3peBaTens 6710KOB, B KaKOJ-TO CTENEHM 3TO COXPAHMIO Hally KOHGUAEHIM-
alIBHOCTb.

YnpaxHeHue 6

IMonyunre npeHTMdMKATOP TeKylero 6710ka B ceTu testnet, ornpaBsre cebe He-

MHOTO MOHET IO CeTH testnet, HaifiuTe HEU3PACXONOBAHHDIN BBHIBOJ, TPaH3aKIUN
UTXO, cooTBeTCTBYIOIMIT 3TUM MOHETaM, He NONb3YACh 0603peBaTenieM 6/10KOB,
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cospgaiiTe TpaH3akuuio, ucronb3ys faHHb UTXO B xauyecTBe BBOAA, a TaKKe Ie-
pelnte coobienne tx mo cetu testnet.

3aKkniouenume

B 3T0i% rnaBe 6b110 NOKa3aHO, KaK CO3[aTh BCe, YTO TpebyeTcs /1A MOAK/IIoYe-
HMA “TOHKOro” K/IMeHTa [I0 OZHOPAHTOBO CETH, 3aIIpoca U MOTydeHUs Heuspac-
XOfI0BaHHbIX BbIBOfIOB TpaH3akimy UTXO, Heo6XOMMBIX /1A IIOCTPOEHUA TPaH-
sakimu. Y Bce 3TO MOXHO C€/aTh, COXPaHUB KOH(PUAEHIIMAIBHOCTD C TOMOLIBIO
¢unprpa Bryma. A Temepb nepeiifieM K IPOTOKONMY Segwit, onpefensiolieMy Ho-
BBIif TUII TPaH3aKLMM, BHefpeHHbIi B 2017 ropgy.
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FMABA 13
[ipotokon Segwit

Haspanue Segwit (anrn.) o3HavaeT “pasfieibHOe 3aBepeHue” U CIYXUT As 06-
PaTHOM COBMECTUMMOCTM M/IM HEPAIMKATbHOTO M3MEHEHUs B IPOTOKOJIE KPUITOBA-
MIOTBI (TaK Ha3bIBaeMOI “MATKOJ BU/IKK ), BHEPEHHOE B CETH GUTKOIHA B aBryCTe
2017 ropga. HecMoTps Ha BCIo TPOTMBOPEYMBOCTD BHEPEHUA HaHHOM TEXHOIOTHH,
ee QyHKIMOHAbHbIe BO3MOXXHOCTH TPeOYIOT HEKOTOPBIX MOSCHeHMA. B aToit ra-
B€ ONMCHIBAIOTCA MPUHLMII IeACTBUA IPOTOKONA Segwit, IPUYMHBI ero 06paTHOI
COBMECTMMOCTH 1 4TO, COGCTBEHHO, OH aKTUBU3UPYET.

Ecnu xpatko, To B Segwit 6blny BHeApeHBI MHOTME M3MEHEHWS, B TOM YMCIIe
clemyouue.

e VYBenuueHue pasmepa 6moka

e YcTpaHeHMe NOJATIMBOCTY TPaH3aKLIMIA

¢ KonTpons Bepcuit Segwit, 4To6b1 MPOACHUTD MyTH /11 OOHOB/IEHUS
e VcnpaBneHue anropuT™Ma KBafipaTMYHOTO XEUIMPOBAHUA

o Obecnevenne 6e30MacCHOCTY BBIYMCIAEHUSA ONIAThl U3 3NEKTPOHHOIO KO-
I€TbKa B aBTOHOMHOM pe€XuUme

Ecnu He paccMOTpeTh 0CO6EHHOCTH peanu3aluy NpoTokona Segwit, To ero Ha-
3HayeHue OymeT He BIONMHe o4eBMAHBIM. [I03TOMy HaYHeM C PacCMOTpPEeHMs Ne-
MEHTapHOro TUIIa TPaH3aKUuy Segwit: OI/IAaTHI IO Xelly OTKPHITOTO K/II0Ya C pa3-
HeNbHBIM 3aBEPEHUEM.

Onnata no Xewy OTKpbITOro Knio4va
C pa3fne/ibHbIM 3aBepeHuem

Ontara nmo Xemry OTKpBITOro K/Io4a ¢ pa3fieNibHbIM 3aBepenneM (p2wpkh) ss-
NAETCA OHMM M3 YeThIpeX ClieHapyeB, ONpeNeNeHHbIX 10 TEXHOMOrMM Segwit B
npotokonax BIP0141 u BIP0143. ToT yMHBIf KOHTPAaKT BO MHOIOM REACTBYET



Nogo6HO OIIaTe IO XeUly OTKPBITOrO K/IK04a, I03TOMY OH OBLI ¥ Ha3BaH CXOZHBIM
o6pa3om. [naBHOe oTMuMe OT ciieHapus p2pkh cocTouT B TOM, YTO AaHHBIE I/
cueHapus ScriptSig Temepb HaXoAATCA B No/e 3aBepeHus. Takas peopraHusanus
CAenaHa 1A YyCTPaHEeHNA MOJATIMBOCTY TPAH3aKIIMM.

MoaaTnUBOCTbL TpaH3aKLuN

Ilodamnusocmy mpansaxyuu (transaction malleability) — aTo cmoco6HocTb M3-
MEHATh UAEHTUPUKATOP TPAH3AKIMM, He MEHAA ee HasHayeHMe. VICTIOMHUTeNbHBINA
EupeKTop 6upxxu KpunrtoBamioThl Mt. Gox Mapk Kapnenec HasBan nopgarnmBocTh
TPaH3aKLMYU TPUYMHOIA, IO KOTOPOI Ha 3TOi 6MpXKe He paspellanuch Onepauum
o U3BATHIO CpeAcTB B 2013 ropy.

[MogaTmBOCTb MAEHTUPUKATOPA CTY>KUT BXXHBIM COOOpaXkeHMeM IIpU CO3Aa-
HUM TUIATEXKHBIX KAHAJIOB, KOTOPBIE SAB/IAIOTCA aTOMapHBIMM eAMHULIAMI TI/TaTeX-
Horo nportokona Lightning Network. Minentudukarop nogatimsoit TpaH3aKIum
HaMHOTO YCTIOKHAET 6e30MmacHoe CO3aHMe TPaH3aKIMii B I/IATEXXHbIX KaHa/aX.

TpynHocTH, 06yC/IOBNIeHHbIe IOAATIMBOCTIO TPAH3AKLIMIA, OOBACHAITCA TeM,
uto upeHTUMKaTOp (T.e. xem-kop hash256) Tpansakuumu BeIYMCIAAETCA MO BCeit
TpaH3aKUMY B 1Ie/IOM. BOBIIMHCTBO MOMNelt B TPAH3aKLMM HENb3A U3MEHUTD, He
[pU3HaB HEJOCTOBEPHO IOAIMCh AAaHHON! TPaH3aKLMK, a CIIeJOBATENIbHO, ¥ CaMy
TPaH3aKLMIO, IO3TOMY TaKMe IO/ He BBI3BIBAIOT OCOOBIX 3aTPy/iHEHMI B OTHOLIIe-
HUM TOJAT/IMBOCTH, a MO CYLIECTBY, YA3BUMOCTH TPaH3aKIMIL.

K uncny moneit, KoTopble JOMYCKAalOT KaKoe-TO MaHUIyNMpoBaHue 6e3 mpu-
3HaHMA MOAIMCH HEHEeNCTBUTENIbHOIM, OTHOCUTCA Mone ScriptSig Ha KaXoM BBO-
me Tpansakuyu. [Tone ScriptSig omopoxxHsAeTcA mepey cO3AaHMEM Xella MOAIMCH
(cM. 1By 7), ¥ TIO3TOMY €TI0 COREPXXUMOE MOXXHO M3MEHUTh, HE HAapYLINB JOCTO-
BepHOCTDb nopmucy. Kak nosAcHANOCH B I/1aBe 3, HOANMCH COREPXKaT CTyYaifHyIo Co-
CTaB/IAIOLLYIO, 2 3TO 03HAYAET, YTO JIBA PasHBIX IONA ScriptSig MOryT, 1o cyiecTsy,
O3HaYaTh OJHO Y TO K€, XOTA ¥ Pas/IN4YaThcs MOOANTHO.

BcnenctBue atoro none ScriptSig okasbiBaeTCA n00amauebiM, T.e. EFO MOXHO
U3MEHUTDb, He MEHss €ro Ha3dHayeHue. ITO O3HAYAeT, YTO UAEHTUPUKATOP TPaH-
3aKILMM ¥ BCA TPaH3aKUMA B L[e/IOM OKa3bIBAIOTCA TMOJATAMBBIMMU. IlopaTnmBocTs
UaeHTUPUKATOpa TPAH3AKLMM O3HAYAET, UTO MOObIE 3d6UCUMble TPAH3AKLIMY, K
KOTODBIM OTHOCHTCA /M06as TpaH3aKUMA, PaCXOAYIOLIas ONMH M3 MONATINBBIX
BBIBOIOB TPaH3aKL[MM, HE MOTYT OBITb CO3[jaHbI IOJOGHBIM 06pa3oM, YTOObI ra-
PaHTUPOBaTh €e AOCTOBEPHOCTb. Xelll MpeAbIAYyIeil TPaH3aKIMM He OpeNeNeH,
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a C/Ief0BaTEeNIbHO, TapaHTUPOBATh JOCTOBEPHOCTD COREPXKMMOTO II0/1s1 BBO/A 3aBy-
CUMOJ TpaH3aKI[M} HEb3A.

Kak npaBuio, ato He BbI3bIBaeT 0cOObIX 3aTpyAHeHMIt. Beb kak TOMbKO TpaH-
3aKIMA BXOJUT B L{eNOYKY 6710KOB, ee MAEHTU(MKATOP OCcTaeTcs GUKCHMPOBAHHBIM
u 6onbllle He TOAfAETCA U3MEHEHUAM, 110 KpajiHeil Mepe He TpebyeT IIOMCKa IOA-
TBepXXAeHUA paboThl! Ho B mnaTeXXHbIX KaHanax 3aBUCHMble TPAaH3aKLMMU CO3/ia-
10TCA npesxcde, 4eM GOHAMPYIONIAA TPaH3AKLMA BBOAUTCA B IIENOYKY 6710KOB.

YcTpaHeHne NnoaaTAMBOCTM TPaH3aKLuiA

YT06b1 yCTPaHUTD MOJATIMBOCTb TPAH3AKLMH, JOCTATOYHO OMOPOXHUTH II0JIE
ScriptSig u pa3MecTUTb AaHHbIE B APYTOM IIO/Ie, KOTOpOE He NMPUMEHAETCA AN
BBIYMCTIEHMA uaeHTHdUKaTopa TpaHsakuuu. B cuenapuu p2wpkh noanuce u or-
KPBIThIN K/TI0Y AB/IAIOTCA 37IEMEHTaMy, M3B/IeKaeMbIMK M3 monA ScriptSig, a creno-
BaTe/IbHO, ¥X MOXXHO ITepPEMECTUTD B IIOJIe 3aBepeHNs, KOTOPOe He TPUMEHAETCS
JULA BBIYMCIIEHMA uaeHTHdMKaTopa TpaH3akumyu. Takum ob6pa3om, ugeHTHdMKaTOp
TPaH3aKIMM OCTAETCA YCTONYMBBIM MO Mepe MCUe3HOBEHNs BEKTOPa MOAATINBO-
cri. [Tone 3aBepeHMA M pe3ynbTaT CepuamM3aLMM BCell TPaH3aKLMY 1O IPOTOKO-
my Segwit OTIIPaB/IAIOTCA TONMBKO TEM Y3/1aM, KOTOPBIE MX 3aNpallinBaioT. VIHbIMK
CTIOBaMMU, IIPEXHME Y3/IbI, KOTOpble He MePelnI Ha TEXHONOTMIo Segwit, He mpu-
HMMAIOT 0J/Ie 3aBEPEHNMA U He NPOBEPAIOT AOCTOBEPHOCTh OTKPBITOTO KII04Ya M
TIOTIUCH.

ITO KaXeTcs y>Ke 3HAKOMBIM, ¥ TaK OHO M eCTb. Beib 3TO 1oX0XKe Ha cLieHapuit
p2sh (cM. r1aBy 8) B TOM OTHOILEHMM, YTO HOBBIE Y3/Ibl BBINOMHAIOT AOMOTHUTENb-
HYIO NIPOBEPKY JOCTOBEPHOCTH IO CPAaBHEHMIO CO CTapbIMM y3/1aMU. VIMEHHO 10-
aToMy Segwit U HasbpIBaeTCcA “MATKOit BUIKOI~ (T.e. 06paTHO COBMECTUMBIM 06-
HOBJIEHMEM IIPOTOKOJA), a He “XKeCTKOit BUIKOM™~ (T.e. 06paTHO HECOBMECTHMBIM
06HOB/IEHMEM TIPOTOKOTIA).

Tpau3akuuu no cuexapuio p2wpkh

YTo6bI CcTaN MOHATHeE MPUMHLMI AEACTBUA Segwit, ITO/Ie3HO IOKa3aTh, KaK BbI-
T/IAAUT TPaH3aKIMsA, KOIZla OHa OTChI/IaeTCs crapomy ysny (puc. 13.1), B oTmmune
OT HOBOroO y31a (puc. 13.2).

Pasmuume pesynbraToB cepmanusauuy, NpuBeAeHHbIX Ha puc. 13.1 u 13.2, co-
CTOMT B TOM, YTO BO BTOPOM C/Iy4dae TPaH3aKLMA, CepMalIu3MpOBaHHasA 1O Npo-
ToKO/My Segwit, colep>XUT NO/NA MapKepa, IpM3HAKa M 3aBEpeHMs, a B OCTallb-
HOM 06e TpaH3aKLMM OAMHAKOBbI. VIZeHTH(UKATOD TpaH3aKUMM OKA3bIBAETCH
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HEMNOAAT/IMBBIM NIOTOMY, YTO B IIEPBOM CITy4Yae Cepuanmu3ays CIyXXUT /I BbIYMC-
TIeHUA NAEHTU(UKATOpPa TPAaH3aKLIMN.

01000000011
00affFFFFFfo106(

1 DO - Bepcus
- 01 - # KonnM4eCcTBO BXOAOB

- ffffffff - nocnhepoBaTensHocTb
- 01 - # KOAMYECTBO BbLIXOAOB

00000000 - Bpema BNOKUPOBKMU

Puc. 13.1. Onnama no xeuwty omxpuimozo Kno4a ¢ pa3oenvHbuiM 3asepeHuem
(p2wpkh) 0o eHedpenuss npozpammmuozo obecnederus no npomoxony BIP0141

)10000000001011
ffffffffol1 ( (
02483045022100df7b7e5cda14ddf91290e02ea10786e03ebl1ee36ec02dd862fe9a326bbeb7f
d02203f5b4496b667e6€281cc65432da%e4f08660c620a1051337FaB965f727eb19190121038262a6
c6cec93c2d3ecd6c6072efeaBod02ff8e3328bbd0242b20af3425990ac00000000

- 01000000 - Bepcus
- 00 - mapkep Segwit

npu3Hak Segwit

- 01 - # KOAMYECTBO BXOAOB

- ffffffff - nocnhepoBaTenbHOCTH
- 01 - # KONMYECTBO BLIXOAOB

- 0248...61 - 3aBepeHue
- 00000000 - Bpema O6NOKMPOBKHU

Puc. 13.2. Onnama no xeuty omxpoimozo Ka104a ¢ pasoenvHviM 3asepeHuem
(p2wpkh) nocne enedpernus npozpammmozo obecnewerus no npomoxony BIP0141

ITone 3aBepenns B p2wpkh cofiep>XuT NOANMMCH M OTKPBITHINA K04 B Ka4ecTBe
ABYX €ro 371eMEHTOB. JTO MO/e CTY>XUT [/IA NMPOBEPKM HOCTOBEPHOCTM TONBKO
o6HoBNeHHbIX y3n0B. [Tone ScriptPubKey ans p2wpkh copepxut mocnegosarens-
HOCTb KoMaHf, OP_0 <20-6ajtToBEs? xem>, none ScriptSig mycTo, Kak caexyeT u3
puc. 13.1 n 13.2, a 06'peNMHEHHDII CLieHapuii IpUBeNeH Ha puc. 13.3.
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ScriptPubKey ScriptSig 06beauHeHHbIN

CLeHapuiA
( OP.0 i ( OP_0
( <20-6aiirosii xew> (<20-6aiirosil xew>

Puc. 13.3. ITons ScriptPubKey u ScriptSig ons onnamut no xeuty
OMKPBIMO20 KNI04A C pa3oenvHbim 3aseperuem (p2wpkh)

O6paboTka 06BENMHEHHOTO CLieHApUA HAaYMHAETCA TaK, KaK MOKa3aHO Ha
puc. 13.4.

CueHapmii Crek

~

( OP_0
( <20-6aitrosiii xew> }

Puc. 13.4. HauanvHoe cocmostue
cuenapus p2wpkh

Onepauus OP_0 pasmemaer 0 B cTeke (puc. 13.5).
CueHapuit Crek

( <20-6aitroswii xew> ) & 0 )

Puc. 13.5. Ilepeas cmadus évinonHeHus
cueHapus p2wpkh

20-6aifTOBBIN Xell ABNAETCA I/IEMEHTOM Y NO3TOMY pa3MeLaeTCs B CTeKe
(puc. 13.6).

CueHapuii Crek

( <20-Gaitrouit xew> )

( 0

Puc. 13.6. Bmopas cmadus évinonHenus
cueHapus p2wpkh

Ha pmanHoi cTapum crapble y3inbl OCTAHOBATCA, IOTOMY YTO B CTeKe 6onblie
He ocTaercsA KOMaHp Script And o6paboTkM. A MOCKONBKY Ha BeplLINHE CTeKa
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HAXOAWUTCs HEHY/IEBOM 37IEMEHT, OH OYIeT TPaKTOBaThCsA Kak AOCTOBEPHBII CLieHa-
puit. VI aTo o4yeHb moxoxe Ha p2sh B TOM OTHOLIEHNMM, YTO CTaphble Y3/bl 60nbLIe
He CMOTYT BBINIOJIHATb NTPOBEPKY Ha JOCTOBEPHOCTb, a HOBBbIE Y3/Ibl OYRyT meit-
CTBOBaTb 10 0CcOHOMY TpaBuy Segwit, BO MHOroM nogo6HoMy 0cob6oMy mpaBuy
mnsa p2sh. Kak ynomMuHanocs B riaBe 8, KOHKpeTHasA NOCIEf0BaTENIbHOCTb KOMaH
cueHapusa <RedeemScript> OP_HASH160 <xem> OP_EQUAL npuMBOAMT B JE€ACTBHUE
ocoboe npasuno ans p2sh.

AB p2wpkh TOCTIEAOBATENbHOCTh KOMaHJL CLieHapusa TakoBa: OP_0 <20-6as-
ToBED? Xem>. Koria B cLieHapuy BCTpeyaeTcsA TaKas IOC/Ief0BaTeIbHOCTb KOMaH/,
OTKPBITHIA K/I0Y U MOAIMCH U3 MOJA 3aBEPEHUA U 20-6ai1TOBbIN Xelll BBOOATCA
B Ha6Op KOMaHJ MMEHHO B TaKOJ IIOC/IEfl0BaTeNIbHOCTH, Kak u B p2pkh, a mMeH-
HO: <noanuce> <OTKPHTEN ktoy> OP_DUP OP_HASH160 <20-6anToBEDT Xem>
OP_EQUALVERIFY OP CHECKSIG. CocTosiHMe BINONMHeHNA cuieHapua p2wpkh na
cnepymouei CTaAuy IpUBEEHO Ha puc. 13.7.

Cuenapwi Crex

( <nogwce> )
<OTKPbITBIHA KNI0Y>

OP_HASH160
( <20-6aitroBwiii xeu>
( OP_EQUALVERIFY
(" OP CHECKSIG

Puc. 13.7. Tpemvs cmaous 6vtnonHeHus
cueHapus p2wpkh

OcTanbHas yacTh 06paboTku cueHapus p2wpkh BbINONMHAETCA TaKMM ke 06pa-
30M, Kak U cueHapus p2pkh (cM. raBy 6). A ero KOHEYHO€e COCTOSIHME OT/IMYAETCA
TeM, YTO B CTeKe OCTAeTCA TONMbKO 1, HO JIMIUB B TOM Cay4ae, ecnyu 20-6aiToBbI
xew npenctasnseT coboit xem-kox hash160 oTkpriTOro Kimova, a HOANUCH fei-
CTBUTeNbHa (puc. 13.8).

CueHapuii Crek
( 1 )

Puc. 13.8. Yemsepmas cmadus
8bINONHEHUS cueHapus p2wpkh
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B crapom y3ire 06paboTka ocraHaBmMBaeTcs, ecin <2(0-6aiTOBES! Xem> paBeH
HY/TI0, IOCKO/ILKY CTapbiM y3/IaM HeM3BECTHO ocoboe mpaBumo Segwit. VI muumb
B OOHOBJ/IEHHBIX y3/1aX OyleT BHINOTHEHA OCTa/IbHAs YaCTh MPOBEPKM AOCTOBEP-
HocTH, Kak u B p2sh. CrnenyeT, ogHako, MMeTb B BUAY, YTO 06'beM JaHHBIX, KO-
TOPBIMM OOMEHMBAIOTCA OGHOBJIEHHBIE Y3/Ibl, OKA3BIBAETCs MeHbIle, YeM 06beM
crapbix y3/10B. KpoMe Toro, y3aM npenocTaB/iseTcs BO3MOXHOCTb He 3arpyXaTb,
a CNIeoBaTeNbHO, Y He MIPOBEPATh TPAH3AKIMM, €C/IM OHYM YCTapeny Ha X 6I0KOB.
ITo cymecTBy, moamucy 3aBepeHa MHOTMMM /IMLIAMM, M TIO3TOMY y3€/l MOXET JO0-
BEPUTBCA UM, NIOCYMUTAB €€ [eNICTBUTETLHOM BMECTO TOTO, YTOOBI IIPOBEPUTD €ee
JIOCTOBEPHOCTb HETIOCPEACTBEHHO.

CnepnyeT Taloke MMeTb B BUAY, YTO JaHHOE 0CO60€ MPAaBMU/IO OTHOCUTCH K Bep-
cuu 0 mporoxona Segwit, a B Bepcuu Segwit 1 poueaypa 06paboTku MoxeT ObITH
COBCeM ApyToit. B yacTHOCTH, <20-6astTOBEIT Xem> 1 MOXKeT 6bITh 0c060i1 Clie-
HapHOI1 MOC/Ie0BATENbHOCTDIO, IPMBOAALLEN B AieiiCTBe Apyroe mpaBuio. B mo-
cremytommx o6HoB/IeHnAX Segwit MoryT 6bITh BHempens! noanucu IIHoppa, Tex-
Honorua Graftroot unm Boobme Apyrue cucremsl cueHapueB Bpofe Simplicity.
ITpoTokon Segwit mpenocTaBiAeT ACHBI MYTh K OGHOBNEHMIO, M IPOTPaMMHOE
obecneyenne, crroco6Hoe MpOBEPUTDL FOCTOBEPHOCTb Bepcuy Segwit X, 6ypeT mpo-
BepATDb NOA06HbIE TPAaH3aKIMM Ha JOCTOBEPHOCTb. A pOorpaMMHoOe obecredeHue,
He CIOCO6HOe NIPOBEPUTD AOCTOBEPHOCTD Bepcyy Segwit X, mpocTo 6yfeT BHINON-
HATb 06paboTKY BIJIOTh 10 TOTO MECTA, TA€ BCTYIAET B IElICTBUE 0COOOE PaBUIIO.

Cuexapui p2sh-p2wpkh

Cuenapmit p2wpkh 3aMeyaTeneH, HO, K COXKa/eHMIO, 5TO HOBBIA THUII CLieHa-
pusA, a TpexXHUe KOLIENbKM He CIIOCOOHBI MepechaTh OGUTKOMHBI MO CIleHapu-
aMm ScriptPubKey pna p2wpkh. B p2wpkh npumensercs HoBbiit GopMaT afpecos
Bech32, onpenenennsiit B npotoxone BIP0173, Ho B cueHapuax ScriptPubKey
TNIPEXXHUX KOLIENbKOB HEM3BECTHO, KaK GOPMUPOBATh TaKue afpeca.

ABTOpHI Segwit M306penu UCKYCHbIN ct0cob obecrieunTs 0OPaTHYIO COBMECTH-
MocTb Segwit, “3akmounB” p2wpkh B 060m04ky p2sh. 1o Tak Ha3bIBaeMblit “BiO-
JKEHHBI” TPOTOKO/N Segwit, OCKONMbKY cLieHapuit ScriptPubKey BroxeH B cueHa-
puit RedeemScript mns p2sh.

Apnpec p2sh-p2wpkh sABnsercsa o6br4HbIM afpecoM p2sh, Ho mone RedeemScript
COMIEPXUT NOC/EN0BATENIbHOCTb KOMaH[ OP_0 <20-6asToBED1 Xxem> UK ClieHa-
puit ScriptPubKey ana p2wpkh. Kak u B p2wpkh, Tpansakuuu otcbiiarorcs cra-
pbiM y3nam (puc. 13.9), kak ¥ HOBBIM y3naM (puc. 13.10).

fasa 13. Mpotokon Segwit | 291
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feffffff023236000000000

- 01000000 - Bepcua
- 01 - # KonnyecTBo BXOAOB
- 712e...2f

- feffffff - nocnegoearensHoCTb
- 02 - # KOnn4ecTBO BbLIXOAOB

« " AIRE ) CYMMB Ha
3450, .,00 CyMMbl Ha

- 07530700 - Bpems DAOKMPOBKM

Puc. 13.9. Onnama no xeudy CueHapus u OmKpovimozo Knwo4a ?asbeﬂbnbw
3aseperuem (p2sh-p2wpkh) 0o enedpenus npozpammnozo obecneveHus
no npomoxony BIP0141

b82da

1000001017126 5b4e97ab549d50ca60a4f 5968b2 )fab82dae472007871140
‘ b4 6feffFFFF02323600000000

( ] 024830450221009263c7de80c297d5b21abag846cf6fo
a970e1d339568167d1e4c1355¢7711bc1602202¢9312b8d32fd9c7acc54c46cab50eb7255ce3¢c0122
14c41felad91bccb16a13012102ebdf6fc448431a2bd6380f912a0fabca291cal3340e79b6f0clfdaf
f73cf5406107

0700

- 01000000 - Bepcun
- 00 - mapkep Segwit
- 01 - npu3sHak Segwi
- 01 - # KonAM4ecTBO BXOA0B

HE

feffffff - nocneposatenbHoCTb
- 02 - # KOAMYECTBO BLIXOAOB

3¢ (010]
= 3£30...00

XOAax
- 0248...61 - 3aBepeHue
- 07530700 - Bpema 6J0KMPOBKM

Puc. 13.10. Onnama no xeuwty cueHapust U OMKPbIMO20 K104 C PA3OENLHLIM
3aseperuem (| p2$h-p2wpkh{nocne 8HeOPEHUA NPOZPAMMHO20 0becneveHUs
no npomoxony BIP0141

OTMyme paccMaTpyUBaeMOro 3fieCh BIOXKEHHOTo crieHapus oT p2wpkh cocrout

B TOM, 4TO none ScriptSig 6onblle He ABNAETCA MyCTHIM. B HeM copepxuTcs cie-
Hapuit RedeemScript, uto paBHO3HauHO cueHapuio ScriptPubkey B p2wpkh. A no-
CKOJIBKY 3TO 4acTb cLieHapus p2sh, mone ScriptPubkey okassiBaercs TakuM xe,
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Kak u B mo6oM apyrom cueHapuu p2wpkh. Ha puc. 13.11 nokasaHo, KaK BBITIAAUT
06beIMHEHHBLI CLIEHAPMUIL.

ScriptPubKey ScriptSig 06beanHeHHbI
cueHapuii

( OPHASH160 ) ( <RedeemScript> ) ( <RedeemScript> ]
( <xew> ( OP HASH160
(___oPEQuAL ( <xew>
( OPEQUAL

Puc. 13.11. Ilone ScriptPubKey & p2sh-p2wpkh oxa3vieaemcs
maxum xe, kax u o6viuHoe none ScriptPubKey 6 p2sh

Brruncnenne o6beAMHEHHOTO CLieHapUs HAaYMHAETCA TaK, KaK MOKa3aHO Ha
puc. 13.12.

CueHapwii Crex

( <RedeemScript> ]
( OP HASH160

( <xew>
( OPEQUAL

Puc. 13.12. Hauanvroe cocmostue cuenapus p2sh-p2wpkh

C)ICI.IYCT, OfHaKO, MMETb B BUAY, YTO KOMaH/bl, KOTOPbIE€ TO/>KHBI o6pa6aTbx-
BaTbCsA, OKa3bIBAIOTCA TAKMMMU XKe, KaK U T€, KOTOpbI€ IIPUBOJAT B JIeACTBME 0CO-

60e nmpasuno B p2sh. B wacTHoCTH, cieHapuit RedeemScript Hanpasnsercs B crex
(puc. 13.13).

CueHapuii Crex
(  OPHASH160 ]
(0 <mn>
( OPEQUAL ( <RedeemScript> )

Puc. 13.13. Ilepsas cmadus evinonrenus cyenapus p2sh-p2wpkh

Onepauus OP_HASH160 Bo3BpaTuT Xelll 1o crieHapuio RedeemScript (puc. 13.14).

ITonyyeHHDbIN B UTOTe X€Il HATIPABUTCA B CTEK, a 3aTeM OyZieT BBHINONIHEHA KO-
MaHfa OP_EQUAL (puc. 13.15).

Ecnyu Ha maHHOM CTaguy Xelu OKaXyTCA ORMHAKOBBIMM, TO B CTapbiX y3/lax
(mo BHenpenus nmpotokona BIP0016) BBop TpaH3akumu 6yaeT MPOCTO OTMEYEH Kak
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AOCTOBEPHBIN, ITIOCKOZIbKY B 3TUX y3/1aX HEM3BECTHbI NPABMU/IA MMPOBEPKM NOCTO-
BEpHOCTH, NTpUMeHseMble B p2sh. A B HOBBIX y3/ax (II0C/ie BHEPEHMA MPOTOKONA
BIP0016) pacro3HaeTcss ocobas IOC/IeOBaTeNNLHOCTD A/l CLieHapyus p2sh, u mo-
aToMy cueHapuit RedeemScript 6yner 3aTeM BbrumcieH B Buae koMaHp Script. Cue-
Hapuit RedeemScript cocrouT 13 nocnegobatenbHOCTH KOMaHp OP 0 <20-6astTo-
BRI XeIr>, YTO paBHO3Ha4YHO cueHapuio ScriptPubKey mnsa p2wpkh. Takum obpa-
30M, COCTOSTHME CLieHapus Ha JaHHOM cTaguu OyHeT BBII/LAAETD TaK, KaK MIOKa3aHO
Ha puc. 13.16.

CueHapwiA Crek

( <xew> )
( oPEQUAL } ( <xew> )|

Puc. 13.14. Bmopas cmaodus 6uinonHeHus

cuenapus p2sh-p2wpkh
Cuenapwi Crex
( <xew>

( OPEQUAL ) ( <xew>

Puc. 13.15. Tpemvsi cmaoust 6binonHeHus
cueHapus p2sh-p2wpkh

CueHapuit Crex

( OP.0 )
( <20-Gairoawiii xew> }

Puc. 13.16. Yemsepmas cmaous
8binonHeHus cuenapus p2sh-p2wpkh

9To JO/MKHO OBITH y>XKe 3HAKOMO, ITOCKO/IbKY HAallOMUMHAET COCTOAHME, C KO-
TOpOTO HauMHaeTCA BhIMoMHeHMe cueHapus p2wpkh. ITocne omepanyuu OP_0 u
20-6artToBOrO Xela B CTeKe OCTaeTCA HY/b, KaK II0Ka3aHo Ha puc. 13.17.

Ha sroit cTaguu crapbie y3abl (B0 BHeApPEeHMA NPOTOKONMA Segwit) OTMETAT
MAHHBI BBOJl TPAH3AKIMM KaK JOCTOBEPHBIN, IMOCKONBKY MM HEU3BECTHBI IIpa-
BU/Ia TIPOBEPKY [OCTOBEPHOCTH, PUHATbIE B Segwit. A BOT HOBBIE Y3/bl (IOCIE
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BHEJIpEHMUA IIPOTOKO/IA Segwit) PacIo3HaIT 0COOYI0 MOC/IE[0BATENbHOCTD A/IA CLie-
Hapus p2wpkh. IToAm1ch 1 OTKpBITBI K/TI0Y M3 NO/IA 3aBepeHus HapAay ¢ 20-6ait-
TOBBIM XelleM OyAyT BBefieHbl B Ha6op KOMaHJ /s cueHapus p2pkh (puc. 13.18).

CueHapuii Crex

(<20-6al“ﬂoauﬁ yew> |

( 0

Puc. 13.17. [Tamas cmadus evinonHeHust
cuenapus p2sh-p2wpkh

CueHapuii Crex

( <nomwucs> )
<OTKPbITBIIA KITI0Y>

OP_HASH160
( <20-Gaitroswiit xew>
(__OP_EQUALVERIFY
( OP_CHECKSIG

Puc. 13.18. Illecmas cmadus
svinonHenus cueHapus p2sh-p2wpkh

OcTtanpHasa yacTb 06pabOTKM paccCMaTPUBAEMOTO 3[eCh CIEHAapyUA TaKas e,
kak 1 s p2pkh (cM. rmaBy 6). Eciu mogmuce M OTKpBITHIN K04 NPU3HAHBI Aeit-
CTBUTE/IbHBIMM, TO B CTEKe OCTaeTcA 1, Kak MmokasaHo Ha puc. 13.19.

CueHapwid Crex
( L)

Puc. 13.19. Koneurnoe cocmosarue
cuenapus p2sh-p2wpkh

Kak Bupute, TpaH3akumyu 1o B/IOKEHHOMY clieHapuio p2sh-p2wpkh sBnsior-
¢ 06paTHO COBMECTMMBIMMU BIIOTb O BHefpeHus mportokona BIP0016. Bonee
crapsle y3iabl (o BHeipeHus nporokona BIP0016) mocunTaror clieHapuit fOCTO-
BEPHBIM, ec/u cueHapuy RedeemScript okasanucr OfMHAKOBBIMM. A MeHee CTa-
pble y3nsl (mocne BHeApeHus mpotokona BIP0016, Ho 1o BHenpeHMsA NMPOTOKONA
Segwit) mocumraloT cueHapuit FOCTOBepHBIM 10 20-6aiiToBoMy xeury. Bripouem, u
Te, ¥ IPyTUeE Y3/1bl BHITIOMHAT NPOBEPKY JOCTOBEPHOCTU He MOMTHOCTHIO M IPUMYT
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TpaH3akuuio. /| HakoHell, HOBbIe y3/bl (ITOC/Te BHEAPEHUA MPOTOKONMA Segwit) BbI-
IIOJTHAT NPOBEPKY KOCTOBEPHOCTU IONTHOCTBIO, B TOM YMC/Ie NPOBEPKY MOAMMUCH
M OTKPBITOTO K/TI0Ya.

.-
|

Bce nu moryT pacxoaoBatb BbiBOAbI TPaH3aKLWi nNo
nporokony Segwit

ITpoTuBHMKM TPOTOKONA Segwit HasBa/nM BBIBOABI TPAaH3aKLMil IO
IPOTOKONMY Segwit “HOCTYIHBIMM BCAKOMY A/ PacXomoBaHus . ITO
6510 6b1 BepHO, ecrM 6bI GUMTKONMH-COOOLIECTBO OTBEPIIO Segwit.
VHpIMM coBaMy, ecnmu 6bl MaTepManbHO 3aMHTEPECOBAaHHAs 4acThb
OUTKOMH-CO001IeCTBa OTKa3a/Iach BBIOMHATh MPOBEPKY AOCTOBEP-
HOCTH I10 IPOTOKOMY Segwit ¥ aKTMBHO OTAENNIACH OT CETH, IPUHMU-
Masi TONBKO Te TPaH3aKIMM, KOTOpbIe ObI/IM HEZOCTOBEPHBI IO MPO-
TOKO/My Segwit, TO BBIBOABI TaKMX TPAaH3aKLMit ObIIM OBl ZOCTYIIHBI
JUIA PacXoffoBaHMsA BCAKOMY. TeM He MeHee MpOTOKONM Segwit ObLI
BHEJIpEH 110 CaMbIM Pa3sHBIM NIPUYMHAM SKOHOMMYECKOTO XapaKTepa,
a pasfe/leHns ceTy He IMPOM3OIIO0, M HeMano OMTKOIHOB Teneph 3a-
6moKMpOBaHbI Ha BBOAAX TPaH3aKIMit Segwit, KOTOpble IPOBEPEHBI
Ha JOCTOBEPHOCTb IO NpaBM/IaM ‘MATKOM BUIKM B OO/NBIIMHCTBE
9KOHOMMYECKM 3aifHTEpPEeCOBAHHBbIX Y37IOB. VI Telepb MOXKHO C yBe-
PEHHOCTBIO CKa3aTh, YTO NMPOTMBHMKM IPOTOKO/MA Segwit 6bUIM He
TpaBBl.

liporpammHasn peanusayua cueHapues
p2wpkh u p2sh-p2wpkh

IlepBoe M3aMeHeHMe MbI cobupaeMcs cienaTsb B kinacce Tx, Iie Tpebyerca nome-
TUTb TPAaH3aKLMIO KaK OTHOCAILIYIOCA K Segwit MM ApyToMy IpOTOKONY:

class Tx:
command = b'tx'

def _ init__ (self, version, tx_ins, tx_outs,
locktime, testnet=False, segwit=False):

self.
self.
self.
self.
self.
self.

version = version
tx_ins = tx ins

tx _outs = tx outs
locktime = locktime
testnet = testnet
segwit = segwit
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self. hash_prevouts = None
self. hash sequence = None
self. hash outputs = None

3aTeM BHeceM M3MEHEHUA B METOJ parse () B 3aBUCMMOCTM OT IOTy4aeMOro
pe3ynbTaTa cepManm3aliy, KaKk OKa3aHO HIDKe.

class Tx:
@classmethod
def parse(cls, s, testnet=False):
s.read(4) (1]
if s.read(l) == b'\x00"': o
parse_method = cls.parse segwit
else:
parse_method = cls.parse_legacy
s.seek (-5, 1) 3]

return parse _method(s, testnet=testnet)

@classmethod
def parse legacy(cls, s, testnet=False):
version = little endian to_int(s.read(4)) ()
num_inputs = read varint(s)
inputs = []
for _ in range(num_inputs):
inputs.append(TxIn.parse(s))
num_outputs = read varint(s)
outputs = []
for _ in range (num_outputs):
outputs.append (TxOut.parse(s))
locktime = little endian to_int(s.read(4))
return cls(version, inputs, outputs, locktime,
testnet=testnet, segwit=False)

© [IIpoaHanusupoBath MATHIA 6T, YTOOBI BHIACHUT, OTHOCUTCS /U TPOBEPA-

eMas TpaH3akuMaA K mpotokony Segwit. [lepBbie yeTsipe 6aifTa 0603HaYaOT
BEepCHIO, a MATHIN 6aiiT — Mapkep Segwit.

® Eciu naTbii 6aiiT paBeH HYIO, 3TO O3HAYaeT, YTO JAHHAA TPAH3AKUMA OT-
HOCMTCA K IIPOTOKONY Segwit (3TOT KpUTepMit UCIIONb3yeTCcs 37eChb HECMOTPSA
Ha TO, YTO OH HeHaJfieXeH). B 3aBMCMMOCTM OT TOro, OTHOCHTCA /I TPaH-
3aKIUA K MPOTOKOMy Segwit, 3mech NPMMEHAIOTCS pa3Hble CMHTAKCHMYeCKye
aHa/IM3aTOPHI.

© BepHyTb OTOK B COCTOsIHME, NPEALIECTBYIOLIEE IPOBEPKE NIEPBDIX IATH HITOB.

@ 3pmech npexHMit MeTOR parse 3aMelaeTCA HOBBIM METOLIOM parse_legacy().
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Hwke npuBefieH CMHTaKCUMYeCKMIl aHANM3aTOP pe3ynbTaTa Cepuanu3aluy 1o
IIPOTOKONY Segwit.

class Tx:

@classmethod
def parse_segwit(cls, s, testnet=False):
version = little endian to_int(s.read(4))
marker = s.read(2)
if marker != b'\x00\x01': (1]
raise RuntimeError('Not a segwit transaction {}'
.format (marker))
num_inputs = read_varint(s)
inputs = []
for _ in range(num_inputs):
inputs.append (TxIn.parse(s))
num_outputs = read varint(s)
outputs = []
for _ in range(num_outputs):
outputs.append (TxOut.parse(s))

for tx_in in inputs: (2]
num_items = read varint(s)
items = []

for _ in range(num_items):
item len = read varint(s)
if item len == 0:
items.append (0)
else:
items.append(s.read(item_len))
tx_in.witness = items
locktime = little endian_to_int(s.read(4))
return cls(version, inputs, outputs, locktime,
testnet=testnet, segwit=True)

0 3mech MMeIOTCA OBa HOBBIX ITONIA, U B OJJHOM M3 HUX COMIEPXXUTCA MapKep
Segwit.
® Aso BTOPOM HOBOM IT0/I€ COREPXXUTCS 3aBEPEHME, COCTOALLEE U3 OTAETbHBIX
3JIEMEHTOB [I/IA KAXKXA0I0 BBOAA TPAH3aKLIMM.
A Ternepb MOXKHO 3alIpOrpaMMMpPOBaTh COOTBETCTBYIOIINE 3MEHEHUS B METO-
Aax cepManm3alum:
class Tx:
def serialize(self):

if self.segwit:
return self.serialize segwit()
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else:
return self.serialize legacy()

def serialize legacy(self): 0
result = int to_little_endian(self.version, 4)
result += encode varint(len(self.tx_ins))
for tx_in in self.tx_ins:
result += tx_in.serialize()
result += encode_varint (len(self.tx_outs))
for tx_out in self.tx outs:
result += tx out.serialize()
result += int_to_little endian(self.locktime, 4)
return result

def serialize segwit (self):
result = int_to_little endian(self.version, 4)
result += b'\x00\x01' ]
result += encode_varint(len(self.tx_ins))
for tx_in in self.tx ins:
result += tx_in.serialize()
result += encode_varint (len(self.tx outs))
for tx out in self.tx outs:
result += tx out.serialize()
for tx_in in self.tx_ins: (]
result += int to_little endian(len(tx_in.witness), 1)
for item in tx in.witness:
if type(item) == int:
result += int_to_little endian(item, 1)
else:
result += encode varint(len(item)) + item
result += int to_little endian(self.locktime, 4)
return result

© 3pech ompefenserca MeTol serialize legacy (), KOTOpBIif paHbllle Ha3bl-
BancAd erialize().

@® Cepnanusaums no npoTokomy Segwit JONONMHAETCA 34eCh COOTBETCTBYIOLIMMM
MapKepaMH.

© TIlon koHen cepuanuaupyeTcs 3aBepeHHue,

Heob6xonuMo BHeCTH M3MeHeHUA U B MeTOR hash (), Kak ITOKa3aHO HIDKe, 4TO-
6Bl BOCITO/NIb30BATbCA MPEXKHMM MEXaHM3MOM CepUanuM3auuyu — Aaxe WIS TPaH-
3aKuuit Segwit, OCKONIbKY 3TO 06€eCIedUT YCTOMUMBOCTD MAEHTU(HUKATOPA TPaH-
3aKLUM.
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class Tx:

def hash(self):

"' ' IBOMYHED! Xem-KOR MNpexHe)t cepmanusampo'''

return hash256 (self.serialize legacy()) [::-1]

B npusenensom Hiwke Metofie verify input () TpebyeTcs ApYyroit Xem Mox-

nucy z pna Tpansakumii Segwit. IlopAnok BhuMcaeHMA Xella MOAMUCK /IS TPaH-
3akuum Segwit onpenensercsa B npotokone BIP0143. Ilomumo Hero, MeXaHU3My
BBIYMC/IEHMA CLiEHApHEB NEPENAETCSA I10/IE 3aBEPEHMA.

class Tx:

def verify input(self, input_index):

tx_in = self.tx ins[input_index]

script pubkey = tx_in.script pubkey(testnet=self.testnet)

if script pubkey.is p2sh_script_pubkey() :
command = tx in.script sig.commands[-1]
raw_redeem = int_to_little_endian(len(command), 1) + command
redeem_script = Script.parse (BytesIO(raw_redeem))

if redeem script.is_p2wpkh_script pubkey(): {1 ]
z = self.sig_hash bipl43(input_index, redeem script) ]
witness = tx_in.witness

else:

z = self.sig_hash(input_index, redeem_script)
witness = None
else:
if script pubkey.is p2wpkh script pubkey(): ®
z = self.sig hash bipl43(input_index)
witness = tx_in.witness
else:
z = self.sig hash(input_index)
witness = None
combined script = tx_in.script_sig
+ tx_in.script pubkey(self.testnet)
return combined script.evaluate(z, witness) o

3pmech poBepsieTCs BAPUMAHT BIIOXKEHHOTO cLieHapus p2sh-p2wpkh.

Kop nnsa renepupoBaHus xema noanucyu mno nporokony BIP0143 Haxonurcs
B MCXOBHOM (aiine txX.py U3 MPUMEPOB KOfa K 3TOM ITIaBe.

3pmech mpoBepsieTcst BapuaHT cLeHapusa p2wpkh.

3aBepeHye mepegaeTcss MEXaHN3MY BBIYMCIIEHUA CLieHApUEB, ¥ TIO3TOMY IO
cueHapuio p2wpkh MOXXHO IOCTPOUTDb NOAXOAAIME KOMAHABL.

Heo6xopuMo Takxe OIpefennTh CLieHapuii B MCXORHOM Qaitne script.py,

KaK IMOKa3aHO HMXeE.
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def p2wpkh_script (h160):
' 'lputimgaer xem-xon hashlé0 m BosBpamaeT
cueHapwit ScriptPubKey mns p2wpkh'''

return Script ([0x00, h160]) (1]
def is_p2wpkh_script pubkey (self): (]
return len(self.cmds) == 2 and self.cmds[0] == 0x00 \
and type(self.cmds[1]) == bytes \
and len(self.cmds[1]) == 20

© Drt0 nocnenoBaTENLHOCTL KOMAaH OP_0 <20-6asT0oBEDT XEID>.

@ 3pech npoBepsieTcs, OTHOCUTCS M TEKYLIMI cLieHapuit K Tumy ScriptPubKey
ans p2wpkh.

U HakoHel, He06XOAMMO peanu3oBaTh 0coboe MpaBuIO B MeTofe evaluate ()
cnegyromuM obpasom:

class Script:
def evaluate(self, z, witness):
while len(commands) > 0:

else:
stack.append (command)

if len(stack) == 2 and stack(0] == Db'' \

and len(stack([1l]) == 20: (]
hl160 = stack.pop()
stack.pop ()

cmds.extend (witness)
cmds.extend (p2pkh_script (h160) .cmds)

© JiMeHHO 3[ieCh BBINONMHAETCS HYy/NeBasg BEPCUA CLeHapyUs 3aBepeHMA NI
p2wpkh. O6bepuHenns cueHapuit p2pkh cHavana cospaercsa u3 20-6aitTo-
BOTO X€llIa, MOATIMCH U OTKPHITOrO K/1I04a, a 3aTeM BBIYMC/IAETCA.

Onnara no xewy cueHapua ¢ pasfieNbHbim
3aBepeHuem (p2wsh)

HecMorps Ha To yTo cueHapuit p2wpkh cry>KUT OCHOBHBIM BapMaHTOM OII/IaThI
C 3aBepeHyeM, Bce e TpebyeTca 6omee TMOKMIT CIOCO6 BBIMOMTHEHUS YCIOXKHEH-
HBIX ClieHapyeB (Hanpumep, C MyIbTUIIORIMUCAMM). VIMEHHO 37€Ch M TIPUXOAMT Ha
IIOMOIIB CIIOCO6 OIUIATHI 1O Xelly CLieHapus C pasjenbHbIM 3aBepeHueM (p2wsh).
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Cuenapnit p2wsh nogo6eH cLeHapyio p2sh, HO Bce JaHHbIe IIEPEHOCATCS B HEM U3
norns ScriptSig B none 3aBepeHus.

Kak u B p2wpkh, faHHBIE OTCHIIAIOTCA CTApOMY IPOTPAMMHOMY 00€CIIEYEHUI0
(mo BHenpenua mporokona BIP0141; puc. 13.20), a He HOBOMY NPOrpaMMHOMY
obecnevennio (rocne BHeApeHus npotokona BIP0141; puc. 13.21).

0100000001593a2db37b841b

0000ffffffff01806fb3070
00000000

9bbe3fe9c1012da3ab7fe30b9f9c974242778b5af898000000

01000000 - Bepcun
- 01 - # KONMYECTBO BXOAOB

- gR -

- ffffffff - nocnepgosaTtensHoCTb
- 01 - # KONMYeCTBO BbLIXOA0B

- 806f...00 - cymmbl H3 BbIXOABX

- 0000EEOO0 - Bpema 6AOKMPOBKK

Puc. 13.20. Onnama no xeusy CueHapus ¢ pazoenvHoim 3a6eperuem, pacno3Haede-
Mmas cmapoim npozpammuoim obecneveruem (00 sHedperust npomoxona BIP0141)

)12da3ab7fe30b9f9¢974242778b

DO0O00101593a2db37b
Woffffffffo18e6 )7 0 t l ¢ c7
040047304402203cdcaf02a44e37e409646e8a506724e9e1394b890cb52429%ea65bacdcc2403
£1022024b934297bcd0c21f22cee0e48751c8b184cc3a0d704cae2684e14858550af7d01483045022
100feb4e1530c13e72226dc912dcd257df90d81ae22dbddb5a3c2f6d86f81d47¢8e022069889ddb76
388fa7948a3aa018b2480ac36132009bb9cfade82b651e88b4b137a01695221026ccfb8061F235¢cc1l
0697cObfb3afb99d82c886672f6b9b5393b25a434cOcbf32103befal90cOc22e2f53720b1be9476dc
f11917da4665c44c9c71c3a2d28a933¢352102bed6dc245f58085743b1cc37¢c82f0d63a960efad3bs
336534275fc469b49f4ac53ae80000000

- 01000000 - Bepcun

- 00 - Mapkep Segwit

- 01 - npu3Hak Segwit

- # KO/NMYECTBO BXOZOB
3...98 - xe
)000

3aKUUK

0 - uHAeKC npefblAyWen TPaH3aKuuu

- ffffffff - nocaegoBarensHocTb
- 01 - # KONMYECTBO BLIXOAOB

- f...00 - cymMbl Ha BbiXxoga

- 0400...ae - 3aBepeHue
- 00000000 - Bpems 6AOKMPOBKK

Puc. 13.21. Onnama no xeuty cueHapus c pasoenvHovim 3aéepeHuem, pacno3nasde-
Mas HOBbiM NpozpammHuim obecneyenuem (nocne rHedpeHus npomoxona BIP0141)
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Cuenapuit ScriptPubKey pis p2wsh cocrouT 13 mocnegosarenbHOCTM KOMaH
OP_0 <32-6astroBent xem>. JTa NMOC/IEAOBATENbHOCTD KOMaH/l IPUBOJUT B A€i-
CTBMe JipyToe ocoboe npaBuio, a noje ScriptSig, kak u B cueHapuu p2wpkh, ocra-
€TcA mycThiM. Ecium BBIBOABI TpaH3aKuuil OTCHIIAIOTCA 1O cleHapuio p2wsh, To
06benMHeHHBI CLieHapuit BHIITAGMUT TaK, KaK 0OKa3aHo Ha puc. 13.22.

ScriptPubKey ScriptSig 06beauHEHHbIIA
CueHapui
ke = ) o )
( <32-Gaitrossiit xew> } ( <32-6aitrowit xew>

Puc. 13.22. ITonsa ScriptPubKey u ScriptSig ons onnamot no xewsy
cueHapus ¢ pasdensHoim 3aseperuem (p2wpkh)

O6paboTka JaHHOTO CLieHapys HAYMHAETCA TAKUM )Ke 06pa3oM, KaK M ClieHa-
pus p2wpkh (puc. 13.23 u 13.24).

CueHapwii Crex

\

( OP_0
( <32-6aitToBbi xew>

Puc. 13.23. Hauanvroe cocmosiHue

cueHapus p2wpkh
CueHnapmii Crex
((<32-Gaitroui xew> ) ( 0 )!

Puc. 13.24. Ilepsas cmadus 8vinonHenus
cuenapus p2wpkh

32-6aiiTOBBI Xell ABNIACTCA 37IEMEHTOM M MO3TOMY pasMeEIAeTCs B CTeKe
(puc. 13.25).
CueHapwi Crex

[<32-6aﬁToabm xei> )

i 0

Puc. 13.25. Bmopas cmaous 8vinonHeHus
cuerapus p2wpkh

fasa 13. Mpotokon Segwit | 303



Kak u B p2wpkh, cTapbie y3nbl 0CTaHOBATCA Ha 3TOM, IIOCKONbKY 6O/blile He
ocTaHeTcs KoMaHf Script g o6paboTKyu. A HOBbIE Y3/IBI PacIHO3HAOT 0co6YyI0
NOC/IEA0BATENILHOCTD KOMaH/, ¥ BBINOMHAT JONOTHUTENbHYIO IPOBEPKY Ha JO-
CTOBEPHOCTb, IPOAHANN3NPOBAB COAEPXXMMOE TONA 3aBepeHus. B maHHOM cry-
Yae 1o7e 3aBepeHus A p2wsh GymeT copepxaTh MyIbTHIOANNCH THNA “2 U3 3”
(puc. 13.26).

10047

Puc. 13.26. Codepxumoe nons sasepeHus ons p2wsh

IMocnepuuit aneMeHT B NO/le 3aBepeHNs HasbiBaeTca WitnessScript, M OH [OIDKEH
6BITH 32-6aitToBBIM Xel-KooM sha256, moryvaeMbiM 13 nons ScriptPubKey. Cre-
yeT, OBHAKO, MMETb B BUAY, YTO ITOT XeLl-KO MOTy4aeTCA 10 anropurmy sha256,
a He hash256. Kak Tonpko anemeHT WitnessScript mpoiteT mpoBepky KOCTOBep-
HOCTM Ha TO )K€ CaMoe 3HaueHMe Xellla, OH OyfieT MHTepIpeTMPOBAH KaK II0C/IeN0-
BaTe/IbHOCTb KOMaH[ CLieHapys, BBOAMMYIO B Hab0op BbINONHAeMbIX KoMaHA. Ha
puc. 13.27 nokasaHo, Kak BBIIIAAMT cueHapuit WitnessScript.

52
- 52 - OP_2

IF

- 53 - OP_3

CHECKMULTIC

Puc. 13.27. Cyenapuii WitnessScript ons p2wsh

OcranpHas 4acTh MO/ 3aBePEHMA BBOAUTCA B CTEK CBEPXY, YTOOBI B UTOTE IIO-
Ny49uIcs Habop KOMaHA, pUBeeHHbIIT Ha puc. 13.28.
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CueHapuii Crex

( 0P 0

( <nomnvcs 1>
( <nonnucs 2>
( 0P 2

( <orxpiTbil k04 1>
( <orkpbimbiii Koy 2> }
( <orkpwimsiit knioy 3> }
G

( OP_CHECKMULTISIG

Puc. 13.28. Tpemvs cmadus 6vinonHeHus
cuenapus p2wpkh

Kak Bupgute, aro Mynstunmognuch tuna “2 u3 3”, aHa/oOrM4YHasA TOi, KOTOpas
paccMarpuBainach B I7aBe 8 (puc. 13.29).

CueHapuif Crex

( 3 ]
( <orkpeiwiit Kniow 1>
( <orkpiTi Knioy 2>
( <orpeimeit knioy 3> |

( 2

( <nopnucek 1>

(  <nognmcs 2>
((OP_CHECKMULTISIG ) ( 0

Puc. 13.29. Yemesepmas cmaous 8vinonHeHus
cuenapus p2wpkh

Ecnyu mopnucu feiiCTBUTENbHEIL, TO JAHHBIN CLieHapyiit 3aBeplIaeTcs TaK, Kak
IToKa3aHo Ha puc. 13.30.

Cuenapuit Crek
( 1 )

Puc. 13.30. [Tamas cmadus 6vinonHeHus
cuenapus p2wpkh
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Cuenapuit WitnessScript o4enp moxox Ha cuieHapuit RedeemScript B ToM or1-
HOIIEHNH, 4TO obpaleHMe K Xel-KoAy sha256 cepuanmsaumy ocyiecTBaseTcA B
none ScriptPubKey, XoTs OH BbIAB/IAETCA /MNIUB B TOM CIy4ae, eClM OTChIIAETCA
BbIBOJ TpaH3akuuu. M xak Tombko xem-kop sha256 us cuenapus WitnessScript
GyneT BBIABIEH TaKMM )Ke, KaK M 32-6aifToBbIit xemw, WitnessScript unrepnpern-
pYeTcs Kak IOC/IEI0OBAaTENbHOCTb KOMaH/, ClieHapys, BBOAMMAsA B HaOOp KOMaHJ.
A ocTanbHas 4acTb NO7IA 3aBepeHNns AobaBsAeTcsA 3aTeM K Habopy KoMaHf, obpa-
3ys TeM CaMbIM OKOHYAaTe/bHBI/ Ha6Op BhIMONMHAEMBIX KoMaHA. CueHapuit p2wsh
uMeeT 0cob60e 3HaYeHMe, TOCKONBKY 1A CO3AaHMs ABYHANPAB/IEHHBIX T/IATEXHBIX
KaHanoB nmo nporokony Lightning Network Tpe6yioTcs HemopaTnuBble TpaH3ak-
LN C MYZIbTUIIOAIVCAMM.

Cuenapun p2sh-p2wsh

[Topo6Hno BnOXEHHOMY clieHapyio p2sh-p2wpkh, cienapuit p2sh-p2wsh o6e-
creuuBaeT o6paTHy0 coBMecTMMOCTh p2wsh. U B aTOM c/yyae cTaphM ysnam
(puc. 13.31) u HOBBIM y31mam (puc. 13.32) OTCBUIAOTCS pasHble TPAaH3AKLMUM.

)0017(

FFFFFFFFO160
00000000

)0 - Bepcua

- 01 - # konn4ecTBo BX0J0B

- fFFfffff - nochepoBaTenbHOCTL
- 01 - # KoAn4ecTBO BLIXOAOB

Puc. 13.31. Onnama no xeuty cueHapus u ¢ pasoenvHoim 3aseperuem (p2sh-p2wsh)
0751 npozpammHozo obecneveHus 0o 8Hedpenust npomoxona BIP0141

Kak B cuenapun p2sh-p2wpkh, none ScriptPubKey nuyem He ornmyaercs
oT moboro apyroro agpeca B p2sh, a mone ScriptSig copep>Xut nuub cueHapui
RedeemScript (puc. 13.33).

Boruncnenne cuenapus p2sh-p2wsh HaumHaeTcs TOYHO TaK e, Kak ¥ ClieHapus
p2sh-p2wpkh (puc. 13.34).
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160dbcd1fcalcd7199

0000101708256c5896b3

[0101810] 2 (3¢ ) 11114330 :
fffo1603edbo3 001600 t it 113cFfbest F3017c7423675552204004730440220
010d2854b86b90b7¢33661ca25f9d9f15c24b88c5¢4992630f77ff004b998Fb802204106Fc3ec8481
fa98e07b7e78809ac91b6ccaf60bf4d3f729c5a75899bb664a501473044022046d66321c6766abcbl
366a793f9bfd0e11e0b080354f18188588961ea76c5ad002207262381a0661d66F5¢39825202524c4
5f29d500c6476176cd910b1691176858701695221026c¢cfb80611235cc110697c0bfb3afb99d82c88
6672f6b9b5393b25a434c0cbf32103befal190c0c22e2f53720b1be9476dcf11917dad665c44c9c71c
332d28a933c352102bed46dc245f58085743b1cc37¢82f0d63a960efad43b5336534275Fc469b49f4ac
533e00000000

- 01000000 - BepcuA

- 00 - mapkep Segwit

- 01 - npu3Hak Segwit

- 01 - # KonAn4ecTBO BX0A0B

- 7082...54 - xew npepsviayuen Tp:

- 00000000 - nHaexkc npeaviaywen TP

- fFffffff - nocnegosaTenbHoCTb
- 01 - # KOAMYECTBO BLIXOAOB

- 603e...00 - cymmbl Ha BbiIXxogax
- 0400...ae - 3aBepeHue
00000000 - Bpems 610KMPOBKM

Puc. 13.32. Onnama no xeuty cyeHapus u ¢ pasoenvHoim 3aseperuem | sth-prsh)
07151 npozpammHozo obecneveHus nocne eHedpenus npomoxona BIP0141

ScriptPubKey ScriptSig Cuenapuit
(  OPHASH160 | ( <RedeemScript> ) (| <RedeemScript>
( <xew> ; ( OP_HASH160
( OPEQUAL ( <wew>

) (=T

Puc. 13.33. Ilons ScriptPubKey u ScriptSig ons onnamot no xeusy
CueHapus u c paszdenvHoim 3aseperuem (p2sh-p2wsh)

CueHapwi Crex

( <RedeemScript> ]
( OP HASH160

( <xew>
(

OP_EQUAL

Puc. 13.34. HauanvHoe cocmostue
cuenapus p2sh-p2wsh

3atem cuenapuit RedeemScript pasmemaercs B creke (puc. 13.35).
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CueHapwuii Crek

( OP HASH160 ]
( <xew>
(  OPEQUAL ( <RedeemScript> )

Puc. 13.35. Ilepeas cmadus 6vinonHeHus
cuenapus p2sh-p2wsh

Omnepauus OP_HASH160 Bo3spaTut xem u3 cieHapusa RedeemScript (puc. 13.36).

Cuenapwuit Crex
( <xew>
(  OPEQUAL ( <xew> )

Puc. 13.36. Bmopas cmaous 8vinonHeHus
cueHapus p2sh-p2wsh

llanee Xeum pasmemae’rcx B CTEKE, MOC/I€ YE€ro BBINMO/JHAETCA OIl€panus OP_
EQUAL (13.37).

CueHapui Crex

( <xew> )
( OPEQUAL ) ( <xew> )

Puc. 13.37. Tpemvs cmaous 6vinonHeHus
cuenapus p2sh-p2wsh

Kak B cuenapum p2sh-p2wpkh, craprie y3nwl (4o BHeApeHMs NIpOTOKONIA
BIP0016) oTMeTAT BBOA TPaH3aKLMM KaK JOCTOBEPHBIN, €C/IY CPaBHMBaeMble Xl
PaBHBI, IIOCKO/NbKY MM HMYEro HEM3BECTHO O MpaBMIaX NMPOBEPKM Ha AOCTOBEP-
HOCTb B p2sh. A HOBBIe y37bI (1T0C/Ie BHeApeHus nportokona BIP0016) pacnosnalot
0Cco6Y10 TOC/TeROBaTeIbHOCTD KOMAH/ /I BBIIIOTIHEHMA ClieHapua p2sh, u moaro-
My ciieHapuit RedeemScript 6ymeT MHTEpNpeTMPOBaH KaK HOBble KOMaH/bI ClieHa-
pus. B qactHocTH, cueHapuit RedeemScript cocTonT 13 Takoit ke caMoit Iocneno-
BaTeNIbHOCTYM KoMaHJ OP_0 32-6astToBRs?t xelm, Kak u cueHapuit ScriptPubKey nna
p2wsh (puc. 13.38).

B uTtore cocrosiHue crieHapua OKaXXeTcs TaKUM, KaK [0OKa3aHo Ha puc. 13.39.

U 3T0, KOHEYHO, TaKoe XXe caMoe Hadya/lbHOE COCTOAHME, KaK U A7A CLieHapus
p2wsh (13.40).
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Puc. 13.38. Cyenapuii RedeemScript ons p2sh-p2wpkh

CueHapwui Crex

\

( OP.0
( <32-Gaitroswiit xew:>

Puc. 13.39. Yemsepmas cmadus
8binonHenus cuenapus p2sh-p2wsh

CueHapwmii Crex

( <32-Gaitrosiit xew> ) L 0 )

Puc. 13.40. IIamas cmadus evinonHeHus
cuenapus p2sh-p2wsh

32-6aiiTOBBI Xell ABIAETCA 571EMEHTOM M MO3TOMY pasMeEIaeTcsa B CTeKe
(puc. 13.41).

CueHapwmit Crex

( <32-Gaitrosuii xew> )

( 0

Puc. 13.41. Illecmas cmadus 8vinonHeHus
cuenapus p2sh-p2wsh

Ha sroit craguu crapele y3nsl (0 BHeIpeHMA IPOTOKONA Segwit) OTMETAT AaH-
HbIif BBOJI TPaH3aKIMM KaK JOCTOBEPHBIN, IIOCKO/IbKY MM HEM3BECTHBI IpaBM/Ia
IIPOBEPKM Ha IOCTOBEPHOCTD, IPUHATHIE B Segwit. A HOBbIe y3/1bl (IIOC/Ie BHeApe-
HMA NPOTOKO/a Segwit) pacrosHalOT 0CO6YI0 MOC/IeNOBaTENNbHOCTD KOMaH/ A/
BbINONHeHNs cueHapus p2wsh. ITone 3aBepenns (puc. 13.42) comep>xXuT cLeHapuit
WitnessScript (13.43). Xem-kop sha256 u3 cueHapus WitnessScript cpaBHuBaercs
C 32-6aifTOBBIM XellleM, M €C/T OHM paBHBI, To WitnessScript uHTeppeTupyercs
KaK KOMaH/bl BHINIOJIHEHNA CLieHapus, BBOAMMbIe B Ha6op koMaHp (puc. 13.44).
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004

- 00 - OP_O

€0 [T nona W tnaceCrrs nt
- 69 - fAdanHa nonsa Witnessscript

Puc. 13.42. ITone 3aseperus u3 cuenapus p2sh-p2wsh

5221

- 52 - OP_2

[invHa <OTKPLITOro KAw4a

- 53 - OP_3

- ae OP_CHECKMULTISIG

Puc. 13.43. Cyenapuii WitnessScript ons p2sh-p2wsh

CueHapmii Crex
( 0P.0 ]
( <noammcs 1>
( <nognmucs 2>
( 0P 2

( <orkpeimyit kiioy 1>
( <orkprTilt kloy 2>
( <orkpwisiit knioy 3>
( OP 3

( OP_CHECKMULTISIG

Puc. 13.44. Cedvmas cmadus
8vinonHeHUs cyeHapus p2sh-p2wsh

Kak BupuTe, 310 MynbTMIOAIMCh THIIA “2 U3 3", aHa/IOTMYHAsA pacCMaTpUBae-
Mot B raBe 8. Ecrii mopmmcy feiicTBUTENbHBI, TO JAHHBII CLiEHAapMil 3aBepLIaeTca
TaK, KaK I0Ka3aHo Ha puc. 13.45.
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CueHapmit Crex

SEE )

Puc. 13.45. Koxneurnoe cocmosarue
cuenapus p2sh-p2wsh

ITono6ubIM 06pa3om obecneumBaeTcss 06paTHas COBMECTMMOCTb CLiEHApUs
p2wsh. A npexxHMe KOLIETbKM MOTYT IepechlIaTh OGMTKOMHBI /A OIUIATHI THUIIA
p2sh no cuenapusm ScriptPubKey.

lporpammHuan peanusauua cueHapues
p2wsh u p2sh-p2wsh

CHHTaKCMYeCKUI aHA/IU3 U CEPUANTM3ALIMA Peanu3yIoTCs B JaHHOM ClTy4ae Ta-
KM ke 06pa3oM, Kak u npexze. OCHOBHbIE M3MEHEHMS IPUAETCA BHECTU B METO
verify input () u3 ucxomHoro daitna tx.py, a Takxe B MeTof evaluate () u3
ucxonHoro aitna script.py, kak IOKa3aHO HUXKEe.

class Tx:

def verify input(self, input_index):
tx_in = self.tx ins[input index]
script_pubkey = tx_in.script pubkey(testnet=self.testnet)
if script pubkey.is p2sh script pubkey():
command = tx_in.script sig.commands(-1]
raw_redeem = int_to_little endian(len(command), 1) \
+ command
redeem script = Script.parse (BytesIO(raw_redeem))
if redeem script.is_p2wpkh_script_pubkey():
z = self.sig hash bipl43(input_index, redeem script)
witness = tx_in.witness
elif redeem_script.is_p2wsh_script_pubkey(): (1]
command = tx_in.witness[-1]
raw_witness = encode_varint (len(command)) + command
witness_script = Script.parse(BytesIO(raw witness))
z = self.sig hash bipl43(input_index,
witness_script=witness_script)
witness = tx in.witness
else:
z = self.sig_hash(input_index, redeem_ script)
witness = None
else:
if script_pubkey.is p2wpkh_script_pubkey() :
z = self.sig hash bipl43(input_index)
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witness = tx_in.witness
elif script pubkey.is p2wsh script pubkey(): (]
command = tx_in.witness([-1]
raw_witness = encode varint (len(command)) + command
witness_script = Script.parse (BytesIO(raw_witness))
z = self.sig hash bipl43(input_index,
witness_script=witness script)
witness = tx_in.witness
else:
z = self.sig_hash(input_index)
witness = None
combined script = tx_in.script_sig \
+ tx _in.script pubkey(self.testnet)
return combined_script.evaluate(z, witness)

© 3pech o6pabateiBaetcs cueHapmit p2sh-p2wsh.
® 3pece obpabateiBaeTcs cueHapuit p2wsh.

3aTeM ClIefyeT 3alporpaMMMpOBaTh CIIoco0 BBIABNIEHMA clieHapus p2wsh B uc-
xofiHOM daitte script.py:

def p2wsh_script (h256):
"' puryaer xem-xom hashl60 m Bo3BpamaeT
cueHapmit ScriptPubKey mns p2wsh'''
return Script ([0x00, h256]) (1)

class Script:

def is p2wsh_script pubkey(self):

return len(self.cmds) == 2 and self.cmds[0] == 0x00 \
and type(self.cmds[1l]) == bytes \
and len(self.cmds[1l]) == 32

O Kaknu MPEATIONaranoch, MOCNEA0BaTEILBHOCTS KOMaH OP 0 <32-6anToBRt
xemp.

W HakoHel, HIKe peanuayeTcs 0coboe mpasuio ans p2wsh.

class Script:
.'Aef evaluate (self, z, witness):
.'&hile len (commands) > 0:
else:
stack.append (command)
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if len(stack) == 2 and stack[0] == b'' \

and len(stack[l]) == 32:
$256 = stack.pop() (1]
stack.pop () (2]
cmds.extend (witness[:-1]) ®
witness_script = witness[-1] o
if s256 != sha256(witness_script): (- )

print ('bad sha256 {} vs {}'.format(
s256.hex (), sha256(witness_script).hex()))

return False
stream = BytesIO(encode varint(len(witness_script))
+ witness_script)
witness_script cmds = Script.parse(stream).cmds ()
cmds.extend (witness_script cmds)

OneMeHT Ha BeplIMHE CTeKa SABIAETCA Xem-KomoM sha256 u3 cueHapus
WitnessScript.

BTopoit anemeHT B cTeke 0603HauYaeT HYNIEBYIO BEPCUIO 3aBEPEHMA.
Bce, kpoMe cuenapus WitnessScript, BBoguTCA B Ha6op KOMaHJ,
Cuenapuit WitnessScript ABnseTcs OCTIEAHMM /IEMEHTOM B II07I€ 3aBEPEHMS.

Cuenapuit WitnessScript cregyer xemmpoBars 1o anroputmy sha256, xak
0603HaYeHO B CTEKe.

IIpoananusupoBaTh CMHTAaKCHMYeCky cueHapuit WitnessScript u BBecTy ero
B Habop KOMaHJ.

ﬂpouue ycoBepLUeH(TBOBAHUA

B npoTokone Segwit pemraeTcsa Takxke 3afjada KBafipaTU4HOTO XEIUVMpPOBaHUA
6narogaps MpMMeHEHMUIO APYTOTO aTOPUTMa BBIYMC/IEHNS Xella mopmucy. Hema-
JIO BBIYMC/IEHU Xellla MMOAMUCH (Z) MOXKHO MCIIO/Ib30BaTh MMOBTOPHO BMECTO TOTO,
4T06BI TpeboBaTh HOBBIN Xem-kof hash256 s kaxgoro BBoaa Tpansakumu. [To-
PABOK, B KOTOPOM BBIYMCIAETCA Xelll IOAMMCH, OAPOOHO OIMMCaH B MPOTOKO/IE
BIP0143 u peanusoBaH B ucxogHoM ¢aitne code-chl3/tx.py.

Eme oaHO ycoBepuIeHCTBOBaHME COCTOUT B TOM, YTO ITO NPUHATHIM IIPaBy-
JIaM OTKpBITBIE K/TI0UM B HeckaToM opMare SEC Tenepp 3anpeuteHsl. Pagu sko-
HOMMM MeCTa B NPOTOKOJE IPUMEHSAIOTCA OTKPBIThIE K/TIOYYM TONBKO B CXKATOM
¢dopmare SEC.
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3aknioyenue

B 3T0i1 171aBe 6bIIM IOAPOOHO OMIMCAHBI 0COOEHHOCTH MPOTOKOMA Segwit, uTo-
6b1 CTa/IM OHATHBI €ro QYHKLMOHANTbHBIE BO3MOXKHOCTH. B raBe 14 paccMaTpu-
BAIOTCs C/IEAYIOLIMeE LT, KOTOpble BaM NPENCTOUT NPENNPUHATD Ha MyTH K pa3-
paboTke 6MTKOIHA.
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FMABA 14

[lononHuTeNbHbIe BOMPOChHI
U cneayowue waru

Ecmn, npopabaTbiBas MaTepman faHHOM KHUTH, BB JOOPAMUCh A0 3TOM I/IaBbI,
MoxeTe cebs mosapaBuTh! OTO 03HaYaeT, YTO BBl Y3HAMM HEMAJIO O BHYTPEHHEM
MeXaHu3Me OeCTBUsA OUTKOMHA, U MOXXHO HANEAThCA, YTO 3TO BAOXHOBM/IO Bac
y3HaTb 06 3TOjt TexHOMOIuM elwe 6onbire. [JaHHas TeMa 3aTPOHYTa B 3TOV KHUTE
MUIIb BCKONb3b. A B 3TOM ITlaBe OyfieT BKpaTiie pacCCMOTPeH pAf APYTUX BOIPO-
COB, KOTOpble MOTYT BaC 3aMHTEPECOBATDh, YTOObI U3YUNTh UX GO/Iee OCHOBATENMb-
Ho. KpoMme Toro, 3aech nosAcHAeTcs, Kak HadaTh Kapbepy paspaboTumka 6UTKOMHa
M KaK IIPUCOENMHMUTBCA K COO6LIeCTBY pa3paboTYMKOB, aKTUBHO [EACTBYIOIMX B
OaHHOI obnacTu.

Tembl AnA AanbHenwwero U3yyeHna

Huke BKpaTIiie paccMaTpUBAIOTCSA [IONIONTHUTENbHbIE BOMPOCHI M 06CYXAAIOTCA
TeMBI [IAA Ja/IbHENIIero u3y4eHus 6UTKoHa.

KPHHTOBaﬂIOTHbIe KoLleNbKHn

Cospanue KpMIITOBATIOTHOTO KOLE/IbKa — JI€/I0 HEIPOCTOE, IIOTOMY 4TO 3ally-
TUTb CEKpeTHbIe KII04UM Heslerko. Kpome Toro, MMeercs 1ienblit pAf CTaHAApPTOB,
KOTOpbI€ MOIyT OKa3aTh IIOMOIIb B CO3JaHMY KPUIITOBATIOTHBIX KOLIEILKOB.

Wepapxuueckn aeTepMMHUPOBaHHbI@ KOLW@NbKM

W3 coobpaxkennit KOHPMAEHIMANTBHOCTH TIO/Ib30BATHCA afPeCaMy IOBTOPHO He
pekoMeHayercsa (cM. rmaBy 7). OTO 03HayaeT HEOOXOAMMOCTD B CO3[aHUM LieNIO-
ro psapa agpecos. Ho, k coxaneHuio, XxpaHeHMe pasHBIX CEKPETHBIX K/IIOYeil Mo
Ka)XIOMY afipecy B OTAENbHOCTM MOXKET CTaTh HEMPOCTON 3afiaveit obecredeHns
6e30macHOCTH M pe3epBHOTO KommpoBaHus. IIpyu 3TOM BO3HMKAOT C/efymoLiue



BONPOCHI: KaK BBINOTIHUTb pe3epBHOE KONMPOBaHMe BCEX CEKPETHBIX K/II0Yeif, KaK
CTeHepUpOBaTh MAcCy CEKPETHBIX K/TIOUeii M BHIMIOTHUTD UX pe3epBHOE KOMMPOBa-
HMe KaK BIIepBble, TaK Y MOBTOPHO, KaKyl0 CUCTeMy BbIOpaThb, YTO6bI 06ecrieunTd
aKTYa/bHOCTb Pe3epBHBIX KOMMIt?

Jl/1s1 pelueHus JaHHOI 3afa4y GBUIY MIEPBOHAYA/IBHO PealTn30BaHbl derepMUuHU-
posaHHbie KOLIEIbKY, B TOM 4MC/Ie KPUIITOBANMOTHBI Kouenek Armory. CyTb ae-
TePMUHUPOBAHHOTO KPUIITOBATIOTHOTO KOLIENbKA COCTOMT B TOM, YTOOBI CreHepy-
pOBaTh OFHO Hava/lbHOE Cy4YaifHOe 3HaYeHMe ¥ CO3AaTh MO HEMY HEMA/IO PasHbIX
agpecoB. [JerepMUHMPOBaHHbIE KOIIEMTbKY THIa Armory Obl/IM 3aMeydaTelIbHbI BO
MHOTHMX OTHOLIEHMAX, KpOMe HeOOXOMMMOCTH KaKiMM-TO 06pa3oM IpynnmupoBaTh
agpeca. [Tostomy 6bi1 npuHAT cTaHfapT BIP0032 Ha uepapxuuecku demepmunrupo-
8aHHble KOIETbKY CO MHOTMMM YPOBHAMM U KIIIOYaMH, IPMYeM KaX/blil CO CBOUM
0co6sM myTeM BbIBOAa. B cranmapte BIP0032 6bmn onpepeneHbl COOTBETCTBY-
folve creuUKaLuy ¥ TeCTOBble HaOOPEBI, TOITOMY, peann3oBaB COOCTBEHHBIN
AEeTEPMUHUPOBAHHBIN KOILLIE/IEK B CETH testnet, MOXXHO OYEHb MHOTOMY Hay4YMTbCA.

Kpome Toro, B npotokone BIP0044 onpepnensercs, 4TO MMEHHO O3HaYaeT KaXx-
Ablit ypoBeHb Mepapxuu 1o cranaapty BIP0032, a Taxoke HOpMBI NepefioBOiA IpaK-
TUKM J/I1 NPUMEHEHMs E€AMHCTBEHHOTO MepapXumyecKy AEeTEePMMHMPOBAHHOTO
Ha4a/IbHOTO C/Ty4aifHOTO 3HAaYeHMA A/ XPaHEHUSA MOHET B CaMbIX PasHBIX KpMII-
ToBamoTax. Peanmu3ammsa nporokona BIP0044 nosponseT Takke pa3o6parbcs B MH-
dpacTpykType MepapXmyecku AeTepMUHMPOBAHHOTO KollenbKa. M XoTa Bo MHO-
rux xowenbkax (Trezor, Coinomi u T.1.) peanu3oBaHsl 06a crauaapTta, BIP0032 u
BIP0044, nocnenumit Boo61ie MTHOPMPYETCA B HEKOTOPBIX KOIIENTbKaX, a BMECTO
3TOrO MCIONb3yeTcA cOOCTBEeHHas Mepapxus no cTaHaapty BIP0032 (nmpumepom
TOMY C/TY>KaT KpunToBamoTHble Kowenbky Electrum n Edge).

MHemoHNYecKne HavanbHble cnyuaﬁuue 3HaYeHunA

3anuchiBaTbh ¥ Nepe3anyuchiBaTh 256-paspsAaHble HavyanbHbIe CMy4ailHble 3Ha-
YeHMs1 OYeHb HeyAoOHO M ypeBaTo ommbkamu. B kavyecTBe BBIBOAA M3 3TOrO IO-
noxenus B ctaHgaptre BIP0039 ommchiBaeTcs crnoco6 KOAMpOBaHMA HaYaIbHOTO
CTTy4aifHOTO 3Ha4YeHMsA B BUJIE LIE/IOTO PsAfla CIOB Ha aHITIMICKOM A3bIKe. Takmx
cnoB Moxet 6bITh 2048 (T.e. 2“), a 3TO O3HAYAEeT, YTO KaXJ0€e CI0BO KOAUPYET
11 6MTOB HavaNbHOrO CMydaitHoro 3HayeHusA. B cranmapre BIP0039 TouHO ompe-
RensAeTcsA, KakuM 06pa3oM 3ape3epBUMpOBaHHAasA MHEMOHMKA IEPEBOAUTCA B Ha-
Ya/IbHOE Cy4aitHoe 3HadeHue mo craHpapty BIP0032, a BMecTe co cranfapTammu
BIP0032 u BIP0044 — kakuM 06pa3oM peanusylTCs pe3epBHOe KOIMpPOBaHME
M BOCCTaHOBJIEHMe 6ONbLIMHCTBA KomenbKoB. I[loaToMy HammcaHue Koma mis
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peanu3auuy KpUINTOBATIOTHOTO KOILENbKa, AE/CTBYIOLIETO B CETH testnet 1Mo cTaH-
mapty BIP0039, mo3BonuT BaM BOTH BO BKYC pa3paboTKu 6MTKOIHA.

MnartexHbie KaHanbl n npotokon Lightning Network

IInate>xxHble KaHaNbl ABNAITCA aTOMapHBIMM eguHuuamyu cetu Lightning
Network, 1 mo3Tomy Ha ceayoleM 3Tane O4eHb I0/€3HO U3YYNTh TPUHLIMII UX
meiicTBuA. Peanu3oBaTh naTeXxHble KaHaAbl MOXKHO CaMbIMM Pa3HbIMM criocoba-
My, Ho B ctanaapte BOLT omuchiBaeTcs cnenudukanus, npuMeHseMas B y3/iax
cetu Lightning Network. Ha MoMeHT HanMcaHMA AaHHOM KHUIY 3TH crienmduka-
UMM HaXOBATCA Ha CTaguy pa3paboTKyM M BOCTYIIHHI IO afpecy https://github.
com/lightningnetwork/lightning-rfc/.

Yyactue B pa3paborke 6uTKOMHA

Bonbluas yacTb 3TMKM GMTKOIIHA OTHOCUTCA K aKTMBHOMY y4acTHIO B cooblige-
CTBe pa3paboTYMKOB. VI OCHOBHOI CIIOCO6 CHenaTh 3TO — IPHUHATH y4acTHE B
MPOEKTaX C OTKPBHITHIM MCXOZHBIM KOIOM. IlepeyeHb TakuMX MPOEKTOB AOBOMBHO
OOLIMPHBII, ¥ HMXKE B Ka4eCTBe IPMMepa IepedMuCIeHbl HEKOTOpbIe U3 HUX.
e Bitcoin Core (https://github.com/bitcoin/bitcoin)
STa/IOHHBIN K/IMEHT

e Libbitcoin (https://github.com/libbitcoin/libbitcoin-system)
AnbTepHaTMBHaA peanu3anysa 6UTkoitHa Ha C++

e bted (https://github.com/btcsuite/btcd)
Peanmuaanms 6utkoitHa Ha a3bike Golang

e Bcoin (https://github.com/bcoin-org/bcoin)

Peanusanus 6uTkoitHa Ha A3bike JavaScript ¢ moaAep>KKoit co CTOPOHBI Be6-
cmyx6b1 purse.io

e pycoin (https://github.com/richardkiss/pycoin)
Bu6moteka Python mna 6uTkoitHa

e Bitcoin] (https://github.com/bitcoinj/bitcoinj)
Bubnuoteka Java pnsa 6uTkoitHa

e Bitcoin]S (https://github.com/bitcoinjs/bitcoinjs-1ib)

Bubnuorexa JavaScript ana 6urkoitHa
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e BTCPay (https://github.com/btcpayserver/btcpayserver)
Mexannam o6paboTku nnatTexeit B GUTKOHAX, HamMCcaHHbIA Ha C#

Yyactye B NOAOOHBIX MPOEKTaX MOXKET IIPMHECTH TO/b3Yy M0 MHOTUM NPUYM-
HaM, BK/II0Yas NepCreKTUBHbIE BO3MOXHOCTH TPYAOYCTPOICTBA, 06ydeHus, yep-
MaHMs 3aMbIC/IOB TI0 TOBOAY OTKPHITUA COOCTBEHHOTO /ieNa U T.J.

ﬂpyrue npeanaraembie NpoeKTbi

Ecnu BBI Bce ele Pa3ayMbIBa€eTe, B KAKOM MMEHHO NNPOEKTE BaM BBITOTHEE BCE-
TOo MPUHATD YyIaCTHUE, o6pa'rwre BHMUMaHNE Ha pAN APYTUX IIPOEKTOB, KPAaTKO OIU-
CbIBAa€MbIX B MMOC/IEAYIOLIMX pa3fi€Nax.

KpuntoBanioTHbii Kowenek B ceTu testnet

BaxxHOCTb O6GecniedeHusi 6e30macHOCTM OMTKOMHA TPYAHO MepeoueHuTsb. Ha-
NMCaHUe KOfia, PealU3yIOlLIero KpMITOBATIOTHBIN KOLIENeK axe B CeTH testnet,
IIOMOXET BaM JIy4lle IIOHATb Pas/IM4Hble COOOpaXKeHNs, KOTOPbIe CIefyeT Ipu-
HMMaTh BO BHMMaHMe, cO3/jaBas Takoit komernek. [Tonb3oBarenbckuit MHTepdeiic,
pesepBHble KONMM, aipecHble KHUTY Y TIPERbICTOPUM TPAH3aKLMit ABNAIOTCA b
HEKOTOPBIMM BOINPOCaMy, KOTOpble BaM NPUAETCS PellaTh, CO3aBas KPUNITOBA-
MIOTHBI KOlIe/NeK. A IIOCKO/IbKY KPUITOBAMIOTHBIN KOLIENEK ABIAETCA CaMBIM
pacnpocTpaHeHHBIM NPUIOXKEHNeM GUTKOIHA, CO3/1aBas €ro, Bbl y3HaeTe HEMA/o
0 MOTPeOHOCTAX MONMTb30BATENEN.

O6o3peBarenn 6nokoB

Bornee 4ecTOMOGHBLII IPOEKT NOApa3yMeBaeT HallMCaHME KO, peanusylolle-
ro o6o3pesarenb 610koB. Kio4oM k cosfaHmio cBoero 0603pesarens 610K0B Cy-
XKUT COXpaHeHMe JaHHBIX U3 6/10KYeifHa IETKO AOCTYMHBIM crocobom. 3pech Mo-
XeT NPUTORUTBCS PUMEHEHNe TPAAULIMOHHOI 6a3bl maHHBIX Bpofie Postgres umm
MySQL. A mockonbKy B Bitcoin Core OTCyTCTBYIOT MHEKCHI aAPECOB, BHEAPUB MX,
BBl CMOXKETE MCKaTh HeM3pacxofoBaHHbIe BbIBOABI TpaH3akumu (UTXO) u npo-
1L/Ible TPaH3aKLMM 10 aAPECY, YTO XKe/IaTeNbHO /1A 6ONBIIMHCTBA IO/Tb30BATEEI.

NHTepHeT-marasumH

VIHTepHeT-MarasuH ¢ TOProBBIMM ONEpaLMAMM B GUTKOIHAX ABJLAETCA ellle Of-
HMM IIPOEKTOM, paboTa Haji KOTOPHIM ITOMOXXET BaM B M3y4eHUM NAaHHOM TEXHO-
noruu. IT0 0COOEHHO YMECTHO 1A pa3pabOTYNKOB BE6-TIPUIOKEHMIA, TOCKOMBKY
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MM, KaK [IPaBMIIO, M3BECTHO, KaK CO3/1aBaTh BeO-NpunoxeHns. Be6-npunoxenue c
CepBEPHOIT YaCTbIO 1A MOAREPXKKM GUTKOHA MOXKeT cTaTh 3¢)(eKTUBHBIM Cpex-
CTBOM, TO3BO/IAIOLIMM M36eraTh CTOPOHHMX 3aBUCUMOCTel npy omare. Eme pa3
COBETYeM HayaThb C testnet ¥ MCIIO/Ib30BaTh KpUNTOrpadmyecKy 3aluIieHHbIe 611-
6moTexy ¢ 6€30macHbIM TYHHETbHBIM COeAMHEHNEM /I BHITIONTHEHMS T/IATEXeN.

Cnyxe6Has 6ubnuoreka

Co3paHue cmy>xxe6HoM 6161M0TeKN, MOZOOHOI TOit, KOTOpas 6bLIa MOCTPO-
€Ha B IaHHO} KHUTe, CITY)XMT ellle OHUM OTIMYHBIM CIOCOO0M Y3HATh 6OrbILe
o 6uTkoVHe. B 4acTHOCTH, HamMcaHMe KOAA [/IA Cepuanu3aLy Xelua MOAINUCH B
nporokone Segwit mo cranaapty BIP0143 mMoxxeT oka3aTh MOMOILIb B OBNafeHUN
IIPOrpaMMMPOBAHNEM NIPOTOKO/OB. A IIEPEHOC KOfja U3 NIPUMEPOB, NPUBENEHHbIX
B JaHHOM KHUTE, HA [IPYTOM A3BIK IPOrpaMMUPOBAHMA MOXET TaKXe CTaTb OT/INY-
HBIM TIO[ICTIOpbEM JULA M3y4eHUs 6UTKOIHA.

TpyaoycTpouncrso

Ecnu BBl mposAB/AeTe 3aMHTEPECOBAHHOCTD B 60/lee ITy6OKOM OCBOEHMY [iaH-
Hoit 06/1acTy, TO Hepes BaMM OTKPLIBAIOTCA O6LIMpHbIE BO3MOXHOCTH CTaTh MpO-
beccroHaIbHBIM pa3paboTYMKOM. A IOATBEP)K/IEHMEM TOTO, YTO BBl KO€-YTO 3Hae-
Te 0 6UTKOITHE, MOXKET CTaTh NOPT(eNb MPOEKTOB, BHIIIOTHEHHBIX BAMU CAMOCTOSI-
TE/IbHO. YYacTue B A€ACTBYIOIIMX IIPOEKTAX C OTKPHITHIM KOZIOM M/IM BBHINIOTHEHME
CO6CTBEHHOrO NpOEKTa MOMOXKET BaM 0OpaTuTb Ha cebs BHMMaHMe paboronarte-
neit. Kpome Toro, nporpaMMupoBaHie Ha ypoBHe npukiagHoro uHrepdeitca API,
pa3paboTaHHOTO /06011 OTAENbHO KOMIaHMe!, — OT/IMYHBII CII0CO6 MOMyYnTH
NpUIIallleH)e Ha cobecejoBaHye N0 MTOBOAY TPYAROYCTpOICTBa!

Kak npaBuno, HaifTu paboTy 1o MecTy )XMTeNbCTBa HAMHOTO TIPOILe, ITOCKO/Ib-
Ky paboTopmaTeny He 0CO6eHHO PUCKYIOT HAHMMATh Ha paboTy yaaneHHO pabora-
IOIMX paspaboTunkoB. IloceTnTe MeCTHBIE CEMMHAphI U HepOpMa/IbHBIE BCTPEUYM
TI0 MHTepecaM, CBAXXUTECh C MX YYaCTHMKAMM, U BaM OyAeT HAMHOTO IIpolle HaiTH
paboTy paspaboTumka B 06/1acTH GUTKOIHa.

AHaNoOrn4Ho, YTO6BI HAlTH PabOTY B yAia/IeHHOM peXyuMe, HY)XHO, YTOObI Bac
3aMeTumu. He To/bKO y4acTByiiTe B IPOEKTaxX C OTKPBITHIM KOAIOM, HO M IOCeIa-
Te KOHepeHLMM, YCTaHAB/INBAlTe KOHTAKTBI, CO3[aBaifTe ¥ MyO/MNKYIiTe TEXHUYe-
ckoe comiepxxumoe B VinTepHeTe (Bupeopomuku B YouTube, 6nor-noctsr u T.4.). Bee
3TO IIOMOXKET BaM OOPaTUTh Ha ce6s BHMMaHME M HOMY4YUTh pabOTy B yAa/IEHHOM
pexumMe.
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3aKkniouenue

MHe oYeHb NPUATHO, YTO BBl JOYMTANM 3Ty KHUTY 0 KoHIA. Ecnu y Bac mo-
SAIBUTCS >Ke/TaHye NOAEeMNTbCA CBOMMM YCIleXaMy B OCBOEHMM NIPEMYAPOCTE Npo-
rpaMMUpOBaHNA GUTKOIHa, 6YRy paj MoMy4uTh OT Bac ussectue! Ilnmnre Mue mo
agpecy jimmy@programmingblockchain.com.
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NPUNOXEHUE
OTBeTbI K ynpaXHeHnAM

naBa 1. KoneuHble nons

YnpaxHeHue 1

Hamumre cooTBeTCTBYIOMMIt METOX __ne__ (), B KoTopoM 06a 06bexTa THIa
FieldElement mpoBepAIOTCA Ha HEPABEHCINBO.

class FieldElement:

def ne (self, other):

# 3TOT MeTOn HOJIXKEH BHIIOJHATHL ONEepauMo CPaBHEHMS
# Ha HepaBeHCTBO, OOPATHYKW onepauum ==
return not (self == other)

YnpaxHeHue 2

Pemure TNPpUBENEHHBIE HM)KE 3a1a4Y B KOHEYHOM IO/IE F57 IIpu yCJIOBUU, YTO
BCe 3HaKM + 3[1eChb 0603HayaoT OII€palivio CI0XKEHNA +f’ a BCE€ 3HaKM - — oIlepa-
U0 BBIMUTAHUA _fB OJAaHHOM KOHE€YHOM II0JI€.

o 44 +33

e 9-29

o 17 +42+ 49
e 52-30-38

>>> prime = 57

>>> print((44+33)%prime)

20

>>> print ((9-29) $prime)

37

>>> print ((17+42+49)%prime)
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51
>>> print ((52-30-38) $prime)
41

YnpaxHenve 3

Hanmuumre cooTBeTCTBYIOWMIA METOR, _ sub_ (), B KOTOPOM OINpefensercs
onepaLys BBIYUTAHUA ABYX 06bexToB THna FieldElement.

class FieldElement:

def _ sub (self, other):
if self.prime != other.prime:
raise TypeError (
'Cannot subtract two numbers in different Fields')
# nons self.num u other.num comepxaT KOHKPETHHE 3BHA4YEHUA
# B nose self.prime HaxomMTCs 3HaueHMEe OIS B3ATMA 11O MOIYJID
num = (self.num - other.num) % self.prime
# BO3BpPAaTMTL 3JIEMEHT TOTO Xe& CaMOTO KJacca
return self._ class__ (num, self.prime)

YnpaxHeHne 4

Pemmre mpuBeneHHble HUXE YPaBHEHMA B KOHeYHOM mnone Fy, npu ycmosun,
YTO Ollepali¥y YMHOXXEHMS UM BO3BEJEHUA B CTETIEHb BHINOTHAIOTCA B JAHHOM KO-
HEYHOM II07IE.

e 95x 45 x 31
o 17x13x19x 44
o 127 x77%

>>> prime = 97
>>> print (95*%45*31 % prime)

23
>>> print (17*%13*19*44 % prime)
68
>>> print (12**7*77**49 % prime)
63

YnpaxHeHune 5

Kakoe 13 npuBefeHHBIX HMXXe MHOXKECTB YMCe/T HAXOAUTCA B KOHEYHOM II07Ie
F,o, ecrm k = 1, 3, 7, 13, 182 EcTh I B 3TUX MHOXECTBa 4TO-HMOYNb IpuMeya-
Te/IbHOe?
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{kx0,kx1,kx2kx3,..kx18}

>>> prime = 19

>>> for k in (1,3,7,13,18):

ce print ([k*i % prime for i in range(prime)])

(o, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
[o, 3, ¢, 9, 12, 15, 18, 2, 5, 8, 11, 14, 17, 1, 4, 7, 10, 13, 16)
(o, 7, 14, 2, 9, 16, 4, 11, 18, 6, 13, 1, 8, 15, 3, 10, 17, 5, 12)
(o, 13, 7, 1, 14, 8, 2, 15, 9, 3, 16, 10, 4, 17, 11, 5, 18, 12, 6]
(o, 18, 17, 16, 15, 14, 13, 12, 11, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1]
>>> for k in (1,3,7,13,18):

cee print (sorted([k*i % prime for i in range(prime)]))

(0, 1, 2, 3, 4, 5,6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
(0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
(o, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
(0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]
(o, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18]

B pe3ynbTaTe COpPTMPOBKM BCETNA IIOTYYA€TCA OGHO M TO )K€ MHOXXECTBO.

YnpaxHeHue 6

Hanumure cooTBeTcTByOIMIA MeToA __ mul__ (), B KOTOPOM Onpeaensercs
orepaums yMHOXXEHUA ABYX 3/IEMEHTOB KOHEYHOTO MO/,

class FieldElement:

def _ mul_ (self, other):
if self.prime != other.prime:
raise TypeError (
'Cannot multiply two numbers in different Fields')
# nong self.num u other.num comepXaT KOHKPETHHE 3HAYEHUS
# B none self.prime HaxomMTCs 3HadeHMe IJIs B3ATUS [0 MOZYJIO
num = (self.num * other.num) % self.prime
# BO3SBpaTMTBL BJIEMEHT TOI'0 X€ CaMOr'o kjacca
return self._ class__ (num, self.prime)

YnpaxHeHue 7

Ecnu p =7, 11, 17, 31, To KaKkoe U3 MPUBEACHHBIX HIKE MHOXKECTB OKaXETCA B
KOHe4HoM none F,?
{1@-1%2@-1h3@-1h4@-1{"'Q,_1)@-14

>>> for prime in (7, 11, 17, 31):
.. print ([pow(i, prime-1, prime) for i in range(l, prime)])
f, 1, 1, 1, 1, 1]
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(, 1, 1,1,1,1,1,1, 1, 1]

(, 1, 1,1,1,1,1,1,1,1,1,11,1, 1, 1]

[ll ll 1’ ll ll ll l' 1’ ll 1’ 1’ 1[ ll 1I ll 1' 1' 1’ ll ]-I 1!\
11,1111, 1,1, 1]

YnpaxHenve 8
Pemnte cnemyromume 3aaaun B KOHEYHOM nornte Fjy:
e 3/24

o 173
o 4%x11

>>> prime = 31
>>> print (3*pow (24, prime-2, prime) % prime)

4

>>> print (pow(l7, prime-4, prime))

29

>>> print (pow(4, prime-5, prime)*11 % prime)
13

YnpaxHeHnune 9

Hanummre coorseTcTBYIomMit MeTon,  truediv__ (), peanusyiowmit onepa-
LIVIIO [ie/IeHNUsA IBYX 3/1EMEHTOB KOHEYHOrO IIO/IA.

CnenyeTt, ofHako, MMeTb B BUAY, 4To B Bepcuu Python 3 omepaumsa penenns
pasfenieHa no AByM pyHkumaAM — _ truediv_ () m _ floordiv__ (). Ilepsas
GYHKUMA BBIIONMHAET OOBIYHYIO ONEPALMIO eNIEHNA, 2 BTOPas — ONePalyIo Lieno-
YHMC/IEHHOTO JIC/IEHUA.

class FieldElement:
def _ truediv__ (self, other):
if self.prime != other.prime:
raise TypeError (
'Cannot divide two numbers in different Fields')
BOCNONbL30BATLCA MaJloi TeopeMolt depMa:
self.num** (p-1) % p ==
3TO O3Ha4aeT Cledyouee:
1/n == pow(n, p-2, p)
BO3BpaTUTh 3JIEMEHT TOT'O Xe CaMoTo Kjlacca
num = self.num * pow(other.num, self.prime - 2, self.prime) \
% self.prime
return self. class__ (num, self.prime)

H= W= = 3= 3
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fnaBa 2. InaunTnyeckue Kpusbie
YnpaxHeHue 1

BbIﬂCHMTC, KaKyue 13 NPpUBEACHHBIX HMXKE TOYEK HAXOAATCA Ha KpMBOﬁ, OIIUCHI-
BaeMojt ypaBHeHueM y* = x° + 5x + 7.
(2,4), (-1,-1), (18,77), (5,7)
>>> def on_curve(x, y):
. return y**2 == x**3 + 5*x + 7
>>> print (on_curve(2,4))
False
>>> print (on_curve(-1,-1))
True
>>> print (on_curve (18,77))
True
>>> print(on_curve(5,7))
False

YnpaxHeHue 2

Hamnunre meton __ne_ () mmaA xmacca Point, 4To6bl cpaBHUTH B HeM 06a
06beKTa JaHHOTO K/Tacca Ha HEPABEHCTBO.

class Point:

def _ ne_ (self, other):
return not (self == other)

YnpaxHeHue 3

Peanusyitte npoBepKy B TOM C/Iy4ae, eClti 06e TOYKM ABIANTCA afiiUTUBHOM
MHBepCHeli, T.e. UMEIOT OfMHAKOBbIE KOOPAMHATHI X, HO Pa3HbIe KOOPAMHATSI ¥, a
C/IefoBaTeNbHO, Yepe3 HUX MPOXOAUT BepTUKa/lIbHaA MMHMUA. B pe3ynbTare Takoi
NPOBEPKM HO/DKHA ObITh BO3BpallleHa 6€CKOHEYHO ya/leHHas TOYKa.

class Point:
if self.x == other.x and self.y != other.y:
return self. class__ (None, None, self.a, self.b)
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Ynpaxnenne 4

I'ne Ha KpMBOI1, ONMUCHIBAEMON ypaBHEHUEM },z =x +5x+7, HaXOAMTCA TOY-
Ka, MIo7ly4aeMas B Pe3y/NbTaTe CTI0XKEHNA MCXOAHBIX TO4YeK C KOOpAMHaTamy (2,5)
+(-1,-1)?

>>>x1, yl =2, 5

>>> x2, y2 = -1, -1

>>> s = (y2 - yl) / (x2 - x1)
>>> x3 s**2 - x1 - x2
>>>y3 =s * (x1 - x3) -yl
>>> print (x3, y3)

3.0 -7.0

YnpaxHeHue 5

Hanuumre meron _add () 14 NpoBeEpKY YCNIOBUA B TOM C/Ty4ae, KOIfa X,
# X,

class Point:
def _ add (self, other):

if self.x != other.x:
s (other.y - self.y) / (other.x - self.x)
X = s**2 - self.x - other.x
y =s * (self.x - x) - self.y
return self. class_ (x, y, self.a, self.b)

YnpaxHeHue 6

Tl Ha KPMBOIA, ONMCHIBAEMOV YPABHEHNMEM J* = X° + 5X + 7, HAXOIMTCA TOYKa,
nonyyaeMas ClOXKeHNEM MCXORHBIX To4ek ¢ KoopauHaramu (-1,-1) + (-1,-1)?
>>> a, x1, yl =5, -1, -1
>>> s = (3 * x1**2 + a) / (2 * yl)
>>> x3 = s**2 - 2*x1
>>> y3 = s*(x1-x3) -yl
>>> print(x3,y3)
10.0 77.0

YnpaxHeHue 7

Hanmummre Metog _ add_ () Ans npoBepky yCIOBMS B TOM Cily4ae, KOTfia
P =P
1= 52
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class Point:
def _ add (self, other):

if self == other:
s = (3 * self.x**2 + self.a) / (2 * self.y)
X = s**2 - 2 * self.x
y =s * (self.x - x) - self.y
return self. class_ (x, y, self.a, self.b)

InaBa 3. Kpuntorpa¢ua no SnAMNTHYECKUM KPUBbIM

YnpaxHeHwue 1

BbiACHNMTE, HAXOAATCA /M [IPUBEAEHHbIE HYDKE TOYKM Ha KPUBOJA, OTIUCHIBAEMOL
ypaBHeHueM y* = x° + 7 Hapi KoHeuHbIM nioneM F,,.
(192,105), (17,56), (200,119), (1,193), (42,99)

>>> from ecc import FieldElement
>>> prime = 223
>>> a = FieldElement (0, prime)
>>> b = FieldElement (7, prime)
>>> def on_curve(x,y):

return y**2 == x**3 + a*x + b
>>> print (on_curve (FieldElement (192, prime), FieldElement (105, prime)))
True
>>> print (on_curve (FieldElement (17, prime), FieldElement (56, prime)))
True
>>> print (on_curve (FieldElement (200, prime), FieldElement (119, prime)))
False
>>> print (on_curve (FieldElement (1, prime), FieldElement (193, prime)))
True
>>> print (on_curve (FieldElement (42, prime), FieldElement (99, prime)))
False

YnpaxHeHue 2

BeIinonuuTe cnoxxeHue nNpuBeiEHHBIX HIMKe TOYEK A1 KPUBO, ONMMCHIBaEMOIA
ypaBHeHueM y* = x° + 7 Hapy KoHeuHbIM ioneM F,,,.

e (170,142) + (60,139)
o (47,71) + (17,56)
o (143,98) + (76,66)
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>>> from ecc import FieldElement, Point

>>> prime = 223

>>> a = FieldElement (0, prime)

>>> b = FieldElement (7, prime)

>>> pl = Point (FieldElement (170, prime), FieldElement (142, prime), a, b)
>>> p2 = Point (FieldElement (60, prime), FieldElement (139, prime), a, b)
>>> print (pl+p2)

Point (220,181) 0 7 FieldElement (223)

>>> pl = Point(FieldElement (47, prime), FieldElement(71, prime), a, b)
>>> p2 = Point (FieldElement (17, prime), FieldElement (56, prime), a, b)
>>> print (pl+p2)

Point (215,68) 0_7 FieldElement (223)

>>> pl = Point (FieldElement (143, prime), FieldElement (98, prime), a, b)
>>> p2 = Point (FieldElement (76, prime), FieldElement (66, prime), a, b)
>>> print (pl+p2)

Point (47,71) _0_7 FieldElement (223)

YnpaxHeHue 3

Brimonuure pacmmpenne Knacca ECCTest s npoBepky IpaBUIbHOCTH OIle-
paLuit CI0XKeHUs TOYeK M3 NpeAbIAyero ynpaxHenus. [Ipucsoitte MeTony Takoi
npoBepkyu uMA test_add.

def test_add(self):
prime = 223
a = FieldElement (0, prime)
b = FieldElement (7, prime)
additions = (
(192, 105, 17, 56, 170, 142),
(47, 71, 117, 141, 60, 139),
(143, 98, 76, 66, 47, 71),
)
for x1_raw, yl_raw, x2_raw, y2_raw, x3_raw, y3_raw in additions:
x1 = FieldElement (x1_raw, prime)
yl = FieldElement (yl_raw, prime)
pl = Point(x1l, yl, a, b)
x2 = FieldElement (x2_raw, prime)
y2 = FieldElement (y2_raw, prime)
p2 = Point(x2, y2, a, b)
x3 = FieldElement (x3 raw, prime)
y3 = FieldElement (y3_raw, prime)
p3 = Point(x3, y3, a, b)
self.assertEqual (pl + p2, p3)
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YnpaxHeHue 4

BbinonHuTe CKaNApHOE YMHOXEHME NIPUBEAEHHBIX HIKE TOYEK ANA KPMBOIL,
OIMCHIBAeMOi ypaBHeHUeM y° = X* + 7 Hafi KOHeYHBIM noneM F, ;.

e 2x(192,105)
o 2 x (143,98)
o 2x(47,71)

o 4x(47,71)

e 8x(47,71)

e 21 x (47,71)

>>> from ecc import FieldElement, Point
>>> prime = 223

>>> a = FieldElement (0, prime)

>>> b = FieldElement (7, prime)

>>> x1 = FieldElement (num=192, prime=prime)
>>> yl = FieldElement (num=105, prime=prime)
>>> p = Point(x1,yl,a,b)

>>> print (p+p)

Point (49,71)_0_7 FieldElement (223)

>>> x1 = FieldElement (num=143, prime=prime)
>>> yl = FieldElement (num=98, prime=prime)
>>> p = Point(x1,yl,a,b)

>>> print (p+p)

Point (64,168)_0 7 FieldElement (223)

>>> x1 = FieldElement (num=47, prime=prime)
>>> yl = FieldElement (num=71, prime=prime)
>>> p = Point (x1,yl,a,b)

>>> print (p+p)

Point (36,111) 0_7 FieldElement (223)

>>> print (p+p+p+p)

Point (194,51) 0 7 FieldElement (223)

>>> print (p+p+p+p+p+p+p+p)

Point (116,55) 0 7 FieldElement (223)

>>> print (p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p+p)
Point (infinity)

YnpaxHeHue 5

Haitaute nopsmok rpynmnsl, cpopMiupOBaHHONM 13 TOYKM ¢ KoopauHaTamy (15,86)
IVl KPMBO1, OTIMCbIBaeMOV ypaBHEHMEM ¥ = X° + 7 HaJi KOHEYHBIM TIO/TEM F,,..
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>>> prime = 223

>>> a = FieldElement (0, prime)
>>> b = FieldElement (7, prime)
>>> x = FieldElement (15, prime)
>>> y = FieldElement (86, prime)

>>> p = Point(x, y, a, b)

>>> inf = Point (None, None, a, b)

>>> product = p

>>> count =1

>>> while product != inf:
product += p

ces count += 1

>>> print (count)

YnpaxHeHne 6

TIpoBepbTe, AEVICTBUTENIBHBI JIN CTIEAYIOLIME MIOATIMCH:

P = (0x887387e452b8eaccdacfdel0d9aaf7f6d%a0f975aabbl0d006ed4da568744d06c,
0x61de6d95231cd89026e286df3bbae4aBl4a3378e393e93a0£45b66632%9a0ae34)

nommmce 1

Oxec208baalfclcl9f708a9ca96fdeff3ac3f230bbda7badaeded 942ad003c0£60
= Oxac8dlc87e51d0d441be8b3dd5b05c8795b48875dffe00b7ffcfac23010d3a395
0x68342ceff8935ededd102dd876ffd6ba72d6ad27a3edbl13d26eb0781cb423c4

n R N %
]

NOAnMchL 2
0x7c076££316692a3d7eb3c3bb0£f8b1488cf72elafcd929e29307032997a838a3d
Oxeff69ef2blbd93a66ed5219add4fb51e11a840£f404876325ale8ffe0529%a2¢c
0xc7207feel97d27c618aecab21406f6bfS5ef6fca38681d82b2f06fddbdcebfeabb

0w R N #
[

>>> from ecc import S256Point, N, G

>>> point = S256Point (
0x887387e452b8eaccdacfdel0d%aaf7£6d9a0£975aabbl0d006\
ed4da568744d06c,
0x61de6d95231cd89026e286df3bbaeda894a3378e393e93a0£45\
b666329%a0ae34)

>>> z = Oxec208baalfclcl9f708a9ca96fdeff3ac3£f230bbda7badae\
de4942ad003c0£f60

>>> r = Oxac8dlc87e51d0d441be8b3dd5b05¢c8795b48875dffe00b7£E\

cfac23010d3a395

>>> s = 0x68342ceff8935ededd102dd876ffdéba72d6a427a3edb13d26\

eb0781cb423c4

>>> u =2z * pow(s, N-2, N) & N

>>> v =1 * pow(s, N-2, N) % N

>>> print ((u*G + v*point).x.num == r)

True
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>>> z = 0x7c076££316692a3d7eb3c3bb0£f8b1488cf72elafcd929e29\
307032997a838a3d

>>> r = 0xeff69ef2blbd93a66ed5219add4fb51e11a840£404876325\
ale8ffe0529%a2c

>>> s = 0xc7207feel97d27c618aea621406f6bfS5ef6fca38681d82b2\
f06fddbdcebfeabb

>>> u =12z * pow(s, N-2, N) $ N

>>> v =r * pow(s, N-2, N) $ N

>>> print ((u*G + v*point).x.num == r)

True

YnpaxHeHue 7

HOI[IIMH.IMTC C]IC).IY]OH.(CC C006I.I.ICHMC 3aJaHHbIM Cel(peTHbIM KITIO4YOM:
e = 12345
z = int.from bytes (hash256 ('Programming Bitcoin!'), 'big')

>>> from ecc import S256Point, G, N
>>> from helper import hash256

>>> e = 12345

>>> z = int.from bytes(hash256 (b'Programming Bitcoin!'), 'big')
>>> k = 1234567890

>>> r = (k*G) .x.num

>>> k_inv = pow(k, N-2, N)

>>> s = (ztr*e) * k inv % N

>>> print (e*G)

S256Point (£01d6b9018ab421dd410404cb869072065522bf85734008£105\
cf385a023a80f, 0eba29d0£f0c5408ed681984dc525982abefccdIf7££01\
dd26dad4999cf3£6a295)

>>> print (hex(z))
0x969f6056a2a26£7d2795£d013fe88868d09c9f6aed96965016e1936ae47060d48
>>> print (hex(r))
0x2b698a0£f0a4041b77e63488ad48c23e8e8838dd1£fb7520408b121697b782ef22
>>> print (hex(s))
O0x1dbc63bfef4416705€602a7b564161167076d8b20990a0f26£316cff2cbObcla

fnasa 4. Cepuanusauus
YnpaxueHue 1

IIpencTaBbpTe OTKPBITHIA KMI0Y B HecxkaToM ¢opmare SEC, ecin uMerorcs cre-
RYIOLLME CEKpeTHBIE KITIOYM.

e 5000

e 2018°

e Oxdeadbeef12345
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>>> from ecc import PrivateKey

>>> priv = PrivateKey(5000)

>>> print (priv.point.sec (compressed=False) .hex())
04ffe558e388852£0120e46af2d1b370£85854a8eb0841811ecel\
e3e03d282d57¢315dc72890a4£10a1481c031b03b351b0dc79901\
cal8a00cf009dbdb157a1d10

>>> priv = PrivateKey (2018**5)

>>> print (priv.point.sec(compressed=False) .hex())
04027£3dal918455e03c46£659266albb5204e959db7364d2\
£473bdf8f0al3cc9dff87647£d023c13b4a4994£17691895806\
elb40b57£4£d22581a4£46851£3b06

>>> priv = PrivateKey (0Oxdeadbeef12345)

>>> print (priv.point.sec (compressed=False) .hex())
04d90cd625ee87dd38656dd95c£79£65£60£7273b67d3096\
e68bd81e4£5342691£842efa762£d59961d0e39803c6ledba8\
b3e3f7dc3a341836£97733aeb£f987121

YnpaxHeHve 2

I[IpencTaBpTe OTKPHITHIN KoY B ckaToM Qopmare SEC, ecnu umerotcs cnemy-
IOlIMe CEKpeTHBIE KON,

e 5001
o 2019°
e (Oxdeadbeef54321

>>> from ecc import PrivateKey

>>> priv = PrivateKey(5001)

>>> print (priv.point.sec(compressed=True) .hex())
0357a4£368868a8a6d572991e484e664810££f14c05c0£fa023275251151fe0e53d1
>>> priv = PrivateKey(2019**5)

>>> print (priv.point.sec (compressed=True) .hex())
02933ec2d2b111b92737ecl2£1c5d20£3233a0ad21cd8b36d0bca7alcfaScb8701
>>> priv = PrivateKey (0xdeadbeef54321)

>>> print (priv.point.sec (compressed=True) .hex())
0296be5b1292f6c856b3c5654e886£c13511462059089cdf9c479623bfcbe77690

YnpaxHenue 3

Ipencrasbre B popmare DER mopmuck co cnenyommmu BeIMYMHAMN 1 U S
0x37206a0610995c58074999cb9767b87af4c4978db68c06e8eb6e81d282047a7ch

[a]
]

0x8ca63759c1157ebeaec0d03ceccall9fc9a7Sbf8eb6d0fa65c841c8e2738cdaec

2]
]
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>>> from ecc import Signature

>>> r = 0x37206a0610995c58074999¢cb9767b87af4c4978db68c06e8\
e6e81d282047a7cé6

>>> s = 0x8ca63759cl157ebeaec0d03ceccall9fc9a75bf8e6d0fab5s\
c841c8e2738cdaec

>>> sig = Signature(r,s)

>>> print(sig.der() .hex())
3045022037206a0610995c58074999¢cb9767b87af4c4978db68\
c06e8e6e81d282047a7c60221008ca63759c1157ebeaec0d03\
ceccall9fc9a75bf8e6d0fa65c841c8e2738cdaec

YnpaxHeHue 4

Cnavana npeo6pa3yiiTe npuBeAeHHbIe HUXKE IIECTHAALATEPUYHbIE 3HAYEHNSA B
IBOMYHYIO OpMY, a 3aTeM NPEACTaBbTE UX B KOAMPOBKe Base58.

e 7c076££316692a3d7eb3c3bb0£8b1488cf72elafcd929e29307032997a838a3d
o eff69ef2blbd93a66ed5219add4fb51el1a840£404876325ale8ffe0529%a2¢
e c7207feel97d27c618aeab21406f6bfSef6fca38681d82b2f06fddbdcebfeabs

>>> from helper import encode base58

>>> h = '"7c076££316692a3d7eb3c3bb0f8b1488cfT72elafcd929\
€29307032997a838a3d’

>>> print (encode_base58 (bytes. fromhex(h)))
9MA8fRQrT4u8Zj8ZRd6MALiyaxb2Y1CMpvVkHQU5ShVM6

>>> h = 'eff69ef2blbd93ab6ed5219add4fb51ellaB40\
£404876325ale8ffe0529a2c’

>>> print (encode_base58 (bytes. fromhex (h)))
4fE3H2E6XMp4SsxtwinF7w9a34oo0UrwWedWsW1458Pd

>>> h = 'c7207feel97d27c618aea621406f6bf5ef6\
fca38681d82b2f06fddbdcebfeabs’

>>> print (encode_base58 (bytes. fromhex (h)))
EQJsjkd6JaGwxrjEhfeqPengHwrBmPQZj JGNSCHBkCF7

YnpaxHeHue 5

Haimm‘e ajipeca, COOTBETCTBYIOIIME OTKPBITHIM K/II0YaM, KOTOPBIM OTBE€YAIOT
Cnepyommne CEKpETHDIE K/IIOYN.

e 5002 (ucnonb3oBarb Hecxarslit popmar SEC B cetu testnet)
e 20205 (ucnonb3oBath oxatelit popmar SEC B ceTn testnet)

e 0x12345deadbeef (ucrions3osarp cxarsiit popmar SEC B cetn mainnet)
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>>> from ecc import PrivateKey

>>> priv = PrivateKey(5002)

>>> print (priv.point.address (compressed=False, testnet=True))
mmTPbXQFxboEtNRkwfh6K51jvdt HLxGeMA

>>> priv = PrivateKey(2020**5)

>>> print (priv.point.address (compressed=True, testnet=True))

mopVkxp8UhXqRYbCYJsbeElhl1fiF64jcoH

>>> priv = PrivateKey (0x12345deadbeef)

>>> print (priv.point.address (compressed=True, testnet=False))
1F1Pn2y6pDb68E5nYJJebad TLg2U7B6KF1

YnpaxHenue 6

Coopmupyiire cexpeTHsiit kmod B popmare WIF, ucxopsa us cnegyrommx ce-
KPETHBIX JaHHbIX.

e 5003 (cxarbiit popmar SEC ans cetn testnet)
o 2021° (HecKaThIit ¢opmar SEC pns cetu testnet)

o 0x54321deadbeef (cxxarniit popmar SEC s cet mainnet)

>>> from ecc import PrivateKey

>>> priv = PrivateKey(5003)

>>> print (priv.wif (compressed=True, testnet=True))
cMahea7zqjxrtgAbB7LSGbcQUrluXlojuat9jZodMN8rFTv2sfUK
>>> priv = PrivateKey(2021**5)

>>> print (priv.wif (compressed=False, testnet=True))
91avARGdfge8E4tZfYLoxeJ5sGBANJQH4kvipWAxgzczjbCwxic
>>> priv = PrivateKey(0x54321deadbeef)

>>> print (priv.wif (compressed=True, testnet=False))
KwDiBf89QgGbjEhKnhXJuH7LrciVrZi3qYjgiuQJvlh8Ytr2S53a

YnpaxHeHune 7

Hanmuumnre ¢pynkumio little endian_to_int (), mpuumMalomyio 6aiiTsl B
TOM IOpsAAKe, KOTOPBI NpuHAT B Python, uHTepnpeTnpyomyo st 6aitTs B nps-
MOM TNOpAAKe CIEAOBaHUA ¥ BO3BPAILAIOLLYIO 1[€/10€ YUCIIO.
def little endian_to_int(b):

""" 31707 MeTOL NPMHIMMAET 4YMUCI0, NPEencTaBJIEHHOE
[10CNIEQ0BaTENBEHOCTER CaliTOB B MDAMOM ITOPANKE MX

CJlIeqoBaHMs, a BO3BpamaeT nejoe uucyo'''
return int.from bytes(b, 'little')
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YnpaxHeHne 8

Hanynumre dynkumo int _to_little_endian(), BHINOMHAIOLIYIO AECACTBUA,
IIPOTMBOIIONIOXHBIE QYHKIMK U3 YIIPOKHEHUA 7.
def int_to_little endian(n, length):
''1'370T METORN NPMHMMAET LieJIO€ YMCJIO ¥ BO3BpamaeT
NOC/IeNOBaTE/NILHOCTE OaiiTOB B MPSAMOM INOPSOKE

MX cJIeDOBaHMg, NPENCTaBIsIumMyr ero mmHy'''
return n.to bytes(length, 'little')

YnpaxHeHue 9

CdopmupyiiTe caMOCTOATENbHO afgpec A/NA ceTH testnet, MCIONB3yA caMble
ATMHHBbIE CEKPETHDBIE NaHHbIE, KOTOPbI€ BaM TO/IbKO M3BECTHDI. 3TO0 OYeHb BaXXHO,
TIIOCKO/IbKY B CETH testnet feiiCTByeT HeMano 6OTOB, IIBITAIOLIMXCA YKPACTh LMPKY-
NUpYIolye B Heit MOHeThI. HerpeMeHHO 3amyimTe Ha 4eM-HUOYAb 3TU CEKPETHBIE
panHble! OHM BaM ellie IPUTOAATCSA B Ja/lbHENILEM IS MOANMCAHUA TPAH3aKLIMIL.
>>> from ecc import PrivateKey
>>> from helper import hash256, little endian to int
>>> passphrase = b'jimmy@programmingblockchain.com my secret'
>>> secret = little endian_to_int (hash256 (passphrase))
>>> priv = PrivateKey(secret)

>>> print(priv.point.address(testnet=True))
mft9LRNtaBNtpkknB8xgml7UvPedZ4ecYL

fnaBa 5. Tpan3akuum
YnpaxHeHne 1

Hanumure HOBYIO BEpCHIO TOJ YacTU MeTOAa parse (), B KOTOpOI NpOU3BO-
OUTCA CMHTAKCUYEeCKUM aHaIu3 TpaH3aKLUU. YT1o6BI chenaTh 3TO HamIEXXAIUM
o6pa30M, BaM NIpUIETCA npeo6pa303a'rb 4 6aiiTa B LIe/10€ YUCIIO, NpeacTaB/IeHHOE
6aitTamu B NpAMOM ITOpANKE UX ClIeAOBaHMA,
class Tx:

TR

@classmethod
def parse(cls, s, testnet=False):
version = little endian_to_int(s.read(4))
return cls(version, None, None, None, testnet=testnet)
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YnpaxHeHnue 2

Hamummurte Ty yacTh MeTofa parse () m3 Knacca TX u MeTofa parse () us

Kmacca TxIn, KOTOpasi OTBEYAET 3a CUHTAaKCUYECKUI aHa/IN3 BBOIOB TpaH3aKLUU.

class Tx:

@classmethod
def parse(cls, s, testnet=False):

version = little_endian to_int(s.read(4))
num_inputs = read_varint(s)
inputs = []
for _ in range(num_inputs):
inputs.append (TxIn.parse(s))
return cls(version, inputs, None, None, testnet=testnet)

class TxIn:

@classmethod
def parse(cls, s):

''"'370T7 MeTOn npMHMMaeT NOTOK OalTOB M CHayajla CHMHTaKCUYECKH
aHanusupyeT BBOR TPaH3aKIymM, a 3aTeM
Bo3Bpamaer o6vexT TmMna TxIn'''

prev_tx = s.read(32) [::-1]

prev_index = little endian to_int(s.read(4))

script_sig = Script.parse(s)

sequence = little endian_to_int(s.read(4))

return cls(prev_tx, prev_index, script sig, sequence)

YnpaxHeHue 3

Hamuuure Ty yacTs MeTofia parse () U3 Kinacca Tx ¥ MeTOfa parse () U3 Kiac-

ca TxOut, KOTOpasi OTBEYAET 3a CUHTAKCUYECKMI aHAa/IU3 BHIBOJIOB TpaH3aKLUUH.

class Tx:

.

@classmethod

def parse(cls, s, testnet=False):

version = little endian_to_int(s.read(4))
num_inputs = read_varint(s)

inputs = []

for _ in range(num_inputs):

inputs.append (TxIn.parse(s))

num_outputs = read_varint(s)

outputs = []

for _ in range(num_outputs):
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outputs.append (TxOut.parse(s))
return cls(version, inputs, outputs, None, testnet=testnet)

class TxOut:

@classmethod
def parse(cls, s):
'''370T MeTOn NPMHMMAET MOTOK GayTOB M CHadasla CUMHTaKCHYECKH
aHa/mM3MpyeT BHBOL TPaH3akKLymM, a 3aTeM
Bo3BpamaeT o6vekT TmMna TxOut''
amount = little endian_to_int(s.read(8))
script pubkey = Script.parse(s)
return cls(amount, script_pubkey)

YnpaxHeHue 4

Hanuumure Ty yacTs MeTozia parse () M3 Knacca Tx, KOTOpas OTBeYaeT 3a CUH-
TaKCUYECKMIit aHa/IU3 BpeMeH! OTTOKMPOBKH.

class Tx:
@classmethod
def parse(cls, s, testnet=False):
version = little endian_to_int(s.read(4))
num_inputs = read_varint (s)
inputs = []
for _ in range(num_inputs):
inputs.append (TxIn.parse(s))
num_outputs = read_varint(s)
outputs = []
for _ in range(num_outputs):
outputs.append (TxOut.parse (s))
locktime = little endian_to_int(s.read(4))
return cls(version, inputs, outputs, locktime, testnet=testnet)

YnpaxHeHue 5

Yro copepxur mone ScriptSig Ha BTopoM BBOfe, mone ScriptPubKey — Ha mep-
BOM BBIBOJIE ¥ 11071€ CYMMbl — Ha BTOPOM BBIBOJIE IIPMBEEHHON HIDKe TPaH3aKIMu?

010000000456919960ac691763688d3d3bcea%adbecaf875df5339e148\
alfc6lcoed7a069e0100
00006a47304402204585bcdef85e6blc6af5c2669d4830£ff86e42dd205\
c0e089bc2a821657e951
c002201024a10366077£87d6bcelf7100ad8cfaBal64b39d4e8fedeal 3\
a7b71aa8180£012102f0
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da57e85eec2934a82a585ea337¢ce2f4998b50ae699dd79£5880e253daf\
afb7feffffffeb8£51f4
038dc17e6313cf831d4£02281c2a468bde0fafd37f1bf882729e7£d\
3000000006a473044022078
99531a52d59a6de200179928ca900254a36b8df£8bb75£5£5d71blcd\
c261250220080422690b84
61cb52¢c3cc30330b23d574351872b7c361e9aae3649071¢c1a7160121035\
d5¢93d%ac96881£f19ba
1f686f15f009ded7c62efe85a872e6al9b43c15a2937fefffff£567bf\
40595119d1bb8a3037c35
6e£fd56170b64cbccl60£fb028£al0704b45d775000000006a47304402204c7\
c7818424c7£7911da
6cddc59655a70aflcb5eafl7c69dadbfc74f£a0b662£02207599e08bc\
8023693ad4e9527dc42c3
4210f7a7d1d1ddfc8492b654a11e7620a0012102158b46£fbdf£65d0172
\b798%aec8850aaldaed9
abfb84c8laebeSb251a58aceScfeffffffd63a5e6cl6e620£86£375925\
b21cabaf736c779£88£d
04dcad51d26690£7£345010000006a47304402200633ea0d3314bea0d95\
b3cd8dadb2ef79ea833
1ffele61f762c0f6dacalfabde022029f23b3e9c30£f08044615002385202\
8751635dcee2beb69c
2al686a4b5edf304012103ffd6f4a67e94aba353a00882e563££2722ebdcf\
f0ad6006e86ee20df
e7520d55feff£f£££0251430£00000000001976a914ab0c0b2e98blab6dbf\
67d475000a56244948
a87988ac005a6202000000001976a9143c82d7df364eb6c75be8c80df2)\
b3eda8db57397088ac46430600

>>> from io import BytesIO

>>> from tx import Tx

>>> hex_transaction = '010000000456919960ac691763688d3d3bceadad\
6ecaf875df5339%148alfc61c6ed7a069e010000006a47304402204585bcdef\
85e6blc6af5c2669d4830ff86e42dd205¢c0e089bc2a821657€951c002201024\
al0366077£87d6bcelf7100ad8cfaB8a064b39d4e8fedeal3ab71aa8180£0121\
02f0da57e85eec2934a82a585ea337ce2£4998b50ae699dd79£5880e253\
dafafbifeffffffeb8£51£4038dc17e6313c£831d4£02281c2a468bde0fafd37\
f1b£882729e7£d3000000006a47304402207899531a52d59a6de200179928ca9\
00254a36b8dff8bb75£5£5d71b1cdc26125022008b422690b8461cb52c3cc3033\
0b23d574351872b7c361e%aae3649071c1a7160121035d5¢c93d%ac96881f19bal\
£686£15£009ded7c62efeB85a872e6al9b43c15a2937feffE£££567 bf40595119d1\
bb8a3037c356efd56170b64cbccl60fb028£a10704b45d775000000006a4730440\
2204c7c7818424c7£7911dabcddc59655a70aflcb5eafl7c69dadbfc74££a0b662\
£02207599e08bc8023693ad4e9527dc42c34210£7a7d1d1ddfc8492b654a11e7620\
a0012102158b46fbdf£65d0172b7989%aec8850aa0daed 9abfb84c8laeb6e5b251a58)\
aceScfeffffffd63abe6cl6e620f86£375925b21cabaf736c779£88£fd04dcad51d\
26690f7£345010000006a47304402200633ea0d3314bea0d95b3cd8dadb2ef79ea\
8331ffele61£762c0f6daealfabde022029£23b3e9c30£08044615002385202875\
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1635dcee2be669c2al686a4b5edf304012103ffd6f4a67e94aba353a00882e563£ £\
2722eb4cff0ad6006e86ee20dfe7520d55fef£££££0251430£00000000001976a
914\ab0c0b2e98blab6dbf67d475000a56244948a87988ac005a620200000000\
1976a9143c82d7df364eb6c75be8c80df2b3eda8db57397088ac46430600"

>>> stream = BytesIO (bytes.fromhex (hex_transaction))

>>> tx_obj = Tx.parse(stream)

>>> print (tx_obj.tx_ins([1l].script_sig)
304402207899531a52d59a6de200179928ca%00254a36b8df£f8bb75£5£5d71bl
cdc26125022008b422690b8461cb52c3cc30330023d574351872b7c361e9%aae\
3649071c1a71601 035d5c93d%ac96881£f19balf686£15£009ded7c62efe85a\
872e6al19b43c15a2937

>>> print (tx_obj.tx outs[0].script_pubkey)

OP_DUP OP_HASH160 ab0cOb2e98blab6dbf67d4750b0a56244948a879 \
OP_EQUALVERIFY OP_CHECKSIG

>>> print (tx_obj.tx outs[1l].amount)

40000000

YnpaxHeHue 6

Hanynumre Metop fee () mna kmacca Tx, 4TO6BI paccYMTaTh I/IATY 32 TPAH3aK-
LIAIO.

class Tx:

def fee(self, testnet=False):
input_sum, output_sum =0, 0
for tx_in in self.tx ins:
input_sum += tx in.value(testnet=testnet)
for tx_out in self.tx outs:
output_sum += tx out.amount
return input_sum - output_sum

fnaBa 6. AA3bik Script

Ynpaxuenue 1

Hamimumre dynximio op_hash160 ().

def op_hashl60 (stack):
if len(stack) < 1:
return False
element = stack.pop()
h160 = hashl160 (element)
stack.append (h160)
return True
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YnpaxHeHne 2

Hanumure cBoto Bepcuio ¢pyHkumu op_checksig () m3 mcxomnoro daitna
op.py-
def op_checksig(stack, z):
if len(stack) < 2:
return False
sec_pubkey = stack.pop()
der signature = stack.pop() [:-1]
try:
point = S256Point.parse(sec_pubkey)
sig = Signature.parse(der signature)
except (ValueError, SyntaxError) as e:
return False
if point.verify(z, sig):
stack.append (encode_num (1))
else:
stack.append (encode_num(0))
return True

YnpaxHeHne 3

Cospaitre cuenapuit ScriptSig, crioco6HbI pa36/IOKMPOBATh OTKPBITHINA KIIOY
no crnepymnoleMy cuenapuio ScriptPubKey:

767695935687

Wmeitte B BUAY, YTO B onepauyuy OP_MUL yMHOXQAIOTCS Ba BEPXHUX /IEMEHTa
B CTeKe, a Koapl B cuieHapuy ScriptPubKey o603HavaloT cefyomye onepanmum.

e 56 = OP_6

e 76 = OP DUP
e 87 = OP_EQUAL
e 93 = OP ADD
e 95 = OP_MUL

>>> from script import Script

>>> script_pubkey = Script ([0x76, 0x76, 0x95, 0x93, 0x56, 0x87))
>>> script_sig = Script([0x52])

>>> combined script = script_sig + script_pubkey

>>> print (combined_script.evaluate(0))

True

Omnepaunsa OP_2 c KOfoM 52 yAOBNIETBOPUT YPaBHEHUIO +x-6=0.
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YnpaxHeHue 4

BoissicHMTe Ha3HaueHMe C/IEAYIOLLETO ClieHapyuA:
6e87916%9a77ca787

Kogs! B aTOM cLieHapun o603HavaroT Clemylouue onepanum.

e 69 = OP_VERIFY

e 6e = OP_2DUP

e 7c = OP_SWAP

e 87 = OP EQUAL

e 91 = OP NOT

e a7 = OP_SHAl

Bocnonb3ayiiTech meTogoM Script.parse () u BbIACHUTE Ha3HaY€HME OTAENIb-
HBIX OIepalmii 0 MX KOAaM, o6paTuBIumCch No agpecy https://en.bitcoin.
it/wiki/Script.

>>> from script import Script
>>> script_pubkey = Script([0Ox6e, 0x87, 0x91, 0x69, Oxa7,

0x7c, 0xa7, 0x87])
>>> ¢l = '255044462d312e330a25e2e3cfd30a0a0a312030206f626a0a3c3\
c2£57696474682032203020522£4865696768742033203020522£5479706520\
34203020522£537562747970652035203020522£46696c7465722036203020522\
£436£6c6£7253706163652037203020522£4c656e6774682038203020522£4269\
7473506572436£6d706£6e656€7420383e3e0a73747265616d0affd8fffe\
00245348412d3120697320646561642121212121852fec092339759c39\
blalc63c4c97elfffe017£46dc93abb67e013b029%aaaldb2560b45¢cab7d688)\
c7£84b8c4c791fe02b3df614£86db1690901c56b45¢c1530afedfb76038e972722\
feT7ad728£0e4904e046c230570fe9d41398abel2ef5bc942be33542a4802d98\
b5d70£f2a332ec37fac3514e74ddc0f2ccla874cd0c78305a21566461309789606\
bd0bf3£98cda8044629al’
>>> c2 = '255044462d312e330a25e2e3cfd30a0a0a312030206£626a0a3c3c2\
£57696474682032203020522£4865696768742033203020522£5479706520342\
03020522£537562747970652035203020522£46696c7465722036203020522£436\
£6c6£7253706163652037203020522f4c656e6774682038203020522£42697473\
506572436£6d706£6e656e7420383e3e0a73747265616d0affd8fffe00245348412\
d3120697320646561642121212121852£fec092339759¢c39%blalc63c4cl7elfffe)
017346dc9166b67e118£029ab621b2560ff9cab7cca8c7£85ba84c79030c2b3de\
218£86db3a90901d5df45c14f26fedfb3dc38e96ac22feTbd728f0ed5bce046d23\
c570feb141398bb552ef5a0a82be331fead8037b8b5d71£0e332edf93ac3500eb4d\
ddc0deccla864790c782c76215660dd309791d06bd0af3£f98cdadbc4629bl’
>>> collisionl = bytes.fromhex(cl) 0
>>> collision2 = bytes.fromhex(c2)

Mpunoxenne, OTBETHI K yNpaHEHUAM | 341



>>> script sig = Script([collisionl, collision2])
>>> combined script = script_sig + script pubkey
>>> print (combined_script.evaluate(0))

True

O CopepxuMoe nepemeHHbIx collisionl u collision2 momy4yeno u3 mpoo6-
pasos no anroputmy SHA-1, mis koTopbix B Komnauuu Google o6HapysxeHb
kommmsum (https://security.googleblog.com/2017/02/announcing-
first-shal-collision.html).

B maHHOM cueHapuM OCYyLIECTB/AETCA MOMCK Ko/mnsuy no anroputmy SHA-1.
EpuHCTBEHHBI c1IOCcO6 YROBIETBOPUTD JAaHHBIN ClieHapuii — IPeNOCTaBUTD KO-
opAuHaTHI X 1 y (Hanpumep, X # y, Ho shal (x) = shal(y)).

fnaBa 7. Co3pganune 1 npoBepKa AOCTOBEPHOCTH TPaH3aKLUA
YnpaxHeHue 1

Hamyumnre meton sig_hash () mns knmacca Tx, YTOOBI peanusoBaTh B HEM BbI-
YUCIeHNE Xellla MOAINCH.

class Tx:

def sig hash(self, input_index):
s = int_to_little endian(self.version, 4)
s += encode varint (len(self.tx ins))
for i, tx_in in enumerate(self.tx_ins):
if i == input_index:
s += TxIn(
prev_tx=tx in.prev_tx,
prev_index=tx in.prev_index,
script_sig=tx in.script_pubkey(self.testnet),
sequence=tx_in.sequence,
) .serialize()
else:
s += TxIn(
prev_tx=tx_in.prev_tx,
prev_index=tx in.prev_index,
sequence=tx_in.sequence,
) .serialize()
s += encode_varint (len(self.tx outs))
for tx out in self.tx outs:
s += tx out.serialize()
s += int to little endian(self.locktime, 4)
s += int_to_little_endian(SIGHASH ALL, 4)
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h256 = hash256 (s)
return int.from bytes(h256, 'big’)

YnpaxHeHue 2

Hanumure Meton verify input () mis xmacca Tx, 4To6bl peanu3oBaTh B HEM
IIPOBEPKY BBOJia TPaH3aKI{MM Ha AOCTOBEPHOCTD. [I/iA 3TOr0 BaM IPUAETCA BOC-
NONb30BaThCsl MeTofaMu TxIn.script pubkey (), Tx.sig _hash() u Script.
evaluate().

class Tx:

def verify input(self, input_index):
tx_in = self.tx ins[input_index]
script_pubkey = tx_in.script_pubkey(testnet=self.testnet)
z = self.sig_hash(input_index)
combined = tx_in.script_sig + script_pubkey
return combined.evaluate(z)

YnpaxHeHne 3

Hanmmmure Metop sign_input () mns kmacca Tx, YTOOBI peann3oBaTh B HEM
MOoAIMCaHe BBOJOB TPaH3aKLMH.

class Tx:

def sign input(self, input_index, private_key):
z = self.sig_hash(input_index)
der = private key.sign(z).der()
sig = der + SIGHASH ALL.to bytes(l, 'big')
sec = private key.point.sec()
self.tx ins[input_index].script_sig = Script([sig, sec])
return self.verify input (input_index)

YnpaxHeHue 4

CospaiiTe TpaH3aKLMIO Al OTIpaBku 60% CyMMBbl M3 OHOTO HEM3PACXOAO-
BaHHoro BeiBofila UTXO no apgpecy mwInlYPMq7y5F8J3LkCS5HXgIPHYZ5KACEV B
cetu testnet. OcTaBlasca cyMMa 3a BIYETOM IIAThI 32 TPAH3AKLMIO JO/DKHA Bep-
HYTbCs 06paTHO 10 BauleMy N3MeHEHHOMY afipecy. OT0 AO/DKHA 6bITb TPaH3aKuMA
C ONHMM BBOJOM U ABYMs BbiBofamyu. CBOIO TPaH3aKLMIO Bbl MOXETE MEPEC/IATh
no agpecy https://live.blockcypher.com/btc/pushtx.
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>>> from ecc import PrivateKey

>>> from helper import decode base58, SIGHASH ALL

>>> from script import p2pkh script, Script

>>> from tx import TxIn, TxOut, Tx

>>> prev_tx = bytes.fromhex('75alc4bc671£55£626ddal074c7725991\
e6f68b8fcefcfca7b64405ca3b45£flc')

>>> prev_index =1

>>> target address = 'miKegzeS5FQNCnGw6PKyqUbYUeBa4x2hFeM'

>>> target_amount = 0.01

>>> change_address = 'mzx5YhAH9kNHtcN481lubWkjeHjYtVeKVh2'

>>> change_amount = 0.009

>>> secret = 8675309

>>> priv = PrivateKey(secret=secret)

>>> tx_ins = [)

>>> tx_ins.append(TxIn(prev_tx, prev_index))

>>> tx_outs = []

>>> h160 = decode base58 (target_address)

>>> script_pubkey = p2pkh_script (h160)

>>> target satoshis = int(target_amount*100000000)

>>> tx_outs.append(TxOut (target_satoshis, script_pubkey))

>>> h160 = decode_base58 (change_address)

>>> script_pubkey = p2pkh_script (h160)

>>> change_satoshis = int(change_amount*100000000)

>>> tx_outs.append (TxOut (change_satoshis, script_pubkey))

>>> tx obj = Tx(l, tx_ins, tx outs, 0, testnet=True)

>>> print (tx_obj.sign_input (0, priv))

True

>>> print (tx_obj.serialize() .hex())
01000000011c5fb4a35¢c40647bcacfeffchB8686£1e9925774c07aldd26£6551\
£67bcc4al750100000060483045022100a08ebb92422b359%a2d2fcdaallf8f\
807a66ccf33e7f4a9ff0a3c51f1lblec5dd02205ed21dfede5925362b8d 9833\
e908646c54be7ac6664e31650159e8£69b6ca539012103935581e52c354cd2f\
484fe8ed83af7a3097005b2£9c60bf£71d35bd795£54b6TEEEFEE££024042\
0£00000000001976a9141ec51b3654c1£1d0£4929d11a1£702937eaf50c888\
ac9fbb0d00000000001976a914d52ad7ca%b3d096a38e752c2018e6£fbc40\
cdf26£88ac00000000

YnpaxHeHue 5

3to ynpaxkHeHne nocnoxxHee. [IpuobpeTnte HEMHOro MOHET U3 GUTKOMHOBOTO
KpaHa B ceTH testnet u CO3/aiiTe TPAaH3aKIUIO C ABYMS BBOIaMM M OTHMM BBIBOAIOM.
OnuH 13 BBOLOB JO/DKEH OBITH M3 GMTKOMHOBOTO KpaHa, IPYTOi — M3 IpPeAbIAy-
ILIETO yIpaXKHEHUs, a BHIBOOM MOXET CITY>KMTDb Balll co6CcTBeHHBIN afipec. CBoIo
TPaH3aKIMI0 BBl MOXKeTe Iepecnarh nmo agpecy https://live.blockcypher.
com/btc/pushtx.
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>>> from ecc import PrivateKey

>>> from helper import decode base58, SIGHASH ALL

>>> from script import p2pkh_script, Script

>>> from tx import TxIn, TxOut, Tx

>>> prev_tx 1 = bytes.fromhex('11d05ce707¢1120248370d1cbf5561d\
22c4£f83aeba0436792c82e0bd57fe2a2f")

>>> prev_index 1 =1

>>> prev_tx 2 = bytes.fromhex('51£61f77bd061b%a0da60d4bedaaflbl\
fad0clle65£dc744797ee22d20b03d15")

>>> prev_index 2 =1

>>> target_address = 'mwJInlYPMq7ySF8J3LkC5Hxg9PHYZ5K4cFv'

>>> target _amount = 0.0429

>>> secret = 8675309

>>> priv = PrivateKey(secret=secret)

>>> tx_ins = []

>>> tx ins.append(TxIn(prev_tx 1, prev_index 1))

>>> tx_ins.append (TxIn(prev_tx_2, prev_index_2))

>>> tx outs = []

>>> h160 = decode_base58 (target_ address)

>>> script_pubkey = p2pkh script (h160)

>>> target_satoshis = int(target_amount*100000000)

>>> tx_outs.append(TxOut (target_satoshis, script_pubkey))

>>> tx_obj = Tx(l, tx_ins, tx outs, 0, testnet=True)

>>> print (tx_obj.sign_input (0, priv))

True

>>> print (tx_obj.sign input(l, priv))

True

>>> print (tx_obj.serialize() .hex())
01000000022f2afe57bde0822¢793604baae834£2cd26155b£1c0d37480212\
c107e75cd011010000006a47304402204cc5fe11b2b025£8£c9£6073b5e\
3942883bbba266b71751068badeb8£11£0364022070178363£5dead4149581\
adb9b9dbad9leclfd990e3faldf9de3ccb421£a5b269012103935581\
e52c354cd2f484feBedB83af7a3097005b2£9c60bf£71d35bd795£54b67\
fEfffff£153db0202de27e7944c7fd651ecld0fablflaaed4b0das0d9alb\
06bd771££6510100000060483045022100b72938d4679aa7271£0d32d83b\
61a85eb0180cf1261d44feaad23dfd9799dafb02205££2£366ddd9555\
£7146861a8298b7636be8b292090a224c5dc84268480d8bel1012103935581\
e€52c354cd2f484fe8ed83af7a3097005b2£9c60bf£71d35bd795£54b67\
fEf£££££01d0754100000000001976a914ad346£f8eb57dee%9a37981716\
e498120ae80e44£788ac00000000
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fnaBa 8. Onnata no xeiuy cueHapua
YnpaxHeHue 1

Hanumre okoH4YaTenbHblit BapuaHT PyHkuyuu op checkmultisig() u3 mc-
xonHoro ¢aitna op.py.

def op_checkmultisig(stack, z):
if len(stack) < 1:
return False
n = decode_num(stack.pop())
if len(stack) < n + 1:
return False
sec_pubkeys = []
for _ in range(n):
sec_pubkeys.append(stack.pop())
m = decode_num(stack.pop())
if len(stack) < m + 1:
return False
der_signatures = []
for _ in range(m):
der_signatures.append(stack.pop() [:-1])
stack.pop ()
try:
points = [S256Point.parse(sec) for sec in sec_pubkeys]
sigs = [Signature.parse(der) for der in der_signatures]
for sig in sigs:
if len(points) == 0:
return False
while points:
point = points.pop(0)
if point.verify(z, sig):
break
stack.append (encode_num(1))
except (ValueError, SyntaxError):
return False
return True

YnpaxHeHue 2

Hamnumre pynkimio h160 to p2pkh address (), npeo6pasyiouryio 20-6ait-
TOBBIt Xew-kof hash160 B agpec p2pkh.
def h160_to p2pkh_address(h160, testnet=False):
if testnet:
prefix = b'\x6f'
else:
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prefix = b'\x00'
return encode_base58_checksum(prefix + h160)

YnpaxHeHue 3

Hamumure dynkumio h160 _to p2sh_address (), mpeo6pasytomyio 20-6aii-

TOBBIit Xew-kopA hash160 B agpec p2sh.

def h160_to p2sh address(hl60, testnet=False):
if testnet:
prefix = b'\xc4'
else:
prefix = b'\x05'
return encode_base58_checksum(prefix + h160)

YnpaxHeHue 4

ITpoBepbTe Ha HOCTOBEPHOCTH BTOPYIO NIOAIMCH U3 NPEAbIAYLIEN TPaH3aKLUM.

>>> from io import BytesIO

>>> from ecc import S256Point, Signature

>>> from helper import hash256, int to little_endian

>>> from script import Script

>>> from tx import Tx, SIGHASH ALL

>>> hex_tx = '0100000001868278ed6ddfb6cled3ad5£8181eb0c7a385\
2a0836£01d5e4789e6bd304d87221a000000db00483045022100dc92655fe\
37036£47756db8102e0d7d5e28b3beb83a8fef4£5dc0559bddfb94e02205\
a36ddedebc7fcd16658c50783e00c341609977aed3ad00937bf4eed42a899\
3701483045022100dabbee3c93766232079a01639d07£a86959874972%ae\
323eab8eef53577d611b02207bef15429dcadce2121ea07£233115c6£09034\
c0be68db99980b9%9abc5e75402201475221022626e355ea6ea6d98850c994 £\
9107b036b1334£18ca8830bf££1295d21cfdb702103b287eafl22eea69030\
al0e9feed096bed8045c8b98becd53elffacTfbdbddbb7152aeffELE£££04\
d3b11400000000001976a914904a49878c0adfc3aa05de7afad2cc15£483\
a56a88ac7£400900000000001976a914418327e3£3dda4cf5b9089325a4b\
95abdfa0334088ac722c0c00000000001976a914ba35042cfe9fc66fd35ac\
2224eebdafd1028ad2788acdc4ace020000000017a91474d691dal574\
e6b3cl92ecfb52cc8984ee7b6c568700000000'

>>> hex_sec = '03b287eafl22eea69030aledfeed096bed8045c8b9I8bec)
453elffac7fbdbd4bb71"’

>>> hex der = '3045022100da6bee3c93766232079a01639d07£fa86959874\
9729ae323eab8eef53577d611b02207bef15429dcadce2121ea07£233115¢c6£\
09034c0be68db99980b9%abc5e754022"

>>> hex_redeem script = '475221022626e955ea6ea6d98850c994£9107\
b036b1334£18caB8830bff£1295d21cfdb702103b287eafl22eea69030a0e9feed\
096bed8045c8b98becd53elffacTfbdbd4bb7152ae’

>>> sec = bytes.fromhex (hex_sec)
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>>> der = bytes.fromhex (hex_der)
>>> redeem script = Script.parse(
BytesIO (bytes.fromhex (hex redeem script)))
>>> stream = BytesIO(bytes.fromhex (hex tx))
>>> tx_obj = Tx.parse(stream)
>>> s = int_to_little_endian(tx obj.version, 4)
>>> s += encode varint (len(tx_obj.tx_ins))
>>> 1 = tx_obj.tx_ins(0]
>>> s += TxIn(i.prev_tx, i.prev_index, redeem script, i.sequence)
.serialize()
>>> s encode_varint (len(tx_obj.tx_outs))
>>> for tx_out in tx_obj.tx outs:
... 5 += tx out.serialize()
>>> s += int_to_little endian(tx obj.locktime, 4)
>>> s += int_to_little endian(SIGHASH ALL, 4)
>>> z = int.from_bytes (hash256(s), 'big')
>>> point = S256Point.parse(sec)
>>> sig = Signature.parse (der)
>>> print (point.verify(z, sig))
True

+
]

YnpaxHeHue 5

Bumousmenurte mMeronbl sig hash() u verify input () Takum obpasom,
4TO6bI IPOM3BOAUTD BepUUKALMIO TPaH3aKImit B p2sh.

class Tx:
def sig hash(self, input_index, redeem script=None):
' ''BosBpamaeT HEJIOYMCJIEHHOE NpenCTaBJIeHMe Xema, KOoTopoe
TpebyeTCsl NOJIYYUTE CO 3HaKoM IS uHOexca input index'''
s = int_to_little endian(self.version, 4)
s += encode_varint (len(self.tx_ins))
for i, tx_in in enumerate(self.tx ins):
if i == input_index:
if redeem script:
script_sig = redeem_script

else:
script_sig = tx_in.script_pubkey(self.testnet)
else:
script _sig = None
s += TxIn(

prev_tx=tx_in.prev_tx,
prev_index=tx_in.prev_index,
script_sig=script_sig,
sequence=tx_in.sequence,

) .serialize()
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s += encode varint (len(self.tx outs))
for tx out in self.tx outs:

s += tx_out.serialize()
s += int_to_little endian(self.locktime, 4)
s += int_to_little endian(SIGHASH_ALL, 4)
h256 = hash256(s)
return int.from bytes(h256, 'big')

def verify input(self, input_ index):
tx_in = self.tx_ins[input_index]
script_pubkey = tx_in.script_pubkey(testnet=self.testnet)
if script_pubkey.is p2sh_script pubkey():
cmd = tx_in.script sig.cmds[-1]
raw_redeem = encode_varint(len(cmd)) + cmd
redeem_script = Script.parse (BytesIO(raw_redeem))
else:
redeem_script = None
z = self.sig_hash(input_index, redeem_script)
combined = tx_in.script sig + script_pubkey
return combined.evaluate(z)

fnaBa 9. bnoku

YnpaxHeHue 1

Hanumnre meton is_coinbase () ans kmacca TX, B KOTOPOM ONpenenseTcs,
SIB/IAETCS /I TPaH3aKLMA MOHETU3UPYIOLIEi.

class Tx:

def is_coinbase(self):

if len(self.tx ins) != 1:
return False

first_input = self.tx ins[0]

if first input.prev_tx != b'\x00' * 32:
return False

if first input.prev_index != Oxffffffff:
return False

return True

YnpaxHeHne 2

Hanuummre Meton coinbase_height () mna kmacca TX, B KOTOPOM OIpeferis-
eTCs1 BbICOTa 6/10Ka MOHETU3UPYIOLIEll TPaH3aKLIMMN.
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class Tx:

def coinbase height (self):
if not self.is_coinbase():
return None
element = self.tx ins[0].script_sig.cmds([0]
return little endian_to_int (element)

YnpaxHeHue 3

Hanuummure Metop parse () s kmacca Block, YTo6sI peanu3oBaTh B HEM CHH-
TaKCU4YeCKMi aHanmu3 6/1o0Ka.

class Block:

@classmethod
def parse(cls, s):
version = little endian_to_int(s.read(4))
prev_block = s.read(32) [::-1]
merkle root = s.read(32)[::-1}
timestamp = little_endian_to_int(s.read(4))
bits = s.read(4)
nonce = s.read(4)
return cls(version, prev_block, merkle root,
timestamp, bits, nonce)

YnpaxHeHue 4

Hanmumnre Meton serialize () ans kmacca Block, 4To6bl peann3oBaTh B HEM
cepuanusauuio 61oxa.

class Block:

def serialize(self):
result = int_to_little_endian(self.version, 4)
result += self.prev_block[::-1]
result += self.merkle root[::-1]
result += int to little_endian(self.timestamp, 4)
result += self.bits
result += self.nonce
return result

YnpaxHeHue 5

Hanmnmmure meTon hash () ans kmacca Block, YTo6bI peanu3oBaTh B HEM XellN-
poBaHue 6710Ka.
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class Block:

def hash(self):
s = self.serialize()
sha = hash256(s)
return sha[::-1]

YnpaxHeHne 6

Hamummre meton bip9 () mns kmacca Block, 4To6sl peanu3oBaThb IIPOBEPKY
HOMeEpa BEPCHMM, COOTBETCTBYIOILEro nporokory BIP0009.
class Block:

def bip9(self):
return self.version >> 29 == 0b001

YnpaxHeHue 7

Hanmuummre metog bip91 () mnsa xmacca Block, 4To6bt peanns3oBaTb IPOBEPKY
HOMepa Bepcuy, COOTBETCTBYIOLIEro mporokomny BIP0O0091.

class Block:

def bip9l (self):
return self.version >> 4 ¢ 1 ==

YnpaxHeHue 8

Hanummre meron bipl41 () ana kmacca Block, 4To6b1 peann3oBaTb IpOBEPKY
HOMepa BEPCUH, COOTBETCTBYIOIEero mporoxkony BIP0141.

class Block:

def bipl4l(self):
return self.version >> 1 & 1 ==

YnpaxHeHue 9

Hanmummmre ¢ynxumio bits to target () u3 mcxopgHoro daitna helper.py,
YTOOBI BHIYMCIIUTD Ieb U3 3aJaHHBIX 6MTOB.
def bits_to_target (bits):

exponent = bits[-1]

coefficient = little endian to_int (bits[:-1])

return coefficient * 256** (exponent - 3)
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YnpaxHenune 10

Hanunumure Merop difficulty () mas knacca Block, YTO6bI ONpefenuTh B HEM
C/IOXKHOCTB OOBIYM.

class Block:

def difficulty(self):
lowest = Oxffff * 256**(0x1ld - 3)
return lowest / self.target()

YnpaxHeHue 11

Hanummre meron check pow () mnsa kmacca Block, 4TOOBI IPOBEPUTD B HEM
NOATBepXXAeHNne paboThI.

class Block:

def check_pow(self):
sha = hash256(self.serialize())
proof = little_endian_to_int (sha)
return proof < self.target()

YnpaxHeHnue 12

BolumcvTe HOBBIE OMTBI IPY YCTIOBYM, YTO NEPBbIif M MOCIeRHMit 3 2016 61m0-
KOB B IIepNOJ, KOPPEKTUPOBKYU CTIOKHOCTY TAKOBBI.

e bnok 471744

000000203471101bbda3fe307664b3283a%ef0e97d%a38aTeacd8s\
00000000000000000010c8aba8479bbaa5e0848152£fd3c2289ca50\
elc3e58c%adfaaafbdf5803c5448ddb845597e8b0118e43a81d3

e bnok 473759

02000020£1472d9db4b563c35£97c428ac303£23b7£c055d1cfc26\
000000000000000000b3£449fcbelbc4cfbcb8283a0d2c037£961\
a3fdf2b8bedcl144973735eea707e1264258597e8b0118e5£00474

>>> from io import BytesIO

>>> from block import Block

>>> from helper import TWO_WEEKS

>>> from helper import target to bits

>>> blockl _hex = '000000203471101bbda3fe307664b3283a%ef0e97d9\
a38a7eacd8800000000000000000010c8aba8479bbaa5e0848152£d3c2289\
ca50elc3e58c9%a4faaafbdf5803c5448ddb845597e8b0118e43a81d3’

>>> block2_hex = '02000020£1472d9db4b563c35£97c428ac903£23b7£c\
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055d1c£c26000000000000000000b3£449fcbelbcdctfbcb8283a0d2c037£961\
a3fdf2b8bedc144973735eea707e1264258597e8b0118e5£00474"
>>> last_block = Block.parse (BytesIO(bytes.fromhex(blockl hex)))
>>> first_block = Block.parse (BytesIO (bytes.fromhex (block2_hex)))
>>> time_differential = last_block.timestamp - first block.timestamp
>>> if time differential > TWO WEEKS * 4:
ces time differential = TWO_WEEKS * 4
>>> if time differential < TWO_WEEKS // 4:
e time_differential = TWO_WEEKS // 4
>>> new_target = last_block.target ()

* time differential // TWO_WEEKS
>>> new_bits = target_to_bits(new_target)
>>> print (new_bits.hex())
80df6217

YnpaxHeHue 13

Hannmure dynkumio calculate_new_bits () u3 ncxopnoro daitna helper.
PY A/ BBIYMCIEHNSA HOBBIX 6MTOB.

def calculate_new_bits(previous_bits, time_differential):
if time_differential > TWO_WEEKS * 4:
time differential = TWO WEEKS * 4
if time_differential < TWO WEEKS // 4:
time_differential = TWO_WEEKS // 4
new_target = bits to_target (previous_bits)
* time differential // TWO_WEEKS
return target to bits(new target)

Fnasa 10. Opranusayus cetun
YnpaxHeHue 1

Hamnmmure Meton parse () mna knacca NetworkEnvelope, 4To6bl peanu3o-
BaTh CMHTAaKCUYECKMI1 aHA/IU3 CETEBOTO COOOLEHMS.

@classmethod
def parse(cls, s, testnet=False):
magic = s.read(4)
if magic == b'':
raise IOError('Connection reset!')

if testnet:

expected magic = TESTNET NETWORK MAGIC
else:

expected magic = NETWORK MAGIC
if magic != expected magic:
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raise SyntaxError('magic is not right (} vs {}'
.format (magic.hex(), expected magic.hex()))
command = s.read(12)
command = command.strip (b'\x00")
payload_length = little endian_to_int(s.read(4))
checksum = s.read(4)
payload = s.read(payload length)
calculated _checksum = hash256 (payload) [:4)
if calculated checksum != checksum:
raise IOError ('checksum does not match')
return cls(command, payload, testnet=testnet)

YnpaxHeHne 2

BeisicHMTE, YTO MUMEHHO COLEPXXUT C/enyroliee CETEBOE COO61.I1€HMCZ
£9beb4d9766572616360000000000000000000005df6ele2

class NetworkEnvelope:

>>> from network import NetworkEnvelope

>>> from io import BytesIO

>>> message_hex =
*£9beb4d9766572616360000000000000000000005df6ele2”

>>> stream = BytesIO(bytes.fromhex (message_hex))

>>> envelope = NetworkEnvelope.parse (stream)

>>> print (envelope.command)

b'verack'

>>> print (envelope.payload)

bll

YnpaxHenne 3

Hammmurte Metox serialize () mna kmacca NetworkEnvelope, 4To6bI pea-
NIM30BaTh CEpUAUZALIMIO COREPXKMMOTO CETEBOTO COOOIIEHMA.

class NetworkEnvelope:

def serialize(self):
result = self.magic
result += self.command + b'\x00' * (12 - len(self.command))
result += int to little_endian(len(self.payload), 4)
result += hash256(self.payload) [:4]
result += self.payload
return result
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YnpaxHeHue 4

Hanummre mMeton serialize () mns kmacca VersionMessage, 4To6bl peanu-
30BaTb B HEM CEPUATN3ALIMIO COOOLIEHNA O BEPCUM CETEBOTO IIPOTOKONA.

class VersionMessage:
def serialize(self):

result = int_to_little_endian(self.version, 4)
result += int to_little endian(self.services, 8)
result += int to little_endian(self.timestamp, 8)
result += int_to_little endian(self.receiver services, 8)
result += b'\x00' * 10 + b'\xff\xff' + self.receiver_ip
result += int_to_little_endian(self.receiver port, 2)
result += int_to_little endian(self.sender services, 8)
result += b'\x00' * 10 + b'\xff\xff' + self.sender ip
result += int_to little endian(self.sender port, 2)
result += self.nonce
result += encode_varint (len(self.user_agent))
result += self.user_agent
result += int_to little endian(self.latest_block, 4)
if self.relay:

result += b'\x01'
else:

result += b'\x00'
return result

YnpaxHeHue 5

Hammmure meton handshake () ans knacca SimpleNode, 4To6b1 peanu3oBaTh
B HEM MOATBEPXK/IEHME TTOAK/MTIOYEHMUA K CETH.

class SimpleNode:

c e

def handshake (self):
version = VersionMessage ()
self.send(version)
self.wait_for (VerAckMessage)

YnpaxHeHue 6

Hammumure Metop serialize () mns knmacca GetHeadersMessage, 4To6bl pe-
anM30BaTh B HEM CEPUATM3ALIMIO COOOLIEHNA O TIONy4YeHNM 3arOIOBKOB G/I0KOB.

class GetHeadersMessage:

def serialize(self):
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result = int_to_little_endian(self.version, 4)
result += encode varint (self.num hashes)
result += self.start_block[::-1]

result += self.end block[::-1]

return result

fnaBa 11. YnpoujeHHas npoBepKa onnarbl

YnpaxHeHue 1

Hannmnte dynkumio merkle parent (), peanusyiomyio Iony4eHue poau-
TE/bCKOTO Xellla B flepeBe Mepkra.

def merkle parent (hashl, hash2):
'"'310T MeTOR nNpMHIMMAET DBOMYHEE XelDt M BHYMUCISET
xem-kxon hash256'''
return hash256 (hashl + hash2)

Ynpaxuenue 2

Hamuumre dynxumio merkle parent level (), BBIYMCIAIONYI0 POIMTEND-
CKMJI ypOBeHb iepeBa Mepkra.

def merkle parent level (hashes):
'''370T MeTON NPMHMMAET CIMCOK OBOMYHEIX Xeme) M BO3BpamaeT
BOBOE MEHBIDUI O IUIMHE Ccrmcok'''
if len(hashes) ==
raise RuntimeError (
'Cannot take a parent level with only 1 item')
if len(hashes) % 2 == 1:
hashes.append (hashes[-1])
parent_level = []
for i in range (0, len(hashes), 2):
parent = merkle parent (hashes[i], hashes[i + 1])
parent_level.append(parent)
return parent_level

YnpaxHenne 3

Hamymunre dpyHkumio merkle root (), BHIMMCIAIOLIYIO KOPEHb AepeBa Mepkia.

def merkle_root (hashes) :
''"'3ror MeTon NpuHMMAET CIMCOK BBOMYHEIX XEme) M BO3BpamaeT
KOpeHb npepeBa Mepxna'''
current_level = hashes
while len(current_level) > 1:
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current_level = merkle parent level (current level)
return current level([0]

YnpaxHeHue 4

Hamuunre mMetop validate merkle_root () mna xmacca Block, 4To6sI pea-
NIM30BaTh B HEM [IPOBEPKY KOPHA iepeBa Mepkia Ha OCTOBEPHOCTb.

class Block:
def validate_merkle_root (self):
hashes = [h[::-1] for h in self.tx_hashes]
root = merkle_root (hashes)
return root[::-1] == self.merkle root

YnpaxHeHue 5

Cospaiite mycroe fepeBo Mepkiia ¢ 27 y3/laMy ¥ BBIBEGUTE Ha 3KPaH KaXKAbIN
€ro ypoBeHb.

>>> import math
>>> total = 27
>>> max_depth = math.ceil (math.log(total, 2))
>>> merkle_tree = []
>>> for depth in range (max_depth + 1):
num_items = math.ceil (total / 2**(max depth - depth))
level hashes = [None] * num items
merkle tree.append(level hashes)
>>> for level in merkle tree:
e print (level)
[None]
[None, None]
[None, None, None, None)
[None, None, None, None, None, None, None]
[None, None, None, None, None, None, None, None, None, None,
None, None, None, None]
[None, None, None, None, None, None, None, None, None, None,
None, None, None, None, None, None, None, None, None, None,
None, None, None, None, None, None, None]

YnpaxHeHue 6

Hanuumre Metop parse () ansa knacca MerkleBlock, B KOTOPOM CHMHTaKTH4e-
CKM aHa/IM3UPYETCA ceTeBasA KoMaHfa merkleblock.
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class MerkleBlock:

@classmethod

def parse(cls, s):
version = little endian_to_int(s.read(4))
prev_block = s.read(32) [::-1]
merkle root = s.read(32)[::-1]
timestamp = little_endian to_int(s.read(4))
bits = s.read(4)
nonce = s.read(4)
total = little endian_to_int(s.read(4))
num_hashes = read_varint(s)
hashes = []
for _ in range(num_hashes):

hashes.append (s.read (32) [::-1])
flags_length = read_varint(s)
flags = s.read(flags_length)
return cls(version, prev_block, merkle root, timestamp,
bits, nonce, total, hashes, flags)

YnpaxHenue 7

Hamumure meton is_valid () mans kmacca MerkleBlock, 4TOOBI peanu3oBaTh
B HEM IPOBEPKY APEBOBUAHOrO 6/10ka Mepkia Ha JOCTOBEPHOCTb.

class MerkleBlock:

def is valid(self):
flag bits = bytes_to_bit field(self.flags)
hashes = [h[::-1] for h in self.hashes]
merkle tree = MerkleTree (self.total)
merkle tree.populate_tree(flag bits, hashes)
return merkle_tree.root()[::-1] == self.merkle_root

fnaBa 12. OunbTpbl bnyma
YnpaxHenne 1

Paccunraitre punbtp Biyma pus ctpok “Hello world” n “Goodbye”, npumenns
xem-¢pyHxumio hash160 x 6uToBoMy momo pasmepom 10.

>>> from helper import hashl60

>>> bit_field_size = 10

>>> bit_field = [0] * bit_field size

>>> for item in (b'hello world', b'goodbye'):
h = hashl160 (item)
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bit = int.from bytes(h, 'big') % bit field size
bit field[bit] =1

>>> print (bit_field)

( 1, 0, 0, 0, 0, 0, 0, 0, 0]

YnpaxHenne 2

Ecnu saman ¢unbrp Bryma ¢ mapamerpamu size=10, function_count=5,
tweak=99, To Kakme 6aiTHl YCTaHABIMBAIOTCA NOC/E BBOJIAa MIPUBENEHHbIX HIXKE
anementoB? (ITodckaska: Bocnonb3yiTech pyHKumeit bit field to bytes() u3
ucxonHoro ¢aitna helper.py i npeo6pasoBaHMs COREPKMUMOrO 6UTOBOTO MOJISA
B 6aiThl.)

e b'Hello World'
e b'Goodbye!'

>>> from bloomfilter import BloomFilter, BIP37_CONSTANT
>>> from helper import bit_field to_bytes, murmur3
>>> field_size = 10
>>> function count = 5
>>> tweak = 99
>>> items = (b'Hello World', b'Goodbye!')
>>> bit _field size = field size * 8
>>> bit_field = [0] * bit_field size
>>> for item in items:
for i in range (function_count):

seed = 1 * BIP37_CONSTANT + tweak

h = murmur3(item, seed=seed)
. bit = h % bit field size
cen bit_field[bit] =1
>>> print (bit_field to bytes(bit_field).hex())
4000600a080000010940

YnpaxHeHue 3

Hammmuurte meton add () ans kmacca BloomFilter, 4To6bl peannsoBaTh B HEM
BBOJI 971eMEHTOB B ¢puibTp Brryma.

class BloomFilter:

def add(self, item):
for i in range(self.function_count):
seed = 1 * BIP37_CONSTANT + self.tweak
h = murmur3(item, seed=seed)
bit = h % (self.size * 8)
self.bit field[bit] =1
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YnpaxHenne 4

Hammmure meton filterload () ans xmacca BloomFilter, yTo6bl peanuso-
BaTh B HeM 3arpy3ky ¢unsrpa bryma.

class BloomFilter:

def filterload(self, flag=1l):
payload = encode_varint (self.size)
payload += self.filter bytes()
payload += int to little_endian(self.function_count, 4)
payload += int_to_little_endian(self.tweak, 4)
payload += int_to_little_endian(flag, 1)
return GenericMessage (b'filterload', payload)

YnpaxueHue 5

Hamumure meton serialize () mna knacca GetDataMessage, YTOObI peann-
30BaTh B HEM CEpUAM3aLMIO IIOTYy4aeMBIX 3/IEMEHTOB IaHHBIX.

class GetDataMessage:

def serialize(self):
result = encode varint(len(self.data))
for data_type, identifier in self.data:
result += int to little_endian(data_type, 4)
result += identifier(::-1]
return result

YnpaxHenue 6

[onyunte ngeHTHM(MNKATOP TeKyLIero 6710ka B ceTH testnet, oTIpaBbTe cebe He-
MHOT'O MOHET IIO ceTH testnet, HaliAMTe HEM3PACXOMOBAHHDIN BBHIBOJ, TPaH3aKLIMM
UTXO, cOOTBETCTBYIOIMIT ITUM MOHETaM, He TIONb3YACh 0603peBaTeneM 6/10KOB,
co3paiiTe TpaH3aKLMIo, ucnonb3ysa AanHbl UTXO B KauecTBe BBOAA, a TAKXKE ITe-
peuurte coobienne tx mo cetu testnet.

>>> import time
>>> from block import Block
>>> from bloomfilter import BloomFilter
>>> from ecc import PrivateKey
>>> from helper import (
e decode base58,
.. encode_varint,
ve hash256,
little endian_to_int,
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read_varint,

. )
>>> from merkleblock import MerkleBlock
>>> from network import (

o)

>>>
>>>
>>>

GetDataMessage,
GetHeadersMessage,
HeadersMessage,
NetworkEnvelope,
SimpleNode,

TX DATA TYPE,
FILTERED BLOCK DATA TYPE,

from script import p2pkh script, Script
from tx import Tx, TxIn, TxOut
last_block hex = '00000000000000a03£9432ac63813c6710bfed1712\

ac5ef6faab093fe2917636"

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

>>>

>>>

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

secret = little_endian_to_int (hash256 (b'Jimmy Song'))

private key = PrivateKey(secret=secret)

addr = private key.point.address(testnet=True)

h160 = decode base58 (addr)

target_address = 'mwJInlYPMq7y5F8J3LkCSHxg9PHyZSK4cFv'

target_hl60 = decode base58(target_address)

target_script = p2pkh script(target_h160)

fee = 5000 # B3uMaemas nyaTa B caToum

# nomwkouMTECS K y3ny testnet.programmingbitcoin.com

# B pexsme paboTu ceru testnet

node = SimpleNode ('testnet.programmingbitcoin.com', \
testnet=True, logging=False)

# cozpmarb ¢uneTp Bryma pasMepoM 30 M 5 Xew-dyHKumi,

# a Takkxe NOBGaBUTB HACTPOMKY

bf = BloomFilter (30, 5, 90210)

# BBecTu xem-kon hl60 B ¢uneTp Brnyma

bf.add (h160)

# saBepumThL MpoueAypy NOOTBEPKOEHMA YCTaHOBJIEHMS CBA3U

node.handshake ()

# sarpysure ¢ouneTp Bnyma no komanme filterload

node.send (bf.filterload())

# ycTaHOBMTE ynoMsHyTHDt Beme Gyiox last_block B

# xauecTBe HaudanbHOTO OGiOKa

start_block = bytes.fromhex(last_block_hex)

# ornpaBuTh coobueHye C HadasbHEM OJI0KOM No koMaHme getheaders

getheaders = GetHeadersMessage (start_block=start block)

node.send (getheaders)

# oxmpaTe COOGWEHMSA C 3aTOJIOBKaM# GJIOKOB

headers = node.wait for (HeadersMessage)

# coxpaHuTb mocnemHuit Gyok kak None

last_block = None

# uHMuManuaupoBaTb 0O6BEKT TMna GetDataMessage
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>>> getdata = GetDataMessage ()
>>> # mnepebpaTb 3arojioBku OJIOKOB B LMKJE
>>> for b in headers.blocks:
.. # mpoeepuTh nonTBepxmeHMe paboTH B OJloKe HAa OOCTOBEPHOCTH
. if not b.check pow():
. raise RuntimeError('proof of work is invalid')
... ¥ nmpoeepuTh, ABNAETCA M NpenHOyuni Brok nocyenHuM OJIOKOM
... 1f last block is not None and b.prev_block != last_block:
. raise RuntimeError('chain broken')
. # NOBaBUTL HOBLHIA 3JIEMEHT B COOOWEHME ONA MNOJIyYeHUs IaHHHX,
. # oH pomxen OmTbp Tuna FILTERED BLOCK DATA TYPE u xeweM 6ioka
. getdata.add data (FILTERED BLOCK DATA TYPE, b.hash())
... # ycraHoBuUTHL B nocjiegHeM OJioke TeKyuyi xell
... last block = b.hash()
>>> # oTnpaBuTh COOOmMEHME IS NOJNYYEHMA NaHHHIX
>>> node.send (getdata)
>>> # uHMUManu3MpoBaThb NONs prev_tx, prev_index u prev_amount
# 3HaueHueM None
>>> prev_tx, prev_index, prev_amount = None, None, None
>>> # BumosHATL uMka while mo Tex nop, moxa prev_tx = None
>>> while prev_tx is None:
# oxmmaTe OJIok M3 pepeBa Mepkja wiM KOMaHOH tx
message = node.wait_for (MerkleBlock, Tx)
# ecimu yMeercs koMaHma merkleblock,
if message.command == b'merkleblock':
. # npoeepurs obvexT Tuna MerkleBlock Ha HOCTOBEPHOCTE,
if not message.is_valid():
raise RuntimeError('invalid merkle proof')
# MHaue MMeeTCs KOMaHOa tx
else:
ces # yCTaHOBMTBH JioTMYeCKoe 3HadeHue True, obo3Havawplee
# pexymM o6paboTkM TpaH3akuwi B ceTu testnet
message.testnet = True
# umknMyecku ob6paboTaTh BHBOME TPaH3aKLMM
v for i, tx out in enumerate (message.tx outs):
. # ecim Ha oOpaBaTHBAEMOM BHBOIE MMEETCS TaKoOM xe
# ampec, kak 3afaHHEDt agpec, 3HA4YUT, OH OOHAapYyXeH
ces if tx _out.script pubkey.address (testnet=True) == addr:
# BuBon UTXO ofHapyxeH; yCTaHOBATbL MNOJIS prev_tx,
# prev_index u tx
prev_tx = message.hash()
prev_index = i
oo prev_amount = tx out.amount
print('found: (}:{}'.format (prev_tx.hex(), prev_index))
found b2cddd41d18d00910f88c31aa58c6816a190b8£fc30£\
e7c665elcd2ec60efdf3f:7
>>> # cosmaTe o6vexkT TMna TxIn
>>> tx_in = TxIn(prev_tx, prev_index)
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>>> # BEMMCIMTbL CyMMy Ha BHBOHE KakK NPEIHAYWYO CyMMy 3a BHYETOM
# maTH 3a TpaH3aKLUMO
>>> output_amount = prev_amount - fee
>>> # cospmaTb HOBEII 0OBeKT Tuna TxOut Ang UeNeBOTo ClLeHapus
# c cymmMoit Ha BHIBOIE TPaH3aKUUM
>>> tx _out = TxOut (output amount, target script)
>>> # co30aTh HOBYD TPaH3aKLUM® C OOHMM BBOAOM M OLHMM BEIBOLOM
>>> tx obj = Tx(1, (tx_in], [tx out], 0, testnet=True)
>>> # nogmucaTe TOJNLKO BBOA OAHHOM TpaH3aKUMM
>>> print (tx_obj.sign_input (0, private_key))
True
>>> # cepMamu3MpPOBaTh ¥ XEWMPOBATh OAHHYW TPaH3aKUMD,
# YTOGH BHACHMTH, KaK OHa BHIVIAAUT
>>> print (tx_obj.serialize() .hex())
01000000013fdfef60ecd21c5e667cfe30£fcb890a116688ca51ac3880f\
91008dd141ddcdb2070000006b483045022100££77d2559261d£5490ed\
00d231099c4bB8ea867ebccfe8e3e6d077313ed4£1428022033a1db8d69\
eb0dc376£89684d1ed1lbe75719888090388al6f1e8eedeb8067768012103\
dc585d46cfca73f3a75balef0c5756a21c1924587480700c6eb64e3£75d22
083ffffffff019334e500000000001976a914ad346£8eb57dee%9a37981716\
€498120ae80e44£788ac00000000
>>> # OoTnpaBUTL NOAMMCAHHYD TPaH3aKLUMO Yepe3 CeTb
>>> node.send(tx_obj)
>>> # oxumaTh CeKyHAy, 4TOOH HaHHOe COOOWLEHMe NpoWwIo Yepe3 CeTsh,
# Bu3BaB MeTon time.sleep(l)
>>> time.sleep(1l)
>>> # a Tenepb 3ampPOCUTh HNAHHYD TPaH3aKUMD U3 OPYroro yaja CeTH
>>> # cospmare o6bekT TMna GetDataMessage
>>> getdata = GetDataMessage ()
>>> # s3anpocuTh HaHHYO TpaH3aKuuo, BBeIs ee cooblieHue
>>> getdata.add data(TX DATA TYPE, tx obj.hash())
>>> # oTnpaBuTh HaHHOe CoobuweHue
>>> node.send(getdata)
>>> # a Tenepbr OXMOaTh OTBETA Ha 3aNpoC TPaH3aKUMM
>>> received_tx = node.wait for (Tx)
>>> # ecnu mosydeHHas B MTOre TPaH3aKUMs OBJNajaeT TaKuM
# %e caMM MOEHTMOMKATOPOM, KaK ¥ OaHHas TpaH3aKuusi,
# TO peamu3yeMulf 3meCh NPOLECC yCMEWHO 3aBeplieH!

>>> if received_tx.id() == tx_obj.id():
... print('success!"')
success!
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Python ans nporpaMMUPOBAHKS KPUNTOBANIOT

370 pyKOBOACTBO NMOMOXET BaM pa3obpaTbCa B TEXHONOTMN
6uTkoHa. Ero asTop, Xunummu COHr, ABNAIOWMACA OQHUM 13

BeAyLMX CNeLManincToB, 0byyatownx NnporpaMmMmMpoBaHnio BUTKOMHA,

NOACHAET NPOrpamMmmpyoLWnM Ha asbike Python paspabotuvkam,
Kak NpUCTynuTb K NOCTPOeHuio bnbnnotekn ana GUTKoNHa

“c yncToro nucta”. B KHUre n3naratoTcA OCHOBbI 3TON NONYNAPHOWA
HblHe KpUNTOBANIOTbI, B TOM YMCIE MaTeMaTUYeCKmni annapar,
KpunTorpaduyeckne NOHATUA, BNOKMN N TPaH3aKLMK, @ Takxe ee
nnaTexHan cucTema B BUAE Lienoykn 60KoB (Mnn 6nokyeiHa).

MpouunTas KHUry 1 NnpopaboTas Npefnaraemble B HEW yNpaXxHeHUs,
Bbl CMOXeTE YACHWUTb MPUHLMN U BHYTPEHHWIA MEXaHU3M AENCTBUA
AaHHOW KpUNTOBAMIOTbI B XOA€ NPOrPamMM1POBaHNA BCEX
HeobxoauMbIx cocTaBnaoLWmMx bnbnmoTekn ans GuTkonHa. U3

KHWIW Bbl y3HaeTe, Kak C03[aBaTb TPaH3aKLWK, NONyyaTb faHHbIE U3
OAHOPAHroBOW CETU U OTCHINATL TPAH3aKLMUKW, NCNONb3ysA CETEBON
npotokon. Mccnegyete nv Bbl NpUNoXeHna BUTKOMHa Ana ceoei
OpraHu3auuy UK uweTe HOBbIN NYTb ANA Pa3BUTUA CBOEN Kapbepbl
pa3paboTunKa, 3T0 NpaKTUYeCcKoe Nocobre NOMOXKET Bam 3aN0XKNUTb
NPOYHbBIA GyHAAMEHT 3HaHUI B 0611ACTV NPOrPaMMMPOBAHUA
KpUMNTOBANIOT.

Y3HanTe, Kak:

B BbiNONHATb CUHTAKCMYECKMIA aHaNM3, NPOBepPATb
Ha JOCTOBEPHOCTb U CO3[4aBaTb GUTKOWHOBbIE TPAH3aKLUM

B V3yuntb A3bIK Script, ncnonb3yembiil ANA HaNMCaHNA YMHbIX
KOHTPaKTOB M NONOXEHHbIN B OCHOBY GUTKOWMHA

B BbiNnoNHATb yNpaXKHeHUA B KaXXA01 rnase, YTobbl NOCTPOUTD
C Hyna 6ubnuoTeky ana 6UTKONHA, a TakxKe pa3obpaTbcs,
Kakum obpa3om noaTeepxpeHune paboTbl genaet 6nokyeitH
6e30nacHbIM

B [lporpammupoBaTb 6UTKONH, ucnonb3ys sepcuto Python 3
B [loHATb, Kakum o6pa3om AencTBYIOT yNpoLleHHana NpoBepKa
onnatbl U “TOHKME"” KowwenbKun
B [lonb3oBaTbca KpunTorpapuemn C OTKPbITbIM KNOYOM
1 KpunTtorpaduyeckumm npuMmMTUBaMmn

"YnpaxHeHus, npeanaraemble
B 3TOW KHUre, He TONbKO
NPeACTaBAT BHYTPEHHWIA
MexaHu3m paboTbl
B1oKYeiHa, HO 1 NO3BONAT
AICHO MOYYBCTBOBATb BCE
U3ALLECTBO U NpenecTb
[aHHOM TexHonoruu”,

Ken Jlio,

naypear nIMTepaTypHbIX Npemuit
Nebula, Hugo n World Fantasy. Ero
Hay4HO-(paHTaCTMYeCKuit pacckas
o0 6nokueitHe Byzantine Empathy
(Bu3saHTuitckan smnatus) 6bin
nepBOHaYabHO OMy6nNKoBaH

B n3parenbcrtee MIT Press.

Ixummu CoHr — paspaboTtumk

c 6onee uem 20-N€THUM CTaxeMm, B TOM
uncne oH 061aAET 5-NETHUM ONbITOM
paboTbl ¢ GuTKoMHOM. OH ABnAETCA
peaakTopoM UHTePHeT-U3AaHnA
bitcointechtalk.com

1 BEHYYPHbIM NAPTHEPOM NPeANPUATUA
Blockchain Capital, Takxe oH

nuwert ctatbu Ana Bitcoin Magazine

1 NpenoAaeT Kypc NporpaMMmnpoBaHus
6uTKoiHa B YHuBEpCuTeTe WTaTa
Texac. OH BHEC CBOW MOCUNbHBIVN BKNAJ
B CaMble pa3Hble NPOeKTbl BUTKONHA

C OTKPbITbIM KOAOM, BKNKOYan Armory,
Bitcoin Core, btcd u pycoin
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