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OpenVPN — cBoGopmHast peanu3alius TEXHOIOTUY BUPTYaIbHOW YaCTHOM CETH C
OTKPHITHIM UCXOMHBIM KOIOM [JI CO3[IaHUS 3alIn(pPOBaHHBIX KaHAJIOB THIIa
TOYKa-TOYKa UJIU CEePBEP-KIIMEHTHl MeXKy KOMIIbIOTEPaMU.

Easy-RSA — nporpamma [jis co3gaHus U BefeHus NHPPaCTPYKTYPhl OTKPHITHIX
kmouen (PKI) B openVPN

YcTraHoBKa Heo0xoguMoro codra

Iob6aBmnsiem peno3utopuit EPEL u o60HOBIsIEMCS

[root@localhost ~]# yum install epel-release -y
[root@localhost ~]# yum update -y

YcrarnaBnuBaeT OpenVPN 2.4 u Easy-RSA 3
[root@localhost ~]# yum install openvpn easy-rsa -y
[IpoBepuM ux Bepcuu

[root@localhost ~]# openvpn --version
[root@localhost ~]# ls -lah /usr/share/easy-rsa/

[LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Feb 28

I.JI; Y

t i enable_

s enable_w =no enabl 32_dll=y t_use with_
eck=no with_sy o

3 root root G2 anp 1

HpOBeKa Bepcuii OpenVPN u Easy-RSA
Hacrtpornka Easy-RSA 3

CkomupyeM CKPUIITH easy-rsa B KaTaJjor /etc/openvpn/
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[root@localhost ~]# cp -r /usr/share/easy-rsa /etc/openvpn/
[TepexomuMm B KaTasor /etc/openvpn/easy-rsa/3/ u co3gaeM TaMm ¢ai vars

[root@localhost ~]# cd /etc/openvpn/easy-rsa/3/
[root@localhost ~]# nano vars

CopepxkuMoe ¢aiina:

set var EASYRSA "$PWD"

set var EASYRSA PKI "$EASYRSA/pki"

set var EASYRSA DN "cn_only"

set var EASYRSA REQ COUNTRY "RU"

set var EASYRSA REQ PROVINCE "Moscow"

set var EASYRSA REQ CITY "Moscow"

set var EASYRSA REQ ORG "My Organisation"

set var EASYRSA REQ EMAIL "admin@itdraft.ru"

set var EASYRSA REQ OU "IT department”

set var EASYRSA KEY SIZE 4096

set var EASYRSA ALGO rsa

set var EASYRSA CA EXPIRE 7500

set var EASYRSA CERT_ EXPIRE 3650

set var EASYRSA NS SUPPORT “no"

set var EASYRSA NS COMMENT "CERTIFICATE AUTHORITY"
set var EASYRSA EXT DIR "$EASYRSA/x509-types”
set var EASYRSA SSL CONF "$EASYRSA/openssl-1.0.cnf"
set var EASYRSA DIGEST "sha512"

IemnaeM ¢haun UCIOIHIEMBIM
[root@localhost ~]# chmod +x vars
Co3ganue K1104a U ceprudukara misa OpenVPN Cepsepa

[Ipexne yeM co3pmaBaTh KJIl04, HAaM HYXKHO WHULMANU3UPpoBaTh KaTtanor PKI u co3gaTs K04
CA.

[root@localhost ~]# cd /etc/openvpn/easy-rsa/3/
root@localhost ~]# ./easyrsa init-pki
Note: using Easy-RSA configuration from: ./vars
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init-pki complete; you may now create a CA or requests.
Your newly created PKI dir is: /etc/openvpn/easy-rsa/3/pki

[root@localhost ~]# ./easyrsa build-ca

Ha 3TOM HEe06X0mUMO MPUOYMaTh Mapob st cBoero CA-Kimroda, 4TOOb CreHepUPOBAIUChH
daiinw ‘ca.crt’ u ‘ca.key’ B KaTtanore ‘pki’.
OTOT maposb HaM MoTpebyeTCs masbile

[root@localhost 3]# ./easyrsa build-ca

Mote: using Easy-RSA configuration from: . fvars
Generating a 4096 bit RSA private key

writing new private key to '/etc/openvpn/easy-rsa/3/pki/private/ca.key.IQ9aPur6Jr’
Enter PEM pass phrase:
- Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Common Mame (eg: your user, host, or server name) [Easy-RSA CA]:
CA creation complete and you may now import and sign cert requests.

Your new CA certificate file for publishing is at:
Jetc/openvpn/easv-rsa/3/pki/ca.crt

Co3maeM KOpHEBOU cepTuduKaT

Co3pmamuM KoY cepBepa (Ha3BaHHE cepBepa Srv-openvpn)
[root@localhost ~]# ./easyrsa gen-req Ssrv-openvpn nopass

OIIIIA NOPasSS — OTKIIIOYEHHE IIapOJId OJIA SI'V-Openvpn
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Mote: using Easy-RSA configuration from:
Generating a 4096 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Mame or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Common Name (eg: your user, host, or server name) [srv-openvpn]:
Keypair and certificate request completed. Your files are:

req: /etc/openvpn/easy-rsa/3/pki/reqs/srv-openvpn.req
key: fetc/openvpn/easy-rsa/3/pki/private/srv-openvpn.key

Co3maeM KJTi04 CepBepa
[Togmumem K04 STV-0penvpn Ucrnonb3ys Ham CA-cepTudukar
[root@localhost ~]# ./easyrsa sign-req server srv-openvpn

B mpoIiecce y HacC CIIPOCAT IapoJib, KOTOPEIH MEI 3a[]aBaid PaHee
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[root@localhost 3]# ./easyrsa sign-req server srv-openvpn

Mote: using Easy-RSA configuration from: ./vars

You are about to sign the following certificate.

Please check over the details shown below for accuracy. Note that this request
has not been cryptographically verified. Please be sure it came from a trusted
source or that you have verified the request checksum with the sender.

Request subject, to be signed as a server certificate for 3650 days:

subject=
commonName = Srv-openvpn

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes
Using configuration from fetcfopenvpn/feasy-rsa/3/openssl-1.0.cnf
Enter pass phrase for /etc/openvpn/easy-rsa/3/pki/private/ca.key:
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
commonMName :ASN.1 12:'srv-openvpn'’
Certificate is to be certified until Apr 15 07:44:24 2829 GMT (3650 days)

Write out database with 1 new entries
Data Base Updated

Certificate created at: /etc/openvpn/easy-rsa/3/pki/issued/srv-openvpn.crt

TTopmuckBaeM KIr04, UCIONb3yst CA-cepTudukat

[TpoBepuM (daiinbl cepTudrKaTa, 4To OB YOEmIUTCS, YTO CEPTU(UKATH CreHEPUPOBaIUCh 0e3
omu6oK

[root@localhost ~]# openssl verify -CAfile pki/ca.crt pki/issued/srv-
openvpn.crt
pki/issued/srv-openvpn.crt: OK

Bce ceptudukara OpenVPN cepBepa CO3[aHHI.

» KopHesoii ceptudukat pacnonoxes: ‘pki/ca.crt’
» 3aKpHITHIY KJTIOY CepBepa pacmonoxeH: ‘pki/private/srv-openvpn.key’
o CepTudukaT cepBepa pacmonoxeH: ‘pki/issued/srv-openvpn.crt’
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Co3ganue KI04Ya K/JIHEeHTa

CreHepupyeM K04 KinueHTa client-01

[root@localhost ~]# ./easyrsa gen-req client-01 nopass

[root@localhost 3]# .feasyrsa gen-req client-01 nopass

Mote: using Easy-RSA configuration from: . fwvars
Generating a 4096 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Common Name (eg: your user, host, or server name) [client-01]:
Keypair and certificate request completed. Your files are:

req: /etc/openvpn/easy-rsa/3/pkifregs/client-81.req
key: Jetc/openvpn/easy-rsa/3/pki/private/client-01.key

['eHepupyeM KIII04Y KJIMEHTa
Teneps nopnumem Koy client-01, ucnons3ysa Ham CA cepTudukaT
[root@localhost ~]# ./easyrsa sign-req client client-01

B mporiecce y HacC CIIPOCSAT IapoJib, KOTOPHIH MEI 3a[]aBajid PaHee
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[root@lecalhost 3]# . feasyrsa sign-req client client-01

Mote: using Easy-RSA configuration from: ./fvars

You are about to sign the following certificate.

Please check over the details shown below for accuracy. Note that this request
has not been cryptographically verified. Please be sure it came from a trusted
source or that you have verified the request checksum with the sender.

Request subject, to be signed as a client certificate for 3650 days:

subject=
commonName = client-061

Type the word 'yes' to continue, or any other input to abort.
Confirm request details: yes
Using configuration from fetc/openvpnfeasy-rsaf3fopenssl-1.0.cnf
Enter pass phrase for [fetc/openvpn/easy-rsa/3/pki/private/ca.key:
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
commoniame tASN.1 12:'client-81'
Certificate is to be certified until Apr 15 0B:00:46 2029 GMT (3650 days)

Write out database with 1 new entries
Data Base Updated

Certificate created at: /fetc/openvpn/easy-rsa/3/pki/issued/client-01.crt

[TogmuckriBaeM KJTIOY KJIMEHTA, UCIIOJIb3ysT KOPHEBOU CEPTU(PUKAT
[TpoBepuM (aiinel cepTudrKaTa

[root@localhost ~]# openssl verify -CAfile pki/ca.crt
pki/issued/client-01.crt
pki/issued/client-01l.crt: OK

IomoaHuTeIbHAst HacTpoka OpenVPN cepBepa
CrenepupyeM ko4 [Juddu-Xennmana

[root@localhost ~]# ./easyrsa gen-dh

| 7
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[root@localhost 3]# ./[e

Note: using Easy-RSA configuration from: . fvars
Generating DH parameters, 4096 bit long safe prime, generator 2
This is going to take a long time

DH parameters of size 4096 created at [etc/openvpn/easy-rsa/3/pki/dh.pem
['enepanus kmoda Judpdu-XennmaHa

Ecnu MBI B lalTbHEHUINIEM IIJTAHUPYEM OT3BIBATh KIIMEHTCKUE CePTUGUKATH, HaM Heo0X0quMo
crerepupoBaTh CRL kitou

[root@localhost ~]# ./easyrsa gen-crl

B Imponecce y HaC CIIPOCAT I1apPOJib, KOTOprfI MEI 3a/iaBaJld PaHee
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[root@localhost 3]# . /feasyrsa gen-crl

Mote: using Easy-RSA configuration from: . /vars
Using configuration from fetc/openvpnjfeasy-rsa/3fopenssl-1.0.cnf

Enter pass phrase for /etc/openvpn/easy-rsa/3/pki/private/ca.key:

An updated CRL has been created.
CRL file: /etc/openvpn/easy-rsa/3/pki/crl.pem

['erepupyem CRL-Km04

It TOro, 4To OBl 0TO3BATh CEPTU(PUKAT HAIO BHITOTHUTH KOMaH/Y:

[root@localhost ~]# ./easyrsa revoke client-02

rae client-02 uMs cepTuduKaTa, KOTOPBIA MBI OT3BIBAEM

Bce HeoOxonuMble cepTUdUKATHL CO3aHbl, TEIeph UX HaI0 CKOUPOBATh B IUPEKTOPUU
Konupyem cepTuduKaTh cepBepa

[root@localhost ~]# cp pki/ca.crt /etc/openvpn/server/

[root@localhost ~]# cp pki/issued/srv-openvpn.crt /etc/openvpn/server/
[root@localhost ~]# cp pki/private/srv-openvpn.key
/etc/openvpn/server/

KonupyeM cepTudukaThl KIMeHTa

[root@localhost ~]# cp pki/ca.crt /etc/openvpn/client/
[root@localhost ~]# cp pki/issued/client-01l.crt /etc/openvpn/client/
[root@localhost ~]# cp pki/private/client-01l.key /etc/openvpn/client/

Komupyem kmtouu DH u CRL

[root@localhost ~]# cp pki/dh.pem /etc/openvpn/server/
[root@localhost ~]# cp pki/crl.pem /etc/openvpn/server/

! TIpoBepuTh, Hamo U nepereHepupoBaTh CRL ¥ 3aHOBO KONMMPOBATh €r0 B KaTaaor
/etc/openvpn/server/ mocne oT3biBa cepTudukarTa !!!

Hactponka OpenVPN cepBepa

Co3pmaguM ¢aun KoHpurypauuu server.conf
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[root@localhost ~]# cd /etc/openvpn/
[root@localhost ~]# nano server.conf

CopepxuMoe (aiina:

# OpenVPN Port, Protocol and the Tun
port 1194

proto udp

dev tun

# OpenVPN Server Certificate - CA, server key and certificate
ca /etc/openvpn/server/ca.crt

cert /etc/openvpn/server/srv-openvpn.crt

key /etc/openvpn/server/srv-openvpn.key

# DH and CRL key
dh /etc/openvpn/server/dh.pem
crl-verify /etc/openvpn/server/crl.pem

# Network Configuration - Internal network

# Redirect all Connection through OpenVPN Server
server 10.10.1.0 255.255.255.0

push "redirect-gateway defl"

# Using the DNS from https://dns.watch
push "dhcp-option DNS 84.200.69.80"
push "dhcp-option DNS 84.200.70.40"

# Enable multiple client to connect with same Certificate key
duplicate-cn

# TLS Security

cipher AES-256-CBC

tls-version-min 1.2

tls-cipher TLS-DHE-RSA-WITH-AES-256-GCM-SHA384:TLS-DHE-RSA-WITH-
AES-256-CBC-SHA256:TLS-DHE-RSA-WITH-AES-128-GCM-SHA256:TLS-DHE-RSA-
WITH-AES-128-CBC-SHA256

auth SHA512

auth-nocache

| 10
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# Other Configuration
keepalive 20 60
persist-key
persist-tun

comp-1lzo yes

daemon

user nobody

group nobody

# OpenVPN Log
log-append /var/log/openvpn.log
verb 3

HacTtporika Firewalld

AkTuBUpyeM Monynhb sfppa port-forwarding

[root@localhost ~]# echo 'net.ipv4.ip forward = 1' >> /etc/sysctl.conf
[root@localhost ~]# sysctl -p
net.ipv4.ip forward =1

IobaBum cimyxk0y openvpn B firewalld, u uaTepdetic tun0 B qoBepeHHYIO 30HY

[root@localhost ~]# firewall-cmd --permanent --add-service=openvpn
[root@localhost ~]# firewall-cmd --permanent --zone=trusted --add-
interface=tun0

AxtuBupyem ‘MASQUERADE’ gns goBepeHHOU 30HH firewalld

[root@localhost ~]# firewall-cmd --permanent --zone=trusted --add-
masquerade

AxktusBupyem NAT

[root@localhost ~]# SERVERIP=$(ip route get 84.200.69.80 | awk 'NR==1
{print $(NF-2)}")

[root@localhost ~]# firewall-cmd --permanent --direct --passthrough
ipv4 -t nat -A POSTROUTING -s 10.10.1.0/24 -o $SERVERIP -j MASQUERADE

[Tepesanyctum firewalld

| 11
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[root@localhost ~]# firewall-cmd --reload
3anyctuMm OpenVPN u no6aBuM ero B aBTO3arpy3Ky

[root@localhost ~]# systemctl start openvpn@server
[root@localhost ~]# systemctl enable openvpn@server

[TpoBepum

[root@localhost ~]# netstat -plntu
[root@localhost ~]# systemctl status openvpn@server

[root@localhost openvpn]# netstat -plntu
Active Internet ctio servers)
Proto Recv-Q Se oc 5 Foreign Address State PID/Program name
i E - LISTEN ]
LISTEN
LISTEN
LISTEN
LISTEN

anp 18 11:33:48 localhost.localdomain systemd[1]: Starting OpenVPN Robust And Highly Flexible Tunneling Application On server...
anp 18 11:33:48 localhost.localdomain systemd[1]: Started OpenVPN Robust And Highly Flexible Tunneling Application On server.

[TpoBepsieM, 3anyuieH a1 OpenVPN

Hactpoika OpenVPN kiaHneHTa
Co3pmapum ¢aiin koHpurypanuu client-01.ovpn

[root@localhost ~]# cd /etc/openvpn/client
[root@localhost ~]# nano client-01.ovpn

CopepxkuMoe ¢aiina:
client

dev tun

proto udp

remote xx.xX.xx.xx 1194

Ca ca.crt

| 12
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cert client-01.crt
key client-01.key

cipher AES-256-CBC

auth SHA512

auth-nocache

tls-version-min 1.2

tls-cipher TLS-DHE-RSA-WITH-AES-256-GCM-SHA384:TLS-DHE-RSA-WITH-
AES-256-CBC-SHA256: TLS-DHE-RSA-WITH-AES-128-GCM-SHA256:TLS-DHE-RSA-
WITH-AES-128-CBC-SHA256

resolv-retry infinite
compress lzo

nobind

persist-key
persist-tun
mute-replay-warnings
verb 3

B ctpoke ‘remote xx.xx.xx.xx 1194’ Hago npomnucath IP-agpec BMeCTO XX.XX.XX.XX'

Temnepd A1 HaOO 3aapXUBUAPOBaTh cepTuduKats (ca.crt, client-01.crt), K04 K1ueHTa
(client-01.key), dpain konpurypanuu (client-01.ovpn), u nepenats ux Ha [1K, KOTOpPHI
oymet mogkmodathest K OpenVPN cepBepy

YCcTaHOBUM apXWBATOP Zip ¥ CO3TAOUM apXuB C (aiaaMu

[root@localhost ~]# yum install zip unzip -y
[root@localhost ~]# cd /etc/openvpn/
[root@localhost ~]# zip client/client-01.zip client/*

[TpoGyeM mopkmouuThes ¢ gpyroro 1K k OpenVPN cepBepy u CMOTPHUM JIOT:

bit RSA

38: 10.16.1.6

direct-gateway def1,dhcp-option [
8.1.6 10.108.1.5,peer-1d @,

ata Channel: using negot
oing Data Channel: Ci
ncoming Data Channel: Cipher 'A
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