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IP Security (IPsec)

IPsec — 910 Habop NPOTOKONOB
ncnornb3yrwmmnca ans obecnevyeHns cepemcoB
NMPMBATHOCTU U ayTEHTUUKALUN HA CETEBOM
ypoBHe mogenun OSl.

[1pOoTOKOMbI MOXHO pa3aennTb Ha ABa Knacca —
NPOTOKOMNbI 3aLUTLI NepegaBaeMblIX aHHbIX
(AH, ESP) n npoTtokonbl odmeHa kntovamu (IKE).



IP Security (IPsec)

CornacoBaHue napameTpoB
|KE b6e3onacHocTu U
ayTeHTndunKaums CToOpoH

AH j> AyTeHTUMUKaUMA AaHHbIX

ESP j> AyTeHTUdUKaLUNS

N WnppoBaHne OdaHHbIX




Internet Key Exchange (IKE)

Internet Key Exchange (IKE) — npotokon ncnonb3ayroLwmncs
0119 aBTOMaTMYeCKOro co3gaHusd, yCTaHOBMEHUSA, UBMEHEHUS

n yganenuna Security Associations (SA) mexay ABymMa xoctamu
B CETMW.

SA cogepxaTt nHpopmaunto ans yctaHoBkM 6e3onacHoro

COEAMHEHNA MeXOy y4acTHUKaMu npeagonpeaeneHHbIM
cnocoobom.

IKE ocHOBaH Ha npoToKonax:
 ISAKMP
 Oakley
« SKEME



Internet Key Exchange (IKE)

ISAKMP

onpenensieT KoHUenuuio ynpasneHna n obMeHa Kriroyamu,
ynpasreHunst n yctaHoBneHms SA.

Pabota ISAKMP pa3buBaetcsa Ha aBe oTaernbHble dpasbl.

Oakley

[TlpoTtokon Oakley onuckiBaeT cepumn obmMeHa Knroyamu,
Ha3blBaeMble pexxumamu (modes), n getannsnpyeTt cepBuUchl
npeaocTaBnseMble KaXabiM PEXUMOM.

SKEME

OnpenensieT obMeH Kno4vamm, KoTopbi obecneymBaeT
aHOHMMHOCTb M DbICTPOE ODHOBNEHME KIOYEN.



Internet Key Exchange (IKE)
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[TpOTOKONbI U TEXHONMOIrMU

Transport mode

HMAC
Tunnel mode
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Transform
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Hactpowuka IPsec

1. NogroTtoBKa K HACTPoOUKe
[1lpoBepka AOCTYMHOCTU
Paspewnts VPN-Tpadumk
Bbibop nonntuk
2. HacTtpouka nepsou grasbl
[MlonuTtnka isakmp
Kntoun nnu ceptudukaThbl
3. Hactpounka BTopoun asbl
Crypto map
ACL -> yT10 3awmwiaThb
Transform-set -> kak 3awmwiaTb
|IPsec profile
Routing -> 4yT0 3awmwaThb
Transform-set -> kak 3awmwiaTb
4. [pnmMeHnTb
Crypto map -> BHeLUHUN UHTepdeNnc
|IPsec profile -> TyHHenNbHbIN MHTEPdENC



1. MogroToBKa K HACTpouke

1. NogrotoBka K HACTpouke
[lpoBepKka OOCTYNHOCTH

Pa3pewwmntb VPN-Tpaduk
ISAKMP  UDP 500
AH IP 51
ESP IP 50
NAT-T UDP 4500

Bbibop nonnutuk
AES > 3DES > DES
SHA > MD5
DH16>.. DH5>DH2>DH 1

CepTtudukartbl > pre-shared key



2. Hactpouka nepsou ha3sbl

2. Hactpounka nepsou gpasbl
[TonuTtnka isakmp

r1#sh crypto i saknp policy

d obal | KE policy
Protection suite of priority 10
encryption al gorithm AES (128 bit keys)
hash al gorithm Secure Hash Standard
aut hentication nethod: RSA Signature
Diffie-Hell man group: #5 (1536 bit)
lifetine: 86400 sec, no volunme [imt

Knoun
crypto i saknp key cisco address 38.0.0.3

CepTtundukaTthbl

CA
[Mony4nTb cepTndoukar



NMNonutukm IKE no ymon4yaHuio

crypto i saknp policy 65507
encr aes

hash sha

group 5

auth rsa-sig

lifetinme 86400

crypto i saknp policy 65508
encr aes

hash sha

group 5

aut h pre-shared

lifetinme 86400

crypto i saknp policy 65509
encr aes

hash nd5

group 5

auth rsa-sig

lifetinme 86400

crypto isaknp policy 65510
encr aes

hash nmd5

group 5

aut h pre-shared

lifetinme 86400

crypto i saknp policy 65511
encr 3des

hash sha

group 2

auth rsa-sig

lifetime 86400

crypto i saknp policy 65512
encr 3des

hash sha

group 2

aut h pre-shared

lifetime 86400

crypto i saknp policy 65513
encr 3des

hash nd5

group 2

auth rsa-sig

lifetime 86400

crypto i saknp policy 65514
encr 3des

hash nd5

group 2

aut h pre-shared

lifetime 86400



3. HacTpounka BTopou chasbl

3. Hactpouka BTopoun gasbl
Crypto map
ACL -> yT10 3awmaTb
Permit ->  wwundpoBathb
Deny ->  He wundpoBaTb

Transform-set -> Kak 3awWwunLaTb

ah- nd5- hmac

ah- sha- hmac

esp- 3des

esp- aes

esp-des

esp- nmid5- hnmac

esp- sha- hnac

IPsec profile
Transform-set -> Kak 3alwumuiaThb



4. NpuMeHNTb NpaBuna

4. NpumMmeHnTb NpaBuna
Crypto map -> BHELWHUN NHTEPdENC

crypto map MAP1 10 i psec-isakm
set peer 38.0.0.3
set transformset MAP_ set
mat ch address MAP VPN

| nterface fa0/0
crypto map NAP1L

|IPsec profile -> TyHHenbHbIN MHTEPdIENC

crypto 1 psec profile DYNS
set transform set DVTI

| nterface tunnel 100
tunnel protection i1psec profile DYNS




Hactpouka IPsec

1. NogroTtoBKa K HACTPoOWKe
[1lpoBepka AOCTYMHOCTU
Bbibop nonntuk
2. HacTtpovka nepsou drasbl
[TonuTtunka isakmp
Knoun nnu ceptmgunkaThbl
3. Hactpounka BTopoun asbl
Crypto map
ACL -> yT10 3awmwiaTb
Transform-set -> kak 3awmwiaTb
IPsec profile
Routing -> 4yTo 3awmuaTh
Transform-set -> kak 3awmwiaTb
4. NpUuMeHnTb
Crypto map -> BHeLUHUN UHTepdenc
|IPsec profile -> TyHHeNbHbIN MHTEPdENC






HacTtpouka VPN ¢ ncnonbsosaHuem crypto map

peer ACL transform-set

== == <=

crypto map
\ |

interface




HacTtpouka VPN Ha r1

crypto 1 saknp policy 10
encr aes

aut hentication pre-share
group 5

hash sha

crypto 1 saknp key cisco address 38.0.0.3

| p access-|list extended MAP_VPN
permt ip 10.1.1.0 0.0.0.255 10.3.3.0 0.0.0. 255

crypto i psec transformset MAP _set esp-aes esp-sha-hnac

crypto nap MAP1 10 1 psec-isaknp
set peer 38.0.0.3

set transformset MAP_set

mat ch address MAP_VPN

| nt erface Fast Et hernet0/0
crypto map NMAPL



Hactpouka VPN Ha r3

crypto 1 saknp policy 10
encr aes

aut hentication pre-share
group 5

hash sha

crypto 1 saknp key cisco address 16.0.0.1

| p access-|list extended MAP_VPN
permt ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0. 255

crypto i psec transformset MAP _set esp-aes esp-sha-hnac

crypto nap MAP1 10 1 psec-isaknp
set peer 16.0.0.1

set transformset MAP_set

mat ch address MAP_VPN

| nt erface Fast Et hernet0/0
crypto map NMAPL






YctaHoBneHHble SA nepBou dasbl

r3#sh crypto i saknp sa
| Pv4d Crypto | SAKMP SA
dst Src State conn-1d status
16.0.0.1 38.0.0.3 QM | DLE 1009 ACTI VE

dyn3#sh crypto i saknp sa detail
Codes: C - I KE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - | KE Extended Aut hentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
| Pv4d Crypto | SAKMP SA

C-id Local Renot e Status Encr Hash Auth DH Lifetinme Cap.

1007 38.0.0.3 16.0.0.1 ACTI VE aes sha rsig 5 11:47:36
Engine-id: Conn-id = SW7



YcTtaHoBrneHHble SA BTopou ha3bl

r1#sh crypto i1 psec sa

I nterface: FastEthernet2/0
Crypto map tag: MAP1l, local addr 16.0.0.1

protected vrf: (none)
| ocal ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.3. 3.0/255.255.255.0/0/0)
current _peer 38.0.0.3 port 500
PERM T, flags={origin_is acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 10, #recv errors O

| ocal crypto endpt: 16.0.0.1, renote crypto endpt: 38.0.0.3
path nmtu 1500, ip nu 1500, ip nmu idb FastEthernet0/0
current outbound spi: OxAEODDDFE(2920144382)

PFS (Y/N): N, DH group: none



YcTtaHoBrneHHble SA BTopou ha3bl

r1#sh crypto i1 psec sa

| nbound esp sas:
spi . OxFB87E64D(4219987533)
transform esp-aes esp-sha-hmac |,
i n use settings ={Tunnel, }
conn id: 1, flow.id: SW1, sibling flags 80000046, crypto map: NAPL
sa timng: remaining key lifetinme (k/sec): (4538368/2751)
|V size: 16 bytes
repl ay detection support: Y
Status: ACTIVE

out bound esp sas:
spi : OxXAEODDDFE(2920144382)
transform esp-aes esp-sha-hmac |,
i n use settings ={Tunnel, }
conn id: 2, flow.id: SW2, sibling flags 80000046, crypto map: NAPL
sa timng: remaining key lifetinme (k/sec): (4538368/2751)
|V size: 16 bytes
replay detection support: Y
Status: ACTIVE



[MpocmoTp crypto-map

r 3##/sh crypto map

Crypto Map "MAPL1" 10 i psec-isaknp
Peer = 16.0.0.1
Ext ended | P access |ist MAP_VPN

access-|ist MAP_ VPN
permt ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0. 255

Current peer: 16.0.0.1
Security association lifetime: 4608000 kbytes/ 3600 sec
Responder-Only (Y/N): N
PFS (YN : N
Transform set s={
MAP set: { esp-aes esp-sha-hmac } |,
}

| nterfaces using crypto map MAPL:
Fast Et hernet 0/ 0



Ceccuu VPN

r 1#sh crypto session brief

Status: A- Active, U- Up, D- Down, |I - Idle, S - Standby, N -
Negoti ati ng
K- No | KE
Peer |/ F User nane G oup/ Phasel id Upti me Status
38.0.0.3 Fa0/ 0 38.0.0.3 00:17:57 UA

r 1#sh crypto sessi on

Crypt o session current status

| nt erface: Fast Et hernet0/0
Session status: UP-ACTI VE
Peer: 38.0.0.3 port 500
| KE SA: |ocal 16.0.0.1/500 renote 38.0.0.3/500 Active
| PSEC FLOW
permt ip 10.1.1.0/255.255.255.0 10. 3. 3. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto nmap



Ceccuu VPN

r 1#sh crypto session detail

Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ati on
X - I KE Extended Authentication, F - |KE Fragnentation

| nterface: FastEthernet0/0
Uptinme: 00:19:21
Session status: UP-ACTI VE
Peer: 38.0.0.3 port 500 fvrf: (none) ivrf: (none)
Phasel id: 38.0.0.3
Desc: (none)
| KE SA: | ocal 16.0.0.1/500 renote 38.0.0.3/500 Active
Capabilities: (none) connid: 1001 |ifetinme:23:40: 23
| PSEC FLOWN permt ip 10.1.1.0/255.255.255.0 10. 3. 3. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto nmap
| nbound: #pkts dec'ed 10 drop O |ife (KB/ Sec) 4538368/ 2438
Qut bound: #pkts enc'ed 10 drop 10 life (KB/ Sec) 4538368/ 2438



KomaHabl debug

r 1# debug crypto |1 saknmp
r1# debug crypto | psec

r1# debug crypto condition ?

conni d | KE/ | Psec connection-id filter

| saknp | saknp profile filter

| ocal | KE | ocal address filter

peer | KE peer filter

reset Del ete all debug filters and turn off cond. debug
spi SPI (Security Policy Index) filter

user nane Xaut h or Pki-aaa usernane filter






Hactpouka VPN Ha r1

crypto 1 saknp policy 10
encr aes
aut hentication pre-share
group 5
hash sha

crypto 1 saknp key ciscoVIl address 38.0.0.3

crypto i psec profile VTl prof
set transformset MAP_set

| nterface Tunnel O

| p unnunber ed Fast Ethernet0/0

Ip ospf 1 area O

tunnel source FastEthernet0/0

tunnel node i psec | pv4

tunnel destination 38.0.0.3

tunnel protection ipsec profile VIl _ prof



Hactpouka VPN Ha r3

crypto 1 saknp policy 10
encr aes
aut hentication pre-share
group 5
hash sha

crypto 1 saknp key ciscoVIl address 16.0.0.1

crypto i psec profile VTl prof
set transformset MAP_set

| nterface Tunnel O

| p unnunber ed Fast Ethernet0/0

Ip ospf 1 area O

tunnel source FastEthernet0/0

tunnel node i psec | pv4

tunnel destination 16.0.0.1

tunnel protection ipsec profile VIl _ prof



ABTOMaTU4YeCKU co3paHHble crypto map

r 3##/sh crypto map
Crypto Map "Tunnel O- head- 0" 65536 i psec-i saknp
Profile name: VTI prof
Security association lifetinme: 4608000 kil obytes/ 3600 seconds
Responder-Only (Y/N): N
PFS (Y/N): N
Transf orm set s={
MAP set: { esp-aes esp-sha-hmac } ,
}

Crypto Map "Tunnel O- head- 0" 65537 i psec-i saknmp
Map is a PROFI LE | NSTANCE.
Peer = 16.0.0.1
Ext ended | P access |1 st
access-list permt ip any any
Current peer: 16.0.0.1
Security association lifetine: 4608000 kil obytes/ 3600 seconds
Responder-Only (Y/N): N
PFS (Y/N): N
Transf orm set s={
MAP set: { esp-aes esp-sha-hnmac } ,
}

Al ways create SAs
| nterfaces using crypto nmap Tunnel 0- head- O:
Tunnel O



Ceccuu VPN

r 3#sh crypto session detail

Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ati on
X - I KE Extended Authentication, F - |KE Fragnentation

| nterface: Tunnel O
Uptinme: 00:29: 20
Session status: UP-ACTI VE
Peer: 16.0.0.1 port 500 fvrf: (none) ivrf: (none)
Phasel id: 16.0.0.1
Desc: (none)
| KE SA: | ocal 38.0.0.3/500 renote 16.0.0.1/500 Active
Capabilities: (none) connid: 1001 lifetime:23:30: 37
| PSEC FLOW permt ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto nmap
| nbound: #pkts dec'ed 229 drop O |life (KB/ Sec) 4383756/ 1839
Qut bound: #pkts enc'ed 205 drop O life (KB/ Sec) 4383760/ 1839






Hactpouka DVTI Ha r1

crypto isaknp policy 10
encr aes

aut hentication pre-share
group 5

hash sha

crypto keyring DYNS
pre-shared-key address 38.0.0.0 255.255.255.0 key r1-3
pre-shared-key address 48.0.0.0 255.255.255.0 key rl1-4

crypto i psec profile DYNS prof
set transform set DVTI

i nterface Virtual - Tenpl at e1l00 type tunnel

| p unnunber ed Fast Et hernet0/0

Ip ospf 1 area O

tunnel node ipsec ipv4

tunnel protection ipsec profile DYNS prof

crypto isaknp profile | KE prof
keyring DYNS
match identity address 38.0.0.0 255.255.255.0
match identity address 48.0.0.0 255.255.255.0
virtual -tenplate 100



Hactpouka SVTI Ha r3

crypto 1 saknp policy 10
encr aes
aut hentication pre-share
group 5
hash sha

crypto 1 saknp key r1-3 address 16.0.0.1

crypto i psec profile DYNS prof
set transformset DVTI

| nterface Tunnel 100

| p unnunber ed Fast Ethernet0/0

Ip ospf 1 area O

tunnel source FastEthernet0/0

tunnel node i psec | pv4

tunnel destination 16.0.0.1

tunnel protection ipsec profile DYNS prof



Hactpouka SVTI Ha r4

crypto 1 saknp policy 10
encr aes
aut hentication pre-share
group 5
hash sha

crypto 1 saknp key rl1-4 address 16.0.0.1

crypto i psec profile DYNS prof
set transformset DVTI

| nterface Tunnel O

| p unnunber ed Fast Ethernet0/0

Ip ospf 1 area O

tunnel source FastEthernet0/0

tunnel node i psec | pv4

tunnel destination 16.0.0.1

tunnel protection ipsec profile VIl _ prof



ABTOMaTU4YeCKU CcO3aaHHble UHTep(eUuchl
rl#sh ip int br

| nt erf ace

Fast Et hernet 0/ 0
Fast Et hernet 0/ 1
Tunnel O

Vi rtual - Accessl
Virtual - Access?
Virtual - Access3
Virtual - Tenpl at e100

| P- Addr ess
16.0.0.1
10.1.1.1
unassi gned
unassi gned
16.0.0.1
16.0.0.1
16.0.0.1

oK?
YES
YES
YES
YES
YES
YES
YES

Met hod
NVRAM
NVRAM
NVRAM
unset
unset
unset
unset

St at us
up

up

up
down
up

up

up

Pr ot ocol
up

up

down
down

up

up

down



ABTOMaTU4YECKN CO3AaHHbIe UHTepdeunucsl

rl#sh run I nterface Virtual - Access 2

| nterface Virtual - Access?

| p unnunber ed Fast Et hernet 0/ 0

Ip ospf 1 area O

tunnel source 16.0.0.1

tunnel node i psec iIpv4

tunnel destination 38.0.0.3

tunnel protection iIpsec profile DYNS prof
no tunnel protection ipsec initiate

rl#sh run Interface Virtual - Access 3

| nterface Virtual - Access3

| p unnunber ed Fast Et hernet0/0

|p ospf 1 area O

tunnel source 16.0.0.1

tunnel node i psec i|Ipv4a

tunnel destination 48.0.0.4

tunnel protection i1psec profile DYNS prof
no tunnel protection ipsec initiate



YcTaHOBIEeHHbIe ceccum

r 1#sh crypto session
Crypt o session current status

| nterface: Virtual - Access3
Profile: | KE prof
Session status: UP-ACTI VE
Peer: 48.0.0.4 port 500
| KE SA: | ocal 16.0.0.1/500 renpte 48.0.0.4/500 Active
| PSEC FLOW permt ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs. 2, origin: crypto map

| nterface: Virtual - Access?
Profile: | KE prof
Sessi on status: UP-ACTI VE
Peer: 38.0.0.3 port 500
| KE SA: |ocal 16.0.0.1/500 renpte 38.0.0.3/500 Active
| PSEC FLOW permt ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs:. 2, origin: crypto map






Hactpounka CA-cepBepa

1 3agaTtb nmsa gomeHa
| p domai n- nane nt. ua

2 Bxknountbe HT TP-cepBep

I p http server

3 CreHepupoBaTb nNapy Kno4veun, Kotopble dbyaeT ncnonb3osatb CA
crypto key generate rsa general -keys | abel CA exportable nodul us 2048

The nanme for the keys wll be: CA
% The key nodul us size is 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...

4 Bkntountb CA-cepBep
crypto pki server CA
no shut

%Bone server settings cannot be changed after CA certificate generation.
% Pl ease enter a passphrase to protect the private key

% or type Return to exit

Passwor d:

Re- ent er password:

% Exporting Certificate Server signing certificate and keys. ..

% Certificate Server enabl ed.

*May 15 07:57:43.707: 9% Kl -6-CS ENABLED: Certificate server now enabl ed.



OnunoHanbHble HacTpoukmn CA-cepBepa

dyn3(confi g)#crypto pki server SRV
dyn3(cs-server) #?

CA Server configuration conmands:
auto-rollover Rollover the CA key and certificate

cdp-url CRL Distribution Point to be included in the
| ssued certs

crl server crl

dat abase Certificate Server database config paraneters

def aul t Set a command to its defaults

gr ant Certificate granting options

hash Hash al gorithm

| ssuer - nane | ssuer nane

lifetinme Lifetime paranmeters

node Mode

redundancy sync this server to the standby

show Show this certificate server configuration

shut down Shut down the Certificate Server



HacTpounka mapwpyTtusartopa gnsa nonydyeHumsa ceptudgpukara

1 lNpoBepuTb gocTtynHocTb CA
2 3apjaTb MMA OOMeHa

3 CreHepupoBaTth napy Kro4demn
crypto key generate rsa | abel VPN

4 HactpouTtsb trustpoint
crypto pki trustpoint VPN
enroll ment url http://10.0.1.4
subj ect - name CN=r 3, OQU=VPN, O=NT, C=UA
rsakeypair VPN
revocat i on-check none

5 3anpocutb ceptndukaTt CA
r3(config)#crypto pki authenticate VPN

Certificate has the follow ng attri butes:
Fi ngerprint MD5: 358E298C A9FOA050 BAE2C427 565B6D8D
Fi ngerprint SHAl: BBDC0448 32558328 8571B220 366161FA 644A6AAA

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

6 3anpocuTb cepTudmkaTt angd mapupytusaTtopa
r3(config)#crypto pki enroll VPN



BbipaTtb ceptudmkatsl Ha CA

r4#sh crypto pki server CA requests

Enrol | rent Request Dat abase:

Subordinate CA certificate requests:
Reql D State Fi nger pri nt Subj ect Nane

RA certificate requests:
Reql D State Fi nger pri nt Subj ect Nane

Router certificates requests:

Reql D State Fi nger pri nt Subj ect Nane

3 pendi ng E8519FE28A463D706CDF5F4A149D0204 host nanme=r 1, cn=r 1, ou=VPN, 0=NT, c=UA
2 pendi ng O4EFFDFD544338C3372ACD145205B446 host nane=r 4, cn=r 4, ou=VPN, 0=NT, c=UA
1 pendi ng 5EB2051AE399854A99ECCD40D5511984 host nane=r 3, cn=r 3, ou=VPN, 0=NT, c=UA

r4#crypto pki server CA grant all



r 3#sh crypto pk

Certificate

Status: Avail abl e
Certificate Seri al
Certificate Usage:

| ssuer:
cn=CA

Subj ect :
Nane: r3
host nane=r 3
cn=r3
ou=VPN
o=NT
c=UA

Validity Date:

start date:
end dat e:

Associ ated Trustpoints:

CA Certificate

Status: Avail abl e
Certificate Seri al
Certificate Usage:

| ssuer:
cn=CA

Subj ect :
cn=CA

Validity Date:

start date:
end dat e:

Associ ated Trustpoints:

NMpocmoTp ceptudpmkaTtoB

certificates

Nunber (hex): 04
General Purpose

08:17:26 UITC May 15 2011
08:17:26 UITC May 14 2012
VPN

Nunber (hex): 01
Si gnat ure

07:57:40 UTC May 15 2011
07:57:40 UTC May 14 2014
VPN



Hactpouka DVTI Ha r1

crypto i1 saknmp policy 10
aut hentication rsa-sig

crypto pki certificate map DYNS cert 10
sSubj ect-nanme co ou = vpn

crypto i1 saknp profile CERT
mat ch certificate DYNS cert
virtual -tenplate 100

crypto i psec profile DYNS prof
set transformset DVTI

I nterface Virtual - Tenpl at e100 type tunnel
| p unnunbered Fast Et hernet0/0

Ilp ospf 1 area O

tunnel node | psec | pv4

tunnel protection ipsec profile DYNS prof



Hactpouka SVTI Ha r3

crypto I saknp policy 10
aut hentication rsa-sig

crypto isaknp key r1-3 address 16.0.0.1

crypto i psec profile DYNS prof
set transformset DVTI

| nterface Tunnel 100

| p unnunber ed Fast Et hernet 0/ 0

Ip ospf 1 area O

tunnel source FastEthernet0/0

tunnel node i psec | pv4

tunnel destination 16.0.0.1

tunnel protection ipsec profile DYNS prof



HacTtpowuka SVTI Ha r4

crypto 1 saknp policy 10
aut hentication rsa-sig

crypto isaknp key r1-4 address 16.0.0.1

crypto 1 psec profile DYNS prof
set transformset DVTI

| nterface Tunnel O

| p unnunber ed Fast Et hernet 0/ 0

Ip ospf 1 area O

tunnel source FastEthernet0/0

tunnel node i psec |Ipv4a

tunnel destination 16.0.0.1

tunnel protection i1psec profile VIl _ prof






Hactpouka GRE-TyHHenen

Ha r1:

| nterface Tunnel 1

| p address 10.0.0.1 255.255.255.0
t unnel source 16.0.0.1

tunnel destination 38.0.0.3

Ha r3:

| nterface Tunnel 3

| p address 10. 0. 0.3 255. 255.255.0
t unnel source 38.0.0.3

tunnel destination 16.0.0.1



HacTtpowuka IPsec c ipsec profile

ri:
| nterface Tunnel 1
| p address 10.0.0.1 255.255.255.0
tunnel source 16.0.0.1
tunnel destination 38.0.0.3
tunnel protection ipsec profile GRE prof

crypto i psec transform set AESSHA esp-eas esp-sha-hnmac
node transport

crypto ipsec profile GRE prof
set transform set AESSHA

r3:
| nterface Tunnel 3
| p address 10.0. 0.3 255. 255. 255.0
tunnel source 38.0.0.3
tunnel destination 16.0.0.1
tunnel protection ipsec profile GRE prof

crypto i psec transform set AESSHA esp-eas esp-sha-hmac
node transport

crypto i psec profile GRE prof
set transform set AESSHA



HacTtpowuka IPsec c ipsec profile

r1#sh crypto session detail

Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ati on
X - I KE Extended Authentication, F - |KE Fragnentation

| nterface: Tunnel 23
Uptine: 00:10: 30
Session status: UP-ACTI VE
Peer: 38.0.0.3 port 500 fvrf: (none) ivrf: (none)
Phasel id: dyn3
Desc: (none)
| KE SA: local 16.0.0.1/500 renote 38.0.0.3/500 Active
Capabilities:(none) connid: 1010 lifetine: 23:49:18
| PSEC FLOWN permt 47 host 16.0.0.1 host 38.0.0.3
Active SAs: 2, origin: crypto map
| nbound: #pkts dec'ed 68 drop O |ife (KB/ Sec) 4476988/ 2969
Qut bound: #pkts enc'ed 68 drop 1 life (KB/ Sec) 4476988/ 2969



HacTtpouka IPsec ¢ crypto map Ha r1

| nterface Tunnel 1
| p address 10.0.0.1 255.255.255.0
tunnel source 16.0.0.1
t unnel destination 38.0.0.3

ACL c ykazaHuem kakomn Tpaduk Heobxoanmo wndposaTb Ha r1:
| p access-li1st extended GRE

permt gre host 16.0.0.1 host 38.0.0.3

HacTpouvka u npumeHeHue crypto map Ha r1:
crypto map GRE 10 i psec-isaknp
set peer 38.0.0.3

set transform set DVTI

mat ch address GRE

| nterface fa0O/0
crypto map GRE



HacTtpouka IPsec ¢ crypto map Ha r3

| nterface Tunnel 3
| p address 10. 0. 0.3 255. 255. 255.0
t unnel source 38.0.0.3
t unnel destination 16.0.0.1

ACL c ykasaHuem kakon Tpadomk Heobxoamumo wndposaTb Ha dyn3:
| p access-list extended GRE

permt gre host 38.0.0.3 host 16.0.0.1

HacTpouvka u npumeHeHune crypto map Ha r3:
crypto map GRE 10 | psec-isaknp
set peer 16.0.0.1

set transformset DVTI

mat ch address GRE

Il nterface fa0/0
crypto map GRE



HacTtpouka IPsec c crypto map

r3#sh crypto session detail

Crypto session current status

| nterface: FastEthernetl/0
Uptinme: 00:01:48
Session status: UP-ACTI VE
Peer: 16.0.0.1 port 500 fvrf: (none) ivrf: (none)
Phasel id: r3
Desc: (none)
| KE SA: | ocal 38.0.0.3/500 renote 16.0.0.1/500 Active
Capabilities: (none) connid: 1009 lifetine: 23:56: 35
| PSEC FLON permt 47 host 38.0.0.3 host 16.0.0.1
Active SAs: 2, origin: crypto nmap
| nbound: #pkts dec'ed 23 drop O |ife (KB/ Sec) 4383006/ 3491
Qut bound: #pkts enc'ed 21 drop 2 life (KB/ Sec) 4383006/ 3491



Cemeenie [JHuU





