YcranoBka HeoOxoqumoro codra;
VYcranaBnuBaem mysql server, Oyzem UCmoyib30BaTh 5.1, XOTS HE TPUHITUITHAIBHO,
TaMm OyIyT XpaHUThCS JaHHBIC O BUPTYAJIbHBIX MTOJIb30BATEIAXK, JOMEHAX H T.JI.
#cd /usr/ports/databases/mysql51-server
#make install clean
VYcranaBnuBaem BeO cepBep apache22
#cd /usr/ports/www/apache2?2
#make install clean
ycTranaBiuBaeM php52
#cd /usr/ports/lang/php52
#make install clean

00s13aTeIbHO BKIJIFOYaeM moepkKy apache [x] Apache module
[E Tepmuran

®aitn [Mpaeka Bua Mouck TepmuHan Cnpaska

Options for php52 5.2.13 3

Build CLI version|

Build CGI version

Build Apache module

Enable debug

Enable Suhosin protection system (not for jails)
Enable zend multibyte support

Enable ipv6 support

Enable mail header patch

Enable force-cgi-redirect support (CGI only)
Enable discard-path support (CGI only)
Enable fastcgl support (CGI only)

Enable fastcgi process manager (CGI only)
Enable path-info-check support {CGI only)

> b

mn;m.——mmm.—«,—.—=

> >
ot PP S s S S e

-u'n-nl:l:ull-itll.nl:lhn.
-
[

Cancel

°i'§_j MpunoxeHna Mepexon Cucrema | @ .. @\ .. @ .. [~ .. [F .. "f_,' = clA i
ycTaHaBlMBaeM pacimupeHust phpS52 (HeoOXoaMMBI 11 KOPPEKTHOM pabOThHI
postfixadmin)

#cd /usr/ports/lang/php52-extensions

#make install clean

BKJTIOYAaEM TOJICPIKKY CIICAYIOLINX MOIYJICH

[x] BCMATH [x] GETTEXT [x] MCRYPT [x] MYSQLI [x]SESSION [x]
SOCKETS

[x] WDDX

ctaBuM postfixadmin

#cd /usr/ports/mail/postfixadmin



#make install clean

BKJIFOUaeM o0s3arensHo moanep:kky MySQL 4.1+ [x] MYSQLI

ycranaBinuBaeM phpmyadmin (He siBIIsieTCS 0053aTeIbHBIM 11 pa0OTHI TOYTOBOTO
cepBepa, HO OYEHb MOJIE3€H MPHU BHISBICHUH OIIUOOK)

#cd /usr/ports/databases/phpmyadmin

#make install clean

ycTaHaBIIMBaeM postfix

#cd /usr/ports/mail/postfix

#make install clean
B Tepmuran

@ainn MNpaska Bua Mowck TepmuHan Cnpaska

Options for postfix 2.7.1,1

Perl Compatible Regular Expressions

Cyrus SASLv2 (Simple Auth. and Sec. Layer)
Dovecot SASL authentication method

If your SASL req. Kerberos5 select this option

If your SASL req. MIT Kerberos5 select this optio
[x3 Enable SSL and TLS support

I 1 Berkeley DB (choose version with WITH BDB VER)
oy
111

PostgreSQL maps (choose with DEFAULT PGSQL VER)

B-nnnonT

OpenlLDAP maps (choose ver. with WITH OPENLDAP VER
CDB maps lookups

NIS maps lookups

VDA (Virtual Delivery Agent 32Bit)

SMTP/LMTP test server and generator

Install into fusr and fetc/postfix

P
0
C
N
v
T
1

[ 0K 1] Cancel

<% Mpunoxennn Mepexos Cucrema @ .. [m .. |0 ... |~ .. & ... M) = cwa
ormeuaeMm [x] DOVECOT [x] MYSQL [x] VDA [x] TLS (atoT Mmoxynb
HeoOs3aTeNeH, UCTIONIb3YEeTCs I OpraHU3alluy 3alIUIIEHHBIX ssl coennHeHui,
MOKHO OTMETHUTH HA MEPCIICKTUBY )



B Tepmumran

®@ain NOpaBka Bua TMMouck TepmuHan Cnpaseka

Options for dovecot 1.2.12

X

kqueue(2) support
SS5L support
ManageSieve support
GSSAPI support
VPopMail support
BerkleyDB support
OpenLDAP support
PostgreSQL support

SQLite support

=

>

e e e
v o =SAEZWnX
w
=2

Cancel

<% Npunoxenns Mepexon Cucrema | @ [3.... ‘JE [zo..: [& np... [po... @2 =cua o
postfix mpu ycraHoBKe MoTauuT 3a cobor 1 dovecot. Tam BKIIIOUaEM MOAICPKKY
mysql [x] MYSQLB koH1ie ycTaHOBKH postfix CIIPOCHUT BKITIOYHTB JIA TIOJIH30BATEIIS
postfix. OT umeHu KoTOpOoTro OyIeT padboTaTh AeMOH B Tpynmny mail. OTBewaem
YTBEPAUTEIBHO

Cnauana HacTpouM 1 onpoOyeM Hamr apache cepBep, OH 10JKeH 3apaboTaTh ¢
noJIep>KKoi php;
#ee /usr/local/etc/apache22/httpd.conf
HIeM OJI0K
<IfModule dir module>
DirectoryIndex index.html
</IfModule>
u MeHseM index.html Ha index.php

HIeM 010K
<IfModule mime module>

AddType application/x-compress .Z

AddType application/x-gzip .gz .tgz
nobaBisieM

AddType application/x-httpd-php .php

AddType application/x-httpd-php-source .phps

Jlajiee MOXKHO MOIPABUTh aPec SJICKTPOHHOM MOYTHI aAIMUHUCTPATOPA, HHTEP(ENUCH
Y HaBECTH JIPyroil BHELUIHUN OJecK.



3aKpbIBaE€M M HE 3a0bIBAEM COXPAHUTh

nobasnsieM cTpoky apache22 enable="YES" B ¢aiin /etc/rc.conf (HeoOxomumo st

3amycka apache)
CTapTyeM amad
#cd /usr/local/etc/re.d

#./apache22 start

TepmuHan

Dann Npaska Bua Mownck TepmwuHan Cnpaska

-- sysinstall generated deltas -- # Thu Nov 18 19:30:48 2010
Created: Thu Nov 18 19:30:48 201€

#
#
# Enable network daemons for user convenience.
#

Please make all changes to this file, not to sfetc/defaults/rc.conf.

# This file now contains just the owverrides from setc/defaults/rc.conf.

keymap="ru.koi8-r"

sshd_enable="YES"

# -- sysinstall generated deltas -- # Thu Nov 18 16:34:54 2010
ifconfig lef="inet 192.168.14.143 netmask 255.255.255.8"
defaultrouter="192.168.14.1"
hostname="mail.ftp.spb.vishagi.com"

apache22 enable="YES"

"fetc/rc.conf" 13 lines, 534 characters

mail# cd fusr/local/etc/rc.d

mail# ./ /apache22 start

Performing sanity check on apache22 configuration:
Syntax OK

Starting apachez22z.

mail# i B3

ﬁ MpunoxeHua [epexog Cucrema @ s5.v... Tepesy| (1§ [20...

uaem B manky /ust/local/www/apache22/data
co3zaeM B Helt (aiinuk index.php
#ee index.php
<?php
phpinfo();
7>

3ax0JIUM JTFOOBIM Opay3epoM Ha http://ip-cepBepa/

BUJUM KapTUHKY THUIIA

np-..

E pos... @

=

=== cluA o



@ phpinfo()-Mozilla Firefox

®ann Npaeka

T

Bug AKypHan 3aknagkun MHcTpyMeHTbl  CrnipaBka

@ [®] http://192.168.14.143/ * 24~ Goo

[ Cambie nonynapHeie™ (o] Getting Started [5]Latest Headlines ~
|le] phpinfo() | +

PHP Version 5.2.13

System FreeBSD mail.ftp.spb.vishagi.com 8.1-RELEASE FreeBSD 8.1-RELEASE #0:
Mon Jul 19 02:55:53 UTC 2010 root@almeida.cse.buffalo.edu:fusrfobjusr
Jsrc/sys/GENERIC i386

Build Date Nov 19 2010 08:54:21
Configure ".Jeonfigure' '—with-layout=GNU' '—with-config-file-scan-dir=/usr/localfetc/php’
Command ‘disable-all' '—enable-libxml' '—withdibxml-dir=/usr/local' '-enable-reflection’

‘—program-prefix='"'—enable-fastcgi' '—with-apxs2=/usrflocal/sbin/apxs'
'—w'rthfregex%hp' —with-zend-vm=CALL' '—prefix=/usr/local' '—“mandir=fusr
flocaliman' '—infodir=/usr/localfinfo/ '-build=i386-portbld-freebsd8.1'
Server API Apache 2.0 Handler

Virtual Directory |disabled
Support

Configuration Jusrflocal/etc
File (php.ini)
Path

Loaded (none)
Configuration
File

Scan this dir for |/usr/local/etc/php
additional .ini

files

additional .ini Jusrflocal/etc/php/extensions.ini
files parsed

PHP API 20041225

PHP Extension 20060613
Zend Extension (220060519

loToBO

ﬁ MpunoxeHna TMepexoa Cucrema @J ph | & [Te... | [o4.... [Mp... | @ pos... @ 2= == Pyc td}
Ha 3ToM dtare Bce OK — ABUTacMCi aaJblIC, €CJIU YTO-TO MOIIJIO HE TaK CMOTPUM
sor /var/log/httpd-error.log.

3amyckaeM cepBep mysql

#echo 'mysql_enable="YES"' >> /etc/rc.conf
#/usr/local/etc/rc.d/mysql-server start

MEHSIeM MapoJb aJIMAHA JIJIsl mysql-server:

#mysqladmin -u root password toor(TyT rmapoin)

Coznaem 0a3y mis postfixadmin:

#mysql -u root -p

(Enter MySQL root password)

>CREATE DATABASE postfix;

>CREATE USER "postfix'@'localhost' IDENTIFIED BY 'postfix(tyT napoJis)';
>GRANT ALL PRIVILEGES ON ‘postfix’ . * TO "postfix'@'localhost';
>FLUSH PRIVILEGES;

9TOOBI HE TIPONHCHIBATH AJIMACHI IJIsl BEO cepBepa MPOCTO KOMUPYEM TMarKu
/ust/local/www/postfixadmin u /usr/local/www/phpMyAdmin B manky
/ust/local/www/apache22/data



CACJIaTh MOXXHO IMPU MOMOIIH MC HUJIA U3 KOMaHIHOM CTPOKHU

mc [root@mail ftp.spb.vishagi.com]:/usr/local/www

®ain Mpaeka Bua Mouck TepmuHan Cnpaska

i R S ocal/wwwi/apac
'n Size |Modify time Name

[es UP--DIR|Nov 18 16:43||/..

/apache22 512|Nov 19 88:45| |/phpMyAdmin
/postfixadmin

/postfixadmin 1536 (Nov 19 09:24

mail# []
1 2 3| 4

0?:5 MpunoxeHwa MMepexon Cucrema | & [6.YcT... mc ||

3axoauM Opaysepom 1o anapecy http://ip-cepepa/phpMyAdmin




@ phpMyAdmin-Mozilla Firefox
@aiin MpaBka Bua XypHan 3aknankm  MHCTpYMEHTsl  Cnpaska

Go e w () W @ A http://192.168.14.143/phpMyAdmin/ - P~ [cooc
[ Cambie nonynapHeie™ [@| Getting Started (5| Latest Headlines ™
|44 PhpMyAdmin | -
php
Do6po noxanoesaTe B phpMyAdmin
rAzeix - L
Pycckmia - Russian -
rABTOPR AMA (D)
MonszoBaTenb: rookt
NMapons: .&
OK
@ AnA nonHoueHHoW paboTel HeobBxoauma NoggepxKa
cookies Bpaysepom.
rotoso
<2 Npunoxenua Mepexoa Cucrema & ph... | B mc... [Mp... [ @ po... [& [co... | 22 == caua o

yoOexxmaemcs, uTo 6a3a postfix ycrenrHo co3mpana



@ 192.168.14.143 / localhost / postfix | phpMyAdmin 3.3.4-Mozilla Firefox

®ann Npaska Bua XypHan 3aknagkn WMHCTpymeHTbl Cnpaska
& D v &
f&] Cambie nonynapHeie ™ (o] Getting Started [5]Latest Headlines »
|4 192.168.14.143 / localhost / po...| %
m;y]__ipi‘ﬂfﬂjﬂ 3 localhost » & postfix

{4 http://192.168.14.143/phpMyAdmin/index.php?db=postfix&token=df583e9aa7  * *§~ Gooc

@@ ECTPYKTYpa MsqQL  J 'Mouck (Ei3anpoc no wabnony &i3kcnopt  FiWMmnopt %for
tiNpuennerun  [E Ypnanute
Baza gaHHBIX

postfix « | Tabnuu e 6aze naHHbIX He obHapy»XeHo.

r ‘4 CozpaTe HoByw Tabnuuy B Gase paHHbIx postfix
postfix (0)

WNmn: Konm4ecTeo nonei:
Tabnuu e Baze gaHHBIX He
obHapyeHo.
loToBO
ﬁ MpunoxeHnns TMepexoa CucTeMa _@ 192.16... | ® [mc]r... [Mpos... [post... @ 2 = Pyc b

UJIeM NPaBUTh KOH(OUTYPALMOHHBIN (haii
/ust/local/www/apache22/data/postfixadmin/config.inc.php:

$CONF['configured'] = true;
$CONEF['setup _password'] ="; ocTaBisieM MOKa ITyCTOH

$CONF['database type'] = 'mysqli'; must 6a3sr mysql 4.1+
$CONF|'database host'] = 'localhost'; 6a3a Ha 3TOM ke XOcTe

$CONF['database user'] = "postfix’;

$CONF['database password'] = 'postfix'; (TyT Bam naposis moss3oBarens postfix
mysql)

$CONF|['database name'] = 'postfix’;

$CONF['database prefix']=";

$CONF['admin_email'] = 'admin@ftp.spb.vishagi.com';

$CONF['encrypt'] = 'mdScrypt'; mmdpoats naponu B mysql. Eciu Bam 310 He
HY>KHO MOKHO BCTaBHTb cleartext



$CONF['authlib_default flavor'] = 'md5";
$CONF['min_password length'] = 0; MuHUMabHAS UTHHA TTAPOJIS
$CONF['default_aliases'] = array (
'abuse' => 'abuse(@change-this-to-your.domain.tld',
'hostmaster' => 'hostmaster@change-this-to-your.domain.tld',
'postmaster' => "postmaster@change-this-to-your.domain.tld',
'webmaster' => 'webmaster@change-this-to-your.domain.tld'
); CTaBUM CBOHM

TAK¥XEC TaM MOYKHO 3aJ1aTb KBOTBI ITIOYTOBBIX AIIHUKOB, ITAIIKHU, CO31aBACMBIC ITPU
CO3JaHHHU IIOYTOBOI'O AIIMKA U T. IO.

3ax0IUM Opay3epoM 1o anapecy http://ip-cepepa/postfixadmin/setup.php
@ Postfix Admin - 192.168.14.143-Mozilla Firefox
®ann Mpaska Bwug XKypHan 3aknagku  WMHCTpymMeHTsl  CnpaBka

o D v

@ [©] | http://192.168.14.143/postfixadmin/setup.php v 24~ Goo

[5] Camble nonynapHeie™  [@ Getting Started [5Latest Headlines ™
|lo] Postfix Admin-192.168.14.143 | %

postfix.admin

Postfix Admin Setup Checker

Running software:
* PHP version 5.2.13

* Apache/2.2.15 (FreeBSD) mod_ssl/2.2.15 OpenSSL/0.9.8n DAV/2 PHP/5.2.13 with Suhosin-Patch

Checking for dependencies:
* Warning: Magic Quotes: ON (internal workaround used)
* Depends on: presence config.inc.php - OK
* Checking $CONF['configured'] - OK
* Depends on: MySQL 3.23, 4.0 - OK
* Depends on: MySQL 4.1 - OK
* Testing database connection - OK - mysgli://postfix:xoooc@localhost/postfix
* Depends on: session - OK

* Depends on: pcre - OK

|4

loToBO
¥ ] = " =N @ z
" MpnnoxeHna [Mepexoag Cucrema @ Postfi... mc [ro... [Mpos... | 5] postfi... sz,l /5 == CLIA td}

HIWXKC GYIIGT NPpCAJIOKCHO BBCCTHU IIApOJIb aIMUHA



@ Postfix Admin - 192.168.14.143-Mozilla Firefox

®ann Npaeka Bua XypHan 3aknagkw WMHcTpymeHTbl Cnpaska

e ,\>\ -

@ [®] http://192.168.14.143/postfixadmin/setup.php * 24~ Goo

[ Cambie nonynapHeie™  [o] Getting Started [5]Latest Headlines »

|lo] Postfix Admin-192.168.14.143 | %
updating to version 344 (MySQL)... done

updating to version 373 (MySQL)... done
updating to version 438 (MySQL)... done
updating to version 439 (MySQL)... done
updating to version 473 (MySQL)... done
updating to version 479 (MySQL)... done
updating to version 483 (MySQL)... done
updating to version 495 (MySQL)... done
updating to version 504 (MySQL)... done
updating to version 655 (all databases)... done

updating to version 729 (all databases)... done

R Change setup password

Setup password | |

Setup password (again) | |

Generate password hash

Since version 2.3 there is no requirement to delete setup.php!
Check the config.inc.php file for any other settings that you might need to change!

loToBo

ﬁ MpunoxenHua TMepexon CucTeMa @ Po... B mc... [Mp... [po... | & co... @ 2 == clA D

BBoIUM, KiinkaeM CI'EHEPUPOBATD XO3III, nonyyaem yTo-TO THIA

If you want to use the password you entered as setup password, edit config.inc.php
and set

$CONF['setup_password'] =
'bfe2b9121bdb9d98d47a9a47a4eb4952:26a25¢c37ca2dab60e32420745e98hf249fcd0c24b';

KOIMPYEM CTPOKY B KaBbIUKaxX U BCTaBIsieM e€ B (aiin
/ust/local/www/apache22/data/postfixadmin/config.inc.php

$CONF['setup password'] =
"bfe2b9121bdb9d98d47a9a47adebd952:26a25¢37ca2da60e32420745¢98b1249fcd0c2
4b";

nobasisiem anmuHa; Create superadmin account

noJjrydacm;

Anmunuctpatop 6su1 100aBIeH!
(admin@ftp.spb.vishagi.com)

10



npoOyem JTOTUHUTHCS Ha http://Bamr ip cepBepa/postfixadmin/login.php

[oJIyunum

@ Postfix Admin - 192.168.14.143-Mozilla Firefox

®ain MNpaeka Bua XypHan 3aknagku

o wp v (G

WMHCTpYyMeHTbl  CnpaBka

@ [©] http://192.168.14.143/postfixadmin/main.php v 2~ Gooc

[5] Camble nonynapHeie™ [@) Getting Started [5Latest Headlines™

|lo] Postfix Admin-192.168.14.143 | +

loToBO

CrWCoK BaLWKMX NOYTOBLIX AWMKOE W aNMacos. Bel MOMETE yAANATE W PEABKTUPOBATE MX OTCHAE.
CDEAEHHE HOBOrD anWaca Ana Bawero AoMeHa.

Co3spaHue HOBOrD NOYTOBOMD AWWKAE ANA BALEro A0MEHa.

OTNpaBuTe NUCEMO HE CO3AEHHBIA NOYTOBLIA AWMK.

d:\’iena Napons Ans 3KKayHTa aAMWHUCTPaTopa.

MpocMoTp wypHana pafoTel C CUCTEMON.

Brixoa 13 cucTembl

ﬁ MpunoxeHua [Mepexon CHcTeMa

VYpa! Bce pabotaeT kak HaJo.
[IpornrceiBaéM HOBBIN IOMEH;

| @ Postfi... mc [ro... [Mpos... | [E postfi... | & == ClIA

11



@ Postfix Admin - 192.168.14.143-Mozilla Firefox

®ann MpaBka Bwua XypHan 3aknagkm MHcTpymeHTel  Cnpaska

Go s v S @ oy [©)| hitp://192.168.14.143/postfixadmin/create-domain.php v 2§~ |Gooc
[ Cambie nonynapHbie ™ [@] Getting Started [ Latest Headlines v

|[o] Postfix Admin-192.168.14.143 | %

- =
postfix.admin
t Mocna n A &
A HOBOTO f
AomeH:
Onucanune:
: -1 = oTknouKuTe | 0 =
AnpaCk: |1o !HEDrpEHMHEHHDE
: -1 = oTknouKnTe | 0 =
Hisien: |1o |HEDI’pBHMHEHHDE
AoBaBnTe CTaHASPTHLIS D
anMachl ANA AOMEHE:
MoyToBBIA Ccepeep D
ABMNAETCA pe3epBHBIM MX:
JoBGasnTe gomen
lotoso
ﬁ MpunoxeHus MMepexon Cucrtema | @) Pos... mc ... (Np... | @ pos... | & [co... | A = pyc P

HACTPOMM HOCT(HKC HAa PabOTy C BUPTYaJIbHBIMH ITOJIb30BATEIISIMH;
#ee /usr/local/etc/postfix/main.cf

myhostname = mail.ftp.spb.vishagi.com ums xocta, ecinu He yka3aHo OyaeT Oparbes
u3 /etc/rc.conf

mydomain = ftp.spb.vishagi.com nomen

mynetworks = 192.168.14.0/24, 127.0.0.0/8 BuyTpeHHss ceTh. KinenTam MOKHO
NepechlIaTh COOOLICHUS Yepe3 MOUTOBBIN cepBep 0e3 BCSIKOW ayTeHAn(DUKAIIUH.

alias_maps = hash:/etc/aliases
alias_database = hash:/etc/aliases

home mailbox = Mailc.l.iir/

12



smtpd_banner = $myhostname ESMTP $mail name npuserctBue

virtual alias_maps = mysql:/usr/local/etc/postfix/mysql virtual alias maps.cf
virtual gid maps = static:125 (125 gid nons3oBatens postfix)

virtual mailbox base = /var/mail

virtual mailbox domains =
mysql:/usr/local/etc/postfix/mysql virtual domains maps.cf

virtual mailbox_maps = mysql:/ust/local/etc/postfix/mysql virtual mailbox maps.cf
virtual minimum_uid = 125

virtual transport = virtual

virtual uid maps = static:125

gid u uid nonp3oBaTens NocTGUKC MOKHO Y3HATh KoMaHo# #id postfix

co3aauM (aiiibl, 0 KOTOPBIX Mbl YIIOMSIHYJIH BBIIIE;

/ust/local/etc/postfix/mysql_virtual alias_maps.cf
user = postfix

password = postfix maposb k 6aze

hosts = 127.0.0.1

dbname = postfix

table = alias

select field = goto

where field = address

/ust/local/etc/postfix/mysql_virtual domains maps.cf

user = postfix

password = postfix

hosts = 127.0.0.1

dbname = postfix

table = domain

select field = domain

where field = domain

additional conditions = and backupmx ="'0' and active ="'1"

/ust/local/etc/postfix/mysql_virtual mailbox maps.cf
user = postfix

password = postfix

hosts = 127.0.0.1

dbname = postfix

table = mailbox

select field = maildir

where_field = username

Otpenaktupyem /etc/rc.conf nis otkimroueHust Sendmail

13



sendmail_enable="NO"
sendmail_submit_enable="NO"
sendmail_outbound_enable="NO"
sendmail_msp_queue_enable="NO"
postfix_enable="YES"

CoznanuMm u oTpenaktupyeM (aiin /etc/periodic.conf
daily clean hoststat enable="NO"

daily status mail rejects enable="NO"
daily status include submit mailg="NO"
daily submit queuerun="NO"
cBopaynBaeM sendmail
#/etc/rc.d/sendmail forcestop

co3aaanmM 6a3y aJMacoB:
#/usr/bin/newaliases

crapTyem postfix:

#cd /usr/local/etc/rc.d

#./postfix start

OTJIa UM Tarnky /var/mail monp3oBaTento postfix

14



E - fe W O - 0/

®ann Npaska Bwua [MMowck TepmuHan Cnpaska

<~ fusr/local feic/yrcd ———m—mov—vwuw_ [*]> < NEEH
Size |Modify ti 'n
UP--DIR|Nov 19 - r-
5355 |Nov 19 /.snap
1723 |Nov 19 J/account
: 1731 |Nov 19 Jfat
*mysql i 1861 |Nov 18 16: Jaudit
*postfix 1213 [Nov 19 H /backups
Jcrash
Jjecron
/db
Jempty

Chown advanced command

group other owner

[rx]  [r-x] [

40775

[« Set =] [ Cancel ]

UP--DIR

4191 (
Hint: Are some of your keys not working? Look at Options/Learn keys.
mail#

1 2 3| 4 5i 6 7 8 9
< Npunoxenns MNepexon Cucrema * @ [Ka... L [ lo s 10 F—_f—'_i,@m—l]};%pum p
MpoBepsieM OTCYTCTBHE OMIMOOK B daiinax /var/log/messages /var/log/maillog, Tam

JOJIXKHO OBITH YTO-TO THIIA,

...daemon started... version ... configuration file ...
npoBepseM padboTy postfix:

npuuenumca telnet Ha 25 nopt

15



Dann MNpaBkKa BuAa nowuck TepmMuHan CnpaBka
% telnet 192.168.14.143 25 =
Trying 192.168.14.143...

Connected to 192.168.14.143.
Escape character is "~]°'.

220 mail.ftp.spb.vishagi.com ESMTP

ﬁ Mpunoxedwa lMepexon CHUcrema = [3. ... B [m... mp... [po

CepBEpP OTBEUAET HAM KaK U TOJIOKEHO
n00aBMM HOBOBIH SIITUK yepe3 postfixadmin:
@ Postfix Admin - 192.168.14.143-Mozilla Firefox

®ain [MpaBka Bua XypHan 3aknagku MHCTpyMeHTbl Crnpaska

Go e w (5 Wl @y (@) htep://192.168.14.143/postfixadmin/list-virtual.php v 8~ [Gooc

[ Camble nonynapHbeie ™ [@] Getting Started [5|Latest Headlines =

|[o| Postfix Admin-192.168.14.143 | <

postfix.admin

ftp.spb.vishagi.com ~ || BuGparms O630p anA ftp.spb.vishagi.com Anuace: 0/ 10 Hwwuku: 1 /10  nowWck:

11 AWNKK
A Wms MocneaHee usMeHeHMe ArTuseH
test@ﬁp.spblﬁishagr.:om 2010-11-19 13:17:30 OA [=: TATI
loToso
R E = : = « | 2
o= MpunoxeHua MMepexon CucTema & Postfi... | = [mclr... [Mpo.... | |5 postFi... L.’.ZI 2= == CLUA [ie/B)

nmpoOyeM OTIpPaBUTh EMY HOq{}} yepe3 telnet
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B Tepmuman = =)
@ain [Opaska Bwa TMNowvck TepmMuHan Cnpaeka

% telnet 192.168.14.143 25 =

Trying 192.168.14.143...

Connected to 192.168.14.143.

Escape character is '~]".

220 mail.ftp.spb.vishagi.com ESMTP

EHLO test.ru

250-mail.ftp.spb.vishagi.com

2580-PIPELINING

250-5SIZE 10240000 N "

250-VRFY }

258 -ETRMN

250-ENHANCEDSTATUSCODES

250-8BITMIME

258 DSN

mail from: test@test.ru

250 2.1.0 Ok

rcpt to: test@ftp.spb.vishagi.com

250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>

This is test message

i

2568 2.8.0 0k: queued as BC40E1l0B38

G:E MpynoxeHwnA

MUCbMO YILIO

= Tep... E??

Mepexon Crcrema

Tenepb po0yeM OTNPABUTH 10YTY HECYIIECTBYIOLIEMY I0Ib30BATENIO
B Tepmuman == i

@ann Npaeka Bwa TMNowWck TepmuHan Cnpaeka
% telnet 192.168.14.143 25 =
Trying 192.168.14.143. ..
Connected to 192.168.14.143.
Escape character is '~]°".
220 mail.ftp.spb.vishagi.com ESMTP
EHLO test.ru
250-mail. ftp.spb.vishagi.com
250-PIPELINING
250-SIZE 10240000
258 -VRFY
250-ETRN
258 -ENHANCEDSTATUSCODES
250-8BITMIME
258 DSN
mail from: test@test.ru
258 2.1.0 ok
rcpt to: testl@ftp.spb.wvishagi.com
550 5.1.1 <testl@ftp.spb.vishagi.com>: Recipient address rejected: User unknown
in virtual mailbox table [

=

<% Mpunoxenus Mepexon Cucrema @ [Po... |[E [m... [ﬂp--.- | . [ vep |
MOCT(HUKC OTITUHBIBACTCS c006meHHeM Recipient address rejected User unknown in
virtual mailbox table , 3HaUUT OH KOppETHO PabOTAET C MOJIB30BATEIIIMHU M3 Mysql, Ha
ATOM 3aj1a4a HACTPOWKH MOYTOBOTO CEPBEPa BHITIOTHCHA.

2 = cwa o

Tenepb HEOOXOAUMIT OT/AATH MTOYTY MOJIB30BATEIAM, Oy €M 3TO AeaTh o imap. B
3TOM HaM nomoxeTr dovecot

#ee /usr/local/etc/dovecot.conf

17



MPUBOJIUM K BUJLY;

base dir = /var/run/dovecot/
protocols = imap #yOupaem JnITHIE, MHE HY>KEH TOJIBKO imap
listen = * #ciymaTh Ha Bcex uHTepdeiicax
disable plaintext auth = no #pa3pemaem plaintext joruaoB o non-SSL moptam
log path = /var/log/dovecot.log #kyaa ckiagsiBaTh jJor
info_log path =/var/log/dovecot.log
ssl = no # orkirouaem ssl
login_greeting = Dovecot ready. # npuBeTcTBHE
mail_location = maildir:/var/mail/%u #rae xpanurcs nodra
mail_privileged group = mail
mail_full filesystem_ access = no
mail debug = yes #paboTtatb B pexxume OTIIaIKH
dotlock use excl = yes
verbose proctitle = yes
first_valid uid = 125 #uid gid postfixa
last valid uid = 125
first valid gid = 125
last valid gid = 125
auth debug passwords=yes #Toxe oTia/iKa JIOTHHOB
maildir_copy with hardlinks = yes
protocol imap {
imap_client workarounds = delay-newmail netscape-eoh tb-extra-mailbox-sep
}
protocol Ida {
postmaster _address = shevtsov(@ftp.spb.vishagi.com
}
auth_verbose = yes
auth default {
mechanisms = plain login
passdb sql {
args = /usr/local/etc/dovecot-mysql.conf # aBropuzoBatbcs B sql
}
userdb sql {
# Path for SQL configuration file.
# See /usr/local/share/examples/dovecot/dovecot-sql.conf
args = /ustr/local/etc/dovecot-mysql.conf

socket listen {
master {
}
client {
path = /var/run/dovecot/auth-client
mode = 0660
}
}

}
dict {

18



}
plugin {
}

CO37aMM BBIICYNTOMSIHYTHIA (aitn dovecot-mysql.conf
#ee /ustr/local/etc dovecot-mysql.conf

driver = mysql

connect = host=localhost port=3306 dbname=postfix user=postfix password=postfix
default pass scheme = MD5-CRYPT #ms1 o6pamienus k 3ammdpoBaHHBIM TapOIIsM
password _query = SELECT password FROM mailbox WHERE username = '%u’
user_query = SELECT maildir, 125 AS uid, 125 AS gid FROM mailbox WHERE
username = '%u’

cozmaeM (haiin mora dovecot

#touch /var/log/dovecot.log
#chmod 666 /var/log/dovecot.log

#echo 'dovecot _enable="YES"' >> /etc/rc.conf

3amyctuM dovecot:
#cd /usr/local/etc/rc.d
#./dovecot start

CMOTpPHUM JIOT HA OTCYTCTBUC OIINOOK

KOHHEKTUMCS K cepBepy Ha 143 nopt -
TepmuHan (= Eem| 5 o

@ain Npaska Bwug MNowck JTepmuHan Cnpaska

% telnet 192.168.14.143 143 =
Trying 192.168.14.143...

Connected to 192.168.14.143.

Escape character is '~]".

* 0K [CAPABILITY IMAP4revl LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE AUTH=PLAIN
AUTH=LOGIN] Dovecot ready. Q

ﬁ MpunoxeHua Mepexon CuUcTema # [ch... | B [m... [Mp... [po... | (=] Tep--. @ 25 == CLUA a»
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Dovecot oTBedaeT kak HaI0

Tectum!
C
|L| |B|u1|oueuo Mma yuETHOM 3anmMcK MpoTokon | Hobat
L& MacTep y4&THoii 3anmcm Evolution =l
Moo NIMHHOCTL
BeeanTe HMXKE Balle MMA 1 agpec BJ'IEKTPDHHIJﬁ
e MouTel. «JONo/IHUTESbHBIE» NOJIA He oBA3aTeNnkbHbI
KoHTaKT] ANS 3aN0/IHEHWUA, EC/TW TONBKO Bbl HE XOTUTE
BKNHOYaThb 3TH CBEAEHWMA B OTrNpasnAeMyro BaM#M No4Ty.
2= ‘ O6a3aTencLHan MHOPMaLMA
HacTpoit [oNnHoe MMA: unknown
P Mlamic i DneKTpOHHaA NodTa: test@ftp.spb.vishagi.com
Y O oNoNHUT &
L | [l CaenaTe ocHOBHOM YY4ETHOM 3aNMcbo
HacTtpo# 2 . = =
peaakTo Ob6paTHbI aapec: test@ftp.spb.vishagi.com
OpraHv3auma: SZF VISHAGI R{
HacTtpoi
et
Kanenpap|
s3anadqv
1 OTMEHMTE Hazan Bnepi
o Cnpaska
“Z% NpuAOxenwA TIepexon Cherema | e T T — . =
=] = =
— i ]
N |;| |Bx.r||c\|euu !HMH Y4ETHOM 3anncK !npl:lTl:lKl:lﬂ | Lobat
4 MacTep y4&THoii sanmcu Evolution E=5|EE
I'Io.nyqenue noJyThbl
HacTpoiTe cneayoLlve NnapaMeTpbl Y4ETHOM 3aNUCK.
KOHTaKT]
Tun cepsepa: | IMAP -
’—‘ OnwucaHwne: JNA 4TeHWMA M XpaHeHWA NoYTkl Ha cepBepax IMAP.
Hactpo# HacTpoiika
b Manku IO Cepsep: 192.168.14.143
T, Wma nons3osaTena: test@ftp.spb.vishagi.com
|
' Be3onacHoOCTE
HacTpo#
pepakTo Wcnone3oBaTh 3allMW@HHOe coegnHenne: | Bes wndposanma ¥
Tvn NpoBepKH NOOJIMHHOCTH
;r Mapone ¥ |  MpoBEpHUTL I'IOMED)KM&EMI:I&TMHI:!
Hactpon [] 3anoMHKMTL Nnapone
et
—
Lbz2
—
Kanenpap|
3anauqu
[ OTMEHHTL Hazan Bnepi
T Cnpaska

o\-ﬁ NpUnoxeHus

Mepexon Cucrema |
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| Bxopswme (1 HenpouuTarHoe, 3 scero) - Evolution
®ann NpasBka Bwua Cooﬁgeﬂne Manka [Mownck CnpaBka

|~ |cosmate ¥ [¥] Otnpasmrs /Monyauts |<E,_-,J L:_| |% A = @ [z R R ]

[*| BXO... 1HenpounTanHoe, 3 Bcero [lokasblBaTh:| Bce cooblieHus v | Mouck: QlTema nnn agpeca cogepxat &
|~ Ha 3ToM KoMnetoTepe - @ @ or Tema Data
[ Bxopawwme (1) it 7
[ Mcxopame admin@ftp.{gb.vishagi.com Lo6po noxanosats! CerogHa 13:17

@ KopauHa
{2l oTnpasnenHbie

< Cnam
|Z7 YepHoBukm
|| WabnoHb!
¥ test@ftp.spb.vishagi.com
[ Bxopawwme (1)
& Kopauna
) Cnam
P Manku noncka

?

OT: admin@ftp.spb.vishagi.com
KoMy: test@ftp.spb.vishagi.com

Tema: [obpo noxanosaTb!
Aarta: Fri, 19 Nov 2010 13:17:31 +0300 (MSK)

Hi,

Welcome to your new account.

= Noura

E KOHTaKThI

@] KaneHgapb

J 3agaun

E 3ameTkn

==

o\ji MpunoxeHua TMepexoa Cucrema @ [Po... [E [m... [Mp... [po... ‘_»{", = cla o
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2y
[

< test@|
3arp
b Manku

0

e

3anucu
B
L=

KOHTaKThI

=

HacTpoikn
no4Thl

2

HacTpo#ku
penakTopa

HacTpoiku
cetn

KaneHgapb #
3afa4u

1 »

! Cnpaeka |

BxuoueHo |MmA y4ETHOWN 3anncK

MpoTokon |

test@ftp.spb.vishagi.com

[[] 3anomHmMTL 3TOT Nnapons

© Noymonuanmio imap

| OTMEHWUTb |F@ﬁ»—l‘ :

1

Nobat
Hamet
Ynan

CaenaTs 0
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) E
Dain ; i
o - = |Bx.r||cueuu IMMH Y4ETHOM 3aNMCK NpoTokon | Dobat
= .I*-—/“ : |_| | |
|| Moy | & Macrep yuérHoii sanmeu Evolution [E=5 [
YYETHbIS
¥ HaaT 33"“([1

OTnpaBKa noyThbl

,

BeeaguTe MHGOPMaLMIO 0 cnocobe oTNPaBKK 3NEKTPOHHOM
no4Tel. ECNM Bbl He yBepeHbl, CBAXMUTECH CO CBOMM

= of KoHTaKT| CMCTEMHbIM 3AMHHWCTPATOPOM WM/IM NOCTaBLLMKOM YTy
s,:, WMHTepHeTa.
gc
Ef E Tun cepsepa: | SMTP L
o Hacrpo# OnucaHue: Jna [OCTaBKM NOYTLI NYTEM MNOAKNIOYEHUA K
b Mankw, No4TBI yAaNEHHOMY NOYTOBOMY KOHLEHTPaTopy No NpoToKony
SMTP.

HacTpoiika cepBepa
HacTpo# Cepeep: 192.168.14.143)|

["] TpebyeTtca nposepka NoAMHHOCTH

r be3sonacHocTek

[ b <A Mcnonb3oBaTh 3alMLIEHHOE coeMHeHune: | Bes wudposBaHua ¥
HacTpo#
CeTm MpoBepka NOONMHHOCTH
@ — Twn: PLAIN v [lpoBEpPHTL NOAAEPKUBAEMBIE TUIbI
1 ud‘u}g )

L) Mma none3oBatena: ltest
= - Kanengap| [] 3anoMHmuTL napo/ib %
3aaa4u
\ﬁ ) : ) OTIMEHUTb Haszan ' Bnepi
= Cnpaska
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=
®ann [paska
|;| CospgaTe ~

[£| BxogAwme

|~ Ha 3ToM KOMNbIOT
[ Bxopawpme (1
£ Mcxopawwme

Kop3nHa

£l otnpasnenn
2 Cnam
|Z7 YepHoBukm
|| WabnoHb!

¥ test@ftp.spb.vish
[ Bxogawme
& Kopauna
) Cnam

| P Mankwu noncka

E

testpostfiy

Bua Cooﬁgeﬂne Manka [Mownck CnpaBka
¥l otnpasuts / Monyants g bl E@ A = [z R R ]
3scero MokasblBaTh:  Bce coobieHus g Nonck: Q Tema unn agpeca conepkatr |4
[ | test [E=H | H=H 5| . lata
@ann Npaska Bua Bcrasute @opmat [NapameTpel I 2
e $| & e §§ Eil Q q :Zerop.Hﬂ 1347
QTKoro:'Unknown<test@ftp.spb.vishagi.mm:» = Moanuce: | Het -
.Knmy: llschev@list.ru
Konwua: |
Tema: test N
| O6biuHbIii TeKCT ¥ | | OBbIYHbIA — - |

v

JL06aBUTL B/IOXKEHHE... | B BHJIE 3HAYKOE ¥

@ KoHTaK b lMoKa3aTb NaHesb BAOXKEHNA
™

@I KaneHpapb

3apaun

g 3aMeTKKn

=P=

°\"§_f NMpunoxeHws Tepexos Cuctema | &
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@ llschev@list.ru: Bxoaawwe-Mozilla Firefox
®ann Bua  XKypHan

[5] Camble nonynapHeie™ [@ Getting Started [5La

MNpaska 3aknagku

L

HHCTpYMEHThI

v (& @ i} @5hl:tp:ffwin.mail.rufcgi—hinfmsglist?folder:nm84542508?

CnpaBka

v [Gooc

test Headlines ™

[[8] Postfix Admin-192.168.14... % ||@ lschev@list.ru: Bxogsupe ot |

HoBrX oHC

@mail.ru

: 76

Apnpeca

Mo MEp: HET HOE futen  Jeasrm@Mail.ru: 0,00 p. lisc

®oTo Bnom 3HaxkomcTEa OeHer

Moi mup Buoeo Arpet

Nanku HOBEIX BCETD %l'l oBeDMTL noury  |F Hanucars nucemo EHeIHeBHHK * HACTDORKH * Hi
X BCEro |,
* Bxonswme 76 116 : B G an '
ComMHWUTENBHBIE 0o Xoaawmne
Ju] £ o Y ~ = =5 - 3 -
Ompasnetiie 25 '{ lNoxka3aHu mAceMa 1-25 #3 116 HH3IKAR »1e 23
YepHoBMKM o (2
Kopsuna s Vmamume || Mepecnate || 7o cnam | [lepemecturs v Iometuts v [ofasuTe oTnpasmTeni w
Apxue M-Arenta =] ArTOD Tema
e[ ] Unkgown tes

EBce HENPOYTEHHbLIE NUCHMA

O
0

d

YutahTe nouty c TenedoHa
MpocTo 3aRanTe Ha m.mailru

&

Oooooooooo

e

T2 BEMbINA CEPBUC

BPEPEQ K LIEHE W KAMECTBY|

o

o

L

e

TO na Baw BLIEOP

TAML I~
http://win.mail.ru/cgi-bin/readmsg?id=129016

2
E

—

5479

MpunoxexHua TMepexon CucTeMa

2 = = cTi UT-Guskeca ana MpodeccuoHanos
- ‘]I:lest@fl:p.5|:|I:|.\.r|shag|.|:c|m;Hng
b i ocTH WT-Guaneca ana MpodreccuoHanos

Nyuywee Buaeo 3a Heaeno oT Rutube

1]

= rutube@rutubeinfo.ru

admin@infostart.ru HudrocTapT - EmeHenenkHLin 0630 BN MKa WA
5/ "Subscribe Ru" HopocTu WT-Gusneca ana N £CCHOHANOR

hh info@site _hh.ru HeadHunter: MNpuknioyeHnA WHOCTpaHUER B Poccum
S "Subscribe Ru"

% Moit Mup@Mail.Ru

e rutube@rutubeinfo.ru

+ "mirtesen.ru”

HoBocTu WT-Gusneca ana N

Lencrens Bawwx gpy3ei 3a 14 HoaGpa

MNoHenenLHMK - AEHL BECENLIA]

ECCHOHANORB

MirTesen.ru | Temul Hegenu: B.MyTuH: Poourenu He nomue

Lineage 2 Januwmck Ha 13-k od MuManLHLIA pycckmin cepaep Lineage

S "Subscribe Ru" HoeocTn UT-Busneca ana N eccHoHaNoe

+ "mirtesen.ru” Andrei Nesterov mwet Bac Ha MupTecen

0000000786&Folder=0
[mp... |

[po... [Bx... @ )2 =caua o
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| Bxopauwme (4 scero) - Evolution

®ann NpasBka Bwua Cooﬁgeﬂne Manka [Mownck CnpaBka

|~ |cosmate ¥ [¥] Otnpasmrs /Monyauts |<,E-J P |@ A = @ [z R R ]
[ BxopAume 4pcero  MokasbiBaTe:| Bee coobuyenus v | Mouck: QlTema nnn agpeca cogepxat &
~ Ha 3TOM KOMNbloTepe - @ @ or Tema Data
[ Bxopawwme (1) ?
£ Mcxopawme admin@ftp.spb.vishagi.com Lo6po noxanosats! CerogHa 13:17
@ KopauHa ?
| OTnpasnetHble lOpwii LeBuos <llsc|'[§v@list.r... Re: test CerogHsa 14:19

) Cnam
|Z7 YepHoBukm

|| WabnoHb!

~ test@ftp.spb.vishagi.com OT: tOpwii Lesuos <llschev@list.ru>
(%] BxogAwwme Reply-to: HOpuii Lesuos <llschev@list.ru>
(& Kopauna Komy: test@ftp.spb.vishagi.com

i Tema: Re: test
&9 Cnam Dara: Fri, 19 Nov 2010 14:19:27 +0300
P Manku noMcka

test 0K
= nowra
E KOHTaKThI
@] KaneHgapb
@ 3ajaum
ﬁ 3ameTkn
==
ﬁ Mpunoxenua TMepexoa Cucrema = [mc]r... [Mpos... [post... [L-| Bxops... @ 2 == clA wp

Beb cepBep ecTb, ycTaHOBUM BeO MOPIOUYKY K TOYTE:

#cd /usr/ports/mail/squirrelmail
#make install clean
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mc [root@mail. ftp.spb.vishagi.com]:/usr/local/www/apache22/data

WLain NOpaeka Bwua [Mouck TepmuHan Crnpaska

usr/loecal/wvort —o - I" D fusryslocal /www/apache22/data
Name Size Modify t n

i UP--DIR|Nov 18 !

/apachez2 512 |Nov 19 = /phpMyAdmin

/phpMyAdmin 3072 |[Nov 19 /spostfixadmin
/postfixadmin 1536 |Nov 19
/squirrelmail 512 |Nov 19

/squirrelmail fsquirrelmail

Hint: You can disable all requests for confirmation ] ns/Confirmation.
mail#

1 2 3 [ 7
vf:s MpunoxeHua [Mepexona Cucrema [Mpos... | postFfi... | @& [vcran... |

ckonupyeMm nanky /usr/local/www/squirrelmail B /ust/local/www/apache22/data
1 3aITyCTHM KOH(MHUTYpaTop:

me [root@mail.ftp.spb.vishagi.com]:/usr/local/www/apache22/data/squirrelmail

@aiin Mpaska Bua Mouck TepmuHan Cnpaska
SquirrelMail Configuration : Read: config default.php (1.4.0)

ain Menu --
Organization Preferences
Server Settings
Folder Defaults
General Options
Themes
Address Books
Message of the Day (MOTD)
Plugins
Database
. Languages

HOO=OWUsWN - =

=

o

Set pre-defined settings for specific IMAP servers
C  Turn color on

S Save data

Q Quit

Command >> []

mc [root@mail.ftp.spb.vishagi.com]:/usr/
ef:ﬁ MpunoxeHus [Mepexos CucTemMa “ncal,r"www,-"apachezz,-"datafsquirrelmail “z'.i ==cuwAa @

TYT HYXXKHO YKa3aTb JOMCH, S3bIK 10O HCQ)OHTY " IpOYUC MPUATHBIC 1Ty CTAIKU
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TeCTUM!

@ squirrelMail - Norun-Mozilla Firefox
®ann Npaska Bua XypHan 3aknagkuw WMHcTpymeHTbl Cnpaseka

o e v G @ @y [6)] htp://192.168.14.143/squirrelmail/src/login.php v 2~ |cooc

[5] Camble nonynapHeie ™ [@) Getting Started [5Latest Headlines™
|lo| squirrelMail - NoruH | +

SquirrelMail
webrnail
for

nuts

SquirrelMail - sepcus 1.4.20
I'pynna pa3zpaGoTuaukor SquirrelMail

Bxopn B SquirrelMail
Hms: testqg:p.spb.vishagi.mm
[Tapome: s

NoruH

ToToBo
°$ Mpunoxenns Mepexon Cwucrema @ [mclr... |~ [Npos... | [E postfi...

http://1ip cepBepa/squirrelmail/

&2 =aua o)
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@ squirrelMail 1.4.20-Mozilla Firefox

®@ann MNpaeka Bua XXypHan 3aknagkum MHcTpymeHTel  CnpasBka
& s v = @ oy  [® | btep://192.168.14.143/squirrelmail/src/webmail.php

[E] Cambie nonynapHeie™ [@] Getting Started (5| Latest Headlines ™~

J@! SquirrelMail 1.4.20 | +

INHaoxk| Tekyllasa nallka: BXoagsiniHe

OGroeneno: Hoeoe Anpeca ITankw HacTpolika [Tosck CrHpaBKa
IItH, 2:45 pm

{(IIpOEREDHTE NOYTY)

BribpaTk BCe

- Bxopamue TlepeMecTHTs BHIGPaHHEE B:

Drafts BxogAawmne ¥ MNMepemecTuTb Nepecnate

Sent

Trash OrT = HDara @ Tema D
[ FOpu# LleBnoR 14:19 Re: test
[ | HeHM3BecTHRIH 16:38 (HeT 2arooBKa)
[ Jadmin@ftp.spb.vishagi.com 13:17 [Ho6po noxanoBaTk!
[ HensBecTHHEIH 16:30 ("HeT 3aronoBKa)

Bri6paTk BCe

loToso
=L

s, =
* *~ [Gooc

ITpocMOTp coobBIIeHHH: OT

IlpecbpazoraTs BROD
MNMpo4MTaHHBIE He

IIpocMOTp cOOBIIEeHHH: OT

sig= MpunoxeHus TMMepexon CucTema H| [mc(r... [Mpos... [Pqﬂpostﬂx.odtfOpenOFFice.orgWriter'.UA €L|}I

e ycTaHOBKa M HacTpoiika ClamAV u spamAssassin
# cd /usr/ports/security/clamav
# make install clean

HactpanBaem 3amyck clamd u freshclam

# echo 'clamav_clamd_enable="YES™ >> /etc/rc.conf
# echo 'clamav_freshclam_enable="YES™ >> /etc/rc.conf

HactpauBaem clamav

#ee /usr/local/etc/clamd.conf

##

## Example config file for the Clam AV daemon
## Please read the clamd.conf(5) manual before editing this file.
Hit

LogFile /var/log/clamav/clamd.log
LogFileMaxSize 0

PidFile /var/run/clamav/clamd.pid
DatabaseDirectory /var/db/clamav

LocalSocket /var/run/clamav/clamd.sock
FixStaleSocket yes

TCPSocket 3310

TCPAddr 127.0.0.1

User clamav

AllowSupplementaryGroups yes

ScanPDF yes

ScanMail yes

ScanPartialMessages yes

ScanHTML yes
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ScanArchive yes
MaxScanSize 15M

3anyCKaem
# lusr/local/etc/rc.d/clamav-clamd start
Starting clamav_clamd.

Hit

## Example config file for the Clam AV daemon
## Please read the clamd.conf(5) manual before editing this file.
Hit

LogFile /var/log/clamav/clamd.log
LogFileMaxSize 0

PidFile /var/run/clamav/clamd.pid
DatabaseDirectory /var/db/clamav

LocalSocket /var/run/clamav/clamd.sock
FixStaleSocket yes

TCPSocket 3310

TCPAddr 127.0.0.1

User clamav

AllowSupplementaryGroups yes

ScanPDF yes

ScanMail yes

ScanPartialMessages yes

ScanHTML yes

ScanArchive yes

MaxScanSize 15M

oOHoBisieM anTuBUpYC freshclam:
# lusr/local/etc/rc.d/clamav-freshclam start
Starting clamav_freshclam.

YcTaHaBnvMBaem spamassassin
# cd /usr/ports/mail/p5-Mail-SpamAssassin
# make install clean

# echo 'spamd_enable="YES™ >> /etc/rc.conf

#ee /usr/local/etc/mail/spamassassin/local.cf

# This is the right place to customize your installation of SpamAssassin.
#
# See 'perldoc Mail::SpamAssassin::Conf' for details of what can be
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# tweaked.

#

# Only a small subset of options are listed below
#
R R R
#

rewrite_header Subject *****SPAM*****
report_safe 1

# trusted_networks 212.17.35.

required_score 10.0

use_bayes 1

bayes auto learn 1

bayes_ignore_header X-Bogosity
bayes_ignore_header X-Spam-Flag
bayes_ignore_header X-Spam-Status

3anyCKaem
# lusr/local/etc/rc.d/sa-spamd start
Starting spamd.

YctaHaBavMBaem amasind-new

# cd /usr/ports/security/amavisd-new

# make install clean

# echo 'amavisd_enable="YES" >> /etc/rc.conf

# ee /usr/local/etc/amavisd.conf

use strict;

$max_servers =2; # num of pre-forked children (2..30 is common), -m
$daemon_user ='vscan'; # (no default; customary: vscan or amavis), -u
$daemon_group = 'vscan';  # (no default; customary: vscan or amavis), -g
$mydomain = "ftp.spb.vishagi.com'; # a convenient default for other settings
$TEMPBASE ="$MYHOME/tmp"; # working directory, needs to exist, -T

SENV{TMPDIR} = STEMPBASE; # environment variable TMPDIR, used by SA,
etc.

$QUARANTINEDIR = '/var/virusmails'; # -Q
$log_level = 0; # verbosity 0..5, -d

$log recip_templ = undef; # disable by-recipient level-0 log entries

$DO _SYSLOG = 1; # log via syslogd (preferred)

$syslog facility = 'mail'; # Syslog facility as a string

$syslog priority = 'debug'; # Syslog base (minimal) priority as a string,
$enable db=1; # enable use of BerkeleyDB/libdb (SNMP and nanny)
$enable global cache = 1; # enable use of libdb-based cache if $enable db=1

$nanny details_level =2; # nanny verbosity: 1: traditional, 2: detailed
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$enable dkim_verification = 1; # enable DKIM signatures verification
$enable dkim_signing =1; # load DKIM signing code, keys defined by dkim_key
@local _domains_maps = ( [".$mydomain"] ); # list of all local domains
@mynetworks = qw( 127.0.0.0/8 [::1] [FE80::]/10 [FECO0::]/10

10.0.0.0/8 192.168.14.0/24 192.168.0.0/16 );

$unix_socketname = "$MYHOME/amavisd.sock"; # amavisd-release or amavis-
milter

# option(s) -p overrides $inet_socket port and $unix_socketname
$inet_socket port =10024; # listen on this local TCP port(s)
$policy bank{'MYNETS'} = { # mail originating from @mynetworks
originating => 1, # is true in MYNETS by default, but let's make it explicit
os_fingerprint_ method => undef, # don't query pOf for internal clients
¥
$interface _policy{'10026'} ='ORIGINATING";
$policy bank{'ORIGINATING'} = { # mail supposedly originating from our users
originating => 1, # declare that mail was submitted by our smtp client
allow_disclaimers => 1, # enables disclaimer insertion if available
# notify administrator of locally originating malware
virus_admin_maps => ["virusalert\@$mydomain"],
spam_admin_maps => ["virusalert\@$mydomain"],
warnbadhsender =>1,
# forward to a smtpd service providing DKIM signing service
forward method => 'smtp:[127.0.0.1]:10027",
# force MTA conversion to 7-bit (e.g. before DKIM signing)
smtpd discard ehlo keywords => ['SBITMIME'],
bypass_banned checks maps =>[1], # allow sending any file names and types

terminate_dsn_on_ notify success => 0, # don't remove NOTIFY=SUCCESS option
¥

$interface policy {'SOCK'} ='AM.PDP-SOCK'; # only applies with
$unix_socketname

# Use with amavis-release over a socket or with Petr Rehor's amavis-milter.c
# (with amavis-milter.c from this package or old amavis.c client use 'AM.CL"):
$policy bank {'AM.PDP-SOCK'} = {
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protocol =>'AM.PDP",

auth_required release => 0, # do not require secret_id for amavisd-release
¥
$sa tag level deflt =2.0; # add spam info headers if at, or above that level
$sa tag? level deflt=6.2; # add 'spam detected' headers at that level
$sa kill level deflt=6.9; # triggers spam evasive actions (e.g. blocks mail)
$sa_dsn_cutoff level = 10; # spam level beyond which a DSN is not sent
$sa crediblefrom dsn cutoff level = 18; # likewise, but for a likely valid From
# $sa_quarantine cutoff level = 25; # spam level beyond which quarantine is off
$penpals_bonus_score =8; # (no effect without a @storage sql dsn database)
$penpals_threshold high = $sa kill level deflt; # don't waste time on hi spam

$bounce killer score = 100; # spam score points to add for joe-jobbed bounces

$sa_mail body size limit =400%1024; # don't waste time on SA if mail is larger

$sa local tests only =0; # only tests which do not require internet access?

$virus_admin = "test\@$mydomain"; # notifications recip.
$mailfrom notify admin = "virusalert\@$mydomain"; # notifications sender
$mailfrom notify recip = "virusalert\@$mydomain"; # notifications sender

$mailfrom notify spamadmin = "spam.police\@$mydomain"; # notifications sender

$mailfrom to quarantine ="; # null return path; uses original sender if undef
(@addr_extension virus maps = ('virus');

@addr_extension _banned maps = (‘banned');
@addr_extension _spam _maps = (‘spam');

@addr_extension_bad header maps = ('badh');

$path = '/usr/local/sbin:/usr/local/bin:/usr/sbin:/sbin:/usr/bin:/bin';

$SMAXLEVELS = 14;

$SMAXFILES = 1500;

$MIN EXPANSION QUOTA = 100*1024; # bytes (default undef, not enforced)

$MAX EXPANSION QUOTA =300*%1024*1024; # bytes (default undef, not
enforced)

$sa_spam_subject tag = "***SPAM*** ;
$defang_virus = 1; # MIME-wrap passed infected mail
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$defang banned = 1; # MIME-wrap passed mail containing banned name

# for defanging bad headers only turn on certain minor contents categories:

$defang by ccat{+CC BADH.",3"} =1; # NUL or CR character in header

$defang by ccat{+CC BADH.",5"} = 1; # header line longer than 998 characters

$defang by ccat{+CC BADH.",6"} = 1; # header field syntax error

$myhostname = 'mail.ftp.spb.vishagi.com'; # must be a fully-qualified domain name!

$notify method ='smtp:[127.0.0.1]:10025";

$forward method = 'smtp:[127.0.0.1]:10025"; # set to undef with milter!

$final virus destiny =D DISCARD;

$final banned destiny =D BOUNCE;

$final spam_destiny =D BOUNCE;

$final bad header destiny =D PASS;

$bad header quarantine method = undef;

@keep _decoded original maps = (new_ RE(
qr*MAILS', # retain full original message for virus checking
qr*MAIL-UNDECIPHERABLES', # recheck full mail if it contains undecipherables
qr'*(ASCII(?! cpio)|textjuuencoded|xxencoded|binhex)',

# qr'~Zip archive data', # don't trust Archive::Zip

)i

$banned filename re =new RE(

### BLOCKED ANYWHERE

# qr"UNDECIPHERABLES', # is or contains any undecipherable components
qr'™\.(exe-ms|dll)$', # banned file(1) types, rudimentary

# qr'°\.(exe|lha|tnef]cab|dll)$', # banned file(1) types

### BLOCK THE FOLLOWING, EXCEPT WITHIN UNIX ARCHIVES:

# [ qr'™\.(gz|bz2)$! =>( ], # allow any in gzip or bzip2
[ gr'’\.(rpmlcpioftar)$’  => 0], # allow any in Unix-type archives
qr'.\.(pif]scr)$', # banned extensions - rudimentary

# qr'’\.zip$', # block zip type

## BLOCK THE FOLLOWING, EXCEPT WITHIN ARCHIVES:
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# [ qr'~\.(zip|rar|arc|arj|zoo)$'=> 0 ], # allow any within these archives

qr'~application/x-msdownload$'i, # block these MIME types
gr'*application/x-msdos-program$'i,

qr'*application/hta$'i,

# qr' message/partial$'i, # rfc2046 MIME type
# qr' message/external-body$'i, # rfc2046 MIME type

# qr'(application/x-msmetafile[image/x-wmf)$'i, # Windows Metafile MIME type
# qr'\.wmf$', # Windows Metafile file(1) type

# block certain double extensions in filenames
qr'\.[*/]*[A-Za-z]["./]*\.\s*(exe|vbs|pif|scr|batjcmd|com|cpl|dI)[.\s]*$'1,

# qr'\{[0-9a-f]{8} (-[0-9a-f]{4}){3}-[0-9a-f]{12}\} ?'i, # Class ID CLSID, strict
# qr'\{[0-9a-z]{4,} (-[0-9a-z] {4,}){0,7}\} 71, # Class ID extension CLSID, loose

qr'.\.(exe|vbs|pif]scr|cpl)$', # banned extension - basic
);
@score_sender maps = ({ # a by-recipient hash lookup table,

# results from all matching recipient tables are summed

## site-wide opinions about senders (the ." matches any recipient)

"'"=>[ #the first matching sender determines the score boost

new RE( # regexp-type lookup table, just happens to be all soft-blacklist
[qr'~(bulkmail|offers|cheapbenefits|earnmoney|foryou)@'i =>5.0],
[qr'~(greatcasino|investments|lose_weight today|market\.alert)@'i=> 5.0],
[qr'"*(money2you|MyGreenCard|new\.tld\.registry|opt-out|opt-in)@'i=> 5.0],
[qr'~(optin|saveonlsmoking2002k|specialoffer|specialoffers)@'i => 5.0],
[qr'”(stockalert|stopsnoring|wantsome|workathomelyesitsfree)@'i => 5.0],

[qr'*(your_friend|greatoffers)@'i =>5.0],
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[qr'*(inkjetplanet/marketoptMakeMoney)\d*@'i

),
{ # a hash-type lookup table (associative array)

'nobody@cert.org' =>-3.0,
'cert-advisory(@us-cert.gov' =>-3.0,
'owner-alert@jiss.net' =>-3.0,
'slashdot@slashdot.org' =>-3.0,
'securityfocus.com' =>-3.0,
'ntbugtrag@listserv.ntbugtraq.com'  =>-3.0,
'security-alerts@linuxsecurity.com'  =>-3.0,
'mailman-announce-admin@python.org' =>-3.0,

'amavis-user-admin@lists.sourceforge.net'=> -3.0,

'amavis-user-bounces@lists.sourceforge.net' => -3.0,

'spamassassin.apache.org’ =>-3.0,
'notification-return@lists.sophos.com' =>-3.0,
'owner-postfix-users@postfix.org' =>-3.0,

'owner-postfix-announce@postfix.org' =>-3.0,

'owner-sendmail-announce@lists.sendmail.org' =>-3.0,

'sendmail-announce-request@lists.sendmail.org' => -3.0,

'donotreply@sendmail.org' =>-3.0,
'catenvelope@sendmail.org' =>-3.0,
'noreply@freshmeat.net' =>-3.0,
'owner-technews@postel.acm.org' =>-3.0,
"ietf-123-owner@loki.ietf.org' =>-3.0,
'cvs-commits-list-admin@gnome.org'  =>-3.0,
'rt-users-admin@lists.fsck.com' =>-3.0,
'clp-request@comp.nus.edu.sg' =>-3.0,
'surveys-errors@]lists.nua.ie' =>-3.0,
'emailnews@genomeweb.com' =>-5.0,
'yahoo-dev-null@yahoo-inc.com' =>-3.0,
'returns.groups.yahoo.com' =>-3.0,
'clusternews@linuxnetworx.com' =>-3.0,

lc('lvs-users-admin@LinuxVirtualServer.org') =>-3.0,
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lc(‘owner-textbreakingnews@CNNIMAIL12.CNN.COM'") => -5.0,

# soft-blacklisting (positive score)

'sender@example.net’ => 3.0,
'.example.net' => 1.0,

s

], # end of site-wide tables

Hs

@decoders = (

['mail’, \&do mime decode],

['asc', \&do ascii],

['wue', \&do ascii],

['hgx', \&do ascii],

['ync', \&do_ascii],

['F', \&do uncompress, ['unfreeze','freeze -d','melt','fcat'] ],
['Z', \&do uncompress, ['uncompress','gzip -d','zcat'] ],
['gz', \&do uncompress, 'gzip -d'],

['gz', \&do gunzip],

['bz2', \&do uncompress, 'bzip2 -d'],

['lzo', \&do uncompress, 'lzop -d'],

['rpm’, \&do uncompress, ['rpm2cpio.pl','rpm2cpio'] ],
['cpio', \&do pax cpio, ['pax’,'gcpio','cpio'] ],

['tar', \&do pax_cpio, ['pax','gcpio','cpio']],

['deb', \&do_ar, 'ar'],

#['a', \&do ar, 'ar'], # unpacking .a seems an overkill
['zip', \&do unzip],

['7z', \&do 7zip, ['7zr',7za','72'] ],

['rar', \&do unrar, ['rar','unrar'] ],

['arj', \&do unarj, ['arj','unarj'] ],

['arc', \&do _arc, ['nomarch','arc'] ],
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['zoo', \&do zoo, ['zoo','unzoo'] ],
['lha', \&do lha, 'Tha'],
# ['doc', \&do ole, 'ripole'],
['cab', \&do_cabextract, 'cabextract'],
['tnef, \&do_tnef ext, 'tnef'],
['tnef', \&do _tnef],
# ['sit', \&do unstuff, ‘'unstuff'], # broken/unsafe decoder
['exe', \&do_executable, ['rar','unrar'], 'lha', ['arj','unarj'] ],

)

@av_scanners = (

# ### http://www.clamav.net/

['ClamAV-clamd',
\&ask daemon, ["CONTSCAN {}\n", "/var/run/clamav/clamd.sock"],
qr/\AbOK$/m, qrAbFOUND$/m,
qr/~.*?: (Nnfected Archive)(.¥) FOUNDS$/m ],

# # NOTE: run clamd under the same user as amavisd, or run it under its own

## uid such as clamav, add user clamav to the amavis group, and then add
## AllowSupplementaryGroups to clamd.conf;
# # NOTE: match socket name (LocalSocket) in clamav.conf to the socket name in

## this entry; when running chrooted one may prefer socket "$SMYHOME/clamd".

@av_scanners_backup = (

### http://www.clamav.net/ - backs up clamd or Mail::ClamAV
['ClamAV-clamscan', 'clamscan’,

"--stdout --no-summary -r --tempdir=$TEMPBASE {}",

[0], qr/:.*\sFOUNDS$/m, qr/*.*?: (?!Infected Archive)(.*) FOUND$/m ],
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1; # insure a defined return value

nomnuckiBaeM B Qaiin /ust/local/etc/postfix/main.cf cienyronyto cTpoky, 4To0bI
COOOIICHNUS TIepeIaBaINCh Ha IPOBEPKY

content_filter=smtp-amavis:[127.0.0.1]:10024
Teneps BHEceM n3MeHeHUs B (paitn master.cf.
smtp-amavis unix - - n - 2 smtp

-o smtp_data_done timeout=1200

-o smtp_send xforward command=yes

-o disable dns_lookups=yes

-0 max_use=20
127.0.0.1:10025 inet n - n - - smtpd

-o content_filter=

-o local recipient maps=

-o relay_recipient_maps=

-o smtpd _restriction_classes=

-o smtpd _delay reject=no

-o smtpd_client restrictions=permit_mynetworks,reject

-o smtpd_helo_restrictions=

-o smtpd_sender_restrictions=

-o smtpd recipient_restrictions=permit_mynetworks,reject

-o mynetworks style=host

-0 mynetworks=127.0.0.0/8

-o strict_rfc821 envelopes=yes

-o smtpd_error_sleep time=0

-o smtpd_soft_error limit=1001

-o smtpd_hard_error_limit=1000

-o smtpd_client connection_count limit=0

-o smtpd client connection rate limit=0

-0
receive_override options=no_header body checks,no unknown_recipient checks

#ee /etc/group
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HaxoauM cTpouky vscan:*:110: u qo6aBnsiem B He€ clamav — vscan:*:110:clamav,
WJIM €CJTH TaM YK€ €CTh T0JIh30BaTeII TO JOOABIIsIEM Uepe3 3amsaTyro (vscan:
*:110:someuser,clamav)

[Tepesamyckaem cepsep.

CurHaTypa ana npoBepKu aHTMBUpPYCa
* 3k k

X50!P%@AP[4\PZX54(P")7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*
XJS*C4JDBQADNI1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST-EMAIL*C.34X
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