MouTtoBblit cepBep sendmail 3a 10 muHyT

[nA ycTaHOBKM NpocTelilero NoYToBoro cepsepa sendmail+spamassassin, KoTopblit byaeT 6paTtb y4eTKM
13 6a3bl CUCTEMHbBIX NOJib30BaTesieit, Ham noTpebyeTtca FreeBSD B camolt MMHMMaAIbHOM KOMMAEKTaLUN:
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NogHMMaem ceTKy, HacTpanmBaemM UMA XOCTa, MOXKHO NponNucaThb B /etc/rc.conf
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WM BOCMONb30BaTbCA YTUAKOM sysinstall, Tam ke BKatoyaem ssh (ecnm Hazo)
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Network Configuration
Host: ‘Domain:

‘sph.vishagi.com ' wvishagi.com |

IPvd Gateway: HName server:

192.168.14.1 I 192.168.14.1 I

Configuration for Interface lef
Address: Hetmask:

192.168.14.5 | 255,255, 255.8 I

Extra options to ifconfig (usually empty):
] |
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Ta release cursor, press Ctrk-al,
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Sendmail y»ke ecTb, Maem B NOPTbl U CTABMM Spamassassin
#cd /usr/ports/mail/p5-Mail-SpamAssassin

#tmake install clean

Options for p5-Nail-SpamAssassin 3.2.5_4

Run spawd as root (recommended)

Build spamd/spamc (not for amavisd)
sa-compile

DKIM/DomainKeys Identified Mail

Build with SSL support for spamd/spamc
Install GnuPG (for sa-update)

Add HMySQL support

Add PostreSQL support

Add Vipul's Razor support

Add SPF query support
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MoKa Bce 310 406PO KOMNUAUTCA N CTaBUTCA 3aMMeMCA HacTponKol sendmail

#cd /etc/mail



#Hcp access.sample access
[obaensem B dpalin access CTPOKY
192.168.14 RELAY

3T0 paspewnT ceHgmaiiny nepecbinaTb 6€3 npeasapuUTeNbHON ayTEHTUDMKALUN 3/TIEKTPOHHbIE
coobueHus, rae 192.168.14.0/24, KoHe4yHO, Halla JIOKanKa.

Cospgaem dain local-host-names 1 BnncobiBaem Tyaa UMA Hallero AoOMeHa
# ee local-host-names

% %k k

spb.vishagi.com

MpaBum KoHOUT ceHaMalNa

#ee sendmail.cf

Tam s nponucan NoYToBbIN cepBep NPoBaliAepPa, KOTOPbIN NCNONb3YETCS KAk penen,
DSrelay.peterstar.ru

OrpaHnuYna MakcMMaibHbIA pasmep 3/1eKTPOHHOro coobLLeHMsA
OMaxMessageSize=5000000 # B baiiTax

CoxpaHaem u BbIXoaAnM

PectapTum ceHamamn

#make maps

#make restart

Il BbI ONMKHbBI HaxoAMTCA B nanke /etc/mail (pwd)

Ha sTom 6a30BasA HaCTpPOWKa NOYTOBOro cepBepa HacTpoeHa, OA4HAKOo, YATaTb NMoYuTy yepes mail moryt
TO/IbKO UCTUHHbIE AXeAaun, No3TOMY NoyTy byaem otaasatb no IMAP, ana sToro noHagobutca imap-uw

#cd /usr/ports/mail/imap-uw
#make

Y6bupaem Bce onumu, cBasaHHble ¢ SSL (MHe 3To He Hy»KHO)



1 192.168.14.5 - PuTTY [_[5]x]

Options for imap-uw 2007e,1

jcompile with SSL support

Allov plain text passwords and S5SL
Dynamically open NTA for relaying
See Makefile for documentation
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#install clean

Imap-uw noTtawmT ¢ cobo cclient-2007e,1 onuuto ssl Tam Toxke youpaem.
3anyckaTtb imap-uw byaem yepes Inet.d

#tee /etc/inetd.conf

M packommeHTupyem Tam npoTtokon IMAP

an am

Lrnyex| E4 @

' =]
=N-AEF-N | (= U¥ScreenCamera | &2 192.165.14.5 - PuTTY | £1,292.168.14.5 - PuTTY | «EO#* PR 2544

3anyckaem inetd
#inetd

Bce! Mo»HO TecTuTb



[obaensem nonb3oBaTena, HacTpanBaem NoYTOBbIN KANEHT (MHe cybbeKkTMBHO Hpasutca Thunderbird,
MOHO Ntoboi, noaaepusatolmnii npotokon IMAP)
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DoBpo noxanosats B Thunderbird!

Mourosbii kauent Mozilla Thunderbird cran Sonee Teneps pabotath
< noutod Byaet ewé npowe, yaoSxee n Gmonachee.
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aeTcA Mozilla —
rAOBaNEHEIM COOBLUECTEOM, P
YAOGHLIM ANR KIKAOTD.

WHTepHeT Gonee

OTEETHl Ha 43CTO 2343B3EMLIE B SHYKO HHOOPMALMIO

MOXHO HaATH B CIDABOYHOM LEHT]

ALNA NOAYYEHUA MHPOPMALIMK O NPOAYKTE NOCETHTE AOMALLHIOK (TpakuLy Thunderbird
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CtaBum spamass-milter

#cd /usr/ports/mail/spamass-milter

#make install clean

MOem oKoHYaHMA YCTaHOBKM CnamaccaccuHa U MUATepa

3acTaBnsem Bce cOOOLLEHMA NEPENPABAATb HA NPOBEPKY CNama, 411 3Toro fobasasem B rNaBHbIM
KOHPUrypaumoHHbin dpaiin sendmail.cf B cekymio Input Mail Filters ctpoku:

O InputMailFilters=spamassassin
O Milter.macros.connect=t, b, j, , {daemon_name}, {if_name}, {if_addr}
O Milter.macros.helo=s, {tls_version}, {cipher}, {cipher_bits}, {cert_subject}, {cert_issuer}

O Milter.macros.envfroms=i, {auth_type}, {auth_authen}, {auth_ssf}, {auth_author}, {mail_mailer},
{mail_host}, {mail_addr}

O Milter.macros.envrcpt={rcpt_mailer}, {rcpt_host}, {rcpt_addr}

O Milter.macros.eom={msg_id}

Xspamassassin, S=local:/var/run/spamass-milter.sock, F=, T=C:15m;S:4m;R:4m;E:10m
HacTtpansaem SpamAssassin:

#cd /usr/local/etc/mail/spamassassin

#cp local.cf.sample local.cf



#ee local.cf

MprBOAMM €ro K cnegytoliemy suay

rewrite_header Subject *****SPAM***** # nepesanucbiBaTb 3aroNI0BKU
use_bayes 1 # ncnonbsosatb ¢unbTp baneca
bayes_auto_learn 1

lock_method flock

bayes_ignore_header X-Spam-Flag
bayes_ignore_header X-Spam-Status

required_score 10.0 # nopor ngeHtudmnKaumm cnama
score HTTP_USERNAME_USED 9.99

score FAKE_HELO 9.99

score FORGED_RCVD 9.99

score UNWANTED_LANGUAGE_BODY 1.02

score MLM 5.55

score RCVD_NUMERIC_HELO 4.95

ok_locales ru en

HonucbiBaem B dann /etc/rc.conf
spamd_enable="YES"

spamass_milter_enable="YES"

M CTapTyem AEeMOHbI accaccMHa U MUATepa
#cd /usr/local/etc/rc.d

./sa-spamd start

./spamass-milter start

Pectaptum ceHgmamn

#cd /etc/mail

#tmake restart



